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Introduction: 

 

Regulation provides visibility and connection to an environment.  Through regulation comes an enhanced 

understanding of criminal activities.  Without understanding, controlling of crime is impossible. 

 

This submission provides a brief overview of the complex environment that is virtual/digital currencies and 

economies.  A new frontier in financial crime and financial crime control has emerged over the past 

decade, more recently new products or ‘mediums of exchange’ have changed the way in which members 

of society interact with each other, often in unregulated market spaces.  The operation of unregulated 

market spaces provides twin challenges to the state; firstly unregulated market spaces can influence 

regulated spaces, and secondly without familiarity unregulated market spaces are extremely difficult to 

navigate. 

 

This submission concludes with a number of recommendations including the need for a definition of 

‘mediums of exchange’ as the concept of currency within Australia must reflect the increased diversity 

found across all its market spaces.  A further recommendation is the need for an enhanced understanding 

of digital and virtual business practices and transactions within virtual economies in order to control crime 

within those market spaces. 

 

Virtual Currencies: 

 

Virtual currencies, a hypernym increasingly used to describe a medium of exchange principally linked to 

and generated within the Internet or perhaps more crudely known as Internet Money, have over the past 12 

months become a significant foci point for financial crime control discussions.  Although, recent media 

coverage suggests that virtual currencies have sprung from nowhere, the concept of a virtual currency has 

been a prominent feature within some internet communities for quite some time.  It is necessary to identify 

for the purpose of this submission some definitional terms that are necessary in clarifying the ultimate 

position this paper will take.    

 

Virtual Currency:  The Financial Crimes Enforcement Network, part of the United States Department of 

Treasury defines a virtual currency as ‘...a medium of exchange that operates like [real] currency in some 

environments, but does not have all the attributes of real currency... [i]n particular, virtual currency does not 

have legal tender status in any jurisdiction’ (Department of Treasury, 2013, p. 1). 

 

Commonly associated with internet gaming sites like Second Life and World of Warcraft, virtual currencies 

have the same function in Second Life as the Australian Dollar has in Australian life.  The crucial difference 

separating the two is the Australian dollar, like other forms of traditional currency with a legal tender status, 

can be exchanged to sustain the continuing physical existence of an individual, in other words as real 

money, the Australian dollar can purchase real goods and services.   In the case of virtual currencies like 

the Linden dollar (L$), the Second Life currency, they are used to purchase virtual goods for virtual entities 

or avatars.  In this manner a virtual currency is truly only capable of sustaining a virtual existence.  Despite 

these differences virtual currencies can be traded through virtual currency exchanges and converted to 

currencies such as the Australian dollar. 

 

Digital Currencies: At the time of this submission, the most recent virtual ‘medium of exchange’ to gain 

widespread attention is Bitcoin’, a form of digital currency.  Digital currencies, like virtual currencies are 

electronically created and stored ‘mediums of exchange’.  However a key difference between virtual 



 

currency and digital currency is the ability of a digital currency like Bitcoins to be traded for physical goods 

and or services, as opposed to virtual goods and or services. 

 

Wealth Generation: In the case of the Linden dollar, wealth is accumulated through the provision and sale 

of virtual services, property, real estate and a range of other activities within the Second Life gaming 

environment.  An alternative method of obtaining wealth within Second Life is to simply purchase Linden 

dollars on LindX-Second Life, a service created by Second Life developer Linden Lab.  LindeX, like a 

range of other virtual exchange companies allow Second Life users to buy and sell Linden dollars using 

real currencies, like the US dollar. 

 

In the case of Bitcoins, wealth is accumulated in a more diverse manner, and for the most part, this occurs 

outside of a gaming site.  Bitcoins are increasingly accepted as legitimate forms of payment in retail and 

internet businesses around the world.  A local example reported a Sydney eatery as accepting payments 

for beer in Bitcoins (Cauchi, 2014).  Other legitimate means for obtaining Bitcoins include as a form of 

payment for visiting websites offered by companies who increase web based traffic to improve search 

results; as interest earned through loaning Bitcoins to others, tipping, gambling and trading.  However 

perhaps the most discussed aspect of Bitcoin wealth generation surrounds what is commonly known as 

mining.  Mining is a process whereby an individual uses open source computer programmes to solve 

complex mathematical problems in return allocated Bitcoins.    

 

Storage: Virtual and digital currencies, due to their nature are stored electronically on compatible devices.  

In relation to Bitcoins, wealth is stored in a virtual ‘Wallet’ that is held on a computer, mobile phone or 

similar device.  

 

Spending:  As virtual and digital currencies are what could be termed as Internet Money, they are most 

often spent on the internet.  There are increasing numbers of businesses that accept Bitcoins as a 

legitimate form of payment for a range of goods and services.  Businesses can be found listed in a number 

of online directories; including spendBitcoins.com and coindesk.com. 

 

Summary: Virtual currencies have become increasingly popular over the past decade for a host of reasons.  

In the US the Financial Crimes Enforcement Network considers the Linden dollar as a form of virtual 

currency due to Linden Lab operating as ‘an administrator and an exchanger of virtual currency’.  This is 

despite Linden Lab changing its terms and conditions to reclassify the Linden dollar as a ‘token’ rather than 

a form of virtual ‘currency’.  It is through the classification of the Linden dollar as a virtual currency that 

enables Financial Crimes Enforcement Network to address the potential for money laundering through the 

guise of virtual currencies (Shaskey-Calvery, 2014).  Virtual currencies offer users a range of freedoms not 

available with real currencies; however the flipside to this potential is the ease of abuse, specifically 

through money laundering. 

 

Virtual Currencies and AML/CTF 

 

In respect of Australia’s legislative instrument, the Anti-Money Laundering and Counter-Terrorism 

Financing Act 2006, the following observations and suggestions relate to the threat posed by virtual 

currencies to Australian society and its economy. 

 

Subsection 6(6) of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 identifies the 

Geographical Link required for ‘designated services’ to be included under the legislation.  In particular there 

is a requirement for either: 



 

 

‘…the service to be provided at or through a permanent establishment of the person in 

Australia, or that the person providing the service is a resident of, or a subsidiary of a 

company that is a resident of, Australia and the service is provided at or through a 

permanent establishment of the person in a foreign country…’   

(Australian Transaction Reports and Analysis Centre, 2011) 

 

The inclusion of a restrictive geographical link has the potential to exclude virtual currency 

exchanges hosted abroad. 

 

Section 6 of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 identifies designated 

services covered by the AMLCTF legislation.  Of those, a virtual currency exchange has the potential to 

provide the following designated services: 

 

 account/deposit-taking services 

 currency exchange services  

 electronic funds transfers 

 remittance services  

(Australian Transaction Reports and Analysis Centre, 2011). 

 

Section 5 of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 provides definitions of 

key terms used within the Act.  Physical Currency is defined as:  

 

‘means the coin and printed money (whether of Australia or of a foreign country) that: (a)  

is designated as legal tender; and (b)  circulates as, and is customarily used and accepted 

as, a medium of exchange in the country of issue…’.   

 

It is suggested that the wording, ‘medium of exchange’ requires further clarification or alteration to bring 

virtual currencies under the scope of the Act. 

 

Section 5 of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 provides a further 

definition that must also be examined in relation to Virtual Currencies.   

 

"e-currency" according to the Act ‘…means an internet-based, electronic means of 

exchange that is: (a)  known as any of the following: (i)  e-currency;  (ii)  e-money; (iii)  

digital currency;  (iv)  a name specified in the AML/CTF Rules; and (b)  backed either 

directly or indirectly by: (i)  precious metal; or (ii)  bullion; or (iii)  a thing of a kind 

prescribed by the AML/CTF Rules; and (c)  not issued by or under the authority of a 

government body; and includes anything that, under the regulations, is taken to be e-

currency for the purposes of this Act…’  

(Australian Transaction Reports and Analysis Centre, 2011) 

 

This definition provides for the potential inclusion of virtual and digital currencies such as the Linden dollar 

and Bitcoin, albeit, Digital Currency is included in this definition whereas Virtual Currency is not.   The 

challenge posed by this section is the requirement for the ‘e-currency’ to be: 

 

 ‘…backed either directly or indirectly by: (i)  precious metal; or (ii)  bullion; or (iii)  a thing 

of a kind prescribed by the AML/CTF Rules…’  

http://www.austlii.edu.au/au/legis/cth/consol_act/alacfa2006522/s5.html#australia
http://www.austlii.edu.au/au/legis/cth/consol_act/alacfa2006522/s5.html#country
http://www.austlii.edu.au/au/legis/cth/consol_act/alacfa2006522/s5.html#e-currency
http://www.austlii.edu.au/au/legis/cth/consol_act/alacfa2006522/s5.html#e-currency


 

As digital currencies are not technically ‘backed’ they potentially fall outside the scope of the earlier 

definition.   

 

A further comment in relation to the use of e-currency, is that at present it does not exist in the table 

depicted in Section 6 of the Anti-Money Laundering and Counter-Terrorism Financing Act 2006.  This table 

outlines designated services, and thus a further recommendation is that ‘e-currency’ be added to all 

relevant designated services under Section 6 of the Anti-Money Laundering and Counter-Terrorism 

Financing Act 2006. 

 

Recommendations: 

 

1. Regulate virtual and digital currencies and market places. 

 

2. Geographical Link requirements pursuant to Section 6(6) of the Act should enable the Act to be 

triggered where an Australian Resident or company/entity engages a virtual designated service 

abroad, that was it based in Australia would constitute a breach of the Act. 

 

3. Inclusion of virtual exchanges as a financial service in Table 1 – Financial Services, part of Section 

6 of the Act. 

 

4. Definitional clarity required in Section 5 of the Act 

a. e-currency - incorporate virtual currencies, broader scope required 

b. means/medium of exchange - to be defined and included, in line with FinCEN definition 

c. money – incorporate ,means/medium of exchange into this definition 

 

5. Consider the necessity of e-currency to be backed by precious metal, bullion or a thing prescribed 

by the Act.  At present the definition is restrictive in that it excludes digital currencies such as 

Bitcoins as they are not technically backed in the manner prescribed in this Act. 

 

6. e-currency at present does not exist in the ‘Table 1 – Financial Services’ which is found in part of 

Section 6 of the Act.  This should be included, alongside the inclusion of virtual exchanges so as to 

trigger the Act following the use of a virtual exchange to launder the proceeds of crime. 

 

7. Establishment virtual and digital currencies education programme to equip investigators and 

regulators with the specific systems knowledge to conduct regulatory and criminal investigations. 
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