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Abstract 

 

The objective of this thesis is to improve our understanding of the 

management of information security in NSW public sector 

organisations.  Following a brief review of the current literature the 

study investigates a number of issues pertaining to the successful 

implementation, operation, and certification of an ISMS.  The 

research approach comprised of survey research, case study 

research and Action Research.  By combining these methods, both 

qualitative and quantitative data was gathered and analysed.  The 

data gathering instruments used were: semi-structured investigatory 

interviews with information security experts; web based surveys of 

peoples’ perceptions of risk; and a case study of a NSW public sector 

agency that has successfully implemented, operates, and been 

certified to ISO 27001:2005.  The empirical material is analysed, and 

conclusions drawn based on the principles of Grounded Theory.  An 

Activity Theory based approach is then utilised for the development 

of tools and frameworks.  

 

The research was conducted over a period of two years and 

identified the key issues for implementing and operating an 

Information Security Management System across NSW Government 

agencies.  The results provide a significant contribution to theory and 

practice, especially for Information Security Managers.  The main 

contributions of the research are: 1. the creation of a Critical Success 

Factors model illustrating the experts’ perceptions concerning the 

objectives, resources, threats, and actors for designing, 

implementing and operating an ISMS; the development and 

application of a new maturity model to measure information security 

in an organisation, 2. the Information Security Quotient that allows 

organisations to quantitatively score their information security 

posture; and 3. the development of a Tactical Security Management 

framework to assist organisations with the implementation, operation, 

and certification of their ISMS. 
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CHAPTER 1 
 

1 INTRODUCTION 
 

“The superior man, when resting in safety, does not forget that 
danger may come. When in a state of security he does not forget the 
possibility of ruin. When all is orderly, he does not forget that disorder 
may come. Thus his person is not endangered, and his States and all 
their clans are preserved.”  

Confucius  (551 BC - 479 BC)  

 

This thesis focuses on information security within the NSW 

Government.  It examines current security practices and risk 

management of information systems within the NSW Government 

from the perspective of senior management.  It critically reviews the 

need for information security, with a focus on the current perception 

of information security management by senior managers.  The 

objective of this research is to develop a reference framework for the 

successful development, implementation and continued operation of 

an Information Security Management System (ISMS) that will enable 

certification to ISO/IEC 27001:2005. This reference framework could 

be used by any organisation to develop, implement and operate an 

effective ISMS unique to its requirements. 

 

To enable an informed development of this reference framework the 

analysis will include a review of the current technologies, standards, 

security policies and procedures used within NSW Government 

agencies.  The examination of perceptions, practices and constraints 

within NSW Government agencies will comprise of a mixed method 

research approach using survey research, case study research and 

Action Research.  By combining these methods both qualitative and 

quantitative data will be gathered and analysed with conclusions 

drawn based on the principles of Grounded Theory.   
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1.1 Information Security in the NSW Government 

In 2001 the Department of Premier and Cabinet issued a circular, 

C2001-46 Security of Electronic Information (Gellatly, 2001, p. 22), 

instructing all agencies to develop and implement policies and plans 

for information security management by 2002.  It also required 

agencies to have their IT systems certified to the then national 

standard AS/NZS 4444 Information Security Management.  This 

circular was supported by a Ministerial Memorandum, M2001-

14 Implementing the Government's Electronic Information Security 

Program, issued in November 2001 by the then Premier Bob Carr. 

 

Another circular, C2003 - 02 Electronic Information Security - 

Business Continuity Planning, was issued in 2003 that built upon 

C2001-46 Security of Electronic Information.  This circular required 

agencies to ensure business continuity planning has appropriate 

priority in their electronic information security programs. 

 

The Department of Premier and Cabinet issued a new Premier’s 

circular in March 2004, C2004-06 Electronic Information Security - 

Certification to AS/NZS 7799.  This new circular required all agencies 

to establish a Security Framework for their initial certification, with an 

internally approved implementation plan, by 31 December 2004.  The 

extent of initial certification was dependant on the size and 

organisational complexity of the agency. Smaller agencies required 

full certification of the whole agency, while larger agencies could 

undertake a pilot certification, typically focusing on core IT services. 

The initial certification was to be completed by 30 September 2005 

except for agencies that took the pilot certification path, where full 

certification was required by 30 June 2006.  It also stated that after 

being initially certified, agencies were to maintain their certification 

with an accredited certifier and appropriately extend their coverage to 

areas of lower priority risk. 

 

However, all of the above Premier and Cabinet circulars and a 

Ministerial Memorandum (C2001-46, M2001-14, C2003-02, and 
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C2004-06) have now been superseded by Premier’s Memorandum 

M2007-04 Security of Electronic Information, authored by the 

Government Chief Information Office (GCIO). 

 

The Premier’s Memorandum M2007-04 requires all agencies, unless 

granted exemption because they don’t have significant information 

assets, to acquire and maintain certification of compliance with the 

information security Australian Standards.  The current Australian 

Standards adopt the international standard ISO/IEC 27001:2005 

Information technology – Security techniques – Information security 

management systems – Requirements and ISO/IEC 17799:2005 

Information technology – Security techniques - Code of practice for 

information security management since renamed ISO/IEC 

27002:2005.  The Australian Standards are subject to revision 

approximately every three years, and M2007-04 requires adherence 

to the latest version of the Standards. 

 

In December 2007, there were 35 organisations in Australia holding 

certification to either AS/NZS 7799:2:2003 or ISO/IEC 27001:2005 in 

some form (Joint Accreditation System of Australia and New 

Zealand, 2007).  Of these 35 organisations, 14 NSW Government 

agencies are holding an Information Security certification ISO/IEC 

27001:2005 and three are holding AS/NZS 7799:2:2003 certification 

(Joint Accreditation System of Australia and New Zealand, 2007).  

Given there are 139 key government agencies, all holding, using and 

producing information, this is a very small percentage. 

1.2 The need for Information Security 

The reliance by every organisation, both public and private, upon 

information technology has increased dramatically as technology has 

developed and evolved.  Over the past two decades in particular, the 

nature of computing has changed significantly, becoming an integral 

part of business processes.  Information has developed into a 

strategic asset, and computerised information systems have become 

strategic tools for both private organisations and governments 
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(Calder, 2005; McCumber, 2005; Moskowitz & Kern, 2003; 

Sherwood, Clark, & Lynas, 2005).  Information is now critical to 

business operations and decision making activities, allowing 

organisations to survive and grow in competitive and tough economic 

environments, and governments to provide services and 

infrastructure to their constituents.  Unfortunately, mission critical 

information systems are being exposed to greater security risks as 

organisations push their technological resources to the limit in their 

drive to meet organisational needs (Dhillon, 2001). 

 

In the foreword to the NSW Government's ICT Strategic Plan, People 

First – A new direction for ICT in NSW (2006), John Della Bosca, 

NSW Minister for Commerce states: 

“The Iemma Government's overwhelming priority is to 

continually improve its delivery of frontline services to people 

in New South Wales. Information and Communications 

Technology (ICT) is evolving constantly and at a rapid pace. 

For Government, ICT provides great opportunities to deliver 

services more efficiently and to more people. Widespread use 

of the Internet in New South Wales, both privately and in 

business is driving greater expectations for convenient online 

access to services. We are used to the convenience of on-line 

banking and retailing and expect the same of government, 

night and day, all year round. Because Government is unique 

in some of the services it delivers, this presents us with some 

challenges. Accommodating the ever-increasing shift to 

electronic service requires technical amalgamation, improved 

coordination and the introduction of new technologies ...” 

 

As the NSW Government produces, uses and stores even greater 

amounts of information to support frontline services and with a 

growing expectation that this information will be available online via 

the internet the need to ensure that some form of information security 

is applied to protect these assets is imperative.  Despite increased 

concerns about security, most public and private sector information 
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systems remain vulnerable to attack (Dillon & Paté-Cornell, 2005).  

The NSW public have a right to expect NSW Government agencies 

to display a mature attitude toward the management of risk and have 

in place the necessary mechanisms to offset current risks to their 

information assets. 

 

The major requirement when building an ISMS involves having the 

ability to deliver security at every level of the organisation, and at 

every level of the supporting IT infrastructure (Peltier, Peltier, & 

Blackley, 2005). Understanding this requirement is very important 

because it only takes one unprotected area of a system, or one 

incorrectly supported element of the business, to open up the entire 

organisation to abuse. 

1.3 People, Process & Technology 

Information security is still considered by many organisations as a 

necessary evil that is a non-productive drain on the IT budget (Butler 

Group, 2005a).  Unfortunately, if not correctly designed, implemented 

and deployed information security can actually hurt the operational 

efficiency of the organisation (Butler Group, 2005a). 

 

Traditional approaches to information security are systems centric 

because they have evolved from engineering origins of computing 

(Moeller, 2005).  Thus the focus was on the technology domain to 

manage information systems security and technical solutions were 

proposed (Nyanchama & Sop, 2001).  These types of solutions 

seldom consider the human, organisational or regulatory factors. 

 

An Information Security Management System is more than 

establishing controls for computer held data, it is about organisational 

concerns, human factors and social considerations as well.  As 

Peltier, Peltier and Blackley (2005, p.4) state “In 1965 the idea of the 

‘paperless office’ was first introduced.  However, today [2005] the 

bulk of all information available to employees and others is still found 

in printed form”.  This emphasises the fact that concentrating solely 
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on technical issues is not the answer and a holistic approach that 

encompasses both technical and organisational factors in 

conjunction with human, social and regulatory factors is required.     

 

People considerations include behavioural aspects and considers 

the different perspectives of all those involved.  Human behaviour is 

often erratic due to many influencing factors, thus human-orientated 

situations and systems tend to be imprecise (Butler Group, 2005b).  

The stakeholders of a given information system include business 

owners, people who use the system directly, people who rely on the 

information system, and people who design, build and maintain the 

system.  The view of each stakeholder will differ.  Personal politics 

and ambitions are also factors in each person’s unique perception. 

 

Process considerations include strategic, tactical and operational 

level issues.  Management structure and style, policies and 

procedures, and organisational culture are important factors at the 

strategic and tactical levels.  While work flows, job design and 

procedures associated with general operations are factors at the 

operational level.  Other internal organisational factors that are 

important for effective information security include; awareness of 

security responsibilities for all members of the organisation at all 

levels, the environment in which the organisation operates 

(Killmeyer, 2006; McCumber, 2005; McIlwraith, 2006; Sherwood et 

al., 2005; Woodhouse, Howarth, & Tien, 2007), and the ISMS itself 

(i.e. policies, procedures, awareness, audit).  

 

Technology considerations include the infrastructure components; 

computer hardware and software (i.e. server hardware, operating 

system software, application software), telecommunications devices 

and links (i.e. routers, switches, PABX, fax), portable electronic 

equipment and devices (i.e. PDA, laptop).  Security relating to 

technical issues is traditionally considered “network” or “IT” security 

and encompasses the protection of stored and transmitted data.  All 

devices and technical considerations are included in this domain. 
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Figure 1.1: People, Process, Technology 

 

Figure 1.1 highlights the relationship between each of the domains; 

People, Process, and Technology.  An ISMS must provide an 

approach to enterprise security that involves brining together people, 

process and technology. 

 

It is important to recognise that information security is not an exact 

science.  On a day-to-day basis it involves achieving a balance 

between acceptable risk and the operational needs of the 

organisation.  Information security is no longer the sole responsibility 

of the IT group - it involves everyone within the organisation that has 

access to information.  The holistic view of information security must 

also acknowledge organisational, compliance and regulatory issues 

in conjunction with technology.  Therefore, an organisational ISMS 

takes in the integrated use of technology and links it to visible 

security policy and procedure that define the responsibilities of the 

organisation’s employees. 

 

The ultimate objective of information security is to match the 

protection needs of the organisation with its operational and business 

requirements.  The goal of an ISMS is to provide an enterprise-wide, 
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unified security framework – bringing together people, process and 

technology to positively change the organisational security culture.  

 

1.4 Threats to information security 

Arguably, the single most important asset an organisation has is its 

information.  Information is now critical to business operations and 

decision making activities, allowing organisations to survive and grow 

in competitive and tough economic environments, and governments 

to provide services and infrastructure to their constituents (Calder & 

Watkins, 2003; McCumber, 2005; Moskowitz & Kern, 2003; 

Sherwood et al., 2005).  Without information, Government agencies 

can’t support frontline services, pay employees, meet regulatory 

requirements, or achieve the outcomes described in the NSW 

Government's ICT Strategic Plan, People First (NSW Government 

CIO Executive Council & NSW Government Chief Information Office, 

2006). 

 

Since the very earliest days of computing there have been threats to 

the security of electronic information systems.  While the majority of 

electronic attacks in Australia are sourced externally to the 

organisation (AusCERT, 2005), the highest risk of successful 

computer abuse comes from employees within the organisation 

(Peltier et al., 2005).  Employees within an organisation have detailed 

knowledge of procedures, where assets are held and how, if at all, 

they are protected.  The Computer Security Institute (CSI) in San 

Francisco, USA, estimates that between 60% - 80% of all network 

misuse is perpetrated by people inside the organisation (Peltier et al., 

2005). 

 

The proposition of internal threat is certainly supported by 

investigations and surveys into computer crime over the past decade 

in particular.  In the Office of Strategic Crime Assessments (1997) 

Computer Crime and Security Survey, the largest category of 

perpetrator was ‘insiders’.  This survey goes on to report that 87% of 
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those that had experienced incidents identified a source internal to 

their organisation, while 61% of those that experienced an incidence 

identified a source external to their organisation.  The Australian 

Computer Crime & Security Survey (2003, 2004, 2005) reported 

static levels of internally sourced attacks over the past three years.  

In 2003 36% of those that had experienced incidents identified a 

source internal to their organisation, it was 36% again in 2004 while 

in 2005 37% of those that had experienced incidents identified a 

source internal to their organisation. 

 

The motives for attacks on information systems vary widely.  Some 

are for criminal gain (i.e. identity theft, organised crime, political) 

while others are simple vandalism and maliciousness (i.e. disgruntled 

employees, malware) (Calder, 2005).  It should be noted that not all 

security incidents are attacks.  It is claimed by McIlwraith (2006) that 

55-70% of incidents are the result of insiders making mistakes - 

either through ignorance or stupidity.  Other incidents that can cause 

loss or damage to information assets are accidents and natural 

disasters (i.e. floods, fire, earthquake). 

 

When considering the risks to information assets, it is not just the 

availability and confidentiality of information that needs to be 

considered (Calder, 2005; Devargas, 1995; McCumber, 2005; 

Proctor & Byrnes, 2002).  Perceptions that the integrity of the 

information has been compromised causes notions of ‘carelessness’ 

or ‘untrustworthiness’ in the minds of customers and stakeholders.  

Public confidence is a very important intangible requirement for 

Government agencies. 

1.5 Aims and significance of the research 

This thesis aims to develop a framework for information security 

management through better understanding: 

 

● the critical success factors for the implementation and 

operation of an ISMS, and 
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● perception of risk and corporate (security) culture within NSW 

Government agencies. 

 

To develop an understanding of information security and corporate 

security culture this research must have a theoretical grounding 

coupled with practical experience.  The ultimate objective of this 

study is to integrate the theory with practical business issues.  As 

highlighted previously in section 1.2, very few NSW Government 

agencies are currently certified to any information security standard.   

 

This study focuses on developing a reference framework to improve 

this situation by attempting to answer certain aspects in connection 

with the following question: 

 

 What are the critical success factors required to construct, 

implement and continuously operate an Information Security 

Management System within NSW Government agencies? 

 

To assist in answering the research question above a second 

research question needs to be answered: 

 

 What were the business goals, success factors, operational 

risks and organisational factors that enabled the development, 

successful implementation and certification of an Information 

Security Management System within NSW Government 

agencies? 

 

The following sub-questions will provide guidance and context for the 

main questions: 

 

● What is the current perception of information security 

management by senior managers within NSW Government 

agencies? 

● How much does an individuals’ tolerance for risk, or risk 

appetite, influence the organisations’ collective risk appetite?  
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● What role does an Information Security Management System 

play in securing information systems in NSW Government 

agencies? 

● What are the similarities between the risks to information 

systems within the NSW Government agencies? 

● Why secure information in NSW Government agencies ? 

 

Because organisations have different goals, strategies, 

organisational cultures and structures, the main research question 

does not have a single answer, it has many.  Consequently the ideal 

management system and the way to achieve it will differ between 

organisations (Mintzberg, 1983).  The need to cater for this 

situational context is acknowledged, a general reference framework 

is proposed rather than a comprehensive information security 

management methodology.  Organisations can use the reference 

framework to ‘plug-in’ their requirements and preferred approaches 

to achieve an ISMS unique to their organisation. 

 

The thesis proposes a unique quantitative scoring process, called 

Information Security Quotient (ISQ), which will allow organisations to 

rank their current information security posture.  The ISQ will not only 

result in a score that can be plotted against the proposed maturity 

model, but will also produce a ‘Heat Map’ that will identify where 

resources would be best deployed to achieve the desired information 

security posture.  The proposed ISQ and maturity model, coupled 

with the proposed Tactical Security Management Framework (TSMF) 

will allow organisations to identify their current information security 

posture and then assist them implement a ISMS to achieve their 

desired information security posture.  

 

This research can assist and mentor practitioners within government 

agencies progress the implementation and operation of an ISMS and 

move towards certification to ISO/IEC 27001:2005.  The study will 

also provide a basis and direction for further research in this area by 

identifying potential issues with risk perception and corporate security 
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culture.  The research investigates perceptions of information 

security and risk which will aid in the development of better 

information security frameworks and policies that may be more 

appropriate and relevant to NSW Government agencies. 

 

The significance of this research is that it bridges the gap between 

existing theory and practical implementation.  It reviews and 

compares existing models and frameworks and builds upon the 

existing theory with practical relevance.  In taking a mixed method 

approach this study also considered issues from a managerial and 

organisational perspective rather than just a technical viewpoint.  

This promoted a holistic solution by taking into consideration the 

three domains, people, process, and technology. 

1.6 Overview of the research approach 

Because information security in any organisation is a socio-

organisational issue as much as a technological issue (Parker, 

Wafula, Swatman, & Swatman, 1994) the research used was a 

mixed method approach (Tashakkori & Teddlie, 2003).  The 

approach comprised of survey research, case study research and 

Action Research.  By combining these methods, both qualitative and 

quantitative data was gathered and analysed, allowing a number of 

influencing issues to be taken into context. 

 

The progression of the research was similar to the approach 

described by Galliers (1992) and illustrated in Figure 1.2.  Galliers 

(1992) suggests that the researcher commences with a research 

question which may then be followed by survey research.  This leads 

to a theory building stage followed by case study or Action Research 

to test and validate the theories in a real environment. 
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Figure 1.2: Use of alternate IS research approaches in 

the process of theory building (Galliers 1992, p161) 

 
The aim of the survey research is to baseline the current level of 

information security by assessing the technologies, standards, 

security policies and procedures used within these organisations.  It 

also gathered data on the current perception of information security 

management by senior managers. 

 

A case study of a NSW Government agency that is currently certified 

to ISO 27001 was undertaken to examine and determine the current 

state of information security within the organisation.  It also 

investigated how the current state was achieved and why certain 

decisions were made by management. 

 

Finally, Action Research was utilised to build a TSM reference 

framework for ISMS implementation and operation.  The Action 

Research was similar to the canonical Action Research described by 

Baskerville and Wood-Harper (1998).  The research followed a spiral 

of Action Research cycles similar to the cycles described by Coghlan 

and Brannick (2005) and illustrated in Figure 1.3. 
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Figure 1.3: Spiral of Action Research cycles 

(Coghlan and Brannick 2005, p24) 

 

 

1.7 Overview of the research findings 

A brief overview of the main research findings answering the 

research questions proposed in section 1.6 and the developed tools 

is presented below: 

 

Critical Success Factors 

Identified in a review of the literature and confirmed by the interviews 

with information security auditors and security practitioners, the 

implementation and operation of an ISMS is a proven, effective way 

of protecting an organisations’ information assets.  The five critical 

success factors identified in this study; Management Commitment, 

Organisational Culture, Organisational Maturity, Communication, and 

Well-structured program of work, applied correctly would go a long 

way toward ensuring the successful implementation and operation of 

an ISMS within any organisation. 

 

These five critical success factors as depicted in Figure 1.4 and their 

interaction inform the proposed TSMF for the development, 

implementation, and continuous operation of a successful ISMS.  It 

should be noted there is a feedback loop between Awareness & 

Education and security culture.  As awareness and education take 

place the security culture within the organisation should improve as 

employees become active participants.  There is also another 

feedback loop between Policy & Procedure and capability / maturity.  
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As policy and procedures are defined and put into practice the 

capability / maturity of the organisation should increase. 

 

 

 

Figure 1.4: Critical Success Factors 

 

Perceptions of Risk 

Analysis of the on-line web based survey of end users indicated that 

participants believe they have a good understanding of information 

security, yet a large percentage fail to follow basic risk mitigation 

strategies.  A surprisingly large percentage can’t perceive the risk in 

sharing passwords or writing passwords on a piece of paper.  Their 

perception is the organisation is at risk not them personally. 

 

These perceptions by end users highlight the need for a more 

comprehensive or holistic view of information security and its 

management by senior management within an organisation.   

 

In short, information security needs to be embedded in the 

organisational culture to successfully secure the information assets 

of an organisation.  A well established culture and educated end 
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users addresses a wide spectrum of issues during the planning, 

management and monitoring of information security within an 

organisation. 

 

Case Study 

A case study of a NSW Government agency that had successfully 

implemented, operated, and been certified to ISO 27001:2005 was 

undertaken utilising: 

● semi-structured interviews based on personally 

administered questionnaires consisting of both open-

ended and scaled-response questions, 

 ● review of business and IT strategic plans, 

 ● review of organisational policy and procedure   

  documents, 

 ● review of internal and external audit reports, 

● review of minutes from IT steering committee meetings, 

and 

● review of other strategy and operational documents.   

 

The significant points that this case study highlighted were:  

● understanding of the current level or position of the 

organisation mapped against one of the well known 

maturity models.  If an organisation hadn’t reached at 

least level two, organised, it shouldn’t attempt to 

implement an ISMS; 

● sponsorship of senior management for the 

implementation and operation of the ISMS; 

● participation by the Chief Information Officer on 

executive boards; and 

● ensure the scope of the ISMS is manageable. 

 

Tactical Security Management Framework 

The concept of the proposed Tactical Security Management 

Framework (TSMF) as a management system is to incorporate 

management objectives and strategies, ongoing monitoring and 
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tactical decision- making within a common framework.  The TSMF 

has been developed using the analysis of the three research actions 

and shows the interactions and feedback loops highlighted. 

  

 

 

Figure 1.5: Tactical Security Management Framework 

 

The TSMF that has been developed links management and business 

goals at the organisational level, and implements a process for 

monitoring progress.  Such a framework allows the principals of 

information security management to be implemented on an 

organisation-wide basis without business divisional boundaries. 

 

The use of the TSMF reference framework requires an organisation 

to understand it’s current capability or maturity in relation to 

information systems and technology, managerial, operational and 

cultural issues.  Organisations require an evaluation model for 

scoring their efficiency in managing processes enterprise-wide.  The 
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proposed capability maturity model, shown in Figure 1.6 should 

provide an indication of the current status of an organisation’s 

processes and guide it through the stages as processes are defined, 

implemented and improved.  

 

Capability Maturity Model 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 

Figure 1.6: Proposed (Im)-Maturity Model 

 

Maturity should be a measure of progress over time not the quality of 

elements at a point in time.  Maturity also needs to take into account 

not only technical controls but management and operational controls.  

It needs to evaluate the corporate culture and sub-cultures for a 

culture of security. 

 

The model proposed in Figure 1.6 consists of nine levels with the top 

five levels being based on the research paper ‘Assessment 

Methodology on Maturity Level of ISMS’ (Leem, Kim, & Lee, 2005).  

Each of the lower levels describes a corporate culture that ensures 

risk to not only the organisation but also partner organisations. 
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Information Security Quotient 

Two common themes identified during the research were; How do 

organisations know where to start their information security efforts? 

How do they know where to put resources to achieve the most value 

of the organisation? 

 

To address these questions a unique quantitative scoring process 

called Information Security Quotient (ISQ) was developed.  The ISQ  

allows organisations to rank their current information security posture 

by answering questions based on the three domains: people; 

process; and technology.  Managers at different levels within the 

organisation identify what part(s) of the information security 

architecture they own so the exercise can focus on that small number 

of capabilities.  After all managers have answered their sub-set of 

questions the answers are collated and a ISQ score produced. 

 

The resulting ISQ score can then be plotted against the proposed 

maturity model to indicate the current level of information security 

within the organisation.  

1.8 Contribution 

The main contributions of this thesis to the common body of 

knowledge are summarised below: 

 

○ the development and application of the Information Security 

Quotient that allows organisations to quantitatively score their 

information security posture (Chapter 7); 

 

○ the development and application of a new (Im)-Maturity 

model to measure information security in an organisation 

(Chapter 7); 
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○ development of a Tactical Security Management 

Framework to assist organisations with the implementation, 

operation , and certification of their ISMS (Chapter 7); 

 

○ creation of a Critical Success Factors model that highlights 

the critical factors for implementing, operating and certifying 

an ISMS to the ISO 27001 standard (Chapter 4); and 

 

○ development of recommendations / techniques for practice 

that may be applied to any organisation for the successful 

implementation, operation and certification of their ISMS 

(Chapter 4, 7 and 8). 

1.9 Structure of the thesis 

This thesis is divided into eight chapters with chapter one being this 

introduction.  The other chapters are: Review of Current Literature, 

Research Method and Design, Critical Success Factors, Perception 

of Risk, Case Study NSW Government agency, Information Security 

Quotient, Framework for Establishing Information Security 

Management, Further Research and Final Comments. 

  

Chapter 1 – Introduction to the thesis, outlines the focus of the 

research, highlights its overall significance, and introduces the 

framework for developing, implementing and operating an 

Information Security Management System.  

 

Chapter 2 – Reviews the current literature as it relates to information 

security, including its aim, current reliance, threats and risks, and 

finally the comparatively new phenomena, security architecture.  It 

also discusses people, process and policy.  Regulations and 

compliance issues, management, security policies and security 

awareness are also discussed. 
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Chapter 3 – Discusses the research methods, design and data 

analysis techniques used in the thesis.  Development of the research 

questions is also discussed 

 

Chapter 4 – Discusses the analysis of the interviews with security 

auditors and security practitioners of the critical success factors for 

implementing and operating an ISMS. 

 

Chapter 5 – Describes the detailed analysis, results and brief 

discussion of the research conducted into end user’s perception of 

risk. 

 

Chapter 6 – Describes a case study of the implementation of an 

Information Security Management System and subsequent 

certification to ISO 27001:2005 by a NSW Government agency. 

 

Chapter 7 – Discusses a proposed information security quotient and 

tactical security management framework for establishing information 

security in a NSW Government agency by describing each of the 

critical components and their relationships.  

 

Chapter 8 – Summarises the thesis as a whole and suggests areas 

of possible future research.  It also presents final comment in this 

important and significant domain of knowledge. 

1.10 Chapter Summary 

We all live in an increasingly virtual world.  Instead of warehouses of 

paper files and exchanges of banknotes our daily life depends on 

virtual systems of finance, taxes, property ownership, in fact records 

of all types, held and transacted in electronic form.  As the reliance 

by every organisation, both public and private, upon information 

technology increases, the risk of security breaches also increases.  

As governments interconnect and share information in an attempt to 

provide services and infrastructure to their constituents these 
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concerns are not isolated too within a single organisation, but 

become inter-organisational issues.   

 

This research seeks to analyse and understand the critical success 

factors required to successfully implement, operate and certify an 

Information Security Management System.   By proposing an 

Information Security Quotient tool for the evaluation of current 

information security posture and a Tactical Security Management 

reference framework for the implementation, operation, and 

certification of an ISMS, this thesis contributes practically and 

theoretically.  

 

Practitioners can use the results, tools, and frameworks as 

“blueprints” for implementing and operating an ISMS in their 

organisation.  They can research their own organisation and 

compare their own processes and practices against these results 

which may assist them in developing critical new insights to aid them 

in their work, while scholars in the field of information security 

management could further build on the results, adding to the 

common body of knowledge.  
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CHAPTER 2 
 

2 REVIEW OF CURRENT LITERATURE 
 
“Where there is much desire to learn, there of necessity will be much 
arguing, much writing, many opinions; for opinions in good men is but 
knowledge in the making.” 

John Milton (1608 - 1674) 

 

The previous chapter outlined the focus of the research, highlighted 

its overall significance, and introduced the framework for developing, 

implementing and operating an Information Security Management 

System.  This chapter presents a review of the current literature by 

examining past and present research covering the role and 

management of information security. 

 

This chapter is divided into six sections with the first section providing 

definitions of key terms used in the literature review.  Section two 

goes on to describe information security, including its aim, current 

reliance, threats and risks, and finally the comparatively new 

phenomena, security architecture.  Section three discusses people, 

process and policy.  It reviews regulations and compliance issues, 

management, security policies and security awareness are 

discussed. 

 

Section four describes information security management by 

investigating the current applicable control models.  It then goes on 

to review the measurement of the performance of information 

security and return on investment (ROI).  Lastly, Business Continuity 

and its relationship and role within information security management 

is reviewed.  Section five reviews the current models and standards 

that are applicable to implementing an ISMS within a public sector 

agency.  Section six reviews corporate culture, human behaviour and 

the perception of risk.  Finally, section seven summarises the review 

as a whole and suggests areas of possible future research. 
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2.1 Chapter introduction 

The key theme of this literature review is the planning and 

management of information security, in particular, Information 

Security Management Systems (ISMS) in the context of NSW 

Government agencies. 

  

Despite increased concerns about security, most public and private 

sector information systems remain vulnerable to attack.  The 

stakeholders have a right to expect organisations to display a mature 

attitude toward the management of risk.  Within this context, it is fair 

to suggest that there is an expectation that these organisations have 

in place the necessary mechanisms to offset current risks to their 

information assets. 

 

Additionally, new laws and regulations increasingly affect how 

information security is implemented in organisations.  Information 

security can also make a positive contribution to the organisation’s 

viability and profitability. 

 

In the context of this review: 

● Integrity means “safeguarding the accuracy and 

completeness of information and processing methods 

by protecting against unauthorized modification” 

(Calder & Watkins, 2003, p. 63); 

● Availability means “ensuring that authorized users 

have access to information and associated assets 

when required” (Calder & Watkins, 2003, p. 63); 

● Confidentiality means “ensuring that information is 

accessible only to those authorized to have access” 

(Calder & Watkins, 2003, p. 63); 

● Information security is ensuring the integrity, 

availability and confidentiality of information; 

● Information Security Management System is a 

framework based on a business risk approach, to 

establish, implement, operate, monitor, review, 
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maintain, and improve information security, (ISO/IEC 

27001:2005, 2005); 

● A stakeholder is an owner, author, custodian or user of 

an information asset; 

● Ownership is having a proprietary interest in an 

information asset; 

● Responsibility is the state of being answerable or 

accountable for information assets within one’s power, 

control or management; 

● Risk is the chance of something happening that will 

have an impact upon objectives.  It is measured in the 

terms of consequences and likelihood (Risk 

Management AS/NZS 4360:1999, 1999); 

● Risk Management is the culture, processes, and 

structures that are directed towards the effective 

management of potential opportunities and adverse 

effects (Risk Management AS/NZS 4360:1999, 1999).   

2.2 Understanding Information Security 

Information is the life blood of all modern organisations.  The purpose 

of information security is to protect valuable assets, such as 

information, hardware, software and people. 

 

Through the evaluation, selection and application of appropriate 

controls, information security helps organisations meet their business 

objectives or mission by protecting its physical and financial assets, 

reputation, legal position, employees, and other tangible and 

intangible assets (Peltier et al., 2005). 

 

Information security should support the business objectives or 

mission of the organisation, it must be cost effective, must be holistic, 

and fit into the organisation’s culture seamlessly (Woodhouse et al., 

2007).  Holistic information security should integrate technology, 

people and processes. 
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2.2.1 The aim of Information Security 

The aim of planning, designing and implementing security in and 

around information systems is to ensure not only the confidentiality 

and integrity of the information produced, stored and used but also 

the continued availability of both the information and supporting 

infrastructure (Calder, 2005; Devargas, 1995; McCumber, 2005; 

Peltier et al., 2005; Proctor & Byrnes, 2002). 

 

The C.I.A triad is a well known model that represents the basic, 

industry accepted, principles of information security.  It is widely 

agreed (Calder & Watkins, 2003; Parker, 2002) that these three 

concepts broadly represent the many other aspects of information 

security on which most practitioners focus their efforts.  The prime 

focus of information security, as depicted in Figure 2.1, is maintaining 

a balanced C.I.A triad. 

 

 

 

 

 

 

 

 

Figure 2.1: C.I.A triad 
(Bishop, 2003; Calder & Watkins, 2003; Johansson & Riley, 2005; Parker, 2002) 

 

Confidentiality of information arises as a result of preventing 

unauthorised disclosure of information, or ensuring that information is 

accessible only to those authorised to have access. 

 

Integrity is the process of ensuring the security and trustworthiness of 

systems, data and business information so that it can be used to 

make business decisions.  Integrity dictates that changes to an entity 

can only be made in a specified manner, and by specified people or 
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processes.  Accuracy and authenticity of information must be 

guaranteed. 

 

Availability of information is the concept of accurate and timely 

access to the organisation’s information systems and dependant 

business processes when required. 

 

Parker (2002) contends that the classic triad of “C.I.A” is inadequate 

to describe the requirements of information security for the modern 

enterprise.  A new information security framework to express, in 

relevant language, the means for information owners, designers, 

builders and users the requirements to protect the information is 

required.  This new framework would consist of six security elements 

– availability, utility, integrity, authenticity, confidentiality, and 

possession – to replace the C.I.A foundation (Parker, 2002). 

 

The scope of information security in this document not only 

encompasses information stored on computerised systems, but also 

organisational information used in manual processes outside the 

computerised environment.  Thus information security deals not only 

with the software and hardware that stores, processes and presents 

the information, but also the environment in which the information is 

created and used.  Hence information security has a much broader 

scope than purely computer systems security but encompasses the 

whole organisation (Sherwood et al., 2005). 

2.2.2 The reliance on information technology 

The reliance by every organisation, both public and private, upon 

information technology has increased dramatically as technology has 

developed and evolved.  Over the past two decades in particular, the 

nature of computing has changed significantly, becoming an integral 

part of business processes.  Information has developed into a 

strategic asset, and the computerised information systems have 

become strategic tools for both organisations and government 

(Calder, 2005; McCumber, 2005; Moskowitz & Kern, 2003; Sherwood 
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et al., 2005).  Information is now critical to business operations and 

decision making activities, allowing organisations to survive and grow 

in competitive and tough economic environments, and governments 

to provide services and infrastructure to their constituents.  

Unfortunately, mission critical information systems are being exposed 

to greater security risks as organisations push their technological 

resources to the limit in their drive to meet organisational needs 

(Dhillon, 2001). 

 

Jones and Ashenden (2005, p. xiv) state that “the world is an 

increasingly dangerous place and maybe more so today than ever 

before” and “they [risk assessors] are faced with a greater number of 

threats than ever before and the potential for more sophisticated 

attacks against corporate assets”.  As organisations have evolved, 

management has applied the sophistication of new technology 

without due regard to the shortcomings and risks inherent in its 

application.  Advances in technology, especially the Internet, have 

allowed organisations to expand rapidly by utilising e-business.  

Unfortunately, the development of security tools has lagged behind 

and as e-business and Internet applications continue to grow, it has 

become more difficult to protect organisational assets (Campbell, 

Calvert, & Boswell, 2003). 

 

Organisational strategies have changed, and businesses have 

altered their organisational structures, management structures and 

work patterns in order to leverage technology to its greatest 

advantage.  Trends such as downsizing, outsourcing, process re-

engineering, distributed architecture, client/server and e-business all 

include the aim of making the organisation leaner and more efficient.  

Originally, mainframes were kept in well secured computer rooms 

and users could connect only from approved locations over static 

point-to-point connections.  Then personal computers and LANs 

rocked the security boat, the use of the Internet and e-business 

threatened to sink it (Campbell et al., 2003).  Now, management of 

organisations need to recognise and acknowledge the risks 
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associated with these technologically-based solutions and implement 

systems to mitigate the risks.    

2.2.3 Risks and threats 

The risk of abuse increases as systems and processes become more 

distributed and decentralised.  Unfortunately, basic security 

procedures are often overlooked in the redesign of the work 

environment, or the importance of security is rated lower that the 

perceived needs of other factors.  The changing structure of 

organisations also has direct implications for security. 

 

One of the key functions of IT managers, CIO (Chief Information 

Officer), CTO (Chief Technology Officer), CISO (Chief Information 

Security Officer), is loss avoidance.  As discussed in their article, 

Hallberg, Hutt and Kabay (2002, p. 45.42) assert that IT managers 

should strive for loss avoidance “… by managing risk intelligently to 

reduce the likelihood of trouble in the IT sector and reduce the costs 

of coping with trouble …”. 

 

The Australian Standard, HB 231:2004 Information security risk 

management guidelines (2004b, p. 14), defines threats, assets, 

vulnerabilities and security risks as follows: 

 

Threats:- A threat has the potential to cause an unwanted 
incident that may result in harm to a system or organisation 
and its assets.  This harm can occur from a direct or an 
indirect attack on an organisation’s information.  Threats can 
originate from accidental or deliberate sources or events. . 
 
Assets:- An asset is something to which an organisation 
directly assigns value and, hence, for which the organisation 
requires protection. 

 

Vulnerabilities:- Vulnerabilities are weaknesses associated 
with an organisation’s assets.  These weaknesses may be 
exploited by a threat causing unwanted incidents that may 
result in loss, damage or harm to these assets. 

 

Security risks:- A security risk is the potential that a given 
threat will exploit vulnerabilities to cause loss or damage to an 
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asset or group of assets, and hence directly or indirectly to the 
organisation.  Thus measures of risk are determined from the 
combination of asset values and assessed levels of related 
threats and associated vulnerabilities. 

 

Threats are actions or circumstances affecting information systems 

assets (computer hardware, software, data, people and buildings) 

that have the potential to cause loss.  Loss can result from processes 

of modification, erasure, interceptions, fabrication, destruction, 

damage, theft, leakage, interruption and denial of service.  These 

occurrences come from both intentional and unintentional actions. 

 

Intentional actions include fraud, theft, hacking, viruses, unauthorised 

access, industrial espionage, sabotage, while unintentional actions 

include “acts of God” such as earthquakes, fire, flooding, storms and 

accidents such as burst water pipes, motor vehicle / aircraft / train 

wrecks. 

 

The table below details the processes causing loss as a result of 

intentional and unintentional acts.  The Table, 2.1, as presented is a 

combination of many authors’ work, however, the major sources only 

are cited at the end of the list. 
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Table 2.1: Processes causing loss 

 

Threat Description 

Modification 

 
Can occur to stored data, transmissions, 
software and hardware.  Modification can 
occur due to human error, “acts of God”, 
fraud, hacking. 
 

Destruction 

 
Affects hardware, software, data, 
transmissions and documents.  This can be 
caused by human error, sabotage, hacking, 
accidents, “acts of God”, viruses. 
 

Fabrication 

 
Applies to data, transmissions and 
documents.  The main sources are industrial 
espionage, sabotage, hacking and fraud. 
 

Disclosure 

 
Occurs from leakage of data.  This can be 
caused by the interception of transmissions, 
unauthorised access, industrial espionage, 
hacking, spy ware. 
 

Interruption & Denial 

of Service 

 
Can affect hardware, software and data.  
Usually caused by hacking, viruses, 
accidents, “acts of God”, human error, 
industrial espionage. 
 

Theft 

 
Of hardware, software, data and other 
resources can occur through acts of hacking, 
spy ware, stealing of physical property, 
copyright infringement, industrial espionage. 
 

 (Hawker, 2000; Jones & Ashenden, 2005; McCumber, 2005; Proctor 
& Byrnes, 2002)  
 

In order to manage these threats effectively, an organisation’s 

management must understand the character of the threat, the value 

of the asset and the possible outcomes these threats pose to the 

organisation’s information asset.  This information is usually gathered 

during a threat and risk assessment carried out using a generic risk 

management process such as AS/NZS 4360:2004 or other models 
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such as CRAMM, FIRM, SARA & SPRINT, COBRA or OCTAVE  

(Devargas, 1995; Jones & Ashenden, 2005) 

2.2.4 Nature and source of threats 

No organisation can develop effective information security measures 

unless it has a clear understanding of what it is trying to protect itself 

from.  In this context a threat can be defined as “…any potential 

source of harm to the reliability or integrity of the IT system…” 

(Hawker, 2000, p. 20). 

 

Threats to information systems originate with people.  Calder (2005, 

p. 2) proposes that these people fall into five groups.  These groups 

are: 

 ● criminals (thieves, fraudsters, organised crime); 

● malefactors (hackers, vandals, terrorists, cyber-

warriors, some ex-employees and other disgruntled or 

vengeful individuals); 

 ● spies (commercial and governmental); 

● undesirables (scam artists, spammers, ‘ethical’ hackers 

and nerds); and 

● the incompetent, or the simply unaware (staff, 

contractors, customers and other third parties). 

 

There have been various approaches proposed for categorising 

actual threats.  For example, the UK Audit Commission uses nine 

categories for its analysis of computer abuse incidents (U. K. Audit 

Commission, 1998).  In his book, Hawker (2000, p. 20), proposes 

that some of these should be combined to give five main groupings.  

These groups are: 

 

● theft (removing assets from the organisation with no 

attempt to conceal the disappearance); 

● fraud (taking assets aided by some form of deception); 

● malicious damage (may be physical or information 

altered or erased); 
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● incompetence and mistakes (careless, lack of 

understanding); and 

● accidents and disasters (however well an organisation 

tries to anticipate threats under the above four 

categories, there will always be a residual category of 

events which are very unlikely, but which can’t be ruled 

out). 

 

These groupings are consistent with the current view of many 

security practitioners (Calder, 2005; Jones & Ashenden, 2005; Peltier 

et al., 2005).  

2.2.5 Computer crime and abuse 

One of the indicators of the level of effective security management is 

the rate of computer-related crime and abuse.  Computer crime is 

defined by the Australian Institute of Criminology as “…offences in 

which a computer is the object of the offence or the tool for its 

commission” (Australian Institute of Criminology, 2005).  Generally a 

number of different terms are used interchangeably to describe 

crimes committed using computers. 

  
● computer-related crime - the use of a computer is 

integral to committing the offence; examples are 
offences such as computer-related forgery (where false 
data are put forward as authentic) and computer-
related fraud (the fraudulent interference with or 
manipulation of data to cause property loss); 

  
● computer crime - this is a general label for offences in 

which a computer is the object of the offence or the tool 
for its commission; 

  
● internet crime - refers to crimes in which the use of the 

internet is a key feature and includes content-related 
offences such as possession of child pornography, or in 
some countries, the dissemination of hate or racist 
material; and 

  
● e-crime - a general label for offences committed using 

an electronic data storage or communications device. 
  

  (Australian Institute of Criminology, 2005; Krone, 2005) 
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It is extremely difficult, if not impossible, to estimate the true extent of 

losses suffered by organisations due to computer crime, electronic 

attack and computer access misuse and abuse.  Most computer-

related crimes probably go undetected (Wahlert, 1998).  The number 

of incidents reported to authorities may be as low as five percent of 

the total number of offences committed, which is consistent with a 

1994 UN report and Australian law enforcement agencies (Wahlert, 

1998). 

 

The Australian 2004 Computer Crime & Security Survey put the total 

losses from 57% of its respondents at $16 million, and went on to say 

“If these results are typical of other Australian public and private 

sector organisations, the figure [$16 million] represents only a small 

fraction of total losses due to computer crime, electronic attack and 

computer access misuse and abuse in Australia during the survey 

period”.  The United States CSI/FBI Computer Crime & Security 

Survey (Gordon, Leob, Lucyshyn, & Richardson, 2004) put the total 

losses from 54% of its respondents at $141 million down from $201 

million in 2003. 

 

The Australian  Computer Crime & Security Survey (2004) also 

reported that 49% of respondents suffered one or more electronic 

attacks in the prior 12 months, up from 42% in 2003.  Two percent of 

respondents reported they didn’t know if they had experienced any 

electronic attacks, down from 4% in 2003.  The rate of abuse 

occurrence appears to be similar over the past decade.  Table 2.2 

illustrates the percentage of organisations reporting attacks and/or 

losses from security breaches or computer crime. 
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Table 2.2: Percentage of organisations reporting attacks and/or losses from 
security breaches or computer crime  

 

Year 
% of 

organisations 
Involvement Source 

1996 58 

Financial loss from computer 
break-in in past year (almost 18 
percent > $1 million) 
USA 

Kabay 
(2002) 

1998 45 

Experienced losses from 
computer crime and fraud 
(period not specified) 
UK 

UK Audit 
Commission 

(1998) 

1999 33 
One or more attacks on computer 
systems in past year 
Australia 

Kabay 
(2002) 

2000 70 

Theft of secrets, financial fraud 
and outsider penetration in past 
year 
USA 

CSI/FBI 
Computer 

Crime 
Survey 
(2000) 

2002 67 

One or more electronic attacks in 
past year 
Australia 
 

Australian 
Computer 
Crime & 
Security 
Survey 
(2003) 

2003 42 

One or more electronic attacks in 
past year 
Australia 
 

Australian 
Computer 
Crime & 
Security 
Survey 
(2003) 

2004 49 

One or more electronic attacks in 
past year 
Australia 
 

Australian 
Computer 
Crime & 
Security 
Survey 
(2004) 

2005 35 

One or more electronic attacks in 
past year 
Australia 

Australian 
Computer 
Crime & 
Security 
Survey 
(2005) 

2006 22 

One or more electronic attacks in 
past year 
Australia 

Australian 
Computer 
Crime & 
Security 
Survey  
(2006) 
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2.2.6 Employee involvement in computer abuse 

While the majority of electronic attacks in Australia are sourced 

externally to the organisation (AusCERT, 2005), the highest risk of 

successful computer abuse comes from employees within the 

organisation (Peltier et al., 2005).  Employees within an organisation 

have detailed knowledge of procedures, where assets are held and 

how, if at all, they are protected.  The Computer Security Institute 

(CSI) in San Francisco, USA, estimates that between 60% - 80% of 

all network misuse is perpetrated by people inside the organisation 

(Peltier et al., 2005). 

 

The proposition of internal threat is certainly supported by 

investigations and surveys into computer crime over the past decade 

in particular.  In the Office of Strategic Crime Assessments’  

Computer Crime and Security Survey (1997), the largest category of 

perpetrator was ‘insiders’.  This survey goes on to report that 87% of 

those that had experienced incidents identified a source internal to 

their organisation, while 61% of those that experienced an incidence 

identified a source external to their organisation.  The Australian 

Computer Crime & Security Survey (2003; 2004; 2005) reported 

static levels of internally sourced attacks over the past three years.  

In 2003 36% of those that had experienced incidents identified a 

source internal to their organisation, it was 36% again in 2004 while 

in 2005 37% of those that had experienced incidents identified a 

source internal to their organisation. 

 

The situation outside Australia is a little different.  According to the 

CSI/FBI Computer Crime and Security Survey (2004) 66% of those 

that had experienced incidents identified a source internal to their 

organisation, while the information security Industry Survey 

conducted in 2000 revealed that insiders also posed a more serious 

security threat to an organisation than outsiders (Briney, 2000 cited 

in Martins & Eloff, 2001, p. 3).  There also appears to be a high 

percentage of cases where an organisation has detected a computer 

crime, but is unable to identify the perpetrators responsible.  These 
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figures clearly indicate that over time the security measures being 

implemented in organisations are inadequate. 

2.2.7 Information Security architecture 

As discussed previously, information security must be holistic and fit 

into a company seamlessly.  Information security should take 

account of personnel security, user access control, network security, 

business requirements, and regulatory aspects. 

 

Information security architecture is a concept that has been evolving 

to achieve this.  A well defined and described information security 

architecture ensures information security is intertwined into the day-

to-day business operations of an organisation.  The big problem is 

that no standard architecture exists.  Some focus on technical issues, 

while others focus on security policy.  Some are merely 

methodologies that do not mention technological issues or the 

importance of a security culture. 

 

Architecture has its origins in building our environment, towns and 

cities, and using this definition everyone understands the meaning of 

‘architecture’ in this traditional context.  Architecture is a set of 

conventions and rules used to create buildings that support our 

needs to live, work, do business and pursue our leisure (Sherwood et 

al., 2005).  Architecture is founded upon understanding all the 

complex interactions and relationships of these activities and their 

integration into a whole lifestyle. 

 

The concept of architecture in buildings has evolved and moved into 

other areas of our lives.  For example, a naval architect is someone 

that designs and supervises the construction of ships.  Recently, the 

term has been adopted in the context of designing and building 

business computer systems, and so the concept of information 

systems architecture evolved (Sherwood et al., 2005). 
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Architecture is defined by the ISO/IEC 42010:2007(E) – Systems and 

software engineering – Recommended practice for architectural 

description of software-intensive systems (2007, p. 3) standard as: 

 

“The fundamental organisation of a system embodied in its 

components, their relationships to each other, and to the 

environment, and the principals guiding its design and 

evolution.” 

 

The ISO/IEC 42010:2007(E) standard describes an architectural 

description as something that identifies the stakeholders and their 

architectural concerns; defines the stakeholders viewpoints to satisfy 

their architectural concerns; documents the artifacts used to satisfy 

the stakeholders concerns and provides a rational for the 

architectural decisions (ISO/IEC 42010:2007(E), 2007). 

 

In September 1987 John Zachman published an important paper 

identifying what he called “A Framework for Information Systems 

Architecture” now usually called the “Zachman Framework” (Cook, 

1996).  This framework has become a de facto standard for most 

enterprise information architecture design used today.  Before this, 

no easy to use and understand methodology for developing 

enterprise architectures existed. 

 

Zachman organised the architecture around the points of view taken 

by the various players and represented each of these perspectives 

as a row in his matrix.  These players included (1) the strategic 

planner who views the scope of the enterprise, (2) the business 

owners who run the organisation, (3) the systems designer who 

wants to represent the business in a disciplined form, (4) the 

developer, who applies specific technologies to solve the problems of 

the business, (5) the builder of the system, and finally (6) the system 

itself, which is a fully functional view of the enterprise system (Hay, 

2007; White, 2007).  
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Each of these participants are looking at the same categories of 

information.  As described above, the roles are represented by rows 

in a matrix while the things examined are represented by columns.  

The addition of these six views to each of the perspectives creates a 

multidimensional model of the enterprise (White, 2007).  Those views 

include: (1) what the enterprise uses to operate (data), (2) how the 

enterprise operates (functions and processes), (3) where the 

enterprise operates (the network), (4) who operates the enterprise 

(the people), (5) when the enterprise operations occur (time), and (6) 

why the enterprise operates (motivation) (Hay, 2007; White, 2007).  

 

A version of the “Zachman Framework" is shown in Table 2.3. The 

rows represent the points of view of different players, while columns 

represent different aspects of the process. 

 

In the way traditional architecture defines the conventions, rules and 

standards for the design of buildings, information systems 

architecture addresses these same issues for the design and 

construction of computerised information systems.  As with traditional 

architecture of buildings information systems architecture must 

therefore take account of: 

 

 ● The goal that must be achieved by the systems; 

● The environment within which the systems will be built 

and used; 

● The technical capabilities of the people to construct and 

operate the systems. 

(Sherwood et al., 2005) 
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Table 2.3: Adapted Zachman Framework   

 
 

Data 
(What) 

Function 
(How) 

Network 
(Where) 

People (Who) 
Time 

(When) 
Motivation 

(Why) 

 
Objectives / 

Scope 
 

Planner’s 
View 

 

 
List of 
things 

important to 
the 

enterprise 

 
List of 

processes 
the 

enterprise 
performs 

 

 
List of 

locations 
where the 
enterprise 
operates 

 

List of 
organisational 

units 

List of 
business 
events / 
cycles 

List of 
business 
goals / 

strategies 

Model of the 
business 

 
Owner’s 

View 

 
Entity 

relationship 
diagram 

(including 
m:m, n-ary, 
attributed 

relationship
s) 
 

Business 
process 
model 

(physical 
data flow 
diagram) 

Logistics 
network 

(nodes and 
links) 

Organisation 
chart, with 
roles; skill 

sets; security 
issues. 

Business 
master 

schedule 

Business 
plan 

 
Model of the 
Information 

System 
 

Designer’s 
View 

 

 
Data model 
(converged 

entities, 
fully 

normalised) 

 
Essential 
Data flow 
diagram; 

application 
architecture 

 

Distributed 
system 

architecture 

Human 
interface 

architecture 
(roles, data, 

access) 

 
Dependenc
y diagram, 
entity life 
history 

(process 
structure) 

 

Business 
rule model 

Technology 
Model 

 
Developer’s 

View 

 
Data 

architecture 
(tables and 
columns); 

map to 
legacy data 

 

System 
design: 

structure 
chart, 

pseudo-
code 

System 
architecture 
(hardware, 
software 
types) 

User interface 
(how the 

system will 
behave); 
security 
design 

"Control 
flow" 

diagram 
(control 

structure) 

Business 
rule design 

 
Detailed 

Representati
on 

 
Builders 

View 
 

Data design 
(denormalis

ed), 
physical 
storage 
design 

Detailed 
Program 
Design 

Network 
architecture 

 
Screens, 
security 

architecture 
(who can see 

what?) 
 

Timing 
definitions 

Rule 
specificatio

n in 
program 

logic 

 
Function 
System 

 
Functioning 
Enterprise 

View 
 

Converted 
data 

Executable 
programs 

Network 
facilities 

Trained 
people 

Business 
events 

Enforced 
rules 

(Hay, 2007; White, 2007) 
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Information security architecture can be broken into a number of 

component architectures as depicted in Figure 2.2.  These various 

architectures are: 

 

 

 

 

 

 

 

 

 

 

Figure 2.2: High-level reference model 
(Sherwood et al., 2005, p. 20) 

 

Business solutions architecture - describes from an enterprise-wide 

perspective how the business itself is structured.  It takes into 

account the business environment and business requirements 

(Goodyear, 2000).  This is the primary top level architecture that 

defines the sub-architectures.   

 

Information architecture - describes how business information is 

created, organised, processed, stored, retrieved and communicated.  

Goodyear (2000) uses the term “data architecture layer” and 

describes its function as “…a high-level data design that describes 

the structure of an enterprise’s data needs in terms of entities and 

relationships between entities…” (Goodyear, 2000, p. 3.6). 

 

Applications architecture - describes what applications are required 

to support the business function, how they are designed and how 

they inter-operate.  The main objective of application architecture is 

to create applications that are flexible, economic and responsive to 

changes within the business environment, thus enabling the business 

(Sherwood et al., 2005). 
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Infrastructure architecture or technical architecture - describes the 

definition and design of the technical components.  It includes the 

computer platforms (hardware and operating systems), computer 

networks (cables, lines, switches, routers, firewalls, etc) and the 

software layer that bridges between infrastructures that have different 

characteristics known as ‘middleware’ (Goodyear, 2000; Sherwood et 

al., 2005). 

 

In their book Sherwood, Clark and Lynas (2005, p. 21) propose an 

additional two architecture components, risk management 

architecture and management & governance architecture.  These 

architectures are described below.  

 

Risk management architecture is a pervasive activity that cuts across 

this layered structure.  It is essential that risk management happens 

within the other four layers (Sherwood et al., 2005). 

 

Management and governance architecture is an all-encompassing 

component that wraps around all other components.  It describes the 

decision-making processes and levels of authority that are assigned 

to entities (Sherwood et al., 2005). 

 

As with other forms of architecture, security architecture needs a 

holistic approach to be successful.  The purpose of security 

architecture is to ensure a consistent, structured, and effective 

enterprise security model across the environment and it must be 

driven from a business perspective to balance the conflicting 

requirements of the business.  An enterprise security architecture 

should be a dynamic process that consistently enforces enterprise 

security, while providing solutions to the business to protect 

corporate information (Arconati, 2002). 

 

Recently the Australian federal government announced its intention 

to consider the development of a Security Architecture for the 

Australian Government Environment :- ‘SAGE’ (Martin, 2005).  While 
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the current security arrangements defined in the Attorney Generals 

Commonwealth Protective Security Manual (2005) provide a policy 

and action framework, the development of a SAGE should present 

government agencies with a range of positive business and technical 

outcomes by describing a framework that defines the conventions, 

rules and standards for the implementation of information security. 

2.3 People, policies and regulation 

In recent times there have been a large number of major corporate 

governance failures in many countries around the world including 

Australia.  There have been examples of major corporate fraud such 

as HIH, OneTel, Enron, WorldCom, Shell, Nortel Networks and 

Parmalat, just to name a few.  There has been failures of corporate 

strategy, and failures of operational control, such as at Barings Bank 

(Sherwood et al., 2005).  These failures have forced regulatory 

responses from regulators such as Sarbanes Oxley in the USA, 

Ternbull and Combined Code in the UK, Beyond Compliance in 

Canada, and  ASX Principals, CLERP 9 and APRA Stage 2 in 

Australia in an attempt to improve corporate governance and the 

accountability of senior management.  

 

In an increasingly globalised economy the harmonisation of 

regulations is taking place.  Sherwood, Clark and Lynas, (2005) 

maintain this harmonisation is “… leading to a general raising of the 

standard of compliance, as regulators pursue the highest common 

factor approach to align regulations across a number of nation states 

...” (Sherwood et al., 2005, p. 439). 

 

Whilst these overseas regulations currently do not have a direct 

impact on the information security requirements of a NSW 

Government agency, they do provide a good opportunity for learning.  

Given that Australia participates in the OECD it may only be a matter 

of time before the European regulations, or some form of them, are 

imposed in Australia.  
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2.3.1 Regulatory and compliance issues 

For the first time, due to corporate governance regulations, 

information security is being laid squarely in the hands of the most 

senior management (Maiwald & Sieglein, 2002).  It is forcing 

organisations to create and fund a formal Information Security 

Management System (ISMS) to ensure they are adequately 

protecting information assets.  For some these regulations and laws 

may seem a burden, for others it will be a blessing (Maiwald & 

Sieglein, 2002). 

  

The table below lists, with brief descriptions, some of the most 

important recent developments in the corporate governance 

regulation and compliance.  Table 2.4, as presented is a combination 

of many authors’ work, however, the major sources only are cited at 

the end of the list. 

Table 2.4: Corporate governance regulation and compliance  

 

Regulation Country Description 

Sarbanes-Oxley USA 

Was signed into law on 30 July 2002 in the 
wake of a series of financial scandals 
involving Enron and WorldCom.  The act 
stipulates important changes to the financial 
regulatory requirements of publicly traded 
companies. 

Patriot Act USA 

Was signed into law on 26 October 2001 
following the 9 / 11 terrorist attacks.  Its 
purpose is to facilitate the investigation of 
potential terrorist activity.  US organisations 
are required to gather and archive ALL 
documents for a period of seven years. 

Basel II 

Banking 
Industry 

G10 
countries 

The Basel committee on Banking 
Supervision was established by the central 
bank governors of the Group of Ten (G10) 
countries in 1975.  It formulates broad 
supervisory standards and guidelines and 
recommends statements of best practice. 

Gramm-Leach-
Bliley Act 

USA 

The act was enacted on 12 November 1999.  
Under the act, financial institutions are 
required to ensure the privacy of financial 
information provided by their customers. 

HIPPA USA 

Was signed into law on 21 August 1996.  Its 
purpose is to improve the Medicare and 
Medicaid programmes set up under the 
Social Security Act.  Specifically, it is to 
adopt a national electronic standard for 
automated transfers of certain healthcare 
information between healthcare payers, 
plans and providers. 
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CAD3 EU 
The European Union new Capital Adequacy 
Directive (CAD3) is designed to harmonise 
the Basel II accord into EU legislation. 

Combined Code, 
Turnbull, Smith and 

Higgs 
UK 

The Combined Code on Corporate 
Governance is a UK code of best practice 
and applies to companies listed on the 
London Stock Exchange. 

21 CFR Part 11 USA 

Applies to all the Food and Drug 
Administration (FDA) program areas.  
Applies to the security and use of electronic 
records and electronic signatures. 

Data Protection 
Legislation 

EU 

Is a European Union directive requiring all 
EU member counties to legislate for data 
protection and for these laws in each nation 
state to follow a harmonised set of 
guidelines. 

Commonwealth 
Protective Security 

Manual 2005 
Australia 

Sets out the policies, practices and 
procedures that provide a protective security 
environment.  Applies to federal government 
agencies. 

 
(Attorney-General's Department Australia, 2005; Maiwald & Sieglein, 
2002; Peltier et al., 2005; Proctor & Byrnes, 2002; Sherwood et al., 
2005) 
  
While Australia does not yet have regulations such as Sarbanes-

Oxley or HIPPA, any company in Australia that has its HQ based in 

the USA still needs to comply with these regulations.  Australia does 

have a number of federal and state regulations and laws that 

organisations must follow.  The regulations and laws include, but are 

not limited to: 

 

 ● NSW Crimes Act 1900; 

● NSW Public Sector Management Act 1988; 

 ● NSW Public Finance and Audit Act 1983; 

 ● NSW State Records Act 1998; 

 ● Commonwealth Crimes Act 1989; 

 ● Commonwealth Privacy Act 1988; and 

 ● Commonwealth Income Tax Assessment Act 

 ● ASX Principals 

 

NSW Government agencies are required to comply with the 

regulations and laws presented above and should be aware of the 

overseas regulations. 
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2.3.2 Security policies 

Information security has moved a long way from the days when 

physical security, coupled with a set of backup tapes, formed the 

backbone of an organisation’s security controls.  Today, information 

security is all about policies, standards, awareness programs, 

architecture and strategies.  While the development and application 

of security policies is considered essential for managing the threats 

and risks to an organisation’s information assets, implementing 

successful security policies is not a straightforward task. 

 

 One of the key components when establishing successful 

information security is the definition of the information security policy.  

An information security policy is defined as “ … the set of laws, rules, 

and practices regulating how an organisation manages, protects and 

distributes sensitive information … ” (Dhillon, 2001).  It is “ … a wide 

ranging document which is about managing the business as a whole, 

managing it securely and protecting a company’s key asset – its 

information” (Woodward, 2000). 

 

 The information security policy will form the basis of the Information 

Security Management System (Hone & Eloff, 2002).  The Australian 

standard AS/NZS 7799.2:2003 (2003), section 4.2.1 requires an 

organisation to define “ … a policy in terms of the characteristics of 

the business, the organisation, its location, assets and technology … 

”(Standards Australia International Ltd, 2003).  It must include a 

framework for setting objectives and establish an overall sense of 

direction (Calder & Watkins, 2003).  It must also establish criteria for 

the evaluation of risk, and the strategic context for both the 

organisation and risk management in which the Information Security 

Management System (ISMS) will be established (Calder & Watkins, 

2003). 

 

After the establishment of the initial over-arching information security 

policy required by the ISMS a number of subordinate policies need to 

be established.  Peltier (2004), proposes 12 organisation-wide Tier 1 
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policies, topic-specific Tier 2 policies, and application-specific Tier 3 

policies. Peltier, Peltier and Blackley (2005) revise the number of 

high-level, Tier 1, organisation wide policies to eleven.  

 

The organisation-wide Tier 1 polices depicted in Figure 2.3 address 

broad strategic organisational issues and typically includes four basic 

characteristics: 

Topic – this section of the policy defines what the policy is 

specifically going to address. 

Scope – used to broaden or narrow either the topic or the 

audience. 

Responsibilities – this section typically identifies who is 

responsible for what. 

Compliance or Consequences – the policy clearly articulates 

the consequences for non-compliance by employees or 

business units. 

 

Figure 2.3: Organisation-wide Tier 1 Policies 
(Peltier, T., 2004, p.4) 

 

Topic-specific Tier 2 policies support the Tier 1 policies and are 

developed to focus on areas of current relevance and concern to the 

organisation.  Figure 2.4 below shows the typical Tier 2 policies 

required to support the Tier 1 Information Security policy. 
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Figure 2.4: Tier 2 Policies 
(Peltier, T., 2004, p.56) 

Tier 3 policies are developed to address the specific requirements for 

using and supporting applications and infrastructure.  An example of 

Tier 3 policies supporting the topic-specific Tier 2 policies is shown in 

Figure 2.5 below. 

 

Figure 2.5: Tier 3 Policies 
(Peltier T., Peltier J. and Blackley J., 2005, p.98) 

2.3.3 Holistic and proactive management 

The need for a more holistic and proactive approach to planning and 

managing information security is a paramount consideration for 

organisations wishing to implement effective information security.  

The call for a more holistic approach continues to come from 

numerous sources (Hallberg et al., 2002; I. T. Governance Institute, 
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2005a; Sherwood et al., 2005) and is becoming more pressing as 

technology advances and e-business becomes common place. 

 

Information security measures are implemented to protect 

organisational assets and ensure their integrity, confidentiality and 

continued availability.  Unless information security strategy and 

implementation is appropriately aligned with organisational goals its 

effectiveness will be limited (Sherwood et al., 2005).  Information 

security mechanisms must be pertinent to the organisation’s 

objectives and activities, and their integration is necessary to ensure 

security is effective and appropriate. 

 

Information security is not an IT problem, it is a business problem 

and is different to IT security.  Information security is a broad term 

covering all forms of information, including paper files and telephone 

conversations as well as computerised information systems.  It also 

includes physical elements, such as physical access to an 

organisation’s premises (Thomson, Von Solms, & Louw, 2006). 

 

In contrast, IT security concentrates on the control of information in 

an electronic medium.  It focuses on information technology, and 

includes data, computers and networks (Campbell et al., 2003).  As a 

result of this difference the team implementing an ISMS should 

include all levels of management and information owners, not just IT 

staff. 

 

A holistic view of information security requires a comprehensive, top-

down, organisation-wide perspective to the planning of information 

security.  Such a view does not happen by accident, it requires full 

and active involvement from many levels within the organisation (I. T. 

Governance Institute, 2005a).  A holistic perspective will ensure a 

consistent, structured, and effective security solution is applied and 

isolated point solutions are avoided.  Information security should not 

be considered only in terms of technology, but must be treated in 
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holistic terms, as social systems in which technology is but one 

element. 

 

Proactive management requires the planning and the implementation 

of proactive security measures before problems arise, rather than 

waiting until a security violation has occurred.  To achieve this, an 

organisation’s senior management must be aware of its security 

risks, understand how solutions can be applied in the context of 

organisational goals and be prepared to invest resources to ensure 

these proactive actions.  This also requires an active distribution of 

responsibility for the security of information by stakeholders and 

ownership by stakeholders of that responsibility (ISACA, 2005a).  In 

order to achieve this, effective communication about the business 

risks that result from inappropriately designed, implemented or 

omitted technology risks is paramount.  Security and risk mitigation 

must be embedded into the organisational culture to ensure all 

employees are automatically mindful of security issues in their 

planning, managing, and operational activities.  Tippett (2002, p. 

54.14) states “We need to focus on demonstrably important, practical 

risk management measures, not on prophylaxis for theoretically 

interesting but rare or nonexistent risks”.   

2.3.4 Raised information security consciousness 

The second major need for effective information security arises from 

the poor state of information security due to low awareness levels 

within organisations.  There is a need for increased information 

security awareness in all stakeholders and users at all levels.  ISACA 

(2005b) claims “A successful security awareness program may help 

change the actual mindset and behaviour of people toward security”.  

Awareness is one key to protecting an organisations information 

assets (Johansson & Riley, 2005).  Practice has shown that when 

education programmes have been conducted and employees 

understand protective measures and why they have been 

implemented, rates of abuse are reduced and employees become 
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more aware of security issues (ISACA, 2005b; Johansson & Riley, 

2005; Rudolph, Warshawsky, & Numkin, 2002). 

There used to be a common belief that security and technical 

systems concepts were too complex to be understood by non-IT 

staff.  It was suggested that this belief may have emerged from the 

inability of IT people to explain concepts in non-technical terms.  The 

belief now is, people make the difference to information security and 

training on the ethical, legal and security aspects of IT resource 

usage should be ongoing at all levels within the organisation (Bitterli, 

2005; Nolan, 2005).   

Security awareness training must not only be conducted for isolated 

groups of employees, but for every employee at every level of the 

organisation.  “With proper training and education, people can even 

become the most effective layer in an organisations’ defences” 

(ISACA, 2005b). 

2.4 Information Security management 

There are a large number of different IT control models proposed, but 

not all are applicable to the protection of information systems within 

the context of NSW Government agencies.  Different types of models 

have been devised for varying purposes, such as the design of 

systems methodologies, analysis of cost effectiveness of security 

actions, development of security technology, the review of security 

threats, security education and training needs, and corporate 

governance.  The different types of models and their suitability for 

use in developing an ISMS are discussed in-depth in the next 

chapter. 

 

Traditional approaches to information security are systems centric 

because they have evolved from engineering origins of computing.  

Methods used traditionally to manage information systems security 

generally focused on the technology and thus proposed technical 

solutions.  The majority of those models utilise mathematical 
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assessment to provide measurable results.  Those types of models 

seldom consider the human, organisational or regulatory factors. 

 

An Information Security Management System is more than 

establishing controls for computer held data, it’s about organisational 

concerns, human factors and social considerations as well.  As 

Peltier, Peltier and Blackley (2005, p. 4) state “In 1965 the idea of the 

‘paperless office’ was first introduced.  However, today [2005] the 

bulk of all information available to employees and others is still found 

in printed form”.  This emphasises the fact that concentrating solely 

on technical issues is not the answer and an holistic approach that 

encompasses both technical and organisational factors in 

conjunction with human, social and regulatory factors is required.     

 

According to the IT Governance Institute (2005b), the three specific 

models, practices and standards that are becoming the most widely 

adopted around the world are: 

● ITIL – published by the UK government to provide best 

practices for IT service management; 

● COBIT – published by ITGI and positioned as a high-

level governance and control framework; 

● ISO/IEC 27001:2005 – published by the International 

Organisation for Standardisation (ISO) and 

International Electrotechnical Commission (IEC) to 

provide a framework of a standard for information 

security management. 

2.4.1 Measuring Information Security 

Information security in any organisation needs to be quantified to 

determine what level of security is being implemented in the 

organisation (Martins & Eloff, 2001).  To do this, there must be some 

way to measure the state of security, for without a valid method there 

is no way to ensure the effective and efficient operation of the 

information security management system. 
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Just how much information security is enough, and how much will it 

cost?  Different organisations will have different interpretations of 

what ‘information security’ means to them.  For example, what is 

considered essential information security for an academic 

environment such as Charles Sturt University will certainly be 

different to the requirements of the Australian Federal Police. 

 

Information security is multi-dimensional; an attribute that is a high 

priority for one organisation is not necessarily so for another.  For 

example, a stock exchange may define their information security 

needs to be real-time availability of information systems and privacy 

while the NSW Department of Lands is primarily concerned with the 

integrity of their information.  Information security is thus context 

dependent.  It must identify a set of security related attributes that are 

important to the organisation. 

 

In their paper, Measuring Information Security, Martins and Eloff  

(2001, p. 4) recommend an organisation comply with internationally 

accepted standards such as ISO/IEC 27001:2005 to ensure that 

minimum controls are in place to provide a secure information 

system.   They also propose a model, Figure 2.6, that indicates the 

different progressive stages through which an organisation should go 

when implementing an ISMS. 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.6: Levels in implementing IS management 
(Martins & Eloff, 2001, p. 5) 
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Chapin and Akridge (2005, p. 43), also propose a similar model 

which they call the Security Program Security Model, which uses a 

combination of ‘maturity’ and ‘quality’ to provide a more complete 

picture of an organisations’ information security. 

 

The intent of both these models is to measure progress over time, 

not necessarily the quality of the elements of the program (Chapin & 

Akridge, 2005, p. 44), whereas the currently published security 

maturity models, (see Table 2.5) concentrate on individual elements 

at a point in time and thus suffer from a number of deficiencies: 

● They confuse quality with existence.  For example, you 

must walk before you can run.  The quality of how well 

you walk is not an indication of your running ability. 

● The existing model must be customised specifically for 

each organisation.  Therefore, it is difficult to compare 

results from one organisation to another. 

● The current models tend to come from engineering or 

project backgrounds.  Thus, they focus on specific 

elements not necessarily organisational goals. 

(Chapin & Akridge, 2005, p. 45) 

 

Traditionally, IT added value to organisations by automating existing 

business processes to make them efficient, reduce cost, and boost 

productivity (Burg & Singleton, 2005).  The effectiveness of 

information security was usually measured and reported in two ways, 

metrics and risk (Maiwald & Sieglein, 2002), because, without some 

method of measuring information security, the view of information 

security was speculative rather than based on data.  

 

The problem with metrics is the selection of what things to measure 

and how they are reported.  For example: if the number of security 

incidents increases over time, does this mean security is getting 

worse?  Or, does it indicate that detection is improving?  Or, is the 

awareness program improving so people are reporting more 
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incidents?  The latter two indicate the overall information security 

system is improving not getting worse. 

 

Table 2.5: Published Security Maturity Models 

Model Source 

PRISMA Security 
Maturity Levels 

National Institute of Standards and Technology 

(NIST)  

Computer Security Resource Centre (CSRC) 

http://prisma.nist.gov/Prisma_Security_Maturity_L

evels.html 

Citigroup’s 

Information 

Security 

Evaluation Model 

(CITI-ISEM) 

Palmer, Burton T., 2000, p.25, Final Report 

Citigroup, Secretary of Defence Corporate Fellow 

Program 

http://www.ndu.edu/sdcfp/Citigroup.doc 

COBIT 

Maturity Model 

IT Governance Institute (ITGI), Control Objectives 

for Information and related Technology (COBIT), 

USA, 2005 

http://www.isaca.org 

SSE-CMM Model System Security Engineering – Capability 

Maturity Model,  

(SSE-CMM), Carnegie Melon University, ver. 3, 

2003 

http://www.sse-cmm.org 

CERT/CSO 

Security 

Capability 

Assessment 

“CERT Security Capability Assessment Tool”, 

CSO Online, CXO Media Inc. and Carnegie 

Melon University, 2003 

http://www.csoonline.com/surveys/securitycapabil

ity.html 

ITIL IT Infrastructure Library ver 3 

http://www.itil-officialsite.com/home/home.asp  

 
 
The introduction of the Balanced Scorecard (BSC) is a way of 

measuring the performance of information security and how it inter-
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relates with the business functions and the organisations strategic 

objectives.  The BSC was developed in 1993 by Robert S. Kaplan of 

Harvard Business School and consultant David Norton, as a 

management discipline to provide senior executives with a strategic 

tool to measure and improve organisational performance (Van 

Grembergen & De Haes, 2005). 

 

The appeal of BSC is its ability to integrate financial and operational 

measures into a single comprehensive framework that can present a 

coherent set of performance measures of the organisations strategic 

objectives.  It allows an organisation to overcome the fundamental 

challenges of how to measure, improve and understand the value 

that information security delivers to the organisation. 

2.4.2 Return on security investment 

Return on investment (ROI) has long been a problem for most 

organisations as information security is viewed as a bottom line 

expense and a cost of doing business and thus there is perceived to 

be little tangible benefit to the organisation for the money invested in 

information security programs (Maiwald & Sieglein, 2002).  Pressure 

is mounting to justify what is spent on providing information security, 

but proving return on investment has been difficult – and frustrating. 

 

A number of methods for demonstrating a return on investment – 

often termed return on security investment (ROSI) – have been 

advanced, but their usefulness remains limited (McCumber, 2005; 

Sonnenreich, Albanese, & Stout, 2006).  As a result security 

expenditure is often justified on fear, uncertainty and doubt.  

Justifying expenditure can be problematic because information 

security often delivers non-financial benefits, rather than an increase 

in revenue or a reduction in costs.  Also, there is a lack of clear 

guidance about calculating the financial benefits of information 

security activities. 
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Traditionally the ROI calculation was trying to answer the basic 

question of “Which of these options gives me the most value for 

money?”  ROI is used to compare alternative investment strategies 

(Sonnenreich et al., 2006).  The formula for expressing ROI is: 

 

    

ROI =  

 

For information security the ROI is normally built around the 

consequences of the risk and the cost to mitigate the risk 

(McCumber, 2005).  McCumber (2005) proposes a simple formula for 

calculating ROSI as: 

 

 

ROSI = 

 

In their paper, Return On Security Investment (ROSI) – A Practical 

Quantitative Model, Sonnenreich, Albanese and Stout (2006) 

propose a new model for calculating ROSI.  This new model 

measures risk exposure and risk mitigation and focuses on lost 

productivity as a critical factor. 

 

Ultimately, it will be the need to conform with regulating bodies and 

the insurance industry that finally drives more effective metrics for 

information security safeguards.  As McCumber (2005, p. 195) 

states; “Only then will the true science of risk management metrics 

be achieved and be able to accurately define an effective ROI for 

security safeguards.” 

2.4.3 Business continuity 

Organisations have no option but to interact with their environment 

because they are real-life systems.  However, this brings uncertainty 

for managers and creates a dependence on external factors.  There 

would be no need for contingency plans if organisations could 

operate in a completely predictable and autonomous world.  The 

Expected Returns – Cost of Investment 

Cost of Investment 

(Risk Exposure x % Risk Mitigated) – Solution Cost 

Solution Cost 
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reality is, all organisations operate in an uncertain environment and 

their management must plan to mitigate risk and protect the 

organisation’s information assets.  This is done by formulating and 

implementing a Disaster Recovery plan (DRP), Business Continuity 

plan (BCP) or Business Resumption plan (BRP). 

 

Whatever name organisations gave their activities, DRP or BCP or 

BRP, they were all trying to achieve the same result, to maintain the 

continuity of key parts of the organisation (Standards Australia 

International Ltd, 2004a).  Many organisations fail because they don’t 

develop and maintain adequately tested DR or BCP procedures.  

Calder and Watkins (2003), discuss this at depth and go on to state, 

“Some 80 percent of organisations that suffer a disaster simply don’t 

recover from it, but rather struggle through and then go out of 

business within a year or two”.  

 

While these terms, DRP and DCP and BRP, are all used 

interchangeably there is an important distinction between them.  

Maiwald and Sieglein (2002, p.218) describe disaster recovery 

planning as, “ … planning aimed at the definition of business 

processes, their infrastructure supports and tolerances to 

interruptions, and the formulation of strategies for reducing the 

likelihood of interruption … ”, and business continuity as, “ … the 

overall process consisting of disaster recovery, business recovery, 

business resumption, and contingency planning.”  There is a new 

term, Business Continuity Management (BCM), which is becoming 

popular as a way to describe these integrated planning and 

management processes (Standards Australia International Ltd, 

2004a). 

 

Business Continuity Management is usually defined in this way: 

Business Continuity Management provides the availability of 

processes and resources in order to ensure the continued 

achievement of critical objectives. 

(Standards Australia International Ltd, 2004a) 
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Depending on their size, organisations will separate information 

security and business continuity, but one of the tenets of good 

information security is availability and business continuity 

management ensures availability (Proctor & Byrnes, 2002). 

 

The control objective in AS/NZS 7799.2:2003 section A.11 is, “To 

counteract interruptions to business activities and to protect critical 

business processes from the effects of major failures or disasters” 

(Standards Australia International Ltd, 2003, p. 28).  While ISO/IEC 

27001:2005 (2005), the new international standard that replaces 

AS/NZS 7799.2:2003, has updated the control to be, “To counteract 

interruptions to business activities and to protect critical business 

processes from the effects of major failures of information systems or 

disasters and to ensure their timely resumption” (ISO/IEC 

27001:2005 Information technology, 2005, p. 27).  The change in 

wording between these two statements highlights the change in 

focus from prevention to contingency planning to ensure ongoing 

business processes. 

 

There is no doubt that business continuity management and 

information security management are irrevocably linked.  Information 

security is based on the traditional CIA triad, confidentiality, integrity 

and availability.  By intent information security ensures the availability 

of an organisation’s information assets, which is the same aim as 

business continuity management. 

2.5 Models and Standards 

There are a number of different IT control models proposed for 

information security, the most prominent are shown in Table 2.6.   

 

Different types of models have been devised for varying purposes, 

such as the design of systems methodologies, analysis of cost 

effectiveness of security actions, development of security technology, 

the review of security threats, security education and training needs 



   61

and corporate governance.  These models and standards can be 

classified as: Process oriented; Controls oriented; Product oriented; 

Risk management oriented; and Best practice oriented.  The 

structure and application of the most prominent models will be 

investigated and described. 

 

Table 2.6: Published Security Models and Standards 

 

Model or Standard Description 

Process orientated 

CobiT 

 
CobiT (Control Objectives for Information and Related 
Technology) is an international open standard that 
defines requirements for the control and security of 
sensitive data and provides a reference framework.  
CobiT consists of an executive summary, management 
guidelines, framework, control objectives, 
implementation toolset and audit guidelines.  
 
http://www.isaca.org 
 

Information 

Technology 

Infrastructure 

Library 

 
The Information Technology Infrastructure Library 
(ITIL) is a globally recognised collection of best 
practices for information technology service 
management. The United Kingdom's Central Computer 
and Telecommunications Agency (CCTA) created ITIL 
in response to growing dependence on information 
technology for meeting business needs and goals. ITIL 
provides businesses with a customisable framework of 
best practices to achieve quality service and overcome 
difficulties associated with the growth of IT systems. 
ITIL is organised into "sets" of books which are defined 
by related functions: service strategy, service design, 
managerial, service transition, service operation and 
continual service improvement. 
 
http://www.itil.co.uk/ 
 

ISO 9001:2000 

 
ISO 9000 is a family of standards for quality 
management systems of which ISO 9001 is one. Some 
of the requirements in ISO 9001 include: a set of 
procedures that cover all key processes in the 
business; monitoring processes to ensure they are 
effective; keeping adequate records; checking output 
for defects, with appropriate and corrective action 
where necessary; regularly reviewing individual 
processes and the quality system itself for 
effectiveness; and facilitating continual improvement  
A company or organisation that has been 
independently audited and certified to be in 
conformance with ISO 9001 may publicly state that it is 
"ISO 9001 certified" or "ISO 9001 registered." 
Certification to an ISO 9000 standard does not 
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guarantee the compliance (and therefore the quality) of 
end products and services; rather, it certifies that 
consistent business processes are being applied. 
 
http://www.iso9001.net/ 

ISM3 

 
ISM3 is a process-oriented standard that uses maturity 
levels.  The approach applies ISO 9001 quality 
management concepts to ISM systems.  A model 
called the Security in Context Model is used to align the 
organisation’s security objectives with its business aims 
and resources. 
 
http://www.ism3.com/ 
 

 

Controls oriented 

ISO 13335-1:2004 

 
ISO/IEC 13335-1:2004 presents the concepts and 
models fundamental to a basic understanding of ICT 
security, and addresses the general management 
issues that are essential to the successful planning, 
implementation and operation of ICT security. Part 2 of 
ISO/IEC 13335 (currently 2nd WD) provides 
operational guidance on ICT security. Together these 
parts can be used to help identify and manage all 
aspects of ICT security. 
 
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catal
ogue_detail.htm?csnumber=39066 
 

ISO 27001:2005 

 
ISO 27001, titled "Information Security Management - 
Specification With Guidance for Use", is the 
replacement for BS7799-2 which was withdrawn. It is 
intended to provide the foundation for third party audit, 
and is 'harmonized' with other management standards, 
such as ISO 9001 and ISO 14001.  
The basic objective of the standard is to help establish 
and maintain an effective information management 
system, using a continual improvement approach. It 
implements OECD (Organisation for Economic 
Cooperation and Development) principles, governing 
security of information and network systems. 
This standard is the first in a family of information 
security related ISO standards which are expected to 
be assigned numbers within the 27000 series.  
 
http://www.27001-online.com/ 
 

ACSI 33 

The Australian Government Information and 
Communications Technology Security Manual (also 
known as ACSI 33) has been developed by the 
Defence Signals Directorate (DSD) to provide policies 
and guidance to Australian Government agencies on 
how to protect their ICT systems.  There are two 
versions of the manual. The SECURITY-IN-
CONFIDENCE version contains the security policies 
and guidance for all classifications. The 
UNCLASSIFIED version only contains policies and 
guidance for the following classifications: PUBLIC 
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DOMAIN, UNCLASSIFIED,  IN-CONFIDENCE,  
RESTRICTED, and PROTECTED. 
 
http://www.dsd.gov.au/library/infosec/acsi33.html 
 

RFC 2196 – Site 

Security Handbook 

 
The handbook is a guide to developing computer 
security policies and procedures for sites that have 
systems on the Internet.  The purpose of the handbook 
is to provide practical guidance to administrators trying 
to secure their information and services.  The subjects 
covered include policy content and formation, a broad 
range of technical system and network security topics, 
and security incident response. 
http://www.faqs.org/rfcs/rfc2196.html 
 

 

Product orientated 

ISO 15408 

“Common Criteria” 

 
The 'Common Criteria (CC)' is a multi-part standard 
that represents the outcome of international efforts to 
align and develop the existing European and North 
American criteria.  The Common Criteria project 
harmonises ITSEC, CTCPEC (Canadian Criteria) and 
US Federal Criteria (FC) into the Common Criteria for 
Information Technology Security Evaluation (CC) for 
use in evaluating products and systems and for stating 
security requirements in a standardised way.  It is 
intended to be used as the basis for evaluation of 
security properties of IT products and systems. By 
establishing such a consistent criteria base, the results 
of an IT security evaluation should be much more 
meaningful to a wider audience. Essentially it’s intent is 
to enable comparability between different products. 
 
http://www.iso15408.net/ 
 

 

Risk management oriented 

AS/NZS 4360:2004 

 
This Standard provides a generic guide for managing 
risk and may be applied to a very wide range of 
activities, decisions or operations of any public, private 
or community enterprise, group or individual. While the 
Standard has very broad applicability, risk 
management processes are commonly applied by 
organisations or groups. While the standard specifies 
the elements of the risk management process, it is not 
the purpose of the standard to enforce uniformity of risk 
management systems. It is generic and independent of 
any specific industry or economic sector. The design 
and implementation of the risk management system will 
be influenced by the varying needs of an organisation, 
its particular objectives, its products and services, and 
the processes and specific practices employed.  
 
http://www.riskmanagement.com.au/ 
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ISO 27005 

 
ISO/IEC 27005 is an information security standard 
being currently developed by the International 
Organisation for Standardisation (ISO) and the 
International Electrotechnical Commission (IEC). Its 
current title is Information technology -- Security 
techniques -- Information security risk management. 
The purpose of ISO/IEC 27005 is to provide techniques 
for information security risk management that includes 
information and communications technology security 
risk management. Final ratification and publication of 
27005 is not expected until 2009. 
 
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catal
ogue_detail.htm?csnumber=42107 
 

 

Best practice oriented 

McCumbers Cube 

 
The concept of this model is that, in developing 
information assurance systems, organisations must 
consider the interconnectedness of all the different 
factors that impact them. To devise a robust 
information assurance program, one must consider not 
only the security goals of the program, but also how 
these goals relate specifically to the various states in 
which information can reside in a system and the full 
range of available security safeguards that must be 
considered in the design. The McCumber model helps 
one to remember to consider all important design 
aspects without becoming too focused on any one in 
particular (i.e., relying exclusively on technical controls 
at the expense of requisite policies and end-user 
training). 
 
(McCumber, 2005) 
 

OECD Guidelines 

 
These guidelines apply to all participants in the new 
information society and suggest the need for a greater 
awareness and understanding of security issues, 
including the need to develop a "culture of security" - 
that is, a focus on security in the development of 
information systems and networks, and the adoption of 
new ways of thinking and behaving when using and 
interacting within information systems and networks. 
The guidelines constitute a foundation for work towards 
a culture of security throughout society. 
 
http://www.oecd.org/document/42/0,3343,en_2157136
1_36139259_15582250_1_1_1_1,00.html 
 

AS/NZS 

7799.2:2003 

 
This is the Australian version of the ISO 17799 
standard that was prepared for business managers and 
their staff to provide a model for setting up and 
managing an effective Information Security 
Management System (ISMS). The adoption of an ISMS 
should be a strategic decision for an organisation. The 
design and implementation of an organisation’s ISMS 
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is influenced by business needs and objectives.  These 
and their supporting systems are expected to change 
over time. 
 
http://www.standards.org.au/ 
 

 

Traditional approaches to information security are systems centric 

because they have evolved from the engineering origins of 

computing.  These methods focus on the technology and thus 

propose technical solutions.  The majority of these models utilise 

mathematical assessment to provide measurable results.  These 

types of models seldom consider the human, organisational or 

regulatory factors. 

2.5.1 ITIL 

ITIL, Information Technology Infrastructure Library, describes the 

processes that are executed as part of the best practice 

management of the IT environment.  These processes are combined 

in nine sets of which information security management is one. 

 

While not specifically concerned with system development, strategic 

and tactical processes required for developing the IT architecture and 

infrastructure or corporate policy, ITIL does focus specifically on 

managing an existing working environment, and managing changes 

in that environment.  (UK Government, 2004, p. 21) 

 

Every aspect of IT service management has information security 

management considerations.  One of the prime aspects of 

information security is availability, and there is a specific relationship 

between information security management and availability 

management –– and through this Business Continuity.  The model at 

Figure 2.7, describes the relationship between Security and the other 

ITIL functions, usually called the ‘Core set’.   

 

ITIL assumes an entirely process-based approach to management 

and each process exists for a particular purpose (goal). The purpose 

is achieved through carrying out a set of activities. The inputs for this 
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process are the specific demands regarding the process goals while 

the output of the process is the reporting about the quality with which 

these demands are fulfilled. The connection to the other processes is 

indicated in the ‘relationship’ box.  (UK Government, 2004). 

 

 

 

Figure 2.7: ITIL process 
(UK Government, 2004, p. 22) 

2.5.2 CobiT 

The COBIT framework has been designed by the Information 

Systems Audit and Control Foundation as a set of IT control 

objectives.  Its main theme is business orientation and it has been 

designed to provide comprehensive guidance to management and 

business process owners.  It is based upon the premise that “In order 

to provide the information that the organisation needs to achieve its 

objectives, IT resources need to be managed by a set of naturally 

grouped processes” (ISACA, 2000, p. 4). 

 

The framework consists of 34 high-level control objectives, one for 

each of the IT processes, grouped into four domains (ISACA, 2000).  
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These domains are; Plan and Organise, Acquire and Implement, 

Deliver and Support, and Monitor. 

 

Another feature of the COBIT framework is IT governance, which 

provides the structure that links IT processes, IT resources and 

information to enterprise strategies and objectives. 

 

The model at Figure 2.8, depicts the COBIT IT processes defined 

within the four domains. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.8: CobiT IT process within the four domains 
(Adapted from I. T. Governance Institute, 2004, p. 10) 

 

The COBIT Executive Summary (2000, p.4) sums up the definition of 

COBIT as: 

Specifically, COBIT provides Maturity Models for control over 

IT processes, so that management can map where the 

organisation is today, where it stands in relation to the best in-

class in its industry and to international standards and where 

the organisation wants to be; Critical Success Factors, 

which define the most important management-oriented 
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implementation guidelines to achieve control over and within 

its IT processes; Key Goal Indicators, which define 

measures that tell management—after the fact—whether an IT 

process has achieved its business requirements; and Key 

Performance Indicators, which are lead indicators that define 

measures of how well the IT process is performing in enabling 

the goal to be reached. 

2.5.3 McCumbers Cube 

Matrix models of information security feature simultaneous 

consideration of more than one aspect or dimension at a time.  Matrix 

models are commonly built upon multiple axes to enable matching of 

horizontal and vertical elements.  The McCumber Cube (McCumber, 

2005) matches three dimensions; information states, information 

characteristics, and security measures.  The three information states 

are; transmission, storage, and processing.  The characteristics of 

information are; availability, integrity, and confidentiality.  Security 

measures implemented can relate to; technology, policy and practice, 

or human factors. 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 2.9: McCumbers Cube 

(McCumber, 2005, p. 100) 
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Each element of a particular dimension can be matched with any 

other element of the other dimensions to give guidance for 

management decisions.  McCumber (2005) suggests the cube can 

be applied to IS development, IS auditing, and evaluation of IT 

security systems.  In an auditing setting the critical characteristics of 

information (availability, integrity, confidentiality) are identified for 

each of the three information states (transmission, storage, 

processing) and security measures in practice are then reviewed 

under the areas of technology, policy and practice, and human 

factors. 

 

In an IS development environment security measures are included in 

a new system based upon the critical information characteristics 

applied to each information state. 

 

The application of the model into practice is not readily apparent to 

the untrained user.  The complex and at times abstract nature of the 

factor linking process highlights the model’s security practitioner 

rather than management nature. 

2.5.4 ISO/IEC 27001:2005 

ISO/IEC 27001:2005, titled "Information Security Management - 

Specification with Guidance for Use", is the international standard 

that supersedes AS/NZS 7799.2:2003.  It is intended to provide the 

foundation for third party audit, and is 'harmonised' with other 

management standards, such as ISO 9001 and ISO 14001. 

  

The basic objective of the standard is to help establish and maintain 

an effective information management system, using a continual 

improvement approach.  It implements OECD (Organisation for 

Economic Cooperation and Development) principles, governing 

security of information and network systems by adopting the “Plan-

Do-Check-Act” (PDCA) model. 
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Figure 2.10: “Plan-Do-Check-Act” model 
 (ISO/IEC 27001:2005 Information technology, - Security techniques - Information 
security management systems – Requirements, 2005, p.vi) 

 

ISO/IEC 27001:2005 is a generic, advisory document. It lays out a 

structured set of controls to address information security risks, 

covering confidentiality, integrity and availability aspects.  While none 

of the controls is mandatory, if an organisation does not adopt 

something, for example, antivirus controls, they should certainly be 

prepared to demonstrate that this decision was reached through a 

rational process, not just an oversight. 

 

The standard contains 39 control objectives to protect information 

assets against threats to their confidentiality, integrity and 

availability. In effect, these control objectives comprise the functional 

requirements specification for an organisation’s information security 

management architecture.  It would be difficult to argue that the 

organisation should not conform with the stated objectives in 

general. However, a few are not applicable in every case, and the 

generic wording of the standard does not necessarily reflect the 

organisation’s precise requirements.  

 

The final version of ISO/IEC 27001 was published in October 2005.  

It should be noted, however, that this is in fact only the first of a 

series of standards to support information security.  However, it may 

well be the most important, at least from a 'top down' perspective, as 

it defines the information security management system.  
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The ISO have indicated that they intend to reserve the ISO/IEC 

27000-series numbering for a range of information security 

management standards in similar fashion to the very successful ISO 

9000-series quality assurance standards. 

2.6 Corporate Culture 

Organisational culture is described by Edgar Schein, a leader in the 

study of culture as: 

“Culture is both a dynamic phenomenon that surrounds us at 

all times, being constantly enacted and created by our 

interactions with others and shaped by leadership behaviour, 

and a set of structures, routines, and norms that guide and 

constrain behaviour.”  (Schein, 2004, p. 1).  

 

Basically, organisational culture is a system of learned behaviour 

(Woodhouse, 2007).  This learned behaviour is reflected in the 

values, attitudes and behaviour of individuals and groups (McKenna, 

2006).   

 

In the early 1980s Dr Terrence Deal and Allan Kennedy defined this 

learned behaviour as “corporate culture” and listed the key elements 

as “company values, heroes, rites, rituals and ceremonies, the 

cultural network and the business environment” (O'Donovan, 2006) 

which are shown in Figure 2.11. 

 

Every culture has rites, rituals and ceremonies that are integral to 

their existence for without expressive events, any culture will die.  In 

the absence of ceremony or ritual, important values have no impact.  

Ceremonies are to the culture what the script is to the movie, the 

concert is to the score, or the dance is to values that are difficult to 

express in any other way (Deal & Kennedy, 1988). 
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Figure 2.11: Rites,Rituals and Ceremonies 
(O'Donovan, 2006, p. 34) 

 

The business environment consists of three elements: the external 

culture which is defined and / or controlled by the rules and 

regulations, market forces, competition and other factors that 

influence the organisation: internal culture defined as organisational 

values (official concepts and beliefs); heroes (both authentic and 

manufactured, who personify company values); rites, rituals and 

ceremonies (O'Donovan, 2006); and the cultural network which 

consists of the story-tellers, gossips, spies, and whisperers (Deal & 

Kennedy, 1988). 

 

A strong corporate culture provides employees with a clear 

understanding of “the way things are done around here”.  It provides 

stability to the organisation, but can also be a major barrier to change 

(Robbins, 2001).  Depending on its strength, corporate culture can 

have a significant influence on the attitudes and behaviours of 

organisation members (Robbins, 2001). 

 

While there is a distinction between corporate culture and national 

culture it must be acknowledged that there is a strong connection.  

The major reason that there is a strong connection is that corporate 
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culture frequently derives from national culture (Wood, Zeffane, 

Fromholtz, Fitzgerald, & 2006).   Many of the shared beliefs and 

values that develop in organisations can be traced to commonly held 

assumptions in society (Wood et al., 2006). 

 

While every organisation is embedded in a national culture and is 

influenced by that culture, it will still develop its own individual culture 

derived from the particular characteristics and experiences unique to 

the organisation.  Many organisations have a dominant culture that 

expresses the core values that are shared by a majority of the 

organisation’s members, coupled with many subcultures (McKenna, 

2006; Robbins, 2001).  These subcultures are usually attached to 

different roles, functions and levels within the organisation and tend 

to develop in response to common problems, situations, or 

experiences that members face (McKenna, 2006; Robbins, 2001).  

These subcultures are likely to be defined by department structures 

and geographical separation (Robbins, 2001). 

 

If an organisation has no overall dominant corporate culture but is 

composed of numerous subcultures there is a potential for a clash of 

cultures resulting in no uniform interpretation of what represented 

appropriate and inappropriate behaviour (McKenna, 2006; Robbins, 

2001).  This clash of subcultures can cause problems if they have 

different priorities and agendas resulting in reduced organisational 

functioning and performance.  It is the “shared meaning” aspect of 

culture that makes it such a potent device for guiding and shaping 

behaviour (Robbins, 2001). 

 

An information security culture and empowering the workforce to be 

aware of their responsibilities towards protecting information assets 

is a critical factor for the successful operation of an ISMS (da Veiga & 

Eloff, 2007).  As discussed in Section 2.3.4 raised awareness of 

information security will help change the corporate culture toward a 

information security culture.  This in turn will promote a more holistic 



 74 

and proactive approach to planning and managing information 

security within the organisation. 

2.7 Chapter summary 

The literature review described important aspects of information 

security, risk management, information security architecture, policies 

and regulations, and corporate culture.   

 

The reliance by every organisation, both public and private, upon 

information technology to produce accurate and timely information for 

decision making has increased dramatically as technology has 

developed and evolved.  However, the rate of technological 

advancement for the use and deployment of these information 

systems is much faster than the development of means to ensure the 

continued integrity, confidentiality, and availability of these 

information systems.  Although management of organisations are 

becoming more aware of security issues due to legislative and other 

legal requirements, the rate of computer-related crime and abuse 

remains relatively high. 

 

Awareness of security risks is reported to be low in studies carried 

out over the past few years.  These studies also indicate that security 

measures implemented within organisations to protect information 

are generally poor.  Responsibility for security is assigned on an ad-

hoc basis, if at all, and information owners, custodians and users are 

not held responsible for the security of the information they hold and 

use.  The planning and management of information security appears 

to be poor in most organisations as it is still considered an IT issue. 

 

These issues would indicate a need for a more comprehensive or 

holistic view of information security and its management, a proactive 

approach to the security of information assets, programmes to raise 

the awareness of security issues, and changing of corporate cultures. 
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The literature demonstrates considerable technical knowledge about 

information security, but insufficient knowledge in the area of the 

practical application of ISO/IEC 27001:2005 and an ISMS within 

organisations.  While literature on corporate culture, information 

security awareness, training, and education exists, the area of 

information security culture and the operation of an ISMS is barren. 

 

The gaps in the knowledge between information security and the 

area of information security culture and ISMS development and 

operation when applied to NSW Government agencies are wide 

enough to justify further research in these areas. 

 

The following chapter describes the research method and design 

used to investigate these research issues in order to further 

knowledge in these areas. 
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CHAPTER 3 
 

3 RESEARCH METHOD AND DESIGN 
 

“The important thing is not to stop questioning. Curiosity has its own 
reason for existing. One cannot help but be in awe when he 
contemplates the mysteries of eternity, of life, of the marvellous 
structure of reality. It is enough if one tries merely to comprehend a 
little of this mystery every day. Never lose a holy curiosity.”  
 

Albert Einstein (1879 - 1955)  
 

 

This chapter presents the research methodology, the research 

process and the data collection techniques implemented to 

investigate the questions raised in Chapter 1. 

 

This chapter is divided into five sections with the first section 

providing a philosophical and theoretical perspective of research.  

Section two describes qualitative and quantitative research methods 

as both are used at different stages in this project.  It then goes on to 

discuss the claimed limitations of each of the methods.  Section three 

reviews and describes the characteristics of a mixed method 

approach to research.  Action Research and Activity Theory are 

evaluated in-depth.  Section four describes the overall research 

design, including data collection procedures and evaluation process.  

It describes how Action Research is applied to investigate the 

research problem and strengthen the veracity of the research 

findings.  Finally, section five summarises the research methodology 

as a whole and presents a graphical representation of the research 

plan. 
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3.1 Chapter introduction 

Before any in-depth discussion of the research process can be 

undertaken a clear definition of to the terminology used is required.  

The overall process or “blueprint” of research involves defining a 

number of broad issues: what to study, which includes problem 

definition, research questions and hypotheses; what data is relevant; 

collecting and analysing data to address the questions and 

hypotheses; how to present the results, using a structure and writing 

style that best fits the problem and the methods (Creswell & Plano 

Clark, 2007; Yin, 1994). 

 

Three terms that are used extensively are: methodology, design, and 

methods.  Creswell and Plano Clark (2007), define methodology as 

the framework that relates to the entire process of research.  While 

Kaplan suggests that the aim of methodology is to help us 

understand, in the broadest possible terms, not the product of 

scientific inquiry but the process itself (Kaplan cited  in  Cohen, 

Manion, & Morrison, 2007).  Research design refers to the project 

plan that links the worldview of the researcher with specific research 

methods in a coherent and cohesive way (Creswell, 2003).  While 

methods are the approaches or techniques used to collect data 

which is to be used for the basis of inference, interpretation, 

explanation or prediction (Cohen et al., 2007; Creswell & Plano 

Clark, 2007; Yin, 1994).  

 

A consensus of a clear definition of mixed method research is still 

evolving.  Creswell and Plano Clark (2007) give the following broad 

definition: 

Mixed methods research is a research design with 

philosophical assumptions as well as methods of inquiry.  As a 

methodology, it involves philosophical assumptions that guide 

the direction of the collection and analysis of data and the 

mixture of qualitative and quantitative approaches in many 

phases in the research process.  As a method; it focuses on 

collecting, analysing, and mixing both qualitative and 
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quantitative data in a single study or series of studies.  Its 

central premise is that the use of quantitative and qualitative 

approaches in combination provides a better understanding of 

research problems than either approach alone. 

   (Creswell & Plano Clark, 2007, p. 5) 

 

Single research approaches are able to investigate one aspect of a 

problem but are unable to take into context other influencing issues.  

A combination of different approaches is required, and adding 

qualitative insights to the quantitative statistics has proven to be a 

good strategy to overcome some of these problems (Coghlan & 

Brannick, 2005; McNiff & Whitehead, 2006; Somekh, 2006).  

 

As a response to the limitation of a single research approach, this 

project made use of two different research approaches, Action 

Research (survey and case study) and Activity Theory, to investigate 

the research problem and strengthen the research findings. 

 

Action Research has an established reputation in investigating 

problems within the information systems (IS) research sphere 

(Becker & Niehaves, 2007; Creswell, 2003; May & Mumby, 2005; 

Veal, 2005).  Using surveys and case study as part of Action 

Research satisfies the objective to answer some of the questions 

(section 1.6) and develop a framework.  The Action Research 

methodology is easy to explain to participants and could also assist 

their understanding of relevant management issues relating to an 

ISMS. 

 

To support the Action Research in answering the questions (section 

1.6) this project also uses Activity Theory within the framework of 

ISMS certification.  It is used not only as a descriptive tool for 

conceptualising management outlook, but also as a empirical tool to 

demonstrate how the principals of Activity Theory could be holistically 

integrated into an ISMS (Brunker & Campbell, 2005). 
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3.2 Worldviews or Paradigms 

Every researcher has a worldview or paradigm stance that influences 

how they design and conduct their research projects.  The broadest 

interpretation treats paradigms as worldviews or all-encompassing 

ways of experiencing and thinking about the world, including beliefs 

about morals, values, and aesthetics (Morgan, 2007).  Creswell and 

Plano Clark (2007) define worldview and paradigm as how we view 

the world and thus, go about conducting research.  Guba and Lincoln 

(2005) go on to describe worldview and paradigm as a set of beliefs 

or assumptions that guide our inquiries.  These assumptions are a 

philosophy deeply rooted in our personal experiences, culture, and 

history (Creswell & Plano Clark, 2007). 

 

Creswell (2003) describes four worldviews used in research as, 

Postpositivism, Constructivism, Advocacy and Participatory, and 

Pragmatism.  Table 3.1 below gives a description of each of the 

worldviews and their elements. 

 

Table 3.1: Four worldviews used in research 

 

Postpositivism Constructivism 
Advocacy and 

Participatory 
Pragmatism 

• Determination 

• Reductionism 

• Empirical    
observation and 
measure 

• Theory 
verification 

• Understanding 

• Multiple 
participant 
meanings 

•Social and 
historical 

• Theory 
generation 

• Political 

• Empowerment 
and issue 
orientated 

• Collaborative 

• Change 
orientated 

• Consequences 
of actions 

• Problem 
centered 

• Pluralistic 

• Real-world 
practice 
orientated 

 

(Adapted from Creswell, 2003, p. 6) 

 

Each of these worldviews have common elements but take different 

stances on these elements as they represent different views on: the 

nature of reality (ontology); the nature, methods, limitations, and 

validity of knowledge and belief (epistemology); the role values play 

in research (axiology); the process of the research (methodology); 
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and the language of research (rhetoric) (Creswell, 2003; Creswell & 

Plano Clark, 2007; Guba & Lincoln, 2005). 

 

This research project utilises an Action Research strategy (ontology) 

within a pragmatism research epistemology. 

 

This is based upon the belief that an understanding of a 

phenomenon is only comprehensible through multiple interpretations.  

These interpretations of the phenomenon will change and shift over 

time as physical and social process change.  The adoption of a 

pragmatism epistemology is to allow a “what works” approach by 

using diverse methods, and valuing both objective and subjective 

knowledge.  In fact, both interpretive subjective research methods 

(case study, interview) and more positivistic research methods 

(survey) have been used to reinforce the overall research position.  

3.2.1 Theoretical Perspective 

This section explains how the ontological and epistemological 

assumptions have shaped the theoretical perspective of the research 

undertaken in this study.  It is an important aspect of this research 

that theories with a pragmatism research epistemology be used.  In 

order to better understand the research problem or questions both 

interpretivist and post-positivist methods have been utilised to collect 

and analyse data. 

 

 Interpretivism 

The aim of an interpretivist subjective perspective is to “understand a 

phenomenon from the points of view of the participants and its 

particular social and institutional context” (Kaplan & Maxwell, 1994).  

It rejects the idea that human behaviour can be studied in the same 

way as non-human phenomena (Veal, 2005), and emphasises the 

view that what should be studied is the perceptions of the actors 

involved.  Rather than being independent of it, researchers are 

integral to the research process (Veal, 2005), as they seek to 

uncover meanings and understandings of the situation they are 



   81

researching.  The interpretivist approach used in this research project 

tries to ‘get inside’ the minds of the actors and view the world from 

their perspective.  Veal (2005) argues that this approach places more 

reliance on the people being studied to provide their own explanation 

of their situation or behaviour. 

 

Post-positivism 

The post-positivism perspective is aimed at understanding reality 

(March & Smith, 1995).  In post-positivism research questions or 

hypotheses are expressed implying: that if it is not a falsifiable 

hypothesis, then it must be true.  Post-positivism shares with 

positivism the desire to explain and predict what happens in the 

social world by searching for regularities, patterns and relationships, 

and proposes that reality is independent of individual subjectivity 

(Crotty, 1998; Phillps, 1990).  It takes the view that the world is 

external and objective to the researcher, who has a focus on 

objective description and explanation (Veal, 2005). 

 

Hermeneutics 

Is the philosophical basis which underpins an interpretive 

understanding.  A basic definition of hermeneutics is “…the study of 

the general principles of biblical interpretation. For both Jews and 

Christians throughout their histories, the primary purpose of 

hermeneutics, and of the exegetical methods employed in 

interpretation, has been to discover the truths and values of the 

Bible…” (Encyclopedia Britanica online).  While Szabo (1996) goes 

on to say “Hermeneutics derives from the Greek hermeneutika, 

"message analysis", or "things for interpreting": the interpretation of 

tradition, the messages we receive from the past. Hermeneutics is 

usually applied to areas where tradition is considered important in 

people's lives -- religious texts, legal precedents, and so on. It is 

usually applied to text…”.  Essentially, hermeneutics involves 

cultivating the ability to understand things from somebody else's point 

of view, and to appreciate the cultural and social forces that may 

have influenced their outlook (Crotty, 1998). 
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In this research project an understanding of the development, 

implementation, and operation of an ISMS is achieved by 

hermeneutically interpreting the textual data from the surveys and 

transcripts of interviews.  The hermeneutics process is methodical 

reading or inspection of text, such as conversation, written words or 

even pictures and diagrams.  Fundamental to hermeneutics is the 

hermeneutical cycle shown in Figure 3.1.  The purpose of 

hermeneutics is to develop an understanding of how to construct, 

relate to the whole text and the interpretation of each cycle, thereby, 

approaching the real sense of the text within the bounds of reality. 

 

 

Figure 3.1: The Hermeneutical Cycle 
(Friesian, 2004, p. 3) 

 

Hermeneutics will be used in this research project to determine 

meaning and understanding from the textual transcripts of survey 

results and interview voice recordings.  These interpretations are 

crucial in understanding the key issues (drivers and inhibitors) of an 

agency’s progress towards developing, implementing, and ongoing 

management of an ISMS and subsequent ISO 27001:2005 

certification. 

3.3 Quantitative and Qualitative Research 

As both qualitative and quantitative research methods are used at 

different stages in this research project a brief discussion on their use 
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within a business setting is required.  Sometimes data is innately 

quantitative – for example, in the field of climate science, researchers 

compile and compare statistics such as temperature or atmospheric 

concentrations of carbon dioxide (Veal, 2005).  On the other hand, 

sometimes data is qualitative but is presented in quantitative form – 

for example, numerical ‘scores’ calculated by asking participants to 

indicate how risky they perceive an activity to be on a five point scale 

ranging from 1, ‘Very significant’ to 5, ‘Very insignificant’ (Veal, 

2005).    

 

The aim of quantitative research is to determine the relationship 

between one thing (an independent variable) and another (a 

dependent or outcome variable) in a population (Creswell, 2003; 

Gilbert, 2006; Mertens, 2007).  The quantitative research is based on 

the numerical representation of the independent variable and 

outcome variable for the purpose of describing and explaining the 

relationship. Quantitative research is used in both natural and social 

sciences, including physics, biology, psychology, sociology and 

geology, education, journalism, and the information sciences. 

 
A quantitative research approach involves the collection and analysis 

of numerical data to provide evidence for answering research 

questions or testing hypotheses (Creswell & Plano Clark, 2007; Veal, 

2005).  The research designs are either descriptive (subjects usually 

measured once) or experimental (subjects measured before and 

after a treatment). A descriptive study establishes only associations 

between variables. An experiment establishes causality.  For an 

accurate estimate of the relationship between variables, a descriptive 

study usually needs a sample of hundreds or even thousands of 

subjects; an experiment, especially a crossover, may need only tens 

of subjects (Creswell & Plano Clark, 2007; Veal, 2005). 

 
In contrast, qualitative research is concerned with the study of local 

and social situations in detail and great depth.  Qualitative research 

is the non-numerical examination and interpretation of observations 

for the purpose of discovering underlying meanings and patterns of 
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relationships (Creswell, 2003; Creswell & Plano Clark, 2007; Gilbert, 

2006; Mertens, 2007).  In a relatively unstructured manner it 

investigates problems and seeks to answer ‘why’ rather than ‘how 

many’ questions.  The data usually consists of open-ended 

responses that the researcher gathers from a relatively small number 

of subjects (Creswell, 2003; Creswell & Plano Clark, 2007; Kaplan & 

Maxwell, 1994; Marshall, 1996; Veal, 2005).   

 

It would appear some people tend to ignore qualitative research 

results in favour of quantitative research results. It is easier to explain 

results using numbers, a person without any knowledge of a 

particular research topic can understand the results through figures 

and use these figures to make a decision if needed (Gorard, 2006).  

Understanding the findings from qualitative research requires an 

understanding and knowledge of the subject to fully interpret them. 

  

Qualitative data is often identified as less easy to digest and open to 

both undervaluing and reinterpretation. There may also be a 

perceived issue of how to control the standards of qualitative 

research given it is not repeatable as the ‘scientific method’.  

However, Standen (1995) comments that although research without 

rigour is inappropriate, to emphasise rigour over usability is to miss 

the point of qualitative research. 

 

A review of the Journal of Research and Practice in Information 

Technology, published by the Australian Computer Society each 

month, quickly reveals that qualitative, quantitative and case study 

research methods are being used for research in the information 

sciences.  It also highlights that no one research method is better 

than another, but rather the choice of the most appropriate method 

based on what is being investigated is important.   

 

Qualitative research is considered as ‘soft’ social science, dealing 

with inadequate evidence, while quantitative research is considered 

to be hard-nosed, data-driven, outcome-orientated, and truly 
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scientific (Yin, 2003).  I believe both qualitative and quantitative 

research results are equally important and we should base our 

decisions just as much on qualitative as quantitative research 

reports. 

3.4 Mixed methods approach 

Mixed-method is a way to come up with creative alternatives to 

traditional or more monolithic ways to conceive and implement 

evaluation.  It is a genuine effort to be reflexive and more critical of 

the evaluation practice and, ideally, more useful and accountable to 

broader audiences.  

 

Data collection for this project involved multi-methods, including the 

use of semi-structured interviews using open ended questions, web 

based surveys, analysis of documentation and archival records as 

well as in-depth qualitative fieldwork.  This involved the development 

of software to help in the data collection, analysis, and reporting to 

assist agencies towards certification. 

 

Four research approaches are used to aggregate data collection and 

to smooth the data analysis/interpretation process. 

 

Where the results of the survey instrument and other data are 

counted or grouped, everyday numbers such as percentages or 

comparisons are used rather than the more traditional statistical 

approaches such as significance tests, confidence intervals, or 

standard errors (Gorard, 2006).  Gorard (2006, p. ix) states “These 

numbers are the same kind as we use successfully in our everyday 

lives when telling the time, checking our changes, catching a train, or 

cooking a meal.”  

 

A single Case Study of a NSW Government agency was undertaken 

to answer the “how” and “why” questions of implementing and 

operating an ISMS.  The specific case study methodology followed 

was the structured methodology proposed by Yin (2003).  A case 
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study protocol as advocated by Pare (2004) was used to minimise 

the chance of error and bias and increase the reliability of the study.  

A more complete explanation of the Case Study method is described 

in the section 3.4.1. 

 

Action Research was selected as a method to improve the 

knowledge of participants of information security management in an 

organisation by using a cyclic or spiral process which promoted 

change and understanding in a continuously developing sequence 

(Dick, 1999). A more complete explanation of Action Research is 

described in the section 3.4.2. 

 

Activity Theory is a framework where ideas, theories and methods 

can emerge to explain activity, not only human activity, but activity of 

any subject (Kaptelinin & Nardi, 2006).  The most basic 

representation of activity is shown in Figure 3.2.  Activity Theory was 

employed to provide a descriptive tool to detail the structure, 

development and context of tasks.  A more complete explanation of 

Activity Theory is described in the section 3.4.4. 

 

 

 

 

Figure 3.2: A basic representation of activity 
(Kaptelinin & Nardi, 2006, p. 30) 

 

Grounded Theory is where the researcher attempts to derive a 

general, abstract theory of a process or action grounded on the views 

or experiences of the participants (Creswell, 2003; Fox, Martin, & 

Green, 2007).  This research employed a modified Grounded Theory 

approach during the iterations of data collection and analysis.  A 

more complete explanation of Grounded Theory is described in the 

section 3.4.5. 
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3.4.1 Case Study 

“In general, case studies are the preferred strategy when “how” or 

“why” questions are being posed, when the investigator has little 

control over events, and when the focus is on a contemporary 

phenomenon within some “real-life context” (Yin, 2003).  Stake (1995 

cited in Creswell, 2003, p. 15) defines case studies as: “ … in which 

the researcher explores in depth a program, an event, an activity, a 

process, or one or more individuals.  The case(s) are bounded by 

time and activity, and researchers collect detailed information using a 

variety of data collection procedures over a sustained period of time 

(Stake 1995 cited in Creswell, 2003, p. 15).  Case studies typically 

combine data collection methods such as document and archives 

reviews, interviews, questionnaires, and observations: and the 

resulting data may be either qualitative or quantitative or both.  They 

can be used to provide description, or to test and generate theories.  

Yin (2003) proposes three types of case study – explanatory, 

exploratory, and descriptive.  

 

Yin (2003) suggests the following three conditions be considered 

when deciding whether the case study approach is appropriate: 

 

 • the type of research question posed; 

• the extent of control an investigator has over actual 

behavioural events; and 

• the degree of focus on contemporary as opposed to 

historical events. 

 

Table 3.2 displays these three conditions and shows how each is 

related to different research strategies. 
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Table 3.2: Relevant situations for different research strategies 

 

Strategy 
Form of research 

question 

Requires control 

of behavioural 

events ? 

Focuses on 

contemporary 

events ? 

Experimental How, why ? Yes Yes 

Survey 

Who, what, where, 

how many, how 

much ? 

No Yes 

Archival analysis 

Who, what, where, 

how many, how 

much ? 

No Yes / No 

History How, why ? No No 

Case study How, why ? No Yes 

 

(Yin, 2003, p. 5) 

 

The Case Study method has been used extensively in information 

systems (IS) research in the past according to Shanks (2002), and is 

well-suited to IS research for the following reasons: 

• the information system can be researched in a natural 

setting, enabling the researcher to learn about state-of-

the-art and generate theories from practice; 

• allows researchers to answer how and why questions in 

order to understand the nature and complexity of 

process taking place; and 

• is an appropriate way to study an area where few 

previous studies have been carried out. 

 

Stake (1995), and Yin (1994) identified at least six sources of 

evidence in case studies as presented below: 

• Documents;  

• Archival records; 

• Interviews;  

• Direct observation;  
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• Participant-observation; and  

• Physical artefacts.  

 

The case study method is also well suited to investigating and 

understanding the interactions between information technology 

related innovations and organisational contexts (Shanks, 2002). 

3.4.2 Action Research 

Action Research has an established track record in investigating 

problems within the IS research sphere (Charmaz, 2006; 

Denscombe, 1998; Fink, 2006; McNiff & Whitehead, 2006).  It is seen 

as part of a wide range of methodologies used within this field of 

research (Galliers, 1992).  It was chosen for this research because it 

has been used extensively to aid both theory development and 

practice.  The term ‘Action Research’ was coined by Kurt Lewin, 

although he was not the only author around the same time trying to 

define comparable action approaches to research. 

 

 

Figure 3.3: Action Research as a cyclical process 
(Fox et al., 2007, p. 50) 

 

Dick (1999) describes Action Research as: “an emergent process 

which takes shape as understanding increases; an iterative process 

which converges towards a better understanding of what happens; in 

most of its forms it is also participative (among other reasons, 
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change is usually easier to achieve when those affected by the 

change are involved); and qualitative.” 

 

Action Research is the method whereby researchers and participants 

engage in a collaborative process of critical inquiry and 

understanding of a problem.  It seeks to facilitate learning by allowing 

researchers and practitioners to understand the complex interactions, 

which exist when trying to resolve issues.  Both researcher and 

participant reflect on the problem with alternate views of the subject 

matter and participate in a cyclic or spiral process of ‘look, think, act’ 

in which all take part (Smith, Jamieson, & Winchester, 2007). 

 

Action Research is concerned with diagnosing a problem in an 

organisation and then attempting to solve the problem (Coghlan & 

Brannick, 2005; Creswell & Plano Clark, 2007; Fox et al., 2007).  

Action Research can also be described as a cyclic or spiral process, 

which alternates between action and critical reflection (Dick, 2000).  

The methods used in Action Research can involve direct intervention 

by taking an active role in the project (Coghlan & Brannick, 2005; Fox 

et al., 2007).  This invention is not intended as a direct influence on 

the process but a cooperative approach to a common task or 

problem. The flexible nature of Action Research is achieved by its 

cyclic process, which allows iterations of the process to develop. 

 

The Action Research spiral can take many forms, as illustrated in 

Table 3.2.  The common element is the iterative process. 
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Table 3.2: Action Research spirals from different authors 

 

Research Spiral Author 

plan => act => observe => reflect Kemmis & McTaggart,  

(1988) 

action => reflection => action => 

reflection 

Dick,  (1999) 

identification => planning => 

evaluation => redefinition 

Fox et al., (2007) 

look => think => act  Stringer, (1999) 

plan => act => observe => reflect Roberts, (1997) 

diagnosing => planning => act => 

evaluating 

Coghlan & Brannick, (2005) 

 

3.4.3 Selection of Action Research as an approach  

Based on the previous discussion about ontology and epistemology 

the specific requirements of methodologies that would suit the project 

have been defined. The methodology chosen must assist the 

situation where individuals within an agency [the Senior 

Management] need to interpret the implications of their position in 

regard to information security preparedness and value.  It would also 

have to take into account the interpretations of the accumulated life 

experiences and values of the individuals involved, and thus be a 

driving mechanism to shape future actions.  Finally, and most 

importantly, the selected methodology needs to demonstrate that a 

change or some action has occurred. 

 

In terms of the specific details of this research, to facilitate an 

improvement in the overall level of information security management, 

any selected methodology would need to include the following: 

 

• create an action and knowledge interaction within the 

senior management, business management, and ICT 

management and their agencies; and 
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• translating the above requirements into useful research 

outcomes requires the selected methodology to 

accommodate a mixed method approach, namely the 

on-line survey, face-to-face interviews, and case study. 

 

Action Research as a research method assists in answering research 

questions and generating theories, but it also helps potential 

research participants to improve aspects of their work that are of 

relevance to them (Coghlan & Brannick, 2005).  Action Research is 

easy to explain to participants as well as for them to understand and 

should be well suited to this research project.  

3.4.4 Activity Theory 

Activity Theory provides a way of analysing human activity. The 

hierarchical activity is described on three levels (shown in figure 3.4): 

 

• activity - corresponds to the motive of the activity, that is 

“why”; 

• actions - corresponds to the goals which have to be achieved 

to satisfy the motive, that is “what”; and 

• operations - corresponds to the conditions and subsequently 

the method for achieving the goals, that is “how” 

(Jarzabkowski, 2005; Kaptelinin & Nardi, 2006). 

 

 
 

Figure 3.4: Hierarchical structure of activity. 
(Adapted from Kaptelinin & Nardi, 2006, p. 64) 
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The roots of activity theory can be traced back hundreds, even 

thousands of years to Buddha (Kaptelinin & Nardi, 2006).  In the 

1920s and 1930s the Russian psychologists Vygotsky, Rubinshtein, 

Leont’ev and Lurija developed cultural-historical psychology, the 

immediate predecessor to current Activity Theory (Kaptelinin & Nardi, 

2006).  Using Activity Theory as a framework, different forms of 

human endeavour can be studied, both at the individual and social 

levels. 

 

Activity Theory as a theoretical framework can be used to detail the 

structure, development and context of tasks and can be used to 

provide a descriptive rather than predictive framework (Nardi, 1996).    

This theory proposes the amalgamation of numerous theories and 

concepts, thus preserving the conceptual integrity of Activity Theory 

in terms of design, evaluation and usage. 

 

Activity Theory is also a social theory, designed as a mechanism to 

understand and explain human activity and interaction. By definition, 

an activity cannot exist as an isolated entity.  Figure 3.5 illustrates the 

activity system model proposed by Kaptelinin & Nardi (2006). 

 

 

Figure 3.5: The activity system model 
Adapted from Engestrom 1990 

(Kaptelinin & Nardi, 2006, p. 100) 
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A recent application of Activity Theory is proposed by Jarzabkowski 

(2005) termed “strategy as practice” has three focal points, each with 

a different angle from which to examine strategy.  The three focal 

points are: 

 • practice – strategy as a flow of organisational activity; 

 • practitioners – people within the organisation; and 

• practices – tools and artefacts (Whittington 2002 cited 

in Jarzabkowski, 2005).   

 
Activity Theory can be divided into four basic principles, which outline 

the hierarchical structure of activities. 

 

Object-orientedness 

Activity theory proposes a hierarchical structure with level one 

establishing that every activity is directed to an object; that object 

may be human or non-human.  In Activity Theory the notion of an 

object is not limited to the physical (Kaptelinin & Nardi, 2006). 

Socially and culturally determined properties are also properties that 

can be studied with objective methods (Kaptelinin & Nardi, 2006). 

 

Hierarchical structure of activity 

The hierarchical structure of activity theory is made up of three 

levels; level one activities, level two actions, and level three 

operations. 

 

Activities respond to motives, either consciously of unconsciously, 

and can be described as goals based on need or desire. 

  

"Actions are goal-directed processes that must be undertaken to fulfil 

the object.  They are conscious (because one holds a goal in mind), 

and different actions may be undertaken to meet the same goal" 

(Kaptelinin & Nardi, 2006, p. 67). 

 

Operations are the third and lowest level of the hierarchical structure. 

An action is described as an operation when performed automatically 
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and unconsciously. Unlike actions, operations do not respond to a 

conscious goal but respond to the environment. Where the 

environment alters, and an action is performed consciously, the 

operation becomes an action. 

 

Internalisation – Externalisation 

Kaptelinin & Nardi (2006) state that internalisation is the 

transformation of external into internal activities.  The transformation 

can make routine work explicit, that is externalise that work, or learn 

the work without consciously thinking about how the work is 

undertaken and the specific details of each task involved in the 

activity, that is internalisation.  However the authors also note that     

" … internal activities cannot be understood if they are analysed 

separately, in isolation from external activities, because it is the 

constant transformation between external and internal that is the very 

basis of human cognition and activity" (Kaptelinin & Nardi, 2006, p. 

69). 

 

Tool mediation 

Tools may be described as external (artefacts such as information 

technology, computers, calculators, etc.) and as internal (intellectual 

concepts, laws, logic, etc.).  Tool mediation plays a central role in 

Activity Theory because it mediates the activity.  As Kaptelinin & 

Nardi (2006) argue, tools shape the way human beings interact with 

reality and the resulting artefacts bring with them specific culture and 

history that mediate activities across time and space. 
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3.4.5 Application of Activity Theory 

 

 

 

 

Figure 3.6: Application of Activity Theory for development and operation of ISMS 

 

Figure 3.6 applies the previously discussed information to the 

development, operation, and certification of an ISMS.  The following 

sections describe the role of each entity in this activity. 

 

Tools 

The main tools mediating this activity: 

• ISO/IEC 27001:2005 standard; 

• Government policy and regulations; 

• Enterprise architecture (business requirements); 

• Risk management; and 

• Hardware, Software 

 

Subject and Object 

The subject is the group or individuals involved in the development 

and operation of the ISMS.  These include: 

• Government; 

• Senior Management within Government agencies; 

• Technical staff within agencies; 

• Business (third parties); and 

• Public (customers) 
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The interaction of these parties produces the activity.  The object of 

this activity is to ensure information security by developing and 

operating an ISMS. 

 

Rules 

The rules ensure the activity is constrained within the boundaries of 

policy, procedure, standards, and information security architecture 

which govern the direction or flow of the activity. 

 

Community 

The community defines the relevant stakeholders within the activity 

and supports the overall objective of the activity.  In this activity the 

interaction between senior management, business management, and 

ICT management are required to produce a successful and 

sustainable outcome, an ISMS.  

 

Division of Labour 

The division of labour establishes and defines the responsibilities of 

the subjects to perform the activity. 

 

Outcome 

The outcomes of this activity result in improved information security 

controls by: 

• Development, implementation, and operation of an ISMS; 

• Certification to ISO/IEC 27001:2005; 

• Information Security culture within the corporate culture: and 

• Improved risk management practices. 

3.4.6 Grounded Theory 

The basic tenet of the Grounded Theory approach is that a theory 

must emerge from the data, or in other words, a theory must be 

grounded in the data.  Hence the approach purports to be inductive 

rather than deductive.  Grounded Theory is defined by Strauss and 

Corbin, (1990, 1998 cited in Creswell, 2003, p. 14), " … in which the 
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researcher attempts to derive a general, abstract theory from a 

process, action, or interaction grounded in the views of participants in 

a study.”   

 

Grounded Theory requires that theory is emergent from the data, it 

does not test a hypothesis (Dick, 2005).  Data collection, analysis 

and theory formulation are regarded as reciprocally related, and the 

approach incorporates explicit procedures to guide this 

(Chamberlain, 1995).  Analysis involves three processes (illustrated 

in Figure 3.7), from which sampling procedures are derived, and 

which may overlap: open coding, where data is broken open to 

identify relevant categories; axial coding, where categories are 

refined, developed and related; and selective coding, where the "core 

category", or central category that ties all other categories in the 

theory together, is identified and related to other categories 

(Chamberlain, 1995). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.7: The Grounded Theory model 
(Dick, 2005) 
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Grounded Theory has some distinguishing features designed to 

maintain the "groundedness" of the approach.  Two primary 

characteristics of the approach are the constant comparison of data 

with emerging categories and theoretical sampling of different groups 

to maximise the similarities and the differences of information 

(Creswell, 2003).    

  

Grounded Theory aims to be a rigorous method by providing detailed 

and systematic procedures for data collection, analysis and 

theorising, but it is also concerned with the quality of emergent 

theory.  Strauss and Corbin (1990 cited in Chamberlain 1995) 

provide four central criteria for a good Grounded Theory: 

• it should fit the phenomenon, provided it has been 

carefully derived from diverse data and is faithful to the 

everyday reality of the area; 

• it should provide understanding, and be 

comprehensible to both the persons studied and others 

involved in the area; 

• it should provide generality, given that the data are 

comprehensive, the interpretation conceptual and 

broad, and the theory includes extensive variation and 

is abstract enough to be applicable to a wide variety of 

contexts in the area; and 

• it should provide control, in the sense of stating the 

conditions under which the theory applies and providing 

a basis for action in the area.  

 

3.4.7 Evaluation Design 

Among the purposes for the evaluation design of a mixed method 

approach, a number of authors (Creswell, 2003; Creswell & Plano 

Clark, 2007; McNiff & Whitehead, 2006; Veal, 2005) highlight five 

major ones that might enhance the evaluation as follows:  
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Triangulation - tests the consistency of findings obtained through 

different instruments. In the case study, triangulation will allow us to 

assess and verify some of the comments from the interviews with 

security auditors and survey results. 

  

Complementarily - clarifies and illustrates results from one method 

with the use of another method.  In this project results from the face-

to-face interviews will be collated with survey results to add 

information to the case study. 

  

Development - results from one method shape subsequent methods 

or steps in the research process.  The use of Activity Theory will 

allow the results of one iteration of research to be incorporated into 

the next iteration.  

 

Initiation - stimulates new research questions or challenges results 

obtained through one method.  In-depth interviews with security 

auditors and security practitioners will provide new insights on how 

an ISMS can be developed, implemented, and managed.  

 

Expansion - provides richness and detail to the study exploring 

specific features of each method. In this project, integration of 

procedures mentioned above will expand the breadth of the study. 

3.5 Overall research design 

A research design is a technical plan that should assure the evidence 

to be collected is pertinent to the questions of the study and the 

approach covers competing concerns of the study (Yin, 1994).  

Matching the research design with an appropriate research 

methodology is an important consideration in any research project.  

The methodology must not only be appropriate to the type of 

research, but also to the environment in which the research is being 

undertaken. 
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The progression of research steps chosen for this project is similar to 

the approach illustrated in Figure 1.2 on page 14.  Galliers (1992) 

suggests that the IS researcher commences with a research question 

which may then be followed by survey research.  This stage leads to 

theory building, then case studies or Action Research to test the 

theories in a field environment.  The findings then led to theory 

extension, and the research may then cycle back to further Case 

Study or Action Research to test the extended theories in action. 

3.5.1 Research questions 

A number of issues were raised in the previous chapter that have not 

been sufficiently addressed by current research.  This could be 

attributed to the general belief that information security is a technical 

issue rather than a business management issue.  To aid in 

understanding the process and issues involved with information 

security management, the following research questions were 

identified through the literature and initial discussions with security 

auditors. 

 

RQ1 - What are the critical success factors required to 

construct, implement and continuously operate an Information 

Security Management System within NSW Government 

agencies? 

 

RQ2 – What were the business goals, success factors, 

operational risks and organisational factors that enabled the 

development, successful implementation and certification of an 

Information Security Management System within NSW 

Government agencies? 

 

The following sub-questions will provide guidance and context for the 

main questions: 

SQ1 - What is the current perception of information security 

management by senior managers within NSW Government 

agencies? 
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SQ2 - How much does an individuals risk appetite influence the 

organisations collective risk appetite? 

  

SQ3 - What role does an Information Security Management 

System play in securing information systems in NSW 

Government agencies? 

 

SQ4 - What are the similarities between the risks to information 

systems within the NSW Government agencies? 

 

SQ5 - Why secure information in NSW Government agencies ? 

 

3.5.2 Research plan 

The research plan for this project and the linkage to the research 

questions is illustrated in Figure 3.8.  The process begins with the 

overall objective for agencies to improve their ISMS in accordance 

with ISO 27001:2005.  The project is viewed as being directed from a 

Information Security Management / Risk Management perspective 

ensuring the focus of the research is on whole of government.  
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Figure 3.8: Overview of research plan 
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3.5.3 Research methods 

Multiple methods are used to collect data for the project to address 

the research objective and answer the research questions.  The use 

of multiple methods within this project provides greater confidence in 

the results of the research, this is known as triangulation (Creswell, 

2003).  “The effectiveness of triangulation rests on the assumption 

that the methods or measurements used will not share the same 

biases” (Blaikie, 2000, p. 263). 

 

Combinations of three different approaches are used, which include 

the grouping of qualitative practices (survey, face-to-face interviews, 

and case study) coupled with quantitative analysis.  Methods of data 

collection were chosen that would provide in-depth quantitative and 

qualitative data.  Semi-structured interviews and questionnaires are 

both common instruments used in exploratory research, and were 

selected on their ability to illuminate participants’ perceptions and 

interpretations. 

 

The selection of methods and sources of data have been chosen to 

reinforce the research’s internal and external validity and the ability to 

come to a conclusion.  The research methods, source of data, and 

the data types that are used in this project are shown in Figure 3.8.    
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3.6 Chapter summary 

This chapter has presented the research approach, philosophical 

underpinnings and techniques used within the research project.  

Given the diverse group of participants, and complexity of an 

organisation like NSW Government, a combination of Action 

Research / Activity Theory / Grounded Theory / Case Study within an 

interpretive approach was used.  This combination of methodologies 

was considered to be the most appropriate to investigate information 

security management issues.  The use of these methodologies also 

lays the framework and boundaries within which the research is 

taking place. 

 

An information security management research plan has been 

presented based on the current literature and emerging issues within 

this project.  The research plan encompasses a wide variety of 

information security-based factors that are – according to the 

literature – influential in improving information security.  It remains to 

be seen whether the outputs of the plan is a true reflection of reality. 

 

The following three chapters put the research plan into action by 

conducting research into the critical success for implementing and 

managing an ISMS, the perceptions of risk, and a case study on a 

Government agency. 
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CHAPTER 4 
 

4 CRITICAL SUCCESS FACTORS 
 

“… the human side of computer security is easily exploited and 
constantly overlooked.  Companies spend millions of dollars on 
firewalls, encryption and secure access devices, and it’s money 
wasted, because none of these measures address the weakest link 
in the security chain.” 

Kevin David Mitnick (1963 - ?)  

 

 

The previous chapter presented the research methodology, the 

research process and the data collection techniques implemented to 

investigate the questions raised in Chapter 1. 

 

This chapter presents the findings of an empirical study of 

information security auditors and security practitioners (information 

security consultants and information security manager’s) experiences 

and views of the designing, implementing and maintaining an ISMS.  

Using an Action Research strategy, the study describes these 

insights in terms of critical success factors required for the formation 

and certification processes on an ISMS. 

 

This chapter is divided into five sections with the first section 

providing a description of related work and justification for the 

research.  Section two describes the research and data analysis 

methods used in this study.  Section three reviews and describes the 

certification auditors’ perspectives of critical success factors for an 

ISMS.  Section four describes the information security consultants’ 

and information security managers’ perspectives of critical success 

factors for an ISMS.  Finally, section five summarises the study as a 

whole and presents a graphical representation of the critical success 

factors required for the formation and certification of an ISMS. 
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4.1 Chapter introduction 

Information is the lifeblood of all modern organisations; it needs to 

flow through an organisation in an orderly way, without blockages, 

without contamination and most importantly without leakage.  Yet the 

news media continue to report stories of critical information loss. 

 

The reliance by every organisation, both public and private, upon 

information technology has increased dramatically as technology has 

developed and evolved.  Over the past two decades in particular, the 

nature of computing has changed significantly, becoming an integral 

part of business processes.  Information has developed into a 

strategic asset, and the computerised information systems have 

become strategic tools for both organisations and government  

(Calder, 2005; McCumber, 2005; Moskowitz & Kern, 2003; Sherwood 

et al., 2005).  Every organisation needs to have confidence in its 

information systems to ensure sound decision making and 

achievement of goals. 

 

Information is now critical to business operations and decision 

making activities, allowing organisations to survive and grow in 

competitive and tough economic environments, and governments to 

provide services and infrastructure to their constituents.  

Organisational strategies have changed, and businesses have 

altered their organisational structures, management structures and 

work patterns in order to leverage technology to its greatest 

advantage (Woodhouse, 2007).  Trends such as downsizing, 

outsourcing, process re-engineering, distributed architecture, 

client/server and e-business all include the aim of making the 

organisation leaner and more efficient.  Unfortunately, mission critical 

information systems are being exposed to greater security risks as 

organisations push their technological resources to the limit in their 

drive to meet organisational needs (Dhillon, 2001).  

 

The purpose of information security is to protect valuable assets, 

such as information, hardware, software and people.  The aim of 
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planning, designing and implementing security in and around 

information systems is to ensure not only the confidentiality and 

integrity of the information produced, stored and used but also the 

continued availability of both the information and supporting 

infrastructure (Calder 2005; Devargas 1995; McCumber 2005; 

Peltier, Peltier & Blackley 2003; Proctor & Byrnes 2002) 

 

Many researchers and security practitioners are currently very 

interested in the critical success factors required to improve 

information security within organisations.  Attention in the research 

community is now being directed toward ISO/IEC 27001:2005, titled 

"Information Security Management - Specification with Guidance for 

Use", which is the international standard that supersedes AS/NZS 

7799.2:2003.  The basic objective of these standards is to help 

establish and maintain an effective information management system, 

using a continual improvement approach.   

 

The standard itself can become an issue.  It is possible that ISO/IEC 

27001 certification could give organisations a false sense of security 

as management or third parties associate the “certified” or 

“compliant” status to mean a secure system on which no further 

action needs to be undertaken (Wiander, 2007). 

 

Information security management standards such as ISO/IEC 7799  

have been criticised by Siponen (2001) from the viewpoint of 

philosophy of science.  Siponen (2001; 2002) argues that these 

standards were developed based on personal observations that were 

not scientifically justified and their claim to be universally valid can’t 

be supported. 

 

The new ISO/IEC 27001 standard has moved to resolve this 

drawback by emphasising the organisation’s own risk assessment as 

the critical aspects to be addressed.  It forces organisations to clarify 

their processes and improve documentation.  A number of 

information security practitioners contend that the application of a 
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information security standard such as ISO/IEC 27001 enhances 

governance and synergies among the different areas within an 

organisation (Brotby, 2007; Ramirez, 2006; Ross, 2007).  As stated 

previously the ISO/IEC 27001 standard itself emphasises a 

continuous improvement process, which forces organisations to 

always think about security and the risks involved in doing business. 

4.1.1 Justification for the study 

Although much has been written about the information security 

standards ISO/IEC 7799 and ISO/IEC 27001, very little has been 

published about the practical application of the standards in a real 

world situation.  Most published articles either describe the 

components of the standard or attempt to justify the implementation 

of the standard.   

 

The intention of this empirical study is to define and describe the 

critical success factors for the design, implementation, continued 

management and certification of an ISMS.  This study focuses on 

attempting to answer certain aspects in connection with the following 

question: 

 What are the critical success factors required to construct, 

implement and continuously operate an Information Security 

Management System (ISMS)? 

 

The answer(s) to this question are sought using an Action Research 

methodology and a Grounded Theory method. 

4.2 Approach to research and data analysis 

Although many of the potential elements required to implement an 

ISMS have been identified, there is little rigorous, empirical evidence 

that identifies the critical success factors required to design, 

implement and continuously operate an ISMS. This research was 

designed to provide some detailed empirical evidence about the 

potential critical success factors and to develop these factors as a 
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potential model to assist in developing, implementing and operating 

an ISMS within an organisation.   

 

The high-level research methodology used for this study can be 

labelled as a modified Action Research methodology.  The 

methodology is described in detail, and the rationale for choosing it is 

presented below. 

  

Action Research is an established methodology for investigating 

problems within the information systems (IS) research sphere 

(Charmaz, 2006; Denscombe, 1998; Fink, 2006; McNiff & 

Whitehead, 2006).  Using surveys and interviews as part of Action 

Research satisfies the objective to understand the question and 

develop a framework.  The Action Research methodology is easy to 

explain to participants and could also assist their understanding of 

relevant management issues relating to an ISMS. 

 

An Action Research methodology can be defined by four 

characteristics; it deals with a (i) practical research problem in a (ii) 

participatory style in the pursuit of (iii) change, through a (iv) cyclical 

research and feedback process (Denscombe, 1998).  Below is a brief 

examination of the four defining characteristics of an Action 

Research methodology: 

 

● Practical. The study was carried out within the context of the 

NSW Government Premier’s Memorandum M2007-04 which requires 

all agencies, unless granted exemption because they don’t have 

significant information assets, to acquire and maintain certification of 

compliance with the information security Australian Standards.  The 

current Australian Standards adopt the international standard 

ISO/IEC 27001:2005 Information technology – Security techniques – 

Information security management systems – Requirements.  The 

Australian Standards are subject to revision approximately every 

three years, and M2007-04 requires adherence to the latest version 

of the Standards.  In December 2007, there were 35 organisations in 
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Australia holding certification to either AS/NZS 7799:2:2003 or 

ISO/IEC 27001:2005 in some form (Joint Accreditation System of 

Australia and New Zealand, 2007).  Of these 35 organisations, 14 

NSW Government agencies are holding an Information Security 

certification ISO/IEC 27001:2005 and three are holding AS/NZS 

7799:2:2003 certification (Joint Accreditation System of Australia and 

New Zealand, 2007).  Given there are 139 key government agencies, 

all holding, using and producing information, this represents only 

10% of all agencies, a very small percentage.  There is a clear need 

for the experiences and insights of information security participants to 

be documented and shared among the government agencies and 

business communities at large. 

 

● Participation. The research project has brought together 

information security auditors, information security practitioners 

(security managers and security consultants), government agencies, 

organisations interested in certification and researchers.  All of these 

parties have been working together with the aim to generate and 

share the knowledge created. The respondents have shared their 

own experiences and insights to enhance the common body of 

knowledge. 

 

● Change. A common understanding of what critical factors 

affect the successful design, implementation, operation, and 

certification of ISMS according to the ISO/IEC 27002:2005 standard 

was sought.  Using these critical success factors a framework could 

be developed to assist security practitioners and business managers 

successfully change their current or proposed ISMS. 

 

● Cyclical feedback. For a change, common understanding of 

critical success factors, to be understood and acted upon the results 

need to be fed back by means of presentations, discussions, and 

written reports.  This thesis forms part of this cyclical feedback loop.  

There are four target groups for this feedback; senior business 

managers within the NSW Government agencies, security 
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practitioners (security managers and security consultants) in NSW 

government agencies, other information security and certification 

practitioners in Australia, and the information security community at 

large. 

 

McNiff and Whitehead (2006, p. 30) describe Action Research as 

open-ended and developmental, and go on to state “Unlike traditional 

social science, action enquirers do not aim for closure, nor do 

practitioners expect to find certain answers.  The process itself is the 

methodology and is frequently, untidy, haphazard and experimental.” 

 

However, all research approaches have perceived disadvantages – 

this is also true for Action Research. The main objection to an Action 

Research approach is that it can affect the representativeness of the 

findings and the extent to which generalisations can be made on the 

basis of the results (Denscombe, 1998).  Denscombe (1998, p. 64) 

states “Action Research, therefore, is vulnerable to the criticism that 

the findings relate to one instance and should not be generalised 

beyond this specific case”.   This objection assumes that the Action 

Research takes place in only a single organisation (a “work-site 

approach”). But, this study is concerned with experiences and 

insights from many participants from varying organisations and many 

different contexts, which makes the results more universal. 

 

While the high-level research approach and context were that of 

Action Research, the more specific research method follows a 

Grounded Theory approach (Charmaz, 2006) that developed a 

theory of the critical success factors. 

 

As interviews with participants were conducted certain factors 

appeared that had interaction with other factors.  These interactions 

prompted a theory that the factors had some natural groupings.  

Using this theory, the identification of these factors suggested new 

lines of investigation that would have been impossible to predict 

before having spoken to the first participants.  The relevance of the 
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second interviews on the development of the theory could not have 

been foreseen before the investigation had begun.  

4.2.1 Data collection method 

Two sets of questionnaires were developed, one for the security 

auditors and the other for the security practitioners.  The 

questionnaire for the security auditors consisted of ten open ended 

questions, so as to not restrain the thinking of the respondents, 

delivered as a semi-structured interview (see Appendix A). 

 

The security practitioners’ questionnaire was an online web based 

survey comprising of three distinct sections.  The first section of the 

survey was used to quantify the technologies, standards, security 

policies and procedures currently used within the organisations.  It 

can be described as a descriptive survey with the analysis taking the 

form of a percentage figure, frequency count, or cross-tabulation 

comparing groups (Fink, 2006).  The second section of the survey 

was based on a theoretical-orientated Repertory Grid technique 

(Fransella, Bell, & Bannister, 2004) aimed at ascertaining the current 

perception of information security management by practitioners.  The 

third section of the survey consisted of open-ended questions 

designed to solicit participants views on the factors affecting the 

design, implementation and operation of an ISMS. 

 

This chapter reviews the findings of the security auditors’ interviews 

and section three of the security practitioners’ web based survey, 

which were posed with exactly the same wording to both groups.  

Results from sections one and two of the web based survey are used 

in Chapter 5. 

In total, 4 security auditors and 7 security practitioners took part in 

the survey.  The semi-structured interviews with the security auditors 

were voice recorded and later transcribed for analysis.  The security 

practitioners’ survey, being web based, was already in a form ready 

for analysis.  The answers ranged from single statements to quite 

extensive explanations. 
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4.2.2 Data analysis method 

The data analysis method employed is based on a process of 

constant comparisons (Glaser & Strauss, 1967).  Theory derived 

from this approach is “discovered, developed, and provisionally 

verified through systematic data collection and analysis of data” 

(Strauss & Corbin, 1990, p. 23).  However, one significant difference 

between the data collection and analysis method used in this study, 

and the Glaser and Strauss (1967) view of Grounded Theory, is that 

no theoretical sampling was conducted.  

 

Glaser and Strauss (1967) identified two types of Grounded Theory: 

substantive and formal. Substantive Grounded Theory is developed 

when hypotheses are based on one area of inquiry. Formal 

Grounded Theory is developed when hypotheses apply across 

several areas of research inquiry with different sample populations 

and settings (Gilgun, 1992).  

 

Based on Grounded Theory, analysis was conducted without any 

pre-determined categories with an initial theory emerging from the 

data.  The first step in the analysis process was open coding.  The 

quotations from each group were complied into a single document 

and then searched for common themes.  These were then assigned 

a code to identify concepts and impressions.  Second, patterns were 

identified in the data by comparing the themes from the first stage.  

These patterns produced new patterns or categories. 

 

Figure 4.1 illustrates the themes and categories found when 

analysing the empirical information gathered from the security 

auditors.  The number individual quotations supporting or forming the 

theme is shown on the right of each box.  Categories were created to 

have "internal convergence and external divergence" (Guba 1978 

cited in Marshall & Rossman, 1989, p. 116), 

 

• Internal convergence: codes grouped in a more general 

category should be semantically related to each other. 
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• External divergence: categories formed should be 

semantically separate from each other.   

 

in other words, to be internally consistent but distinct from each other 

not mutually exclusive and collectively exhaustive (Marshall & 

Rossman, 1989). 

 

Initially the responses from the security auditors’ semi-structured 

interviews and the security practitioners’ web based survey were 

analysed separately, then the findings brought together into a single 

case.  This analysis was designed to ensure that patterns and 

themes as well as any significant differences in the data were 

highlighted. 
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Figure 4.1: Illustration of conceptual coding to form the critical success factors. 
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4.3 Information security auditors’ perspectives 

Four senior information security auditors with in excess of 10 years 

experience each in auditing ISMS implementations were interviewed.  

Given that currently [2008] there are only two organisations 

authorised by JASANZ to perform ISO/IEC 27001:2005 certification 

audits in Australia these four auditors represent a large percentage of 

available auditors. 

   

The question this section of the research is attempting to answer is: 

 

What are the critical success factors required to construct, 

implement and continuously operate an Information Security 

Management System (ISMS)? 

 

The answers were analysed using a Grounded Theory method 

supported by, MindSystems ThemeReader, a computerised tool for 

identifying themes.  There were 35 quotations from security auditor’s 

interviews that were initially coded into 12 general categories based 

on their theme.  From these 12 categories five distinct categories 

could be identified.  The five categories were: Management 

commitment, Organisational culture, Organisational maturity, 

Communication, and Well structured program of work. 

 

The critical success factors required to successfully construct, 

implement, and continuously operate an ISMS, from the perspective 

of the information security auditors’ (see Figure 4.2) are described 

below: 
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Figure 4.2: Critical success factors, security auditors’ perspective 

(Critical success factors identified by security auditors for the implementation and 

operation of an ISMS.) 

 

4.3.1 Management commitment 

Support from senior levels of management within an organisation, 

and their commitment to and understanding of the problems of 

information security was seen as one of the most important critical 

success factors for an efficient implementation of ISMS. This factor 

was discussed in-depth by all of the respondents, despite the fact 

that the respondents were unaware of each other’s answers. 

 

Below are some of the comments from the respondents.  These 

quotations highlight the need for an organisations’ management to be 

fully committed to implementing an ISMS: 
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“…understanding at the highest level of management on how the 

ISMS integrates with other management systems and plans they 

have in place...” 

“Must have Executive Sponsor and representation on senior 

organisation committees.”   

“…senior management’s interest and commitment in its own ISMS 

project…” 

“Management’s commitment and an understanding that the 

management system for information security must cover the whole 

business.” 

“...a major problem [occurs] when management have isolated 

themselves and no one can raise issues except through a filtering 

process…” 

“...senior management’s understanding that implementing an ISMS is 

a business improvement process.” 

“...management’s commitment to actively participate in the risk 

analysis and the continuity planning...” 

“Senior management’s commitment…” 

 

These statements are consistent with the current view expressed in 

the literature by many authors (ISO/IEC 27001:2005, 2005; 

McCumber, 2005; Moskowitz & Kern, 2003; Sherwood et al., 2005; 

von Solms & von Solms, 2004; Woodhouse, 2008) 

4.3.2 Organisational culture 

Information security culture is part of the organisational culture and 

defines how an employee sees the organisation (Schlienger & 

Teufel, 2003).  Organisational culture is described by Edgar Schein 

(2004, p. 3), as: 

“ … the pattern of basic assumptions that a given group has 

invented, discovered, or developed in learning to cope with its 

problems of external adaptation and internal integration, and 

that have worked well enough to be considered valid, and 

therefore to be taught to new members as the correct way to 

perceive, think, and feel in relation to those problems.” 
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Basically, organisational culture is a system of learned behaviour.  

Some ways in which this learned behaviour, reflected as the level of 

end user awareness, can have a drastic effect on the success or 

failure of the information security as a whole or on specific projects or 

procedures can be seen by reviewing specific areas of the 

information security (Woodhouse, 2007). 

 

The information security auditors’ identified organisational culture 

and the need to change it toward a culture of security as being a 

critical factor for the implementation and on-going operation of an 

ISMS.  They discussed organisational culture from both a, holistic 

perspective covering both management and staff and from a more 

tactical perspective such as end user behaviour and user awareness.  

A number of comments are presented below. 

      

“…some people fear the ISMS and see it as a weapon of mass 

destruction…” 

“…the cultural change aspects need to be seen as a permanent part 

of the organisation…” 

“…implementing an ISMS applies some discipline to the organisation 

which usually requires a cultural change…” 

“Culture has a direct impact on implementing an ISMS…” 

“A management system is something we apply to people not 

technology…thus implementing an ISMS will change the culture of 

the organisation.” 

“Senior management have to have a belief in it [ISMS] and want to 

change the organisational culture to make people believe in it [ISMS] 

and want to participate…”  

4.3.3 Organisational maturity 

To perform a particular activity well and in a repeatable manner, 

certain processes must be present.  How well that activity is 

performed is dependent, at least in part, on the maturity of the 

process used to perform the activity (Woodhouse, 2008).  However, 
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the process itself is not the critical factor.  What is important are the 

objectives of the activity and what is achieved.  The details of the 

particular methodology are not important, but the maturity of the 

methodology, i.e. the maturity of the process is important. 

 

Maturity should be a measure of progress over time not the quality of 

elements at a point in time.  Maturity also needs to take into account 

not only technical controls but management and operational controls.  

It needs to evaluate the corporate culture and sub-cultures for a 

culture of security. 

 

Organisational maturity was identified as a critical success factor by 

the information security auditors.  While there was much discussion 

on the definition of maturity for an organisation, and how that maturity 

actually affected the organisation, all participants agreed that unless 

an organisation had a level of maturity it would be unable to 

implement and operate an ISMS.  The comments below demonstrate 

the perception of the importance of organisational maturity. 

 

“Know your level of maturity; assess level against the SEI Capability 

Maturity Model. If your assessment is at level 1, then it is 

recommended that a project be commenced to get your organisation 

to level 2 [organised]…” 

“…27001 is a process and management maturity model for IT, just as 

9001 is a business process and management maturity model…” 

“…if the organisation is continually ‘fighting bushfires’ how can it 

possibly implement and operate an ISMS?  The organisation needs 

to be at a CMM level two before it attempts to undertake any work 

around an ISMS.  Bear in mind this work will help the organisation 

progress towards level three…” 

4.3.4 Communication 

Concise, open and timely communication was another critical 

success factor that all security auditors agreed upon.  To ensure 

information security efforts didn’t stop at the security managers’ desk 
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an effective communication capability is required.  This 

communication is both up to management and out to the whole 

organisation for active employee participation.  The effective 

communication and understanding of security policies, procedures 

and standards across the organisation is critical for the successful 

implementation and operation of an ISMS. 

 

Some of the thoughts and comments from participants are presented 

below. 

 
“…awareness of involved staff of the ISMS, its objectives and 

expected outcomes and their roles within the management of risk 

and security management…” 

“…employees need to be active participants not passive observers of 

a successful ISMS.  Effective communication of what is required and 

why, goes a long way toward ensuring active participation…” 

4.3.5 Well-structured program of work 

Another important critical success factor which was identified was the 

implementation process of the ISMS within the organisation.  It needs 

to be well-planned, structured, and agreed by all participants.  The 

program of work requires that activities are planned and executed in 

a logical order to achieve the desired goal.  It also, allows enough 

time and promotes the required changes.  A number of the 

comments the respondents expressed are presented below: 

 
“…a good program that’s agreed by management that focuses on the 

key points as opposed to ‘drop-dead’ milestones will achieve more 

than a project manager that is worried about hitting a date 

schedule….” 

“…a well defined program of work with delimited sub-projects…” 

“…the project must have a leader that can operate as a Security 

Evangelist, sharing the security story…” 

“…many projects and not much management...” 

“…a well developed implementation plan with an appropriate scope 

to cover what the organisation wants to achieve…” 
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“…project managers can water-down the implementation phase 

trying to hit deadlines…cultural milestones are far more important 

than a date schedule…” 

4.4 Security practitioners’ perspectives 

Again the question this research is attempting to answer is: 

What are the critical success factors required to construct, 

implement and continuously operate an Information Security 

Management System (ISMS)? 

 

As with information security auditors, the answers were analysed 

using a Grounded Theory method supported by, MindSystems 

ThemeReader, a computerised tool for identifying themes.  It should 

be noted that there is no logic in the data analysis tool to help decide 

on the categories of the data.  The tool is only used to highlight 

themes, organise the analysis, visualise, and keep track of the 

analysis. 

 

There were 38 quotations from the security practitioners’ web based 

survey that were analysed and initially coded into seven general 

categories based on their theme.  Figure 4.3 illustrates the themes 

and categories found when analysing the empirical information 

gathered from the security practitioners. 

 

The security practitioners group consisted of security managers and 

security consultants working in or with NSW Government agencies.  

Their experienced ranged from three years to over 17 years in IT and 

specifically information security areas.  
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Figure 4.3: Coding of the critical success factors, security practitioners’ 

perspective. 
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Later, these seven coded categories were further analysed and it 

was found that they fell into four more abstract categories.  The four 

coded categories were: Management, Project Management, 

Communications, and Operations. 

 

The initial codes used at the first level of analysis (in alphabetical 

order) were: 

1. Awareness capability 

2. Communicative capability 

3. Executive capability 

4. Financial capability 

5. Operational capability 

6. Project delivery capability 

7. Project management capability 

 

The four critical success factors required to successfully construct, 

implement, and continuously operate an ISMS, from the perspective 

of the security practitioners’ are described and illustrated in Figure 

4.4: 

4.4.1 Management 

This success factor stems from the Executive capability and 

Financial capability categories.  Talking about information security 

and writing policies is one thing; implementing the ideas, rules, 

controls and procedures is another.  Without executive management 

sponsorship and involvement, the ISMS is doomed to failure.  The 

continuing commitment and support for the ISMS by executive 

management is paramount for its continued operation.  For example, 

executive management awareness and involvement in information 

security, understanding identifiable business benefits and the need 

for information security were highlighted by all respondents. 

 

All ISMS projects require financial and staff resources for the initial 

project and then ongoing recurrent funding to maintain and enhance 

the ISMS.  The respondents spoke about Financial capability and 
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Project delivery capability as tightly coupled and highlighted that 

without management commitment of funds and resources the 

delivery of the initial ISMS project was compromised. 

4.4.2 Project management 

This success factor stems from the Project management capability 

and Project delivery capability categories.  A successful 

implementation project requires not only good project management, 

but resources (both financial and skilled staff), realistic timeline, 

executive management support and participation, and a clear 

understanding of the desired outcome.  The project team requires the 

ability to accurately analyse the current information security posture 

and develop a well-balanced ISMS which integrates with existing 

management systems (e.g. quality management systems – ISO900X 

series). 

4.4.3 Communications 

This success factor stems from the Awareness capability and 

Communicative capability categories.  To ensure staff are active 

participants rather than passive observers of the information security 

effort, awareness training needs to be undertaken on a regular basis.  

Regular communication with all stakeholders, both internal and 

external, needs to take place to ensure understanding of all the 

issues. 

 

Many information security efforts stop at the ISMS managers’ desk.  

To avoid this, a continual clear and concise communication effort is 

required.  

4.4.4 Operations 

This success factor stems from the Operations capability category.  

These are more tactical management issues focusing on the 

continued operation of the ISMS.  It deals mainly with the PDCA 

cycle by ensuring policy and procedure documentation is developed 

and maintained.  Monitoring and reporting are also highlighted.   
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Figure 4.4: Critical success factors, security practitioners’ perspective. 

(Critical success factors expressed as project capabilities required for the 

implementation and continued operation of an ISMS from the perspective of 

security practitioners.) 

4.5 Discussion 

As discussed in the Introduction above, much has been written about 

the information security standards ISO/IEC 7799 and ISO/IEC 27001, 

but very little has been published about the practical application of 

the standards in a real world situation. 

 

The reliance upon information systems to produce accurate and 

timely information for decision making is increasing.  The rate of 

technological advancement for the use and deployment of these 

information systems is much faster than the development of means 

to ensure the integrity, confidentiality, and continued availability of 

these information systems.  Although senior management of 

organisations are becoming more aware of security issues, the rate 
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of computer-related crime and abuse remains relatively high 

(AusCERT, 2003, 2004, 2005, 2006; Campbell et al., 2003; Johnson 

& Koch, 2006). 

 

Awareness of security risk is reported to be low in studies carried out 

over the past few years (AusCERT, 2005, 2006; Baker & Wallace, 

2007; Johnson & Koch, 2006; Johnson & Goetz, 2007).  These 

studies also indicate that security measures implemented within 

organisations to protect information are generally poor. 

 

The implementation and operation of an ISMS is a proven, effective 

way of protecting the organisations’ information assets.  The five 

critical success factors identified in this study; Management 

Commitment, Organisational Culture, Organisational Maturity, 

Communication, and Well-structured program of work, applied 

correctly would go a long way toward ensuring the successful 

implementation and operation of an ISMS within an organisation. 

 

These five critical success factors form the theoretical framework for 

the development, implementation, and continuous operation of a 

successful ISMS as depicted in Figure 4.5.  It should be noted there 

is a feedback loop between awareness & education and security 

culture.  As awareness grows through experience, and education 

takes place, the security culture within the organisation should 

improve as employees become active participants.  There is also 

another feedback loop between policy & procedure and capability or 

maturity.  As policy and procedures are defined and put into practice 

the capability or maturity of the organisation should increase. 

 

There are also a number of other feedback loops, (i.e. Policy & 

Procedure will affect security culture) but they are on the whole 

secondary and a natural result of the improving security culture and 

capability or maturity of the organisation.  While all the factors have 

an impact on the development, implementation, and continuous 
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operation of a successful ISMS it appears the factor with the greatest 

impact is capability or maturity. 

 

 

 

 

Figure 4.5: Theoretical framework of critical success factors. 

 

 

It is interesting to note the two most important, or at least most 

discussed factors, were management commitment and 

organisational culture. 

 

All participants strongly articulated the belief that without senior 

management awareness, understanding, and commitment efforts 

within an organisation to implement security measures would 

ultimately fail.  They then went on to describe how information 

security needs to embedded in the organisational culture to 

successfully secure the information assets of an organisation.  Both 

groups strongly argued that a well established security culture 

coupled with educated and trained users would address a wide 

spectrum of issues during the planning, management and monitoring 

of information security within an organisation. 
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4.6 Chapter summary 

This study used an Action Research approach and Grounded Theory 

to identify critical success factors for the design, implementation, and 

operation of an ISMS.  It appears five categories of critical success 

factors are perceived to be crucial.  

 

The framework proposed in Figure 4.5, forms the basis of a larger 

operations framework presented in Chapter 7.  Further research into 

the five critical success factors identified might help find a correlation 

between these factors and the current perceived lack of 

implementation of ISMS.  This research should identify how the 

design of the ISMS may need to change by focusing more on 

changing attitudes and human behaviour. 

 

Given the nature and size of the research the findings of this study 

can’t be generalised to a broader population, though they are useful 

and valid, especially for practitioners and managers within the public 

sector working with AS/NZS 7799:2003, ISO/IEC 27001:2005 or 

similar management standards. 
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CHAPTER 5 
 

5 PERCEPTION OF RISK 
 

The unreal is more powerful than the real, because nothing is as 
perfect as you can imagine it, because its only intangible ideas, 
concepts, beliefs, fantasies that last. Stone crumbles. Wood rots. 
People, well, they die. But things as fragile as a thought, a dream, a 
legend, they can go on and on. 

Chuck Palahniuk (1961 - ?) 

 

The previous chapter presented the findings of an empirical study of 

information security auditors and security practitioners (information 

security consultants and information security manager’s) experiences 

and views of the designing, implementing and maintaining an ISMS. 

 

This chapter presents the findings of a web based, on-line survey of 

the perceptions of risk.  Using a survey research strategy, the study 

discuses the findings in terms of user awareness and the corporate 

culture required for the successful operation of an ISMS. 

 

This chapter is divided into five sections with the first section 

providing a description of related work and justification for the 

research.  Section two describes the data collection method used in 

the study.  Section three presents the data analysis and findings.  

Section four presents discussion and describes the need for a 

information security culture.  Finally, section five summarises this 

perception of risk study as a whole and presents the conclusions of 

the study. 
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5.1 Chapter introduction 

Risk perception is the subjective judgement that people make about 

the characteristics and severity of a risk.  The word “risk” is most 

commonly used in reference to natural hazards or threats to the 

environment, personal circumstances (health, insurance, 

investments, etc), society (terrorism, economic performance, food 

safety etc), and business (corporate governance, strategy, business 

continuity, etc).  Yet there is still no broad consensus on the meaning 

of this term.  There is also a huge variation in the general literature, 

reflecting the lack of agreement on the basic definition of risk.  Even 

among risk practitioners in the various professional bodies such as 

Information Systems Audit and Control Association (ISACA) there is 

an ongoing debate about a definitive definition for the term ‘risk’. 

 

The perception of risk has two psychological processes: hazard 

perception and risk assessment.  These two processes are required 

for the accomplishment of a task and are defined by Saari (1976 

cited in Zimolong & Trimpop, 2004) as: the information required to 

execute a task (hazard perception); and the information required to 

keep existing risks under control (risk assessment). 

 

There has been a considerable amount of empirical research 

undertaken on the way people perceive risk, how they manage it and 

why or how they make decisions.  Schneier (2008) contends security 

is not solely based on probabilities and mathematical calculations, 

but also on psychological reactions to both risks and 

countermeasures.  He argues that security is as much a feeling as a 

quantifiable measurement. 

  

In a large number of instances perceptions of risk do not appear to 

correlate with measurable probabilities of risk and therefore other 

factors are clearly important in understanding how people interpret 

risk.  Having an insight and understanding of how people interpret 

risk will have an important impact on the ability of policy makers to 

communicate risk analysis decisions as part of the ISMS.  It has 
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been suggested that societies select particular risks for attention and 

that risks are therefore “exaggerated or minimised according to the 

social, cultural, and moral acceptability of the underlying activities” 

(Covello and Johnson 1987 cited in Botterill & Mazur, 2004, p. 3). 

 

The most common approach in studying how people perceive risk 

uses psychophysical scaling and multivariate analysis techniques to 

produce quantitative representations of risk attitudes and 

assessment.  Numerous studies have shown that risk assessment 

based on subjective judgements is quantifiable and predictable.  

They also have shown that the concept of risk means different things 

to different people.  When security experts judge risk and rely on 

personal experience, their responses correlate highly with technical 

estimates of loss or damage (Botterill & Mazur, 2004).  User's 

judgements of risk are related more to other characteristics, such as 

potential for monetary loss or threat to them personally; as a result, 

their estimates of loss probabilities tend to differ from those of 

experts (Schneier, 2008). 

 

This chapter presents the findings of a web based survey of a 

medium sized NSW Government agency.  Using a variation of 

Cochran’s (1977) formula proposed by Israel (2003) to determine 

sample sizes necessary for given combinations of precision, 

confidence levels, and variability, this report should have a 

confidence level of 95% with a precision level of greater than ± 4%. 

 

The main intent of the survey was an attempt to answer the following 

questions: 

• What is the individual’s perception of the risk involved with 

certain activities? 

• What is the individual’s perception of the likelihood of others in 

the organisation undertaking certain activities? 

• What is the information security culture of the organisation?   
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Chapter four identified security culture as one of the critical success 

factors for the design, implementation, and operation of an ISMS.  

The intended outcome of this research is to identify the linkage 

between perception of risk and security culture to improve 

information security awareness and an improved information security 

culture within the organisation.  By improving the security culture the 

organisations’ capability or maturity will also be improved.  

5.2 Data collection method 

Three hundred and eighty one (158 women and 223 men) 

employees of a medium sized NSW Government agency took part in 

the survey.  The respondents ranged from junior staff (Non MGR) 

through First Line Managers (First Line MGR) and Middle Managers 

(Middle MGR) to senior management (Snr MGR), as shown in Figure 

5.1, and were between the ages of 16 and 65.  Table 5.1 below 

shows the count within each age band by gender. 

 

 

 

Figure 5.1: Position in organisation. 
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Table 5.1: Respondents by age and gender 

 
 Age Band  
 16- 25 26- 35 35- 45 46-55 56  65 > 65  

Total 
 
Female 

 
7 

 
32 

 
42 

 
65 

 
11 

 
1 

 
158 

 
Male 

 
15 

 
24 

 
41 

 
94 

 
49 

 
0 

 
223 

 

The participants completed an anonymous web based survey 

questionnaire consisting of seventeen items.  The questions were 

designed to solicit a response on the participant’s perception of risk, 

their perception of the likelihood of others in the organisation 

undertaking risky actions, and their perception of information security 

in the corporate culture.  These questions were developed based on 

a review of the literature on risk-taking behaviours (Forlani, 2002; 

French, Marteau, Sutton, & Kinmonth, 2004; von Solms & von Solms, 

2004; Vroom & von Solms, 2004; Webber, Blais, & Betz, 2002) and 

end user security behaviours (Stanton, Stam, Mastrangelo, & Jolton, 

2005) in an attempt to cover a range of risk perceptions and 

corporate culture. 

 

For the Risk-Behaviour based questions, respondents evaluated their 

likelihood of engaging in risk behaviours (i.e. ‘…indicate the 

likelihood of engaging in each activity.’) on a five point rating scale 

ranging from ‘Very likely’ (1) to ‘Very unlikely’ (5). 

 

For the Risk-Perception questions, respondents rated their 

perception of the risk presented by each risky behaviour (i.e. 

‘…indicate how risky you perceive each activity to be.’) on a five point 

scale ranging from ‘Very significant’ (1) to ‘Very insignificant’ (5).  For 

the opinion based questions, respondents rated their perception of 

the likelihood of other people in the organisation participating in 

activities (i.e. ‘…your opinion what is the likelihood of people in the 

organisation participating in the following activities.’) on a five point 

rating scale ranging from ‘Very likely’ (1) to ‘Very unlikely’ (5).  
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Table 5.2 shows some examples of the questions presented.  A 

complete copy of all the questions is presented in Appendix B.   

 

Table 5.2: Example Questions 

 

13 In your opinion what is the likelihood of people in the 
organisation participating in the following activities? 
 

 Sharing their password with you or another co-worker. 

 Allow someone else to use their ID card / pass to gain access to 
the building. 

14 For each of the following activities, please indicate how risky you 
perceive each activity to be. 

 Share your password with a co-worker. 
 Allow someone else to use your ID card / pass to gain access to 

the building. 
15 For each of the following activities, please indicate the likelihood 

of you engaging in the activity. 
 Share your password with a co-worker. 

 Allow someone else to use your ID card / pass to gain access to 
the building. 

17 What is your perception of the risk involved with each of the 
following activities. 

 Open attachments in unsolicited email. 
 Play games on a corporate workstation. 
 Leave ‘Confidential’ or other files on your desk. 
 

5.3 Data analysis and findings 

The questions analyse the following components relating to 

information security: 

•   individual perception of risk for certain activities (perceived value); 

•   individual perception of others undertaking activities (culture); and 

•   likelihood of themselves undertaking activities (true value). 

This trichotomy should give interesting insights and highlight 

differences between the individuals’ perception and organisational 

culture. 

 

Table 5.3 (over page) shows the responses in percentages of the 

individual perception of risk for certain activities (perceived value), 
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the individual perception of others undertaking activities (culture), 

and the likelihood of themselves undertaking activities (true value).   

 

As highlighted in the chapter introduction, the definition of risk in the 

literature can vary depending on the context.  One conventional 

technical definition is given by Harding (1998, p. 167) as: 

“… combination of the probability, or frequency, of occurrence 

of a defined hazard and the magnitude of the consequences 

of the occurrence: how often is a particular potentially harmful 

event going to occur, [and] what are the consequences of this 

occurrence?” 

While Slovic (2003) claims that due to variances in definition the term 

‘risk’ does not lend itself readily to objective quantification or a single 

definition, but rather is socially constructed with its meaning based in 

the context. 

 

To allow a common understanding for the participants of this web 

based survey the definition of risk was given as: 

 

The uncertainty of an event occurring that could have an impact on 

the achievement of objectives. Risk is measured in terms of 

consequences and likelihood. Uncertainty about a situation can often 

indicate risk, which is the possibility of loss, damage, or any other 

undesirable event. Most people desire low risk, which would translate 

to a high probability of success, profit, or some other form of gain. 

 

In this context “risky” means the probability of loss or other adverse 

outcomes for you personally. 
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Table 5.3: Individual perception of risk 

 

Male Female Male Female Male Female Male Female Male Female 

Perception of risk for these activities. Very Significant Significant Neutral Insignificant Very Insignificant 

Share password with others 39 46 33 29 12 12 11 9 6 4 

Challenge unknown stranger in work 

place 
19 53 37 37 16 4 21 2 7 3 

Allow another to use ID pass/card 37 46 34 31 16 16 7 3 5 3 

View or download pornography 31 46 32 33 22 15 12 2 3 3 

Forge someone’s signature 25 43 44 37 19 9 8 7 4 5 

           

Perceived likelihood of others in the 

organisation undertaking these 

activities. 

Very Likely Likely Neutral Unlikely Very Unlikely 

Share password with others 15 11 23 27 13 7 29 33 21 21 

Challenge unknown stranger in work 

place 
15 17 37 38 13 11 24 19 11 14 

Allow another to use ID pass/card 5 6 26 11 16 11 33 32 19 26 

View or download pornography 2 1 6 10 11 10 32 21 50 61 

Forge someone’s signature 1 1 3 6 5 6 32 18 59 72 

           

Likelihood of personally participating in 

these activities. 
Very Likely Likely Neutral Unlikely Very Unlikely 

Share password with others 5 3 11 12 11 9 27 26 46 50 

Challenge unknown stranger in work 

place 

29 26 37 40 16 13 11 11 7 10 

Allow another to use ID pass/card 6 6 20 28 17 12 28 25 29 30 

View or download pornography 2 2 2 2 1 2 19 14 77 81 

Forge someone’s signature 3 6 1 28 1 12 13 25 82 30 

           

Note: All figures are shown in percentage           
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Male and female respondents don’t differ significantly in their 

perceptions of risk in all activities with the exception of challenging a 

stranger in the work place where 53% of females perceived very  

significant risk in undertaking this activity.  It would appear that 

generally female respondents are less likely to engage in risky 

behaviour.   

 

Twelve percent of male and female respondents perceive forging 

someone’s signature as a risky activity yet 91% of male and 55% of 

female respondents said it was unlikely or very unlikely they would 

participate in the activity.  This may indicate that while individuals 

don’t perceive this as a risky activity, the corporate culture, being the 

public service, will not tolerate such behaviour. 

 

Of the total respondents 36% said they would write their password on 

a piece of paper and keep it on their desk, while 31% said they would 

reuse the same password many times and another 44% said they 

would use the same password for many systems. 

5.3.1 Passwords 

Results of the survey showed that surprisingly 38% of both male and 

female respondents perceive that it is likely or very likely that people 

within the organisation are sharing passwords with other people.  Yet 

72% of male and 75% of female respondents perceive it to be a 

significant or very significant risky activity.  While 16% of male and 

15% of female respondents said they would share a password with 

other people.  It would appear that while people perceive the sharing 

of passwords to be risky, the culture within the organisation tolerates 

or may even facilitate this behaviour.  Figure 5.2 shows a simple 

correlation to evaluate the perceived risk, likelihood, and perception 

of others sharing their password. 
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Figure 5.2: Sharing passwords 

 

Results also indicated that 25% of respondents were likely or very 

likely to give their password to a manager if requested, even though 

this is explicitly forbidden in the organisations Information Security 

policy. 

 

Figure 5.3 shows the percentages of responses to the question: 

 

For each of the following activities, please indicate the 

likelihood of you engaging in the activity. 

 

Give your password to a supervisor if they asked for it. 
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Figure 5.3: Give password to supervisor. 

 

These responses may indicate a lack of understanding or awareness 

of the current security policies in place and/or the risk involved in 

undertaking these activities. 

 

Figure 5.4 shows a simple correlation to evaluate the perceived risk, 

and the likelihood of the respondents using another person’s 

password to gain access to corporate computer systems.  The 

questions presented were: 

 

Q 14 For each of the following activities, please 

indicate how risky you perceive each activity to 

be. 

 Use another person’s password. 

Q 16 For each of the following activities, please 

indicate the likelihood of you engaging in the 

activity. 

 Use another person’s password. 
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Figure 5.4: Use another person’s password 

 

The interesting result is that 29% of respondents indicated a Neutral 

response to the question: How risky you perceive using another 

person’s password, while 21% indicated a Neutral response to the 

question: What is the likelihood of you using another person’s 

password.  Again these responses may indicate a lack of 

understanding or awareness of the current security policies in place 

and/or the risk involved in undertaking these activities. 

5.3.2 Responsibility for Information Security 

Information security in any organisation needs to be a partnership 

between management and staff.  If management attempt to impose 

security policy and procedures within the organisation without the 

active involvement and participation of the staff a less than optimal 

outcome may be achieved. 

 

With the above thought in mind a number of questions were posed to 

the participants to understand their perception of who is responsible 

for information security and their [respondents] level of knowledge of 

information security. 
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Figure 5.5 shows the percentages of responses to the question of 

who is responsible for information security.  Results of the survey 

showed that 44% of both male and female respondents perceive it is 

the organisation that is primarily responsible for information security, 

while 40% of respondents perceive it to be a shared responsibility.  

This result highlights the need for improved awareness and 

education training to ensure staff are active participants, not passive 

observers, of information security. 

  

 

Figure 5.5: Responsible for Information Security? 

 

When asked to rate their level of knowledge of information security, 

10% of respondents indicated they believe they are very 

knowledgeable about information security.  Given the responses to 

other questions in this survey it would be difficult to agree with this 

claim.  A further 44% of respondents indicated they had a good level 

of knowledge about information security, but would like to know 

more.  This result indicates staff are aware of the issues around 

information security and are attempting to be active participants by 

seeking further knowledge and information. 
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Figure 5.6 shows the responses to the question about their of 

knowledge of information security with the most alarming being that 

10% of respondents indicated they know nothing about information 

security.  This could indicate a failure of the current information 

security awareness program in the organisation. 

 

 

Figure 5.6: Knowledge of Information Security 

 

Another alarming result is shown in Figure 5.7 which indicates that 

9% of respondents are very unlikely or unlikely to read the 

organisation’s information security policy.  This result correlates with 

the previous question that indicated 10% of respondents knew 

nothing about information security.  The result may indicate that the 

respondents don’t know and/or understand the risks posed to the 

organisation or them personally.   

 

Figure 5.8 shows the percentages of responses to the question of 

reporting a colleague to the Security Manager for security breaches.  

While 19% indicated they were very unlikely or unlikely to report 

someone, 38% indicated they were very likely or likely to report to the 

Security Manager.  The neutral response of 45% may indicate  that 

people would base their actions on the current situation (i.e. who was 

involved, what was involved, perceived seriousness of issue) rather 

than what is stated in the security policy. 
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Figure 5.7: Likelihood of reading security policy 

 

 

 

Figure 5.8: Report a colleague to security manager 
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5.3.3 Perception of Information Security 

Shown in Figure 5.9 are the percentages in response to the question 

about the respondents’ perception regarding the value of information 

security in the organisation.  While over 65% of respondents believe 

the value to be good to excellent, over 10% believe it to be poor to 

fair.  This result, coupled with results presented earlier, may indicate 

that a small percentage of staff don’t understand what information 

security is, and/or the risks to the organisation or them personally.  

 

 

 

Figure 5.9: Perception of the value of information security 

 

When asked the question: Thinking about your work team and the 

things it needs to achieve, how useful are the current Information 

Security policy and procedures for you to achieve your teams’ 

objective?, 47% indicated they were very useful (12%) or useful 

(35%), while 41% indicated a neutral response.  This may indicate 

that the current information security policies and procedures are 

disconnected to the operational work practice of the organisation.  

They are not holistic and ingrained in the business functions of the 

organisation, but sit over the top and are seen as a barrier to 
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achieving the business goals.  Figure 5.10 shows the percentages of 

the respondents. 

 
 

Figure 5.10: Usefulness of information security 

 

Shown in Figure 5.11 are the percentages in response to the 

question:  Again thinking about your team and the outcomes it needs 

to achieve, what is your perception of your immediate manager’s 

view of Information Security.  Over 59% of respondents indicated 

they perceived their immediate manager’s view of information 

security was very important or important. 

 

 
 

Figure 5.11: Your manager’s perception of information security 
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5.4 Discussion 

In their study Slovic and Peters (2006) found that risk is perceived 

and acted upon in two fundamental ways.  Risk as feelings, refers to 

the instinctive and intuitive reactions to danger.  For example, strong 

emotions such as fear and anger sometimes play a role in risk as 

feelings (Slovic & Peters, 2006, p. 322).  While risk as analysis brings 

logic, reason, and scientific deliberation to bear on risk assessment 

and decision making (Slovic & Peters, 2006, p. 322). 

 

From an information security perspective most of the personal risk 

decisions in everyday life are not conscious decisions at all, but 

based on feelings of risk.  The evidence from this survey suggests 

that people are, by and large, not even aware of risk.  Assessments 

of risks are usually performed by means of a questionnaire or survey, 

and are conducted in an “armchair” fashion.  In many ways, however, 

a person's responses to risky situations are more likely to result from 

learned habits that are automatic, and which are below the general 

level of awareness (Botterill & Mazur, 2004; Schneier, 2008; Slovic, 

2003). 

 

When individuals are faced with uncertainty they tend to rely on 

heuristics, speculative frameworks that they use to guide their 

exploration of possible solutions to problems.  In the area of risk, 

Tversky and Kahnemann (1982, cited in Botterill & Mazur, 2004, p. 4) 

undertook a study which identified three important heuristics 

employed when making decisions in uncertainty: representativeness, 

adjustment and availability. 

 

The representativeness heuristic is used to assess the probability 

that A resembles B.  For example, if people are given information 

that a padlock at the bottom of a web page means the page is 

secure.  When presented with a web page that has a padlock at the 

bottom they are more likely to believe it is secure without checking 

the validity of the certificate.   
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The adjustment heuristic refers to moving from an anchor which 

involves calculating outcomes based on incomplete computations or 

from information given as a starting point (Botterill & Mazur, 2004). 

 

The availability heuristic relates to the ease with which an instance is 

brought to mind.  People tend to think that events are more probable 

if they can recall an incident of its occurrence, and may more readily 

recall sensational reports of disaster than careful scientific analyses 

of the opportunities and dangers of new technology (Wollenweber, 

2008). 

 

While most individuals do not have the time, desire or ability to apply 

risk analysis to complicated issues they do integrate the available 

information in a way that makes sense to them in order to make a 

decision, and often use inferential rules to do so (Kenen, Ardern-

Jones, & Eeles, 2003).  These heuristics help simplify complex 

issues, but ‘experts’ and ‘non experts’ alike are prone to error and 

bias.  People do not normally evaluate risks, and therefore it cannot 

be argued that their way of evaluating risk is inaccurate and needs to 

be improved.  Most risk-related activities are necessarily executed at 

the bottom level of automated behaviour, where there is simply no 

room for consideration of risks.  

 

A major need for effective information security arises from the poor 

state of security caused by low awareness levels within 

organisations.  There is a need for increased security awareness in 

all stakeholders and users at all levels.  A successful security 

awareness program may help change the actual mindset and 

behaviour of people toward a security culture (ISACA, 2005b).  

Awareness is one key to protecting an organisation’s information 

assets (Johansson & Riley, 2005).  Practice has shown that when 

education programs have been conducted and employees 

understand protective measures, and why they have been 

implemented, rates of abuse are reduced and employees become 

more aware of security issues (ISACA, 2005b; Rudolph et al., 2002). 
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A major component of the risk problem is human behaviour.  

Preventable system failure inevitably stems from human action 

(Dhillon, 2001), when the people involved in the design and, or 

operation of a system fail to perceive some set of conditions that 

might arise and cause the security of the system to be compromised.  

People rely on heuristics and adjust their risk-taking behaviour 

towards their ‘comfortable’ level of risk (i.e. their ‘secure’ level of 

risk).  People will react to different aspects of the content and 

structure of risk messages.  A poorly constructed risk message will 

not be able to function as adequate communication and may cause 

confusion rather than promoting the desired response. 

 

Given that perception is influenced by non-epistemological factors 

and that this is an irreducible condition, it seems that the prospects 

for the systematic elimination of risk are exceedingly poor (Ansell & 

Wharton, 1992).  The implications for an ISMS is risk cannot be 

managed effectively by simply implementing hardware and software 

controls.  The core design of the ISMS needs to change by focusing 

more on changing attitudes and human behaviour as well as the 

organisational culture. 

 

It is important to realise that awareness is only the first step towards 

obtaining active participation of employees in the information security 

process.  A well established information security culture will ensure 

their active participation. 

 

There used to be a common belief that security and technical 

systems concepts are too complex to be understood by non-IT staff.  

This belief may have emerged from the inability of IT people to 

explain concepts in non-technical terms.  The belief now is that, 

people make the difference to information security and that training 

on the ethical, legal and security aspects of IT resource usage should 

be ongoing at all levels within the organisation (Bitterli, 2005; Nolan, 

2005).  Security awareness training must not only be conducted for 

isolated groups of employees, but for every employee at every level 
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of the organisation.  “With proper training and education, people can 

even become the most effective layer in an organisations’ defences” 

(ISACA, 2005b, p. 3).   

 

Questioning employees doesn’t always necessarily reveal their true 

perceptions, beliefs and values.  Anonymous surveys and 

questionnaires can help to get true answers, but peoples’ uncertainty 

of wrong answers that conform to what the security policy states and 

not their own behaviour still exists. 

5.5 Chapter summary 

This study used a survey research approach to: identify individual’s 

perception of the risk involved with certain activities; their perception 

of the likelihood of others in the organisation undertaking certain 

activities; and to highlight the information security culture within the 

organisation.  

 

The qualitative and quantitative analysis generated results which 

indicate that the perception of risk is not usually related to true risk.  It 

also highlighted that awareness of information security issues are 

poorly understood.  The conclusions reached are that: the level of 

awareness of information security is low; the commitment to, and 

responsibility for, information security is low; and the culture within 

the organisation does not support information security. 

   

These results would indicate a need for a more comprehensive or 

holistic view of information security and its management, a proactive 

approach to the security of information assets and programs to raise 

the awareness of security issues.  In short, information security 

needs to embedded in the organisational culture to successfully 

secure the information assets of an organisation.  A well established 

culture, and educated end users, addresses a wide spectrum of 

issues during the planning, management and monitoring of 

information security within an organisation. 
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CHAPTER 6 
 

6 CASE STUDY NSW GOVERNMENT 
AGENCY 

 

“It is a good morning exercise for a research scientist to discard a pet 
hypothesis every day before breakfast. It keeps him young.”  
 

Konrad Lorenz (1903 - 1989) 

 

 

The previous chapter presented the findings and discussion of a web 

based on-line survey of the perceptions of risk. 

 

This chapter presents a descriptive single-case study that tries to 

illuminate the decisions or sets of decisions that enabled an agency 

to successfully design, implement, and operate an ISMS which has 

been certified to ISO/IEC 27001:2005.  The case study will show why 

these decisions were taken, how they were implemented, and with 

what result.  It will also draw parallels with the empirical study of 

information security auditors and security practitioners (information 

security consultants and information security manager’s) experiences 

and views of the designing, implementing and maintaining an ISMS 

presented in Chapter 4. 

 

This chapter is divided into four sections with the first section 

providing an introduction and background information.  Section two 

presents the case study and discusses issues raised.  Section three 

discusses the parallels between the case and the previous empirical 

study of information security auditors and security practitioners.  

Finally, section four summarises and presents the conclusions drawn 

from this case study. 
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6.1 Chapter introduction 

Geographic information has always played a vital role in the complex 

process of human development.  Traditionally, this information in the 

form of maps has been the source of both knowledge and power, 

providing the details from which the decisions that defined national 

boundaries and economic empires were made. 

 

Today, through the development of information technologies, we 

have the ability to produce electronic maps that contain vast amounts 

of geospatial information. 

 

Geospatial information systems (GIS) encompass information about 

natural resources, the environment, land ownership and use, 

transport, communications, utility services, demography and socio-

economic factors, in fact any information that can be related to 

location.  The location can be identified by a number of means, such 

as land parcel, local government area, electorate, postcode, town, 

line or point. 

 

Using mapping, surveying, aerial photography, remote sensing, 

global positioning technologies, and satellite imagery, unique 

databases of geospatial information about the world we live in are 

compiled.  Through the use of advanced technologies and skills, 

these unique databases can be merged with other sources of expert 

knowledge to produce the most comprehensive picture of our 

environment ever created.  As Shamsi (2005, p. 3) states in his book 

“Sometimes the visual language of GIS allows us to communicate 

without saying a single word, which is the essence of effective 

communication”.   

 

Access to this knowledge gives us the ability to manage our current 

environment and plan our future environment.  It also has the 

potential to provide our enemies with more information about our 

critical infrastructure than they have ever been able to obtain.  The 
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power and potential of this information is only limited by the 

imagination. 

 

On 11th September 2001, the world became a different place not 

only in the United States, but also in nations around the globe.  

Coupled with the ensuing Bali bombings in Indonesia a year later and 

then bombings in the United Kingdom in 2005 a key message is that 

despite Australia’s relative isolation from the rest of the world, it is 

vulnerable in terms of its critical infrastructure (Protective Security 

Coordination Centre, 2006).  The Australian Government (Critical 

Infrastructure Protection Branch, 2006) defines critical infrastructure 

as: 

“… those physical facilities, supply chains, information 

technologies and communication networks which, if destroyed, 

degraded or rendered unavailable for an extended period, 

would adversely impact on the social or economic well-being 

of the nation or affect Australia’s ability to ensure national 

security.” 

  

Because all details about this critical infrastructure are stored in 

geospatial information systems found in both the public (Federal, 

State & Local) and the private sector, it is imperative that some form 

of information security is applied to protect these assets.  The 

development and implementation of an ISMS to protect this 

information would seem the most logical step.  The ISMS would 

define and describe the security measures needed to protect the 

geospatial information system based on regulatory compliance and 

the organisation’s own risk appetite. 

 

The NSW Department of Lands is the prime holder and manager of 

the NSW government’s GIS and related systems.  Information 

technology is the foundation on which the Department of Lands 

operates and the resulting information the department develops, 

manages, and distributes, is its business.  The large volume of land 

title, property, Crown tenure and associated spatial data, and the 
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land information developed from it are critical departmental assets 

and key resources of the State.   

 

As discussed in Chapter1, the NSW Department of Premier and 

Cabinet issued a Premier’s circular in March 2004, C2004-

06 Electronic Information Security - Certification to AS/NZS 7799.  

This circular required all agencies to establish a Security Framework 

for their initial certification to AS/NZS 7799.2:2003, with an internally 

approved implementation plan, by 31 December 2004.  The extent of 

initial certification was dependant on the size and organisational 

complexity of the agency. Smaller agencies required full certification 

of the whole agency, while larger agencies could undertake a pilot 

certification, typically focusing on core IT services. The initial 

certification was to be completed by 30 September 2005 except for 

agencies that took the pilot certification path, where full certification 

was required by 30 June 2006.  It also stated that after being initially 

certified, agencies were to maintain their certification with an 

accredited certifier and appropriately extend their coverage to areas 

of lower priority risk. 

 

The case study presented below is a description of the NSW 

Department of Lands journey from initial design, through 

implementation and operation, and finally certification of their ISMS 

to AS/NZS 7799.2:2003 and then ISO/IEC 27001:2005.  The case 

study will look at why decisions were made and how they were 

implemented. 

 

As discussed in Chapter 3, case study is generally the preferred 

strategy for investigation when “how” or “why” questions are being 

posed (Yin, 2003).  The specific case study methodology followed 

was the structured methodology proposed by Yin (2003) and used a 

case study protocol as advocated by Pare (2004).  

 

The sources of evidence used in this case study included; a review of 

minutes from IT steering committee meetings; organisational policy 
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and procedure documents; internal and external audit reports; 

Government directions; and semi-structured interviews with 

Department of Lands management. 

6.2 Case Study - NSW Department of Lands 

Since documenting the first state records under the Office of the 

Surveyor General in 1788, the Department of Lands has played a 

pivotal role in the identification, allocation, use and management of 

public land in New South Wales (DoL, 2008a).  The Department of 

Lands is a NSW government department with responsibilities for: 

 

Crown Lands  

New South Wales occupies over 10% of the Australian 

continent, comprising 800,628 square kilometres, and is home 

to around one-third of Australia's population (ABS, 2007).  The 

Crown Lands Division is responsible for the sustainable 

management of 37.1 million hectares of Crown land from the 

11 state parks, public reserves, walking trails and caravan 

parks to allocated land for varied community and business 

purposes, such as schools, hospitals and ports (DoL, 2008b). 

 

Land and Property Information 

Land and Property Information (LPI) is a self-funded valuation, 

titling, spatial information, and surveying service which aims to 

provide comprehensive, accurate, and independent 

information about land ownership in NSW.  LPI is the leading 

and definitive source of land information, spatial data, and 

property ownership, which underpins a vibrant and robust 

NSW property market (DoL, 2008c). 

 

Soil Conservation Service 

The Soil Conservation Service (SCS) is a specialist 

earthworks and environmental consultancy business which is 

dedicated to the conservation and sustainable management of 

NSW’s natural soil resources. SCS is a leader in land 
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assessment, erosion and sediment control, degraded site 

rehabilitation and revegetation programs. Its efforts ensure the 

continued sustainable management of NSW land (DoL, 

2008a). 

 

Emergency Information Coordination 

The Emergency Information Coordination unit (EICU) provides 

emergency service organisations with spatial and associated 

aspatial information to assist multi-agency responses to 

emergencies across the state (DoL, 2008a). 

 

Rural Affairs 

The Office of Rural Affairs works with rural communities to 

harness economic, social and environmental opportunities for 

country NSW, ensuring they have a powerful voice and are in 

control of their own evolution (DoL, 2008a). 

 

The department also has a Corporate Services group that comprises 

of a number of internal corporate service areas including Finance 

and Corporate Support, People and Performance Development 

Group (PPDG), Legal Services, Corporate Governance, Information 

Communication Technology (ICT), Communication Solutions Group 

(CSG), and Native Title, Aboriginal Land Claims and Status Branch.  

The department also provides administrative support to the Board of 

Surveying and Spatial Information (BOSSI), and the Geographical 

Names Board (GNB). 

 

The information generated by the Department of Lands is a critical 

state resource.  Titling information for example, is the definitive 

repository for ownership and encumbrance of property, any 

compromise of the integrity of this information would immediately 

reduce the level of public confidence in the information to an 

unacceptable level.  Subsequently this would have dire 

consequences for the public, the NSW government, and the 

Department of Lands.  As such, the Department of Lands has a large 
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reliance on information and systems with a vested interest in their 

security, it is also bound by a number of regulatory requirements, a 

breach of which would cause a severe loss of confidence in the 

Department of Lands’ capabilities. 

 

Why did the organisation decide to implement an information 

security management system? 

After reviewing the Information Security Management System 

Framework document and interviewing the Chief Information & 

Technology Officer (CITO) two driving influences for the Department 

of Lands to implement an ISMS were identified.  These two 

influences were the Premier’s Circular 2004-46 Information Security - 

Certification to AS/NZS 7799 and a desire to improve management 

practices and improve its standing on the capability maturity model.    

 

The State Government, through the Premier’s Department issued a 

number of directions with regard to protection of information assets 

held within state agencies.  Premier’s Circular 2001-46 set out 

requirement for agencies to put in place measures to protect 

information resources including development and implementation of 

policies and plans for information security, assign responsibility for IT 

security to a nominated officer, raise staff awareness of information 

security responsibilities and have information security management 

activities certified to the then IS standard AS/NZS4444.  Circular 

2004-06 went a little further and as an accredited certifying agency, 

SAI Global, was then able to provide certification services not 

available when the first circular was issued.  This circular set out 

what agencies were required to do to allow them to progress to 

certification, ie, establish an ISMS framework which describes the 

scope of the ISMS, the IS policy, a Threat Risk Assessment of the 

scoped activities and supporting assets and resources.  

 

The CITO indicated that having a management system in place is 

good business practice as it provides a systematic and logical 

approach to managing information security.  He also went on to 
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comment “that given it is working as planned and expected there is a 

degree of assurance that the protection measures implemented are 

appropriate for the organisation”.  

 

So in response to this question the answer lies with the Premier’s 

directive for certification to AS7799 as it was required as part of the 

implementation of the standard.  Until that time, security was mainly 

addressed as part of an application but very rarely at an enterprise 

level.  Traditionally, security was addressed by IT but with emerging 

information security standards such as AS/NZS 7799 and ISO/IEC 

27001:2005 the security requirements associated with information 

came a business issue rather than a technical issue. 

 

Is defining the scope important ? 

In 2004, the NSW Premier’s Department issued a circular advising 

that all Government Agencies needed to comply with the AS/NZS 

7799 security standard.  In attempting to address this policy decision 

the Department of Lands discovered it needed a framework that 

described the boundaries of its efforts. 

 

The Department of Lands IT infrastructure is centred around two 

major data centre’s, Queens Square in the Sydney CBD and 

Bathurst, a large regional centre approximately 200kms west, along 

with a number of satellite sites across the state.  All sites are 

connected to each other via a WAN and are accessed by internal 

and external users.  External users access applications, email and 

FTP services via the Internet and/or dedicated private links.  Internal 

users access applications via client server or browser-based 

interfaces. 

 

The information managed by the Department of Lands is supported 

by the ICT infrastructure and presented to the public through agents, 

brokers, shop fronts, and the Internet.  As such, the confidentiality, 

integrity, and availability of the infrastructure and the information 

assets are vital to the continued success of the organisation.  The 
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Department of Lands identified the need for a baseline of security 

controls for implementation across the entire organisation, to 

effectively manage the risks (known and potential) to its information 

assets. 

 

In 2003 the Department of Lands embarked on an Enterprise 

Architecture (EA) initiative called Strategic Information Architecture 

Project (SIAP).  The purpose of SIAP was to take an enterprise 

planning approach, spanning all business units, to describe in 

sufficient details the (then) current environment and to model target 

scenarios for future plans.  The SIAP project documented and 

described business functions and associated processes (business 

reference architecture), supporting information requirements such as 

what data the business uses (information reference architecture), 

application systems and how it interacted with the business and other 

systems (application reference architecture) and technical 

environment (technical reference architecture).  The CITO believes 

these reference architectures provide the “as is” DNA of the 

Department of Lands.  Target architectures “to be” were modelled but 

only in areas where business and IT plans were already known. 

 

The SIAP project commenced with an inventory of each domain.  

These domain reference architectures became a rich source of input 

for the ISMS.  After deciding on a pilot, the twin data centres, a scope 

could be determined that defined the boundaries and exclusions for 

the ISMS. 

 

The CITO made the following comment about scoping the ISMS: 

“Without the reference architectures it would have been 

difficult to decide on the ISMS scope, in this I presume we 

would have gone for much more constrained pilot such as an 

application within a data centre.” 

 

The management team at the Department of Lands decided to 

deliver the certification project in three distinct stages.  Stages one 
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and two, because of their nature, would be managed and delivered 

by the ICT group with stage three managed and delivered by each of 

the business divisions, LPI, Crown Lands, Soil Conservation Service, 

and Corporate Services. 

 

The aim was to achieve certification to the AS/NZS 7799:2003 

standard at each stage so as to act as a building block for the 

following stages and thus allow the Department of Lands to achieve 

the certification as a whole. 

 

Stage one – Core infrastructure, of the security project focused on 

the protective, detective, and administrative controls of the 

information assets within the core security perimeter of the twin data 

centres.  The information assets ‘in scope’ for this phase of the 

project comprised of core hardware, software, and ‘boxed’ software 

applications (Oracle, SAP, etc.) necessary to support the delivery of 

corporate applications, but didn’t include the customised application 

components nor the information stored within these applications. 

 

When asked why a decision was made to limit the scope of the ISMS 

to the core infrastructure the Information Security officer and the 

Manager Architecture and Planning both agreed the scope had to be 

manageable and something they could control.  The Information 

Security officer stated:  “Scope the ISMS to a manageable size and 

know the boundaries of the scope.” He then went on to explain that 

unless the organisation knew what the objectives and scope of the 

ISMS were it couldn’t possibly implement and operate the ISMS.  

The Manager Architecture and Planning made the comment “Don’t 

define a scope you can’t manage, don’t include things you can’t 

control.” 

 

Stage two – Remote sites, of the security project built upon stage 

one’s certification.  The information assets ‘in scope’ for this phase of 

the security project comprise the core hardware, software, and 

‘boxed’ software applications as described in stage one.  It does not 
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include the information stored within the applications or the physical 

security of the remote sites. 

 

 Stage three – Business stage of the security project was planned to 

build upon the certification of stages one and two.  The information 

assets ‘in scope’ for this phase of the security project comprised the 

corporate applications and the information stored within these 

applications, the physical security of all Department of Lands’ sites, 

policy and procedures for all staff, and Business Continuity Planning 

for each of the business divisions identified. 

 

What were the problems and processes faced during the 

attempt to establish an information security management 

system? 

The first challenge met by the management team at the Department 

of Lands was a lack of understanding of what was required and 

expected of the Department to meet the AS/NZS 7799 mandate.  

The standard itself certainly provided an overview of what was 

required but there were very few guidelines and practical information 

sources to learn from. 

 

To address this issue the management team set up a small project 

team with its first goal to become familiar with the standard and its 

intent.  Department of Lands purchased the AS/NZS 7799 standard 

and associated guidelines from Standards Australia and each project 

team member had to read them and then debate the pros and cons, 

concepts and thoughts.  These discussions were summarised into 

what the project team believed to be the important areas to focus on. 

 

The second challenge involved deciding on a methodology and 

approach for the security project.  Having just embarked on the SIAP 

project the decision was made to adopt a similar approach of 

establishing a baseline and an inventory.  The outputs from SIAP, 

business reference architecture, application reference architecture 

and technical reference architecture were mainly used.  The 
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information reference architecture was not used initially although it 

did play a much more important role later on when the Department of 

Lands upgraded their certification to ISO/IEC 27001:2005. 

 

The third challenge faced was related to a market failure relating to 

information asymmetry.  To help address Department of Lands’ 

limited understanding they in-sourced some information security 

expertise.  While discussing this market failure the CITO made this 

comment: “We were limited to choosing from only two organisations 

on panel contract who only had a limited number of resources and 

where over burdened with work. We were able to engage a security 

consultant who was able to coach us and share his experience at 

other sites. We did most of the leg work and used this consultant to 

help frame the ISMS scope, and statement of applicability.” 

 

The fourth challenge was the lack of documented procedure’s.  A lot 

of knowledge resided with people that carried out particular functions 

as informal notes, or in their heads and not formally shared with 

others who may have needed to know.  Without formal 

documentation of the ‘knowledge’ it can be lost and if not 

documented as part of the framework it can become out of date as it 

is not included in the formal review process.  The Manager 

Architecture and Planning made an important observation when he 

commented “Don’t develop polices and procedures that you think the 

auditor would like or are things you would like to achieve in the 

future, only develop polices and procedures on things you currently 

do or can realistically achieve NOW if they are acceptable practice 

for your unique organisation.” 

 

The fifth challenge, and probably most surprising, related to the 

revelation that an ISMS was more about the management and not so 

much about the technical aspects of IT.  Management of the 

environment, people, policies, processes, and infrastructure in which 

systems operate from a risk perspective was a most important 

discovery.  The ICT group could not afford to do everything and 



 164 

neither were they expected to but they had to keep their focus on the 

areas identified as critical to the business.  They leveraged work on 

the Service Level Agreement and Statements of Business Intent, 

business impact assessments described for Y2K and later on 

deliverables from Business Continuity Planning work.  This was of 

the key differentiating factors between the ISO/IEC 27001:2005 and 

AS/NZS 7799 work.  The ISO/IEC 27001:2005 is more strongly 

aligned to business risk. 

 

In summary, five key problem areas existed: lack of information and 

awareness on ISMS; lack of proven roadmaps and methodologies; 

information asymmetry and not enough experienced leads; lack of 

documented procedures; and finally, lack of business buy-in and 

hence a strong reliance on SIAP and business planning reports. 

 

What are the critical success factors for the successful 

implementation of an information security management 

system? 

The Department of Lands has successfully implemented, operates 

and had certified it’s ISMS.  Based on a review of minutes from IT 

steering committee meetings, organisational policy and procedure 

documents, internal and external audit reports, and interviews with 

Department of Lands’ management, four critical success factors 

could be identified. 

 

First, before any organisation attempts to develop and implement an 

ISMS it needs to know its level of maturity.  It should use one of the 

well known capability maturity models to assess their process 

capabilities.  If the assessment is at level 1 (initial), it should initiate a 

project or projects to improve its maturity and get to level 2 

(repeatable) before attempting to implement their ISMS.  

 

The Department of Lands had initiated a number of infrastructure 

projects; server consolidation; storage consolidation; standard 

desktop operating environment; and centralised application 
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deployment.  These projects coupled with the SIAP project had 

moved the organisation up the capability maturity model to level 2 

which allowed the security project to be initiated.  The successful 

implementation of the ISMS assisted the organisation’s move up the 

capability maturity model to level 3 (defined) by clearly defining and 

documenting the policies, processes, and procedures for the 

successful management of information security within the 

Department of Lands.      

 

Second, the organisation needs to have a good baseline to operate 

from, they must have up-to-date reference architectures with 

sufficient detail to determine business risks, critical systems, and 

technical environment. 

 

As described above, the Department of Lands had already initiated 

the SIAP project which documented and described the business 

functions and associated processes (business reference 

architecture), supporting information requirements such as what data 

the business uses (information reference architecture), application 

systems and how it interacted with the business and other systems 

(application reference architecture) and technical environment 

(technical reference architecture). 

 

 Third, the security project requires executive sponsorship and 

representation on senior organisational committees.  Without this 

champion the ISMS does not have the authority to implement the 

defined policy and procedures required to secure the organisation’s 

information assets.  The champion role can be performed by the CIO, 

but would ideally be a business director or ‘C’ level executive.  This 

role was filled by the CITO who is a member of the executive 

management team within the Department of Lands.  

 

Lastly, awareness of the ISMS, its objectives and expected 

outcomes.  Staff and management need to understand their roles 

within the management system.  Awareness training and education 
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for all members of the organisation is required, with in-depth 

knowledge and, where possible security certification for the team that 

implements and manages the ISMS.  The security project and 

resulting ISMS must have a leader that can operate as a security 

evangelist, sharing the security story.  This includes reporting, 

communication and awareness training. 

 

Certification and achievements 

The Department of Lands was first certified to AS/NZS 7799:2:2003 

on the 17th March 2005.  The scope of the certification was the two 

data centre’s and associated ICT services. 

 

The AS/NZS 7799:2:2003 has been replaced by the ISO/IEC 

27001:2005 standard.  On the 4th June 2007 the Department of 

Lands had it’s AS/NZS 7799:2:2003 certification upgraded to the 

ISO/IEC 27001:2005 standard.  In March 2008, at the end of the 

three year certification cycle, the re-certification process was 

successfully completed and the Department of Lands had it’s 

ISO/IEC 27001:2005 certification renewed for a further three years. 

 

Having gone through the learning and experience of establish an 

ISMS and being accredited to the ISO:27001 standard, the 

Department of Lands management team believe the ISMS and 

associated experiences have delivered the following benefits: 

• Confirmation that [our] processes and environment is 

operating at CMM level 3; 

• Staff know and are far more attuned to what is critical; 

• Expectations are clearly understood, documented and agreed; 

and 

• Senior ICT Managers and Team Leaders are involved in 

dealing with issues – Correction Action Incident Reports 

(CAIRs) 

 

The CITO believed that with ISO/IEC 27001:2005 certification there 

were additional benefits and went on to comment “ that we [ICT] are 
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not subjected to as many external audit reports and we [ICT] subject 

ourselves to surveillance audits”. 

6.3 Discussion 

The single-case presented above investigated three areas around 

the design and implementation of an ISMS within an organisation.  It 

has highlighted a number of issues that were also highlighted in the 

critical success factors study presented in Chapter 4.  The five critical 

success factors identified in that study were; Management 

Commitment, Organisational Culture, Organisational Maturity, 

Communication, and Well-structured program of work. 

 

Management commitment and senior management support were 

highlighted in both studies as a critical factor for the success of the 

ISMS.  The continuing commitment and support for the ISMS by 

executive management is paramount for its continued operation.  For 

example, the critical success factors study cited, executive 

management awareness and involvement in information security, 

understanding identifiable business benefits and the need for 

information security as one of the most critical success factors.  The 

case study maintained executive sponsorship and representation on 

senior organisational committees was a critical success factor. 

 

Another area of agreement was organisational maturity, or the ability 

of the organisation to perform a particular activity well and in a 

repeatable manner.  Both studies propose that before any 

organisation attempts to implement and operate and ISMS it must 

have a level of maturity or capability that will allow it to have 

repeatable processes. 

 

Lastly, the critical success factors study proposed a well-structured 

program of work as one of its findings.  It went on to define this as - 

“well-planned, structured, and agreed by all participants.  The 

program of work requires that activities are planned and executed in 

a logical order to achieve the desired goal”.  This case study used 
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the term ‘scope’ to define the security project, but in essence both 

terms are referring to the same thing, a well planned and executed 

project with defined boundaries and milestones.  

6.4 Chapter summary 

This descriptive single-case study attempted to describe the 

decisions or sets of decisions that enabled the Department of Lands 

to successfully design, implement, and operate an ISMS which has 

been certified to ISO/IEC 27001:2005. 

 

The case study showed why these decisions were taken and how 

they were implemented.  It also presented discussion on the parallels 

with the empirical study of information security auditors and security 

practitioners (information security consultants and information 

security manager’s) experiences and views of the designing, 

implementing and maintaining an ISMS presented in Chapter 4. 

 

The following chapter proposes three tools; Tactical Security 

Management Framework, Information Security Quotient, and an (Im)-

Maturity model.  It describes how these tools work and their benefit to 

the organisation. 
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CHAPTER 7 
 

7 ESTABLISHING AN ISMS  
 

“It must be considered that there is nothing more difficult to carry out, 
nor more doubtful of success, nor dangerous to handle, than to 
initiate a new order of things.  For the reformer has enemies and only 
lukewarm defenders.  He must confront the disbelief of mankind, who 
do not truly believe in anything new until they actually experience it.” 
 

Niccolo di Bernardo dei Machiavelli (1469 – 1527) 

 

The previous three chapters presented the findings of research into 

the critical success factors for implementing, operating and certifying 

an ISMS, the perception of risk  

 

This chapter presents an approach any organisation can use to 

implement an ISMS that combines an ISQ (Information Security 

Quotient), a new (Im)-Maturity model, and a TSMF (Tactical Security 

Management Framework), in an effort to improve information security 

management.  The aim of using an ISQ in this situation is to increase 

the knowledge and understanding of the management team as they 

implement information security in their organisation.  The (Im)-

Maturity model allows organisations to map their current position and 

see the requirements of the level they aspire to achieve by using the 

TSMF.  The TSMF is a tool any organisation can use to guide them 

through a successful ISMS implementation and ongoing operation. 

 

This chapter is divided into five sections with the first section 

providing background information.  Section two describes the 

proposed ISQ and why it is required as part of an overall strategy.  

Section three presents a unique (Im)-Maturity model that allows 

organisations to map their current position.  Section four presents the 

TSMF and discusses the components.  Finally, section five 

summarises and presents the conclusions. 
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7.1 Chapter introduction 

Reviewing the literature presented in Chapter 2 relating to the current 

state and views about information security management and 

available models for planning and management highlighted the need 

for more holistic security management approaches.  The analysis of 

the research in chapters 4, 5, and 6 highlighted a number of issues: 

the need for raised awareness of risk and security issues, and 

ownership of responsibility for security; the need to understand an 

organisations’ position on a capability maturity model so they know 

where to start their information security efforts; and a well structured 

and communicated program of work. 

 

This chapter proposes three complementary pieces of work that 

combine higher user involvement with improved management 

understanding encompassing a paradigm change in thinking, in an 

effort to improve information security management.  The ISQ is 

simply a way to quantitatively score an organisation and map that 

score against a capability maturity model.  The aim of using ISQ in 

this situation is to increase the knowledge and understanding of the 

organisations’ management team as they implement information 

security in their organisation.  The proposed (Im)-Maturity model 

extends the well known models by adding a number of negative 

rankings.   

 

Finally, a TSMF is proposed that should assist any organisation in 

their efforts to implement and operate an ISMS.  The framework 

brings together the findings from the critical success factor research, 

risk perception survey, and case study research into an easily 

understood action plan.  The framework isn’t a checklist of how to 

implement and operate an ISMS, rather it’s a conceptual outline of a 

management system that incorporates management objectives and 

strategies, ongoing monitoring and tactical decision making.  The 

overarching theme of the tactical security management framework is 

that organisations need to have a corporate culture that not only 
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supports information security, but actively encourages everyone’s 

participation.    

7.2 Information Security Quotient 

Two common questions identified during the research were; How do 

organisations know where to start their information security efforts? 

How do they know where to put resources to achieve the most value 

of the organisation? 

 

To address these questions a unique quantitative scoring process 

called the Information Security Quotient (ISQ) was developed.  The 

ISQ  allows organisations to rank their current information security 

posture or position by answering questions based on the three 

domains: people; process; and technology discussed in Chapter 1.  

Managers at different levels within the organisation identify what 

part(s) of the information security architecture they are responsible 

for so the exercise can focus on their small number of capabilities.  

After all managers have answered their sub-set of questions the 

answers are collated and a ISQ score produced. 

 

The resulting ISQ score can then be plotted against a maturity model 

to indicate the current level of information security within the 

organisation.  The maturity model used can be one of the well known 

models discussed in Chapter 2, such as CMM, SSE-CMM, or the 

(Im)-Maturity model proposed in section 7.3. 

 

Another output produced from the ISQ exercise will be a ‘heat map’ 

that can identify where resources would be best deployed to achieve 

the desired information security posture.  Heat maps are growing in 

popularity for Business Intelligence (BI) functionality and enable 

analysis of vast amounts of dense data in one convenient place.  A 

‘heat map’ is the graphical representation of the answers provided 

during the ISQ process where the variables are represented as 

colours in a two-dimensional map. 
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7.2.1 What is ISQ ? 

The term capability is an abstract statement of “what” work is being 

done in a certain area, such as “customer service” – and “how” that 

work is done in terms of people, process, and technology.  “What” 

gets done is very similar across NSW Government agencies, but 

“how” it gets done often changes as it is unique to that organisations’ 

business.  Having a stable view of the organisations capabilities 

provides a lens that allows isolation of where the organisation is 

performing well and where remediation is required. 

 

The capabilities for all NSW Government agencies are largely the 

same.  It is the people, processes, and technology applied to those 

capabilities that create differentiation and drive the ISMS for any 

organisation.  It is up to the organisation to decide where their 

differentiation comes from by continually asking the questions 

depicted in Figure 7.1.  As can be seen, the process is an adaption of 

the PDCA cycle discussed in Chapters 1 & 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7.1: Management questions 

 

Quotient can be defined as: the magnitude of a specified 

characteristic or quality i.e. the celebrity's likability quotient is high 
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("Merrian-Webster onLine Search,").  Like IQ (intelligence quotient), 

SQ (social quotient), or CQ (cultural quotient) ISQ is a quantitative 

measure of specific skills.  While IQ, SQ, and CQ are measures of 

individual skills ISQ is a measure of an organisations’ skills or 

maturity in implementing and managing processes. 

 

As stated earlier, the ISQ is calculated from the results of questions 

answered by the management of an organisation.  The questions are 

spread across four domains: strategy (business and IT); technology 

(current and proposed); processes; and organisational culture 

(people). 

 

Business managers will likely own some or many of the capabilities 

the ISQ is investigating.  Other capabilities will be owned by the IT 

group, these capabilities have detailed representations consistent 

with current standards such as CobiT, ITIL, etc.  The questions are 

very specific and straightforward and the owner of the capability 

should be able to at least provide a subjective answer and initially the 

answer choices are Yes/No and High/Medium/Low. 

7.2.2 ISQ Planning / Measurement framework 

The ISQ Planning/Measurement Framework presented here is used 

by the organisation for both planning and measurement purposes.  

The framework is comprised of a grid adapted from work by Nirmal 

Pal, Shankar Sundaresan, Judith Ray, Hemant Bhargava, Edward 

Glantz, and Michael W. McHugh (2004).  The columns in the grid 

represent the organisational Outcomes and the information security 

Resources and Activities undertaken by the organisation on which 

the outcomes depend. 

 

In Figure 7.2 the resources are represented by circles, the actives 

are represented by squares, and the outcomes are represented by 

triangles. 
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Figure 7.2: ISQ Planning / Management Framework 

(adapted from Pal et al., 2004, p. 8) 

 

The rows represent the domains which can be used to categorise 

organisational resources, activities, and outcomes.  Each of the four 

domains are scored based on the responses given by the 

participants, with the final score weighted by the responses to the 

questions in the strategy section.  The four domains are: 

 

• The People domain covers resources, activities, and 

outcomes related to the organisations members and the 

organisations culture.  This domain is represented by the red 

shapes; 

• The Process domain covers resources, activities, and 

outcomes related to the processes, methodologies, etc. 

available to the organisation as well as the business 

processes that can be impacted by information security 

initiatives.  This domain is represented by the blue shapes;  

• The Technology domain covers resources, activities, and 

outcomes related to the information technology and 

infrastructure available to the organisation as well as the 

technology that can be impacted by information security 

initiatives.  This domain is represented by the yellow shapes; 

and  
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• The Strategy domain covers resources, activities, and 

outcomes related to the organisations’ customers and 

stakeholders. This domain includes customers, suppliers, and 

other stakeholders both external (e.g., regulators) and internal 

(e.g., senior business managers) to the organisation.  Which 

are represented by the green shapes.  

 

7.2.3 Measuring the ISQ ? 

An overall score for the organisation, as well as scores for each 

individual domain, can be derived by weighting and combining the 

individual metrics.  Figure 7.3 shows an example of a ‘heat map’ 

produced from an ISQ assessment.  The assessment was based on 

the ISO/IEC 27001 standard, and the ‘heat map’ clearly highlights the 

areas that management should allocate resources to achieve the 

highest ROI.    

 

 

Figure 7.3: Example of a ‘Heat Map’ 
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An ISQ score is a single overall number that can be used to track an 

organisations progress or maturity in implementing information 

security.  Unlike an individual intelligence quotient (or IQ), an 

organisation’s ISQ should not be assumed to be stable over time.  

On the contrary, the expectation should be that it will increase as 

people, processes and technology develop and improve.  The ISQ is 

an easy way to measure and track that growth and concisely capture 

the impact of the information security initiatives. 

 

Metrics from all cells of the ISQ Planning/Measurement Framework 

are mapped to individual requirements.  Figure 7.4 shows an 

example of this mapping of metrics from the planning/measurement 

framework domains to the requirements of ISO/IEC 27001:2005 

standard.  

 

Certain areas (columns), domains (rows), or cells of the framework’s 

grid may be more inherently relevant to one requirement within the 

standard than another.  For example, the People domain is more 

closely related to A.8 Human Resources Security in the ISO/IEC 

27001:2005 standard.  While, the Technology domain is closely 

related to A.12.3 Cryptographic Controls in the ISO/IEC 27001:2005 

standard.  
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Figure 7.4: Mapping ISQ to ISO/IEC 27001 

 

Enhanced understanding and communication about ISQ domains 

can be achieved by using a graphic representation such as the radar 

screen in Figure 7.5.  All measures must be defined such that moving 

out along a domain axis is “good” as it demonstrates improvement in 

the maturity of the organisation. 

 

The ISQ is mathematically calculated and is represented as  

ISQ = ƒ(Pe, Pr, T, S) with the variables: Pe, Pr, T, and S 

representing the domains within the ISQ. 
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Figure 7.5: ISQ Cross 

 

The planning/measurement process within the ISQ is an iterative one 

which can best be described as a PDCA process taking place at 

multiple levels of an organisation.  As discussed in Chapter 2 and 

highlighted in the ISO/IEC 27001:2005 standard, the PDCA cycle is 

an integral process to ensure continuos improvement of the ISMS.    

7.3 Capability Maturity Model 

To assess and manage the complicated problems of information 

security, organisations must take not only information systems and 

technology, but also managerial, operational and cultural issues into 

consideration (Baskerville & Siponen, 2002; Leem et al., 2005; 

Woodhouse, 2007).  In short, organisations require an evaluation 

model for scoring their efficiency in managing processes within its 

enterprise-wide ISMS.  This model should provide an indication of 

the current status of an organisation’s processes and guide it through 

the stages as processes are defined, implemented and improved.  
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7.3.1 Why a new model? 

Traditional information security management metrics are in the form 

of a checklist-standard-based methodology (Baskerville, 1988).  Both 

checklists and management standards offer a ready-made generic 

catalogue of controls (Baskerville & Siponen, 2002), which coupled 

with the culmination of years of experience of IS security practitioners 

allow evaluation of technical controls. 

 

As demonstrated by previous research, there are three types of 

security controls that need to be evaluated: management, 

operational, and technical controls (Leem et al., 2005). 

 

For an organisation to measure the progress of its information 

security program it needs to measure organisationally meaningful 

things and a progression toward a goal (Chapin & Akridge, 2005). 

 

A few of the most popular security maturity models are summarised 

in Table 7.1. 

 

It should be noted that each of these models has only five levels of 

maturity (except SSE-CMM which has six).  Each model seems to 

propose slightly different definitions of maturity (Chapin & Akridge, 

2005).  All organisations are assumed to be at level 1 (level 0 for 

SSE-CMM) simply because no lower level exists within the models. 
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  Table 7.1: Popular security maturity models 

Model Description Comments 

NIST 
CSEAT IT 
Security 
Maturity 
Model 

Five levels of progressive 
maturity: 

1. Policy 

2. Procedure 

3. Implementation 

4. Testing 

5. Integration 

Focused toward levels 
of documentation. 

Citigroup’s 
Information 
Security 
Evaluation 
Model 
(CITI-ISEM) 

Five levels of progressive 
maturity: 

1. Complacency 

2. Acknowledgment 

3. Integration 

4. Common practice 

5. Continuous improvement 

Focused toward 
organisational 
awareness and 
adoption. 

COBIT 
Maturity 
Model 

Five levels of progressive 
maturity: 

1. Initial / ad-hoc 

2. Repeatable but intuitive 

3. Defined process 

4. Managed and measurable 

5. Optimized 

Focused toward 
auditing specific 
procedures. 

SSE-CMM Six levels of progressive 
maturity: 

0. Not performed 

1. Performed informally 

2. Planned and tracked 

3. Well defined 

4. Quantitatively Controlled 

5. Continuously Improving 

Focused toward 
security engineering 
and software design. 

CERT/CSO 

Security 

Capability 

Assessment 

Five levels of progressive 
maturity: 

1. Exists 

2. Repeatable 

3. Designated person 

4. Documented 

5. Reviewed and updated 

Measures using four levels: 

1. Initial 

2. Evolving 

3. Established 

4. Managed 

Focused toward 
measurement of 
quality relative to 
levels of 
documentation. 
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This thesis describes a new model that should provide an indication 

of the current status of an organisation’s processes and guide it 

through the stages of maturity as processes are defined, 

implemented and improved.  The intent of the model is to highlight 

the role corporate culture plays in securing an organisation’s 

information assets and allow them to better judge their true maturity 

level. 

7.3.2 Proposed (Im)-Maturity model 

Maturity should be a measure of progress over time not the quality of 

elements at a point in time.  Maturity also needs to take into account 

not only technical controls but management and operational controls.  

It needs to evaluate the corporate culture and sub-cultures for a 

culture of security. 

 

The model proposed in Figure 7.5 consists of nine levels with the top 

five levels being based on the research paper ‘Assessment 

Methodology on Maturity Level of ISMS’ (Leem et al., 2005).  These 

five levels are similar to other well known maturity models and are 

positive.  Each of the lower levels describes a corporate culture that 

encourages risk to not only the organisation but also partner 

organisations. 

 

It is proposed that organisations and security practitioners can use 

this new expanded model to identify cultural issues and better judge 

true maturity levels.  By using the organisations ISQ score to map 

their position on the new model organisations will have a better 

understanding of which areas to commit resources to achieve the 

most value. 
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Figure 7.5: (Im)-Maturity model 

 

Level 5: Strategic 

The organisation has a continuous process improvement process 

using the PDCA evaluation cycle.  It uses quantitative feedback 

systems to identify and rectify process weakness.  Operation of an 

ISMS creates new business opportunities and adds value to the 

organisation.  Information security is seen as a business enabler.  

Investment in information security is undertaken using cost/benefit 

analysis. 

 

Organisations at level 5 have a culture of information security with 

policy and procedure an essential part of the organisations over-

arching management standardisation.  Infrastructure and processes 

are standardised with Confidentiality, Integrity, and Availability 

guaranteed.  Specialised information security training and education 
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programs for users, management and practitioners are provided on a 

regular and ongoing basis. 

 

Disaster Recovery and Business Continuity plans are well developed 

and tested on a regular basis.  Pro-active monitoring of the 

environment is undertaken continually.  Risk to information assets is 

minimal while productivity and quality are maximised.   

 

Level 4: Managed 

The organisation reviews best practices against the ISMS on a 

periodical basis.  Due diligence and compliance monitoring are well 

performed.  Investment in information security is continuously 

increasing as required. 

 

The corporate culture is supportive of information security with sub-

culture thinking taking place in shades of grey.  These organisations 

manage operations well but are yet to change the corporate culture 

to an information security culture.  Information security training and 

education programs for users, management and practitioners are 

updated and provided on a periodical basis. 

Disaster Recovery and Business Continuity plans are developed but 

not tested on a regular basis.  Monitoring of the environment is 

undertaken.  Risk to information assets is managed while productivity 

and quality are enhanced.   

 

Level 3: Operational 

The organisation reviews policy and procedure against the ISMS on 

an as-needed basis.  Information security strategic planning is 

established.  Due diligence and compliance monitoring are 

performed in an ad-hoc way.  Investment in information security is 

planned.  Separation of duties is completed with formal information 

security positions established. 

 

These organisations have an over-arching corporate culture of 

hoping information security or risk is managed, with information 
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security sub-cultures usually within the IT group.  Business 

operations still consider information security to be an IT issue.  

Information security awareness training is conducted in an ad-hoc 

fashion. 

 

Disaster Recovery plans are developed but not tested.  Monitoring of 

the environment is observational.  Risk to information assets is 

managed while productivity and quality are enhanced.   

 

Level 2: Technical 

The organisation does not yet have a well defined ISMS.  No 

overarching information security policy is in place and operations are 

undertaken in an ad-hoc fashion.  Investment in information security 

is considered.  Technical controls for perimeter and internal security 

are in place.  No separation of duties is established. 

 

These organisations have a corporate culture of indifference to 

information security.  Business operations still consider information 

security to be an IT issue.  Information security awareness training is 

only conducted for specific issues. 

 

Technical organisations have security risk to their own information 

assets, the technical risk (anti-virus, firewalls, access control, etc)  is 

acknowledged and risk management is being applied.  Risk to the 

information assets of other third party organisations is present. 

 

Level 1. Functional  

Organisations are unfocused and poorly managed with no 

overarching security policy or defined procedures.  Individual 

business owners of information and systems perform security 

controls at a local level (i.e. anti-virus protection, screen saver 

password, etc).  Few processes are defined and success depends 

more on individual effort than following define processes.  No 

security culture exists and corporate culture is not supportive of the 
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information security decision process.  The business as a whole sees 

information security as an IT issue. 

 

Functional organisations pose a security risk to their own information 

assets, but the risk is acknowledged and risk management is being 

applied.  Risk to the information assets of other organisations they 

interact or do business with is also present. 

 

Level 0: Negligent 

Business units within the organisation are able to partly protect their 

information assets by exploiting the efforts of individual staff 

members.  Generally, organisations at this level act in such a way as 

to prevent these efforts from succeeding.  Apathy, indifference and 

disorganisation are the cultural norms of a level 0 organisation.  If 

procedures or change management documents are ever produced, 

level 0 Negligent organisations will fail to ever look at them again. 

 

While negligent attitudes exist within the corporate culture it is most 

evident in management. Management within these organisations 

firmly perceive their information security problems to be technical 

issues that will be solved by the IT group.  The high-level 

management that is applied to level 0 organisations is typically 

classified as management by exception.  This type of management, 

commonly called “fire-fighting” or “fighting bushfires”, occurs only in a 

reactive mode as crises develop and the filtering threshold for 

problems is exceeded.  Negligent organisations rarely have an 

organisational vision or goals. 

 

Negligent organisations pose a security risk not only to their own 

information assets but also to the information assets of other 

organisations they interact or do business with.  These partner 

organisations are exposed to the cultural norms of apathy, 

indifference and disorganisation of the level 0 organisation. 
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Level -1: Obstructive 

The ability of business units within the organisation to protect their 

information assets has been removed by senior management with a 

one size fits all mentality.  A draconian attitude exist within 

management that is overly rigid and formal.  The corporate culture is 

one of apathy and unresponsiveness.  Individuals are restricted from 

attempting to apply risk management principals to the information 

assets. Management within these organisations insist on complex 

processes involving technical solutions and inappropriate 

documentation deliverable. 

 

Management of these level -1 organisations sincerely believe that 

are assisting the information security efforts and following good risk 

management practices despite evidence to the contrary.  No 

awareness training or education is given on information security 

policy and procedure is provided but what documentation exists is 

ritualistically followed.  Active participation in the information security 

process is discouraged. 

 

Obstructive organisations pose a greater security risk not only to their 

own information assets but also to the information assets of other 

organisations they interact or do business with.  These partner 

organisations are exposed to the cultural norms of apathy, 

unresponsiveness and draconianism of the level -1 organisation. 

 

Level -2: Arrogant 

Level -2 organisations are openly contemptuous of information 

security practices believing their organisation is unique and different.  

The corporate culture within these organisations includes a complete 

disregard and near utter rejection of any effort to modify or improve 

information security practices.  Management strongly believe their 

information security efforts are the only correct options and any 

disagreement is immediately crushed. 
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Risk to information assets within level -2 organisations is at its 

maximum level, while risk to third party organisation has increased 

dramatically due to the level -2 organisations condescending attitude. 

 

 

Level -3: Subversive 

Not content to thwart its own processes, a level -3 organisation 

actively seeks to discredit and disrupt other organisations.  This 

could be an intentional activity of a criminal organisation or could be 

the outcome of activities of cells within an organisation.  A 

sabotaging organisation (or cells within an organisation) usually gives 

the perception it does not care about its own information assets.  

These organisations have a corporate culture that includes: believing 

that looking good is more important than being good, that any 

attention is better than no attention, and that as long as the money 

keeps rolling in they are successful. 

 

Level -3 organisations try to ensure all other organisations are (or are 

perceived to be) worse than itself by deliberately compromising and 

damaging any competitors.  Any perceived weakness in partner 

organisations is wilfully and methodically exploited.  Risk to 

information assets within level -3 organisations is at its maximum 

level, while risk to third party organisations is extreme. 

 

7.4 Tactical Security Management Framework 

The concept of the proposed Tactical Security Management 

Framework as a management system is to incorporate management 

objectives and strategies, ongoing monitoring and tactical decision- 

making within a common framework, Figure 7.6.  The framework that 

has been developed links management and business goals at the 

organisational level, and implements a process for monitoring 

progress.  Such a framework allows the principles of information 

security management to be implemented on an organisation-wide 

basis without business divisional boundaries. 
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Figure 7.6: Tactical Security Management Framework 

 

It is difficult to show the dependencies and interactions of the tactical 

security management framework in a two dimensioned drawing.  For 

example, as the strategy of Awareness and Education is developed 

and delivered, changes to the security culture (capability / maturity) 

will evolve.  Another area of change will be in capability / maturity as 

policy & procedures are developed, which will also affect the security 

culture of the organisation.  In short, any strategies or tactics 

implemented will have an effect on the goals and objectives of the 

organisation.  While all areas of the tactical security management 

framework are important, two areas, security culture and capability / 

maturity appear to have and be influenced the most.  

 

The information presented in this thesis should assist with the 

processes of objective setting, strategy formulation, and particularly 
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in determining tactical decisions for managing information security 

within the framework.  The key points described in later sections also 

provide the basis for determining processes to implement information 

security, and to monitor the impacts of the change in management 

imposed on the organisation.  

 

From an information security perspective the intent of the TSMF is for 

the organisation to have a fully established ISMS with well defined 

and executed policies, procedures, and processes.  Figure 7.7 shows 

a Gartner (2008) type magic square concept that organisations can 

use to plot their current information security state against. 

 

The Gartner Magic Quadrant is a proprietary research tool developed 

by Gartner Inc., a US based research and advisory business.  It is 

intended to provide an unbiased qualitative analysis of a “markets’ 

direction, maturity, and participants.”  The square is divided into four 

sections categorising companies as Challengers, Leaders, Niche 

Players, and Visionaries.  The left side of the square contains an 

arrow pointing up with the words: "Ability to Execute".  The bottom of 

the square has an arrow pointing right with the words: 

"Completeness of Vision".  Each section contains names of 

companies. The companies are situated at different horizontal and 

vertical levels within each section.  

 

Each quadrant of the magic square shown in Figure 7.7 has a 

description of the policy, procedures and culture evident within the 

organisation.  Using these descriptions an organisation would be 

able to plot their current position and then use the magic square as a 

planning tool for plotting a course of action.    
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Figure 7.7: Magic square – information security 

(adapted from Gartner, 2008) 

 

Quadrant A - the organisation has a fully established ISMS with well 

defined and executed policies, procedures, and processes.  Systems 

are standardised and proactive monitoring undertaken.  The 

corporate culture is security or risk conscious without losing sight of 

the corporate values.  These organisations manage both operations 

and change well and have a healthy culture that enhances new 

business opportunities. 

 

Quadrant B – the organisation does not yet have a well defined 

ISMS.  No overarching information security policy is in place and 

operations are undertaken in an ad-hoc fashion.  These 

organisations have a corporate culture of hoping security or risk is 

managed. 

 

Quadrant C – these organisations are unfocused and poorly 

managed with no overarching security policy or defined procedures.  

The overarching corporate culture does not consider information 
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security or risk and is moving toward a toxic culture with the potential 

to harm employees and threaten the survival or the organisation.  

 

Quadrant D – the organisation has an ISMS with defined policies 

and processes which are executed well.  Corporate culture is not 

supportive of information security with subculture thinking taking 

place in shades of grey.  These organisations manage operations 

well but are unable to change the corporate culture to an information 

security culture, usually through lack of senior management support. 

7.4.1 Security culture 

Information security culture is part of the organisational culture and 

defines how an employee sees the organisation (Schlienger & 

Teufel, 2003).  Basically, organisational culture is a system of 

learned behaviour (Woodhouse, 2007).  Some ways in which this 

learned behaviour, reflected as the level of end user awareness, can 

have a drastic effect on the success or failure of the information 

security process as a whole or on specific projects or procedures can 

be seen by reviewing specific areas of the information security 

process.   

 

The first, and probably most important, area to review is the decision 

making process and how a lack of awareness, training and education 

can fundamentally compromise the entire information security 

process (ISACA, 2005a; Sherwood et al., 2005; Thomson et al., 

2006).  One of the biggest paradigm shifts that has taken place in 

recent times is the realisation that information security is not an IT 

issue, it is a business issue and is different to IT security.  Although 

much of the analysis, design and implementation of information 

security solutions is the responsibility of the CIO and requires 

competent technical staff, the key decisions should be driven by 

business concerns and not technical ones (Sherwood et al., 2005). 

 

Organisations take risks every day and the way in which they 

evaluate and mitigate these risks can be considered to be part of 
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their business management model.  Indeed, there is nothing 

particular about security related risk, other than perhaps they can be 

difficult to understand when complex IT systems are involved.  

However, the survey data cited in Chapter 1 suggests insider based 

incidents are still high, so many organisations may not have attained 

the level of end user awareness and education necessary to make 

their risk management model work in practice and may find the real 

decision making is taking place outside their agreed framework.  

Business managers that do not have the knowledge or 

understanding necessary to make informed decisions are more likely 

to blindly accept recommendations made by specialists, rather than 

challenge them.  Security and risk mitigation must be embedded into 

the organisational culture to ensure all employees, managers and 

end users, are automatically mindful of security issues in their 

planning, managing and operational activities.   

 

Another easily understood area of the information security process is 

the impact client-side security can have on the whole organisation.  

Even when a Standard Desktop Operating Environment (SDOE) is 

implemented and locked down, which in principle makes it 

inaccessible to the end user, it is clear that poor decisions made by 

the end user can easily compromise security.  End users that don’t 

appreciate the techniques used to spread malicious code via E-mail 

or web sites are more at risk of infection during the window of 

opportunity before a pattern file becomes available from the anti-virus 

vendors.  Similarly, end users can be enticed via phishing E-mail or 

web sites to give information that can have far reaching 

consequences for them personally and for the organisation.  A more 

fundamental concern is when end users do not enforce a minimum 

level of physical security over laptops or PDA devices in their 

possession.  Laptops and PDA devices usually contain corporate 

information that may be confidential and which can be easily 

retrieved by undesirables if the devices are lost or stolen.  Even 

those that limited PDA’s to receiving and sending E-mail have little 

control over the data that is sent to them. 
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These short examples illustrate that information security is not just a 

question of well-designed technical infrastructure and defined 

procedures.  In order to ensure effective and pro-active information 

security, staff must be active participants rather than passive 

observers of information security (Woodhouse, 2007). 

 

In their paper Schlienger and Teufel (2003) use Schein’s 

organisational culture model to illustrate three layers of security 

culture and their interactions, depicted in Figure 7.8.  Ultimately, the 

organisational culture has an effect on the success or failure of the 

organisation.  When confronted with an issue or problem, the 

organisational culture restricts what an employee can do by 

suggesting the correct way -“the way we do things here”- to 

conceptualise, define, analyse, and resolve the issue or problem 

(Robbins, 1994).  

 

Culture is a perception that exists in the organisation, not in the 

individual.  Thus, individuals with different backgrounds or at different 

levels in the organisation tend to describe the organisation’s culture 

in similar terms (Robbins, 1994).  Security culture is a descriptive 

term about how members perceive security within the organisation. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7.8: Three layers of security culture 
(Schlienger & Teufel, 2003, p. 1) 
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7.4.2 Information Security Management System  

The information security management system is the central objective 

within the TSMF depicted in Figure 7.6 and represents the primary 

vehicle for achieving the organisations’ goals concerning information 

security.  There are a number of important points that need to be 

considered, namely: the ISMS framework document; security 

statement and security policy; threat and risk assessment; statement 

of applicability; and awareness program.  

 

7.4.2.1 ISMS framework document 

The ISO/IEC 27001:2005 international standard sets out, in clause 

4.2.1, the required structured approach to establishing an ISMS 

(ISO/IEC 27001:2005 Information technology, 2005, pp. 4-5).  In 

accordance with this international standard an ISMS framework 

needs to be established that defines: 

● The services to be protected; 

● Those activities that enable the service (for the 

purposes of this framework these enablers are 

described as access channels); 

● The assets that support the channels; 

● The threats to those assets; 

● The overall risk to the service; 

● The risk treatment strategies to mitigate the identified 

risks; 

● The controls selected to support the mitigation strategy; 

● A description of the requirements of the standard and 

their applicability to the service being protected; and 

● The associated Policy and Procedure documents that 

ensure that the controls are implemented and 

maintained in support of the risk treatment strategies. 

An ISMS consists of a number of interrelated documents: 

● The ISMS Framework document; 

● The IT Security Policy Statement; 

● The IT Security Policy; 

● The Threat Risk Assessment Report; 
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● The Asset Register; 

● The Statement of Applicability; and 

● Other supporting documentation such as procedures, 

guidelines, security calendars, Business Continuity and 

Disaster Recovery plans, etc. 

 

The over-arching document is the ISMS Framework, this document 

describes the relationship between all other documents.  An example 

of an ISMS Framework document is depicted in Figure 7.9: 

 

7.4.2.2 Security statement and policy 

 

ISMS Statement of Purpose and Scope 

The statement of purpose and scope is a formal declaration made by 

the executive sponsor of the ISMS to demonstrate the organisation’s 

commitment to the ongoing implementation and management in 

accordance with the ISMS.  In effect the statement of purpose and 

scope directs all staff within the organisation to comply with the 

requirements stipulated in the ISMS.  

 

Information Security Policy 

The foundation of an effective ISMS is a well written Information 

Security Policy (Peltier et al., 2005).  It is from the Information 

Security Policy that all other directives, standards, procedures, 

guidelines, and other supporting documents flow. 

 

Clause 4.2.1 of ISO/IEC 27001:2005 sets out the components of the 

Information Security Policy.  The Information Security Policy must 

take into account the characteristics of the organisation, location, 

assets, technology, and all relevant business, legal, regulatory and 

contractual security requirements (Calder & Watkins, 2003). 

 

An ISMS should be part of the organisation’s overall information 

management philosophy and not established to solely meet audit or 

regulatory requirements (Peltier et al., 2005).  The Information 
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Security Policy should cover all forms of information, including paper 

and telephone as well as computer generated and stored 

information.      

 

 

Figure 7.9: ISMS document framework 

 

7.4.2.3 Threat and risk assessment 

The Assets Register is a document that lists everything that is of 

value to an organisation.  Utilizing this document the Threat Risk 

Assessment (TRA) is carried out in two parts: 
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The first component, identifies the threats to each of the access 

channels supporting the service to be secured, the controls selected 

to mitigate the risks to an acceptable level for each channel, and 

demonstrates an acceptable residual risk level for each of the 

channels (Peltier et al., 2005). The controls applied to each channel 

to mitigate the risks to an acceptable level are depicted in the Control 

Catalogue which forms part of the Systems Inventory. 

 

The second component, demonstrates a risk rating for each section 

in the ISO/IEC 27001:2005 standard, and determines a priority for 

risk treatment. The risk assessment also determines whether the 

requirements described in the standard are “applicable” to the 

service being protected (Calder & Watkins, 2003). The risk treatment 

methods are described in the TRA. 

 

A requirement may be “not applicable” because it does not occur, or 

the cost of mitigation outweighs the risk realization value, or the 

organisation deems that the risk is acceptable.  All policy within the 

organisation is derived from the Threat Risk Assessment, which is to 

be reviewed annually. The TRA is documented in Threat Risk 

Assessment Report. 

 

7.4.2.4 Statement of applicability 

The Statement of Applicability (SoA) documents the risks derived 

from each section of the ISO/IEC 27001:2005 standard and 

demonstrates the applicability of those risks to the services being 

protected (Calder & Watkins, 2003). The SoA describes, in light of 

the organisation’s attitude to risk and its risk appetite, the mitigation 

strategies (if any) used to treat the identified risk, the controls 

selected to facilitate the mitigation strategy and the acceptable 

residual risk level expected after the controls have been 

implemented. 
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7.4.3 Awareness program 

Awareness is one key to protecting an organisation’s information 

assets (Johansson & Riley, 2005).  Clause 5.2.2 and control A.8.2.2 

of the ISO/IEC 27001:2005 standard requires the organisation to 

appropriately train its staff.  As Calder and Watkins (2003, p. 116) 

state, 

The objective of these clauses is, simply, to ensure that all 

users of the organisations information assets, or who are 

assigned responsibilities in the ISMS, are aware of information 

security threats and are competent and adequately equipped 

to perform the requested tasks and to support the 

organisation’s information security policy in their work. 

7.4.4 Monitoring 

Both tactical and strategic monitoring needs to be implemented to 

ensure that an organisations’ environment maintains a high degree of 

security management during changes in circumstances and 

conditions.  Strategically, monitoring needs to ensure that the ISMS 

is achieving the desired business goals and enhancing business 

objectives.  Tactically, the ISMS should represent the quality 

assurance framework methodology of “Plan-Do-Check and Act” as 

shown in Figure 7.10 and discussed in Chapter 2. 

 

 

 

 

 

 

 

 

 

 

 

Figure 7.10: “Plan-Do-Check-Act” 

(adapted from ISO/IEC 27001:2005, 2005, p. vi) 
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7.5 Chapter summary 

The importance of information security in today’s uncertain 

environment can’t be denied.  While the issue of information security 

is not new, organisations are facing new issues as they attempt to 

secure their information assets in a constantly increasing risk 

environment. 

 

A theoretical framework for the five critical success factors for the 

designing, implementing and maintaining of an ISMS was presented 

in Chapter 4.  The five critical success factors identified in the study 

were; Management Commitment, Organisational Culture, 

Organisational Maturity, Communication, and Well-structured 

program of work. 

 

The TSMF has been developed as an approach to link management 

and business goals at an organisational level, and implements a 

process for monitoring progress.  This approach addresses all five of 

the identified critical success factors and particularly acknowledges 

the critical role organisational culture and organisational maturity play 

in improving the planning and management of information security 

within the organisation. 

 

The TSMF, if applied at the state level, allows the principles of 

information security management to be implemented on a state-wide 

basis without organisational boundaries.  This would permit the 

Government to strategically monitor its information assets while 

allowing individual organisations to tactically manage those 

information assets within the strategic framework. 

 

Central to the TSMF is the ISMS with well defined and executed 

policies, procedures, and processes.  This chapter has presented a 

number of important points that need to be considered, namely: the 

ISMS framework document; security statement and security policy; 

threat and risk assessment; statement of applicability; and 

awareness program.  
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The involvement of all stakeholders in the planning and management 

of activities within the TSMF is designed to raise awareness of 

information security issues and promote ownership of protective 

measures.  In addition, the TSMF aims to align information security 

with organisational goals and encourages an information security 

culture as part of the corporate culture.  This encourages a holistic 

and proactive management approach to information security.   

 

In order for an organisation to recognise and understand its current 

information security posture, and plan its future information security 

direction, two additional tools have been proposed, the ISQ and the 

(Im)-Maturity model. 

 

The ISQ is a unique quantitative scoring process designed to assist 

organisations in answering the questions; How do we know where to 

start our information security efforts? How do we know where to put 

our resources to achieve the most value of the organisation?  The 

ISQ allows organisations to rank their current information security 

posture or position by answering questions based on the three 

domains: people; process; and technology discussed in Chapter 1.  

The resulting ISQ score can then be plotted against a maturity model 

to indicate the current level of information security within the 

organisation. 

 

The intent of the proposed (Im)-Maturity model was to highlight the 

critical role corporate culture plays in the information security 

process.  If people within the organisation are active participants 

rather than passive observers, the security posture of the 

organisation will be dramatically improved.    

 

Implementing information security measures purely for the sake of 

appearing to do something, or to please an auditor, can be a waste 

of scarce and valuable resources.  Organisations need to analyse 

their unique information assets thoroughly and ensure the 
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appropriateness of any information security controls before 

implementing them. 

    

This Chapter has used the findings from Chapters 4, 5, and 6 to 

propose three tools; Tactical Security Management Framework, 

Information Security Quotient, and an (Im)-Maturity model.  These 

tools, when used together, will allow organisations to measure, plan, 

implement, and manage an ISMS for their unique situation. 

 

The following chapter presents a reflection on the research and its 

findings, and discusses the theoretical and practical implications 

arising from the research. 
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CHAPTER 8 
 

8 REFLECTION AND FINAL COMMENTS 
 

You cannot strengthen the weak by weakening the strong. 
You cannot help small men by tearing down big men. 
You cannot help the poor by destroying the rich. 
You cannot lift the wage earner by pulling down the wage payer. 
You cannot keep out of trouble by spending more than your income. 
You cannot further the brotherhood of man by inciting class hatreds. 
You cannot establish security on borrowed money. 
You cannot build character and courage by taking away a man's 

initiative and independence. 
You cannot help men permanently by doing for them what they could 

and should do for themselves.  
 

William J. H. Boetcker, (1873 – 1962) 
 

 

The previous chapter presented an approach that combines an ISQ 

(information security quotient), a new (Im)-Maturity model, and a 

TSMF (Tactical Security Management Framework), in an effort to 

improve information security management.  

 

This chapter reflects on the research and findings, and discusses the 

theoretical and practical implications arising from the research.    

Possible areas of future research related to this project are then 

explored.  The chapter concludes with some final comments on 

information security and this research project. 
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8.1 Chapter introduction 

The importance of maintaining information security is a vital issue for 

all organisations.  This study examined a number of issues around 

the implementation and operation of an ISMS for NSW Government 

agencies.  The reliance upon information systems to produce 

accurate and timely information for decision making is increasing.  

However, the rate of technological advancement for the use and 

deployment of these information systems is much faster than the 

development of means to ensure the integrity, confidentiality, and 

continued availability of these information systems.   As these 

agencies have evolved management has applied the sophistication 

of new technology without due regard to the shortcomings and risks 

inherent in its application.  Advances in technology, especially the 

Internet, have allowed these agencies to expand rapidly by utilising 

e-business which significantly changes the agencies’ risk profile. 

 

In early 2001 the NSW Department of Premier and Cabinet issued a 

circular (see Chapter 1) instructing all agencies to develop and 

implement policies and plans for information security management to 

protect the governments’ electronic information and systems.  The 

initial directive was: 

 

● To establish information security policies 

● Develop plans for each government agency; and 

● In turn create procedures to measure the progress of agencies 

in improving security. 

 

The intent of the first step in directing agencies to build and maintain 

secure and confidential IT systems by developing a security 

framework was mandating the implementation and continued 

operation of an ISMS.  This need for improved security was to some 

extent driven by the increasing number of attacks and threats to 

electronic assets in Australia. 
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The rationale for this research project was securing the vast and 

diverse amount of electronic information held by NSW Government 

agencies that is essential for the day-to-day running of the state.  

This information includes everything from land titles, health records, 

and personal details to statutory laws and criminal records.  This 

information is distributed across more than 120 main government 

agencies and in excess of 180 local governments.  Some of this 

information dates back to Federation in 1901 when the colony 

became a state and Australia was officially declared a nation. 

 

The project presented in this thesis involved developing a number of 

survey instruments grounded in the established information security 

body of knowledge.  The first instrument involved a web based on-

line survey with the resulting data reduced using descriptive 

statistics.  This produced the preliminary conclusion to RQ2 by 

answering the supporting questions SQ1, SQ2, and SQ3.  The 

second instrument involved a questionnaire delivered as face-to-face 

interviews with the recordings transcribed and the results analysed 

using a Grounded Theory method.  This partly answered SQ3, SQ4, 

and SQ5 which provide a preliminary answer to RQ1.  The third 

component of the research was a case study of a NSW Government 

agency.  This was a descriptive case study investigating the why and 

how of information security to test the consistency of findings 

obtained through the different instruments. 

 

As previously indicated, this research focuses on understanding the 

critical success factors for the implementation and operation of an 

ISMS and ultimately certification to ISO/IEC 27001:2005 in an effort 

to secure the vast and diverse information stores held by NSW 

Government agencies.  Those critical success factors have been 

used to develop a TSMF to assist organisations in their own 

implementation and operation of an ISMS. 
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8.2 Reflection and discussion 

The aim of this study was to improve the level of information security 

across NSW Government agencies.  As stated in section 1.3 the 

reliance by every organisation, both public and private, upon 

information technology has increased dramatically as technology has 

developed and evolved. 

 

A major strategy of the NSW government is to make available to the 

WEB all appropriate NSW government services.  In 2005, the 

number of services available in the NSW government exceeded 1500 

and the number of on-line transaction based services exceeded 200.  

As discussed in chapter 1, the use and dependence on information 

systems has escalated rapidly, the security measures, practices and 

procedures required to protect this information has not received the 

same attention. 

 

The literature review revealed that although much has been written 

about information security and the information security standards 

ISO/IEC 7799 and ISO/IEC 27001, very little has been published 

about the practical application of the standards in a real world 

situation.  Most published articles either describe the components of 

the standard or attempt to justify the implementation of the standard.  

This literature suggested that the problems with improving security 

within an organisation were made more complex by the speed of 

evolving technologies creating a ‘catch up’ environment for security 

policies, plans, and procedures.  The literature review also identified 

other issues such as corporate culture and organisational capability, 

which have an influence on security management within 

organisations and their progression to certification. 

 

The prevailing message from peer-reviewed literature is that 

information security is a business issue not an IT issue and requires 

senior management support and participation if it is going to be 

successful and effective.  The process towards successful 

implementation, operation, and certification of an ISMS is an evolving 
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practice.  The development, implementation, operation, and 

ultimately certification of an ISMS would probably improve 

confidence in government services on-line as well in traditional 

practices and may reduce the overall cost of government.  

   

The research problem stated in chapter 1, section 1.5 was “What are 

the critical success factors required to construct, implement and 

continuously operate an Information Security Management System 

within NSW Government agencies?”.  This study approached the 

problem from an empirical point of view and without using a pre-

defined theoretical framework or perspective.  Instead, a data-

gathering approach based on semi-structured interviews with security 

auditors and practitioners, and web based on-line surveys with users 

was used.  The subsequent data analysis and further investigation 

was done in line with the principles of Activity Theory and Grounded 

Theory. 

 

The results presented in chapters 4, 5, and 6 show what are 

perceived to be the critical success factors for the implementation 

and operation of an ISMS and their implication in an ‘real life’.  The 

focus throughout the study has been to develop an integrated TSMF 

based on the perceptions of information security auditors, information 

security practitioners, and business managers. 

8.3 Implications  

The development of the TSMF has a number of implications for 

information security practitioners, business managers, and 

academics. 

 

The TSMF has been designed to be used as a reference highlighting 

the critical areas and their relationships.  It utilises the ISQ and 

capability (Im)-Maturity model to allow organisations to understand 

their current and desired security posture.  The TSMF does not try to 

detail any design for an ISMS nor does it try to prescribe any specific 

requirements.  It does however, try to provide a common framework 
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for management objectives and strategies, ongoing monitoring and 

tactical decision-making as guidance and best practice information 

for business managers and security practitioners as they design, 

implement, and operate their ISMS. 

8.3.1 Theoretical implications 

The thesis has made a theoretical contribution to the understanding 

of the critical success factors for the successful implementation and 

operation of an ISMS within the public sector.  The aim of the critical 

success factors study was an ideographic description of the 

participants’ perceptions and opinions, it was not an attempt to arrive 

at universal laws or the causes and effects of information security 

management in general. 

 

The knowledge created by this study is true and correct in the sense 

that the results, illustrated by the theoretical framework of critical 

success factors depicted in Figure 4.5 above, are based on the 

experts’ views and perceptions.    What the theoretical framework 

and this study does not reveal is whether these perceptions and 

views are indeed mirrored in the larger population of information 

security professionals in Australia, or indeed on a global scale. 

 

The results of the critical success factors study coupled with the 

results of the perception of risk study highlighted the need for a 

revised capability maturity model.  All current capability maturity 

models assume a base level of security and make no allowance for 

deliberate undermining actions of sections of the organisation.  

Organisations require an evaluation model for scoring their efficiency 

in managing processes within its enterprise-wide ISMS.  This model 

should provide an indication of the current status of an organisation’s 

processes and guide it through the stages as processes are defined, 

implemented and improved.  The proposed (Im)-Maturity model, 

shown in Figure 7.5 above, consists of nine levels.  Each of the lower 

levels describes a corporate culture that ensures risk to not only the 

organisation but also partner organisations. 
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The major contribution to the body of knowledge is the development 

of a Tactical Security Management Framework (TSMF) to assist 

organisations with the implementation, operation, and certification of 

their ISMS (see Chapter 7).  The proposed framework synthesis the 

results of the critical success factors study, perception of risk study, 

and case study to provide a graphical representation of all the factors 

that impact on the design, implementation, operation, and 

certification of an organisations’ ISMS. 

 8.3.2 Practical implications 

Security practitioners (e.g. Information Security Managers, 

Consultants, and security Auditors) and business managers all need 

methods and tools for information security management that help 

them design, implement, and operate an ISMS.  These methods and 

tools should ideally be based on the empirical reality in which the 

organisation is situated.  By studying that reality and describing 

different dimensions of its objectives, actors, resources, threats, and 

controls this study creates a map of the terrain.  The Tactical Security 

Management Framework is a “blueprint” for information security 

management within an organisation.  It will provide a common 

framework for management objectives and strategies, ongoing 

monitoring and tactical decision-making business managers and 

security practitioners. 

 

The proposed (Im)-Maturity model will allow organisations and 

security practitioners to identify cultural issues and better judge true 

maturity levels.  By using the organisations’ ISQ score to map their 

position on the new model, organisations will have a better 

understanding of which areas to commit resources in order to 

achieve the most value. 

8.4 Future research areas 

The broad aim of the research was to improve information security 

management within NSW Government agencies.  The current state 
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of theory and practice has been reviewed and a new Tactical 

Security Management Framework developed to address the issues 

and link management and business goals.  During the research 

project a number of other interesting issues that may require further 

research were raised. 

 

These issues would indicate a need for a more comprehensive or 

holistic view of information security and its management, and of 

programs to raise the awareness of security issues.  In short, 

information security needs to be embedded in the organisational 

culture to successfully secure the information assets of an 

organisation.  A well established information security culture and 

educated end users could address a wide spectrum of issues during 

the planning, management and monitoring of information security 

within an organisation. 

 

Based on the perception of risk survey, further research into how risk 

messages are framed and delivered, and the risk perception by 

individuals within an organisation might help find a correlation 

between how a person collects and interprets information presented 

to them and their risk taking behaviour. This research could identify 

how the ISMS may need to change by focusing more on changing 

attitudes and human behaviour. 

 

The implications for research in the area of information security is not 

limited to just one state government.  Further research into the 

implementation and operation of an ISMS should extend to other 

state government agencies, federal government departments and 

governments across the globe.  This research would further refine 

the techniques to aid and assist governments, especially in 

developing countries, to catch up with best practice and enhance the 

process of compliance or certification to ISO/IEC 27001:2005. 
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In summary, future research should address the need for an 

integrated or holistic approach to securing the multitude of 

information sources located within governments. 

8.5 Final comments 

The reliance upon information systems to produce accurate and 

timely information for decision making is increasing.  However, the 

rate of technological advancement for the use and deployment of 

these information systems is much faster than the development of 

means to ensure the integrity, confidentiality, and continued 

availability of these information systems.  Although management of 

organisations are becoming more aware of security issues, the rate 

of computer-related crime and abuse remains relatively high.  

Awareness of security risks are reported to be low in studies carried 

out over the past few years.  These studies also indicate that security 

measures implemented within organisations to protect information 

are generally poor.  Responsibility for security is assigned on an ad-

hoc basis, if at all, and information owners, custodians and users are 

not held responsible for the security of the information they hold and 

use.  The planning and management of information security appears 

to be poor in most organisations. 

 

The NSW Premier’s Circular 2004-6 “Electronic Information Security 

– Certification to AS/NZS 7799” mandated that all NSW Government 

agencies should achieve pilot certification to AS/NZS 7799.2:2003 by 

December 2004 and full certification of the entire agency by June 

2006.  Yet in December 2007 only 14 NSW agencies had achieved 

any sort of certification.  Given there are 139 key government 

agencies, all holding, using and producing information, this is a very 

small percentage. 

 

The study presented here involved developing a number of survey 

instruments grounded in the established information security body of 

knowledge.  The instruments were implemented and the resulting 

data reduced using descriptive statistics.  This produced the 
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preliminary conclusions that allowed the development of further 

instruments. 

 

The thesis has developed the Tactical Security Management 

Framework and proposed the Information Security Quotient and (Im)-

Maturity model which should prove useful for organisations and 

practitioners as well as researchers undertaking further research into 

information security. 
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APPENDIX - A 

 
The following questions were posed at the security auditors 

interviews.  As the interviews were semi-structured a lot of discussion 

around each question took place and in some instances the 

questions were asked out of order or not discussed at all given the 

individual situation.  

 
 
1. In your opinion, why should organisations implement an 

information security management system, ISMS ? 
 
2. What problems do organisations face and what processes do 

they go through as they attempt to establish an information 
security management system ? 

 
3. In your opinion, which are the critical success factors for the 

successful implementation of an information security 
management system, ISMS ? 

 
4. In your opinion, what perceptions do information security 

managers hold as regards the management of information 
security in organisations? 

 
5. In your opinion, what perceptions do business managers 

hold as regards the management of information security in 
organisations? 

 
6. How can an organisation evaluate its current state of 

information security ? 
 
7. In your opinion, what are the problems related to measuring 

implementation effectiveness of an information security 
management system ? 

 
8. What problems are related to measuring implementation 

effectiveness of information security awareness and 
education ? 

 
9. In your opinion, what are the critical success factors in 

successfully maintaining and operating an information security 
management system ?  

 
10. Can you please describe the major problems or issues you 

have experienced when an information security management 
system has failed ? 
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APPENDIX - B 
 

The web base survey consisted of the following questions.  
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