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Ever since the increased use of the internet in higher education, libraries have started mass digitisation programs 

to make their intellectual resources available on the World Wide Web. From the year 2000 onward, Pakistani 

universities’ libraries have been active in this mass digitisation projects. The purpose of this paper is to examine 

the data and information security measures taken by university libraries to safeguard the intellectual assets of 

their respective organisations. Researchers adopted a quantitative approach to conduct this study. Data were 

collected from 190 professional librarians around the country. The findings of the study revealed that majority of 

libraries are lagging in standardised measures to secure digital resources. It is hoped that the present study will 

help in suggesting appropriate standards of data and information security within universities’ libraries. Results 

can also be replicated in other developing countries to investigate data and information security in libraries. 
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. Introduction 

Academic libraries serve as a gateway of knowledge for any edu-

ational institute. Although, these libraries are faced with numerous

hallenges, i.e., technology, funding, infrastructure; however, serving

s a commonplace for students and dealing with threats to intellectual

roperty has been a challenge for libraries around the globe. Ensuring

he integrity of intellectual property, especially safeguarding the privacy

nd security issues, prevention of theft and mutilation has become more

ritical due to evolving technology and new directions of information se-

urity requirements ( San Nicolas-Rocca & Burkhard, 2019 ). These issues

re taking more serious stance in developing countries such as Pakistan

here the technology use is rapidly increasing but the development of

ound infrastructure is still in its infancy ( Khan, 2018 ). 

Pakistan is among one of the fastest-growing countries in using the

nternet and social media ( Rafiq & Ameen, 2014 ). Support from the Gov-

rnment of Pakistan regarding the availability of broadband facility in

niversities also resulted in a steady increase in the use of the inter-

et and digital resources in academic libraries of Pakistan since 2010

 Ashiq, Rehman & Mujtaba, 2020 ). According to the Higher Education

ommission’s website, there are 222 universities and degree awarding

nstitutes in Pakistan, with approximate 1.463 million students enrolled

n different fields of study ( Recognised Universities, 2021 ). University

ibraries in Pakistan are striving hard to automate their routine house-

eeping activities and providing digital resources to their patrons. Liter-
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ture shows that almost all universities’ libraries in Pakistan currently

se or are in the process of automation/digitisation of their resources

 Rafiq & Ameen, 2014 ). 

There is a great deal of discussion around issues that arise during

ass digitisation activities in libraries especially in the developed coun-

ries. For example, people have expressed discomfort with their personal

nformation being digitised by public libraries ( Rafiq & Ameen, 2010 )

nd raised concerns such as security, privacy, and user consent. Simi-

arly, the risk of data loss is inherent across all forms of digital storage.

loud services offer advantages in this area by producing data replicate

cross many servers, thus minimising the risk of loss or corruption. How-

ver, the cost is the foremost hurdle to opt for such services, especially

or a vast amount of data. 

Information security is the process adopted for the safety of infor-

ation available in soft or print form. The issues in security of informa-

ion are many, like software attacks on servers, no information security

raining, lack of recovery plan, lack of cyber-security policy, intellectual

roperties & equipment theft, information sabotage, funding, & talent

onstraints, and extortion. Although, technology plays a pivotal role in

nformation security, however, the measures taken at the initial stages

f any digitisation and automation process have a lasting effect on de-

eloping a robust and reliable IT infrastructure ( Rafiq & Ameen, 2009 ).

nitially, information security was primarily focused on technical mat-

ers and was left to technicians and IT experts ( Saeed, Asghar, Anwar

 Ramzan, 2000 ). Now it becomes more prevalent that librarians and
il 2021 

ticle under the CC BY-NC-ND license 

https://doi.org/10.1016/j.jjimei.2021.100015
http://www.ScienceDirect.com
http://www.elsevier.com/locate/jjimei
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jjimei.2021.100015&domain=pdf
https://doi.org/10.1016/j.jjimei.2021.100015
http://creativecommons.org/licenses/by-nc-nd/4.0/


A. Khan, M. Ibrahim and A. Hussain International Journal of Information Management Data Insights 1 (2021) 100015 

L  

w  

r

 

i  

e  

2  

f  

f  

(  

a  

a  

s  

l  

d  

t  

a  

l  

a  

g  

e  

t  

a  

o  

b  

s  

a  

l  

o  

c

2

 

i  

p  

s  

o  

a  

E  

s  

l

 

r  

u

 

d  

t  

c  

m  

o  

a  

t  

h  

t  

i  

s  

s

 

m  

t  

t  

v  

f  

t  

a  

Fig. 1. Broader themes in information security based on the bibliographic data 

obtained from LISTA. 
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IS professionals should have relevant knowledge and skills to tackle

ith such issues and ensure the continuous availability of information

esources they manage within their respective libraries. 

The choice and use of digitisation practices in universities’ libraries

n Pakistan depend on different factors such as cost, training, support,

.g., handling multilingual information sources etc. ( Rehman et al.,

012 ). Now, majority of university libraries are using Open Source or

reely available solutions for the digitisation of material and patron in-

ormation because of the adverse economic and budgetary constraints

 Rafiq & Ameen, 2009 ; Rehman et al., 2012 ). The use of open source

nd free software itself poses a challenge to the security of resources

nd privacy of information. For example, there is a large number of re-

earch dissertations produced by each Pakistani university yearly. The

ibraries strive to digitise the material and make it available for the stu-

ents, researchers, and staff. However, not only the process of digitisa-

ion using free or open-source software is a threat ( Singh, 2019 ), they

lso pose challenges to the reliability of the storage media, digital obso-

escence, and infrastructure that may have an adverse impact on privacy

nd security of digitised resources. Therefore, it is pertinent to investi-

ate whether the university libraries are taking appropriate measures to

nsure the prevention of possible and potential threats of cybercrimes

o intellectual properties in their possession. This paper, therefore, ex-

mines the data and information security issues related to digitisation

f material, digital and technological obsolescence, options for cloud-

ased storage technologies, and physical housing of assets. Also, the

tudy attempts to explore the required skills needed for LIS profession-

ls in this regard, i.e., dealing with the information security issues at

arge. This investigation also attempts to provide possible solutions to

vercome the timely challenges confronting the academic libraries be-

ause of mass digitisation projects mainly in the developing countries. 

. Literature review 

Information security in libraries refers to the assurance of protecting

nformation assets through procedures and protocols developed for the

rotection of information ( San Nicolas-Rocca & Burkhard, 2019 ). The

earch strategy employed for the literature review included printed and

nline materials. Books on information security were consulted as well

s online databases such as ERIC, Ebrary, LISA, LISTA, Science Direct,

bscoHost, ISI, Google Scholar, ProQuest, Emerald Insight, ACM were

earched to understand particular aspects of the information security in

ibraries. 

To explore the broader themes within the area of information secu-

ity in libraries, a bibliographic visualisation tool (i.e., VOSviewer) was

sed. 

Based on the bibliographic data obtained from library specific

atabases mentioned-above, the data visualisation (see Fig. 1 ) helped

o identify four main topics under the broader theme of information se-

urity, i.e., computer security, data protection, data security, and infor-

ation technology management. These main topics have been a centre

f focus in majority of research conducted on the theme of information

nd data security. Data visualisation helped in identifying the broader

hemes and underlying topics under four main streams, i.e., securing

ardware and software (computer security), safeguarding user informa-

ion and access (data protection), administration and management of

nformation technology (information technology management), and is-

ues related to securing digital contents and the environment (digital

ecurity). 

Detailed analysis of the articles on computer security revealed four

ajor themes, i.e., security and reliability of system infrastructure, pro-

ection of networking equipment, non-technical means to gain unau-

horised access to information or computer systems, and the internet

ulnerabilities including access and transfer of information in the IT in-

rastructure within libraries or organisations. Several studies revealed

hat library computers are prone to vulnerable threats by malware

gents such as viruses, trojans, adware and spyware ( Huang, Han, Yang
2 
 Ren, 2019 b). Librarians and libraries need to consider vulnerabil-

ty issues while digitizing the material and providing remote access to

heir patrons. Other infrastructural problems related to information se-

urity in libraries as highlighted in the literature pertains to control-

ing user behaviour ( Sumser, 2015 ), theft of property, unauthorised ac-

ess to servers thereby preventing tampering with server settings, cor-

upting data, or gaining access to programs and confidential informa-

ion ( Ngulube, 2019 ). Studies also suggest that in order to maintain

ardware security, it is essential to implement strong physical security

easures. 

Singh and Margam (2018 ) argued that data security is more impor-

ant than the security of a system because it is useless to have a secured

ystem with corrupt data. This notion highlights the importance of data

ecurity while in the context of libraries Anday, Francese, Huurdeman,

ilmaz & Zengenene (2012 ) proclaimed the OCLC’s reminder that “For

isaster prevention and recovery, all data (content and metadata) is

onsidered of equal value ” (p. 123). By the end of 1990s, the experts

oresaw the risks of digital preservation which libraries and archival in-

titutions must consider when digitising their resources. Several authors

alled for attention to the issues of digital preservation as early as 1997

 Bahr & Arning, 2019 ; Velte & Wikle, 2020 b). Two main concerns in

his regard are the actual risk of digital obsolescence and the distrust

or standards ( Ngulube, 2019 ). Digital preservation has been a burning

ssue in the literature since 2010 onward. The majority of experts agree

oday that backup of data is useless if unsupported by a precise preser-

ation mechanism, which involves security and information literacy and

taff training and education ( Saffady, 2016 ). The problem, however, is

hat “Digital preservation is constrained by the absence of established

tandards, protocols ” ( Cowell, 2017 ). Therefore, standards and policies

hould be essentially considered while addressing the issues of informa-

ion security in libraries. 

The corpus of laws related to information and data security is com-

lex. Saffady (2016 ) asserted that information security and management

s not just about employment, property and contract laws. More em-

hasis is required on data protection and information protection laws.

nday et al. (2012 ) went further to illustrate that standards, protocols,

nd regulations in information security protect the company and its

takeholders, some laws focus on individual interests of employees and

ustomers’ prospects. However, in the context of libraries, the literature

evealed that two policies: “OCLC Digital Archive Preservation Policy

nd Supporting Documentation ” and the report “Digital Preservation

olicies ”, prepared for JISC in 2008 ( Huang, Han, Yang & Ren, 2019 a)

peaks volume of the information security in the libraries. Anday et al.

2012 ) asserted that multiple sides of the standards and protocols are

ntertwined to participate in information and data security matters such

s ISO standards (ISO/IEC 27002:2005: Code of Practice for Informa-
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ion Security Management) and ISO/IEC 27001:2005: (Information Se-

urity Management System - Requirements). Whereas, the non-ISO stan-

ards include Organization for Economic Cooperation and Develop-

ent (OECD’sWorking Party on Information Security and Privacy), UK’s

ritish Standard Institute (BSI), Germany’s “Federal Office for Informa-

ion Security ” and the Information Security Forum (ISF) to name a few

f them. The lack of faith in standards is because commercial software

endors are not willing to play on. On the other hand, literature talks

bout a need to protect the digital content itself and the electronic in-

rastructure from abuse. 

Another corpus of literature highlights the issues related to secur-

ng digital contents, user information, and the environment loosely re-

erred to as digital security. The literature emphasises the importance

f secured digital environment and describes the recovery and preser-

ation of data. In the context of digital security in libraries, the con-

dentiality of user-related information is of utmost importance and a

arge corpus of literature discusses threats to user information, policies,

trategies and actions to ensure the accurate rendering of digital con-

ents, and information security best practices in libraries and informa-

ion centers ( Gao, 2016 ). Also, there are numerous literature on ethics,

oncepts, methodologies, tools, and application around information se-

urity ( Nemati, 2007 ). Additionally, the development of digital libraries

s trending worldwide, and users of these libraries are also increasing.

or the sustainability of digital libraries and for the satisfaction of its

sers the security of user information is more crucial ( Ngwum, Raina,

guon, Taylor & Kaza, 2020 ). 

There is another line of discussion which substantiate that knowl-

dge transferred within an online cybersecurity education affects LIS

rofessionals’ information security practices ( Gao, 2016 ). More recent

tudies in the LIS context suggests that the information security is

rimarily focused on user authentication methods and use of emerg-

ng technologies such as blockchain in libraries ( Zhang, 2019 ). The

lockchain technology can transform the way of information operates,

s well as promotes the rapid growth of a knowledge-based economy

lobally ( Berdik, Otoum, Schmidt, Porter & Jararweh, 2021 ). Thus,

lockchain technology allows better cybersecurity due to the distribu-

ion of data, which in turn provides privacy, integrity and authenticity

 Mittal et al., 2021 ; Meth, 2019 ). Research on information security in

ibraries as highlighted in the literature encompasses other areas of re-

earch such as preservation and ingest for born-digital material ( Velte &

ikle, 2020 a), and analysis of citations in information security research

 Wendzel, Levy-Bencheton & Caviglione, 2020 ). 

In a nutshell, there is a broad spectrum of literature concerning infor-

ation security in different contexts. Whilst information security in li-

raries broadly covers the issues related to infrastructure (securing hard-

are and software), safeguarding user information and data protection,

dministration and management of information technology, and secur-

ng digital contents. Other issues include storage and secure retrieval

f information from the digital libraries and repositories. This study at-

empts to look at the current status of these domains; however, the fo-

us is more on the security of digital contents, especially the intellectual

roperties of the organisations managed by their libraries. 

. Problem statement 

In order to keep pace with evolving academic and research envi-

onment, university-libraries in Pakistan are frequently digitising the

nstitution’s intellectual assets which not only include the research dis-

ertations produced by the students but also the research projects com-

leted by the academic staff and the reports generated within the univer-

ity. Though digital resources enjoy several benefits over conventional

ibrary material, digital resources require special attention regarding is-

ues related to security, privacy, and long-term accessibility. However,

imited information is available to comments on the current scenario of

akistani university-libraries in terms of securing user information and
3 
nstitution’s intellectual properties, e.g., research reports, thesis, disser-

ations etc. This study, therefore, attempts to examine the current sta-

us of data and information security measures, possible techniques and

ethods of securing data, capacity building of LIS professionals and

heir problems to cope with the issues of data and information security

n their respective libraries. 

. Research objectives 

The aim of this quantitative study was to examine the current state

f information security and measures taken by Pakistani university li-

raries. Specifically, this study attempts to: 

• Examine the current status of data and information security mea-

sures in university libraries of Pakistan. 

• Explore the techniques and methods used for digital preservation of

data in Pakistani university libraries 

• Explore the current state of education and training of LIS profession-

als regarding data and information security. 

• Identify the hurdles faced by LIS professionals in dealing with data

and information security issues. 

. Method and materials 

This study deployed a quantitative approach to collect and analyse

ata. Pakistan was the ideal research site because multiple automation

nd digitisation projects are in progress throughout university libraries

n Pakistan now. It was likely to get rich data on the topic because most

f the LIS professionals are going through the automation and digitisa-

ion process and may find new avenues to tackle with data and informa-

ion security issues. Also, the authors assumed that combining literature

eview and data-driven method is more appropriate to glean rich infor-

ation on the topic. Currently, there are 222 universities and degree

warding intuitions working in Pakistan. It was intended to target all

ublic and private sector universities for this study; therefore, the final

ersion of the questionnaire was sent to all 222 university libraries in

akistan. The eligibility criteria i.e., LIS professionals working in uni-

ersity libraries was set forth to collect data from university librarians

aving professional qualification in library studies and the respondents

ere asked to record their responses using five points Likert-type scale

i.e., Never, Rarely, Sometimes, Often, Always). 

In order to establish validity and reliability of the data collection

nstrument, a structured questionnaire having 17 items was developed

ased an extensive literature review on the topic. The first sketch of the

uestionnaire was discussed with librarians and IT experts to refine the

onstructs. After eliminating the items which were not relevant and re-

ording the questions, the final survey was piloted on 12 participants

sing simple random sample selected from the Directory of Library Pro-

essionals in Pakistan available through www.sel.org.pk . After getting

esponses from the participants during the pilot study, authors com-

uted the Cronbach coefficient alpha value for each of the five factors,

.e., securing library database (0.84), preventing unauthorised access

0.80), securing and preserving digital contents (0.72), capacity build-

ng (0.80), and issues in information security (0.65) which indicated

dequate internal consistency of items. 

Data collection took place between Jan to May 2020 whereas total of

90 responses were received out of 222 questionnaires with a response

ate of 85%. All respondents (86 female and 104 male) had five years

r more working experience as professional librarians. The basic con-

ept of information security was explained in the online questionnaire to

nsure accuracy in data collection. Descriptive statistical analysis tech-

ique was used to analyse data SPSS software was used as statistical tool

or analysis. 

http://www.sel.org.pk


A. Khan, M. Ibrahim and A. Hussain International Journal of Information Management Data Insights 1 (2021) 100015 

Table 1 

Demographic information of research participants ( n = 190). 

Demographic information Count Percent 

Gender Female 86 45.26 

Male 104 54.74 

University Public sector 145 76.30 

Private sector 45 23.70 

Age (years) 20–25 25 13.16 

26–30 19 10 

31–35 87 45.79 

36–40 59 31.05 

Work Experience Less than 5 years 14 7.37 

6–10 years 43 22.63 

11–15 years 36 18.95 

More than 15 years 97 51.05 
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. Results 

.1. Demographics 

As stated in methodology section of this paper, data was collected

rom professional librarians working in university libraries of Pakistan.

ased on extensive review of relevant literature, a structured question-

aire was designed and administered to all university libraries around

he country. A Follow-up email, personal contacts through phone, and

etters were sent to all university librarians as a reminder. 

As shown in Table 1 , total 190 (86 female and 104 male) university

ibrarians participated in this study. Mean age of the participants was

9 Years, whereas, majority of participants belonged to 31–35 years of

ge group. A good majority of the participants (i.e., 70%) had more

han 11 years of work experience. 

.2. Current status of data security measures 

In the field of information technology, the term security suggests dig-

tal security ( Wendzel et al., 2020 ). Assets of the organisations includ-

ng computers or other devices connected to the networks, applications,

elecom systems and transmitted or stored information individual users

s the part of cyber environment. As discussed previously, mass digitisa-

ion of research and other academic materials are in progress in several

akistani university libraries. Whereas, data and information security

re an essential part of digitisation process to ensure uninterrupted ac-

ess to digitised material. Therefore, the participants were asked to re-

ort on measures taken to safeguard the data. 

As shown in Table 2 , the current status of data security measures

s alarming. Collectively, 64% of the respondents stated that they ei-

her never or rarely transfer library data to alternate storage options

or backup. Similarly, majority of the respondents (76%) do not con-

ider updating the software used for managing the institutional digital

ssets such as digital repository software. Majority of the respondents

lso reported that they do not consider testing and debug the hardware

or defects which is necessary to reduce access time and allows storage

edia (e.g., hard drive) to be used more efficiently. 

Recent studies ( James, Nottingham & Kim, 2013 ; Klein & Lu-

iano, 2016 ) show that there is an influence of work experience on

erception of employees around severity of threats to data and infor-

ation. The authors examined this influence and the participants’ scale

core on data and information security were statistically analyzed in

erms of their work experience using the One-way ANOVA test. Results

f the test is shown in Table 3 , which indicates that participants who

ad less than five years of work experience are higher than other partic-

pants ( ̄X = 4.000). There was a statistically significant difference found

mong scale score on data and information security based on partici-

ants’ work experience ( F = 2.161; Sig = 0.049). This means that work

xperience may have influence on the data and information security

cale score of the participants. 
4 
.3. Securing data from unauthorised access 

The protection of the library data from unauthorised access is the

ain objective of a stable security system in the cyberspace, and espe-

ially in an information environment. Technologically advanced coun-

ries may have sophisticated systems to cope with the data and informa-

ion security issues. However, from a developing country’s perspective

uch as Pakistan, this needs to be considered seriously because the issue

f security and protection could be better addressed at the early stage

f digitisation ( Rafiq & Ameen, 2014 ). Other developed countries have

ophisticated technologies for information security, while Pakistani li-

raries don’t have. 

In order to assess the current situation of unauthorised access to the

ibrary database, respondents were asked to identify the measures taken

t their respective workplaces. 

In terms of securing library’s data from unauthorised access, the cur-

ent situation in Pakistani libraries is also below satisfactory level. As

hown in Table 4 , more than half of the respondents (57%) indicated

hat they ‘never’ paying attention or monitor the file sharing mechanism

y the library users in wireless connected devices. Also, 54% of the re-

pondents again stated that there is no mechanism to monitor wireless

evices connected to the library’s wireless internet connection. Such sit-

ation indicated that information professionals need to take measures

n order to prevent unauthorised access to the library’s database. 

.4. Techniques used for digital preservation of data 

The digital preservation is one of the methods to secure digital assets.

n order to keep abreast of the technological advancement, information

rofessionals must understand the process and requirements of digital

reservation. It protects the digitised information from disasters and

nsures its continuous use in the future. The digital materials can be

lassified as born digital and digitised objects. The digital preservation

s performed in a different way; earlier Magnet Taps and Floppies were

sed rather than CDs ROM, DVD (Digital Versatile Disks), USBs (Univer-

al Serial Bus), hard drive disks and passports data traveler; now online

atabases and cloud-storage are used for this purpose in the libraries. 

Participants of the study were asked to report on how often they use

ifferent techniques of digital preservation to protect the digitized mate-

ial. The following questions were formulated to make it understandable

or the participants to choose from: 

Technique: Relevant question 

Emulation: how often do you update your computer’s file system to

rovide access to the older? 

Migration: how often do you convert resource from one hard-

are/software configuration or generation to another? 

Encapsulation: how often do you provide instructions and other in-

ormation that are necessary to access the digital files in future? 

Normalisation: how often do you transfer the digital media/files to

idely adopted formats? 

Results of the responses from the participants is shown in Table 5 .

he techniques used for the preservation of the digital materials in Pak-

stani university libraries and its current status is shown in Table 4 . 

As shown in the Table 4 , responses from the participants differ in dif-

erent techniques used for digital preservation. For example, more than

6% (88 out of 190) reported that they ‘often’ update computer’s file

ystem to provide access to the older versions of the files (Emulation).

hereas, on the technique of Migration, 51% participants reported that

hey never convert data resource from one hardware/software config-

ration or generation to another. Similarly, regarding technique of En-

apsulation, the majority of participants reported that they never (42%)

r rarely (37%) provide instructions and other information that are nec-

ssary to access the digital files in future. However, collectively 70% of

he participants reported that they ‘often’ or ‘always’ (54% and 16%

espectively) transfer the digital media/files to widely adopted formats.
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Table 2 

Current status of data security measure ( n = 190). 

S.No Statements N Minimum Maximum Mean Std. Deviation 

1 Updated antivirus and firewall installed in your library/institution’s data server? 190 1 5 2.92 1.350 

2 Transfer your data to alternate storage option for backup (e.g., external hard 

drive/cloud storage) 

190 1 5 2.40 1.304 

3 Update the software that manages the digital assets of your library? (e.g., digital 

repository software) 

190 1 3 1.90 .767 

4 Test and debug your hardware to remove any defects that may cause damage to the 

data (e.g., defragmenting hard disk) 

190 1 5 2.05 1.087 

5 Disable certain features of workstation in your library to prevent unwanted access to 

data server 

190 1 5 3.07 1.498 

6 Install mandatory security patches for operating system (e.g., Windows updates) 190 1 5 3.29 1.443 

Table 3 

ANOVA results for information security according to work experience. 

Years of experience N X̄ Sum of Squares df Mean Square F Sig. 

Less than 5 years 12 4.0000 Between Groups 3.440 3 1.147 2.161 .049 

6–10 years 17 3.3235 Within Groups 98.703 186 .531 

11–15 years 33 3.5000 

More than 15 years 128 3.5117 

Table 4 

Securing data from unauthorised access ( n = 190). 

Sr. No Statements N Minimum Maximum Mean Std. Deviation 

1 Allow your user a restricted mode of browsing 190 1 5 2.64 1.491 

2 Paying attention or monitor the file sharing mechanism by the library users in wireless connected devices 190 1 5 2.02 1.372 

3 Maintain a log file for database access and authorisation 190 1 5 3.13 1.280 

4 Monitor wireless devices connected to your library’s WiFi for possible intrusion 190 1 5 2.01 1.325 

5 Use strong password policy such as two-factor authentication process 190 1 5 3.27 1.077 

Table 5 

Techniques used for digital preservation ( n = 190). 

S. No Statements N Minimum Maximum Mean Std. Deviation 

1 Emulation 190 1 5 2.57 1.183 

2 Migration 190 1 5 3.92 1.303 

3 Encapsulation 190 1 5 3.05 1.827 

4 Normalization 190 1 5 2.95 .907 

Table 6 

Independent sample t -test results (Gender vs using DP techniques). 

Group statistics Levene’s Test Independent Samples Test 

Gender N X̄ SD F Sig t Df Sig.(2-tailed) 

Female 86 3.3779 .77530 2.611 .108 − 2.521 188 .013 

Male 104 3.6442 .68060 − 2.490 170.659 .014 

Table 7 

Formal/informal training of Pakistani LIS professionals in information security. 

S.No Statements N Yes/True No/False 

Frequency Percentage Frequency Percentage 

1 Formal training in library data security, information security or cybersecurity 190 57 30.00% 133 70.00% 

2 Participation in relevant workshop/conference 190 23 12.11% 167 87.89% 
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r  
his shows a comparatively better situation of measures taken for digital

reservation in the university libraries of Pakistan. 

We examined whether there is any statistically significant difference

n participants’ gender and using techniques for digital preservation

DP). Independent sample t test was conducted for this purpose. 

According to Table 6 , male participants ( ̄X = 3.644) have more pos-

tive response to digital preservation than female participants. This

eans that there is a statistically significant difference in male and fe-

ale participants about their responses to use digital preservation tech-

iques in their respective libraries ( Table 7 ). 
5 
.5. Capacity building of LIS professionals in data security 

Just because users have access to technology does not necessarily

ean that they possess the skills and knowledge to effectively use the

pecific technology for their information needs ( Kim, 2020 ). Similarly,

ccess to latest IT tools and technology does not necessarily warrant its

ffective and efficient use, especially to deal with digital obsolescence

i.e., situation where a digital resource is no longer readable because of

ts archaic format). This is important that librarians should have the

equired knowledge and skills in the area in order to effectively deal
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Table 8 

Ways of understanding data and information security ( N = 190). 

S. No Statements Frequency Percentage 

1 Work Experience 6 3.16% 

2 Training 21 11.05% 

3 Social Media 118 62.11% 

4 Formal Qualification 11 5.79% 

5 Self-Study 34 17.89% 

Table 9 

Hurdles in dealing with data and information security in libraries. 

S. NO Hurdles Frequency Percentage 

1 Lack of Policy 42 22.11 

2 General Awareness 38 20.00 

3 User Education 32 16.84 

4 Funding 25 13.16 

5 Training 21 11.05 

6 IT Support 17 8.95 

7 Management Support 8 4.21 

8 Others 7 3.68 
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ith the issues of data and information security in libraries. Therefore,

he participants were asked if they have received any training in the

reas of data, information, and internet or cyber security. 

Results show that mostly information professionals in Pakistan do

ot receive any formal training in library data security, information se-

urity, and cybersecurity issues. Also, an overwhelming majority of the

nformation professionals declared that they did not participate in any

apacity building program of information, data, or cybersecurity such

s relevant workshop/conference on the topic. 

Similarly, it was pertinent to investigate how information profession-

ls could better understand the issues of data and information security in

ibraries. Results (as shown in Table 8 ), revealed that social media and

elf-study are two common ways of increasing knowledge and under-

tanding among LIS professionals on the issues of data and information

ecurity in libraries. 

This is in line with the prior findings where Khan (2018 ) stated that

he use of Web 2.0 and other participatory online social platforms (Social

edia Sites) are widely considered for improving collaborative learning

mong LIS professionals in Pakistan. 

.6. Hurdles in information security in libraries 

Researchers identified several hurdles that information professionals

sually face in building their capacities in the IT field ( Ashiq, Rehman

 Mujtaba, 2020 ; Gould & Gomez, 2010 ; Padilla, 2019 ). Hence, it was

ertinent to identify the main concerns of the Pakistani LIS profession-

ls regarding identification of primary hurdles to deal with the issues

f information security within libraries. The participants were asked to

dentify the main hurdles in dealing with data and information security

n libraries. 

Table 9 presents the response to hurdles that LIS professional to iden-

ify in dealing with data and information security in libraries. According

o participants, the main hurdle is lack of policy followed by general

wareness about the topic among LIS professionals. Similarly, training,

ser education, and funding has been identified by the participants to

e the main issues in dealing with data and information security in li-

raries. 

. Discussion 

The primary objective of this study was to provide an overview the

urrent status of data and information security status in academic li-

raries, especially university libraries in Pakistan. Given the results from
6 
he survey, one of the key findings of this study suggest that data and

nformation security measures within academic libraries need to be ac-

nowledged for relevancy and importance by the LIS practitioners, pol-

cymakers, and the government. This is not only important in the online

nvironment as suggested by Mustafa and Kar (2019 ), but also equally

mportant in terms of securing intellectual assets. With scholarly col-

ections relatively small in number and high in value, the security of

ibrary resources is of priority in today’s technology-oriented environ-

ent ( Singh, 2019 ). Another key finding of the study is the capacity

uilding and professional development of the LIS professional in terms

f understanding and awareness around data and information security in

ibraries. This finding is also in line with the existing research which em-

hasizes that, among other factors, awareness, training, compliance and

human resources management, had a significant impact on the qual-

ty of management of information security ” ( Soomro, Shah & Ahmed,

016 ). Such findings are cognizant with the extant literature on capacity

uilding as outlined in various literature ( Tsekea, 2021 ; Vaishnav, 2019 )

hich illustrates a long-term shift in focus towards safety and security

f digital assets, as well as toward enhancement of knowledge and skills

f LIS professionals. 

Response from the research participants of this study also con-

rmed that general awareness is an important factor in establishing a

ound and secured information infrastructure. Hence, investment in data

nd information security, and formal training of the LIS professionals

tands equally important for the LIS sector to ensure a secure and well-

rounded structure for the intellectual assets being currently digitised

y the university libraries in the country. Poor data and information

ecurity setup may hinder the establishment of sound infrastructure in

he university libraries which may influence the effectiveness of mass

igitisation projects and usefulness of access to the intellectual assets of

he country. Concerns around protecting intellectual assets are widely

oted by most recent studies not only in universities ( Bongiovanni, Re-

aud & Cairns, 2020 ), but in other fields of study such as healthcare

 Kessler, Pindek, Kleinman, Andel & Spector, 2020 ), local government

uthorities ( Ali, Shrestha, Chatfield & Murray, 2020 ), and small and

edium enterprise (SME) sector ( Ozkan, Yigit, Spruit, Wondolleck &

erónica, 2020 ). 

Concerning the current situation of data and information security

tatus in university libraries in Pakistan, the findings of this study re-

ealed that the situation is not so good and there has been a clear gap in

aking measures to ensure security of organisational intellectual assets.

ack of updated antivirus and library management software, firewalls,

esting and debugging mechanism, use of workstation, updated security

atches for operating systems are few of the reported in the survey. Sim-

larly, mandatory actions which are usually taken by the IT section of

he any department such as allowing restricted user access to important

atabases, file sharing mechanism, and maintaining log of access includ-

ng wireless connected devices are some of the critical issues that needs

o be considered by the university libraries. These issues are common

nd have been discussed in the literature to cope with possible breach

f security system. 

This research was conducted based on the premise that university li-

rary sector is the most developed one among other types of libraries in

akistan. Also, there has been a steady increase in digitisation of library

aterial in the university libraries especially the intellectual material

roduced by the university students and research scholars. Therefore,

 strong assumption of the authors was that the university library sec-

or may have policies and procedures in progress to cope with the data

nd information security issues. It would also be useful to investigate

 modified study focusing on other sectors such as public and special

ibraries. Similarly, a modified version of this research may also be con-

ucted taking into account the potential users of the libraries to examine

heir particular issues while using or accessing the library’s database. A

urther study on sophisticated modern technology such as the use of

lockchain, cybersecurity skill gap, and investigating the risks associ-

ted with the use of IoT devices in libraries would be worthwhile. 
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.1. Theoretical contribution 

Previous research on information security was more focused on or-

anisational performance, IT infrastructure, policies, and information

rchitecture. The current study, however, focused the four streams, i.e.,

omputer security, data protection, information technology manage-

ent, and digital security, identified from a wide range of literature

n information security studies both within and outside the LIS field.

hus, providing a more holistic approach to examine information secu-

ity as suggested by Soomro et al. (2016 ) and Chatterjee, Kar and Gupta

2017 ). Based on four streams, mentioned above, the current study pro-

ides a conceptual framework to examine information security issues

ithin LIS sector. Also, the study adds to the existing body of knowledge

n security in the cyber environment by providing insights into data and

nformation security within libraries. It establishes that higher level of

nformation security compliant culture is likely to eliminate or reduce

he ratio of data loss and damage to intellectual assets resulting from cy-

erattacks, technological or digital obsolescence, and natural disasters.

herefore, it is pertinent for the LIS professionals to assess the current

ituation in developing countries and highlight appropriate measures

hat needs to be taken by the relevant stakeholder i.e., library associa-

ions, government, and university authorities. The findings of this study

re aligned with the extant literature that practitioners should have a

lear understanding of the importance of supporting and meeting secu-

ity needs effectively and efficiently ( Von Solms & Van Niekerk, 2013 ).

ence, making a firm stand for improvement of infrastructure and ca-

acity building to address information security in libraries which may

e a serious concern for developing economies who find themselves in

imilar situation. 

.2. Practical implications 

Based on discussion of the research findings of this study, the fol-

owings are some practical implications that this study may have for li-

raries, organisations/universities, policy-makers, and professional bod-

es to ensure that LIS professionals have sufficient capacity, clearly artic-

lated data and information security policy to aid in minimising the risk

nd losses. This study also emphasises that at the start of any mass digi-

isation project, the relevant stakeholders need to consider clear policies

f data ownership, funding, data maintenance and retention as well as

ecurity protocols. The results of this study have implications for profes-

ional bodies such as library associations to develop capacity building

rogrammes for LIS professionals in collaboration with host organisa-

ions for greater awareness of relevant stakeholders in data and informa-

ion security. In terms of research and scholarship, this study provided

asic level assessment which suggests new avenues of research such as

nvestigating the complexities of technical and managerial aspects of

ata and information security in libraries. 

In particular, this study suggests that: 

• There is a great deal of country-level planning for digital preser-

vation in university libraries of Pakistan. Therefore, the university

authorities may consider the findings of this study useful to plan for

digital preservation. 

• This study emphsises that general awareness and training of the in-

formation professionals is crucial for them to be able to better deal

with the issues of data security in libraries. Capacity building of LIS

professionals in data and information security is, therefore, no ex-

ception. 

• Adequate financial support is essential to establish a secure infras-

tructure within organisations. LIS professionals may highlight this

issue to the higher authorities by striving to build an information
security that should focus on sound procedures. 

7 
. Conclusion 

University libraries play a central role in the information chain that

eeks to describe a range of information processes e.g., acquiring, cre-

ting, organizing, storage, indexing, and dissemination. The study con-

ludes that data and information security is one of the major challenges

or libraries especially in the developing countries where there are a rel-

tively lower diffusion of information and communication technologies.

he mass digitisation of organisations’ intellectual properties such as re-

earch projects, reports, theses, dissertations etc., requires special care

nd attention because of the greater security risk due to lower diffusion

f high-tech technology and networking facilities. 

Also, the university library holds a central position in the modern

niversity. It embodies a dynamic environment which seeks to bolster

he learning, research and teaching needs of their users. This study con-

ludes that the current situation of data security in Pakistani university

ibraries is not satisfactory. The majority of participants of this study

numerated weak data security measures for library databases. Also,

here is an alarming situation of preventing library databases from unau-

horised access which includes restricted mode of browsing, paying at-

ention or monitoring the file sharing mechanism by the library users,

aintaining log file and access authorization, monitor wireless devices,

nd using strong password policies. There is less inclination of using

igital preservation techniques by the LIS professionals in Pakistani uni-

ersity libraries. Similarly, there are less opportunities available for LIS

rofessionals to understand the complexities and scope of data and in-

ormation security in libraries. Social media remains to be the preferred

ay amongst LIS professionals to develop understanding around data

nd information security. Whereas, lack of policy, general awareness,

nd user education have been identified as the main hurdles for LIS

rofessionals to deal with data and information security in libraries. 
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