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 16 Evolving chemical, biological, 
radiological and nuclear (CBRN) 
terrorism 
Intelligence community response 
and ethical challenges 

Patrick F. Walsh 

 Introduction 
This chapter has three objectives. First it assesses briefly contemporary and 
emerging chemical, biological, radiological and nuclear (CBRN) threats from 
non-state actors. Secondly, it identifies capability challenges across “Five Eyes” 
intelligence communities (ICs) in managing CBRN non-state actor threats and 
how these can be addressed. Thirdly, noting the threat posed by CBRN terrorism 
and “Five Eyes” ICs capabilities to prevent, disrupt or mitigate them, the chapter 
outlines key ethical challenges for ICs in managing such threats. The chapter is 
divided into three sections: contemporary and emerging non-state actor CBRN 
threats, intelligence capability gaps and challenges, and ethical challenges. 

Contemporary and emerging non-state actor CBRN threats 

 Defining CBRN 

The term “CBRN” includes a range of threats from the weaponization of chemi-
cal, biological, radiological and nuclear agents by state and non-state actors. 
“CBRN” is a departure from the traditional nomenclature – “Weapons of Mass 
Destruction” (WMDs), “with all its Cold War connotations of massive effect 
and mutual deterrence” ( Cornish 2007 , 2). As discussed shortly, not all CBRN 
threats present an existential threat to humanity or even massive causalities – 
of the kind depicted during the Cold War; where the former Soviet Union or 
the United States might have deployed tactical or strategic WMDs (particularly 
nuclear weapons). 

A critical point of difference between “WMD” and “CBRN” weapons is the 
former’s principal objective of significant and predictable devastation. In order to 
achieve this objective, WMD weapons have to be reliable, safely deployable and 
able to result in major destruction of localities and in the deaths of hundreds of 
thousands in order to deter an adversary. Throughout the Cold War to the present, 
only a few threat actors have developed large-scale WMD programmes that could 
result in significant and reliable widespread destruction of an enemy. 
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262 Patrick F. Walsh 

In contrast, while some non-state actors have demonstrated an interest and even 
an intent to use WMD-related technologies, up to this point none has demon-
strated the capability to weaponize chemical, biological, radiological or nuclear 
agents akin to a truly devastating military standard that state actors have achieved 
with their WMD programs. Additionally, non-state actors such as terrorists, who 
show an interest in WMD technologies, are likely to use a different strategic cal-
culus for their deployment than military grade state actor programmes. For ter-
rorists, widespread destruction and accurate delivery may be less important than 
reaping a propaganda dividend from damage of property or causing the deaths of 
several hundred (rather than thousands) of deaths. A rudimentary CBRN agent 
therefore offers another suite of weapons that some non-state actors may choose 
to use. Their deployment may not kill thousands of victims, but nonetheless could 
conceivably result in a large number of casualties as well as having profound psy-
chological, social and economic effect on the target countries. In short, terminol-
ogy (WMD vs. CBRN) matters to how ICs understand threats and plan capability 
responses against them. 

Non-state actor CBRN threat assessment 

Chemical weapons and terrorism 

While the 1997 Chemical Weapons Convention (CWC) has provided normative 
constraint on most state signatories in abandoning their use, production and stor-
age of military grade CWs, it has been less helpful in containing terrorist’s use of 
such weapons. The CWC was not crafted with counter-terrorism in mind. 1 It has 
focused on the large-scale military production of chemical agents – not smaller 
amounts that terrorist groups would likely use. Within the current CWC verifica-
tion regime it is also impossible to guarantee whether a few kilograms of toxic 
chemicals would be detected before they were used by a terrorist group. Addition-
ally, a failure by all CWC signatory states to implement strictly all of its articles 
means it is easier potentially for terrorists to acquire a chemical weapon capability. 

While the design and manufacture of advanced CWs will likely remain 
a technological challenge to many non-state actors, the intent by some to use 
them remains. Reliable data remains sketchy, though the Monterey WMD terror-
ism database reports for the period 1988–2004, 207 of the 316 CBRN incidents 
recorded involved CW ( Ivanova and Sandler 2006 , 423–48). These incidents, 
however, mostly involved the use of conventional explosives mixed with openly 
available chemicals to make them more deadly – or are failed attempts to weapon-
ize chemical agents ( Ivanova and Sandler 2006 , 423–48). 

It’s clear that Al-Qaeda and its franchises have shown interest in the deploy-
ment of CWs and other WMDs. In 1998, bin Laden said that to acquire and use 
WMDs was his Islamic duty ( Mowatt-Larssen 2010 ). Abu Musab al Zarqawi, 
the leader of Al-Qaeda in Iraq, planned to utilize his network to carry out mul-
tiple ricin and cyanide attacks in the London Underground from 2002 to 2003, 
though they were thwarted by the Metropolitan Police Service ( Rathore 2016 , 5). 
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Additionally, other Al-Qaeda franchises in Iraq (e.g. Ansar al-Islam) had begun 
to experiment with chemical and toxic weapons and declare their intent to obtain 
CW ( Ackerman and Jacome 2018 , 29;  Pita 2007 , 480–511). 

The only attack, however, that involved a standard CW agent – the Tokyo Sarin 
gas attacks by Aum Shrinikyo in 1995 – showed how difficult it is to mount an 
effective CW attack – even for an organization with high levels of expertise and 
sufficient funding ( Danzig et al. 2012 ;  Kaplan and Marshall 1996 ;  Cornish 2007 ; 
Tucker, Miller, and Lynn-Jones 2000 ). Shinrikyo’s attempts to synthesize Sarin 
cost as much as $30 million, involved 80 scientists and took a year or more to 
achieve ( Cornish 2007 , 6). 

While there remain technical barriers for most terrorist groups in building a 
conventional military grade CW, access to ready-made weapons could occur 
through theft or via state sponsorship. Likely sources are stockpiles in fragile and 
unstable states such as Syria, Iraq, Libya and North Korea. International retribu-
tions, however, including threats of regime change or economic sanctions may 
discourage states providing CWs to terrorists. Nonetheless, the instability of such 
regimes, including corrupt officials who have access to weapons, may facilitate 
access within these states. For example, recent reports from Iraqi officials (cit-
ing intelligence reports) suggested that the Islamic State (IS) during 2014 gained 
access to weapons stockpiles of the Syrian and former Iraqi regimes ( Berger 2015 , 
423–48). 

What of Islamic State (IS) use of CW? As IS grew in power (2014 to July 2017) 
the terrorist group reportedly used chlorine and sulphur mustard gas in Iraq and 
Syria several times. The number of actual attacks is still debateable, but research-
ers put them in the range of 37 to 76 times ( Binder, Quigley, and Tinsley 2018 , 
27; Rathore 2016 , 7;  Strack 2017 , 19–24). In 2014, IS was able to seize, purchase 
or craft military hardware that could be used in a chemical weapon programme 
in parts of Syria and Iraq. During the Caliphate’s physical expansion in Syria, IS 
forces deployed chlorine, sulphur mustard, phosphine and other toxic industrial 
chemicals such as vinyl-trichlorosilane, for tactical purposes – the first chemical 
warfare agents introduced onto the battlefield since the Iran–Iraq War. However, 
the mode of delivery of IS CW attacks seems to have been not in the same vein as 
classical WMD weaponry, instead involving the insertion of chemical substances 
into shells and firing them rather than the deployment of any sophisticated weap-
onry system ( Elvey 2015 ). 

With the final destruction of the Caliphate in 2019, the threat from IS including 
its capability to deploy CWs or other “WMD like weapons” has declined. None-
theless, IS recruiters and sympathizers continue to message an interest in develop-
ing a CBRN capability. Given IS did occupy areas of Iraq where CWs were stored 
and actually deployed (however crudely) one cannot discount fully a scenario 
where an IS lone actor could smuggle some CW material into the West and/or 
launch a rudimentary attack by accessing one or more poorly secured precursor 
chemicals or facilities where agents are stored ( Ackerman and Jacome 2018 , 30). 

Recent developments in dual-use chemistry and related technology mentioned 
earlier (e.g. the production of toxic industrial chemicals and advanced chemical 
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weapons) might also be attractive to some terrorist groups to weaponize in the 
future. The relatively weak international regulation and safety mechanisms around 
their manufacture, storage and transport in some nations remain a vulnerability. 

Biological weapons and terrorism 

In recent years, the debate around biological weapons (BWs) and non-prolifera-
tion has increasingly focused on non-state actors and terrorist groups in particular. 
CBRN researcher Seth Carus assessed that there were “at least 25 ‘distinct sub-
national actors’ who were known to have ‘shown concerted interest’ in acquiring 
BW, with at least eight of them known to have been successful” (Carus cited 
in NDU 2003 , 5). The experiments of Aum Shrinikyo with Anthrax and Ebola, 
the religious cult the Rajneeshees that poisoned salad bars with Salmonella 
typhimurium in 1984, as well as the 2001 Anthrax attacks allegedly by United 
States Army Medical Research Institute of Infectious Diseases (USAMRIID) 
microbiologist Bruce Ivins are well documented examples ( Carus 2000 , 115–37; 
 Rosenau 2001 ;  Walsh 2018 ). 2 

After 9/11, Al-Qaeda had demonstrated an interest in developing BW agents. 
Following the 2001 coalition forces’ invasion of Afghanistan, US soldiers found 
technical documents and equipment in a biological weapons laboratory under 
construction near Kandahar ( Walsh 2018 , 29–31; Tenet 2007 , 278–9). The cap-
ture, interrogation or death of most key Al-Qaeda operatives associated with its 
fledgling bio-weapons programme constrained further efforts by the group to con-
tinue down this pathway. 

Since the ouster of Al-Qaeda from Afghanistan the evidence has remained mixed 
on whether other Al-Qaeda affiliated groups have developed technical expertise in 
BWs – though the interest to do so seems to be clearer ( Walsh 2018 , 30;  Koblentz 
2009 , 223–4). More recently there is also some evidence that IS has had ambi-
tions to develop BWs when a laptop was seized in 2014 from one of the group’s 
hideouts in Syria. The laptop, owned by a Tunisian, who had studied chemistry and 
physics at universities in Tunisia, revealed thousands of files pertaining to produc-
ing biological weaponry ( Doornbos and Moussa 2014 ). Other reporting, though of 
questionable credibility, suggests IS had plans to recruit scientists in Iraq and the 
West to develop BWs ( Elvey 2015 ;  Doornbos and Moussa 2014 ). 

The “Five Eyes” countries’ understanding of state and non-state actor BW pro-
liferation has not been robust over the last 50 year period ( SSCI 2004 ;  Flood 
2004 ;  Butler 2004 ). The reasons why assessment of bio-threats and risks was not 
optimal relates to a number of complex capability issues. Some of these issues 
are discussed in the following section, but space is limited and the reader seek-
ing detailed understanding of capability issues can go to Walsh (2018 ). Suffice it 
to say, a lack of understanding by “Five Eyes” ICs has had real policy implica-
tions since 9/11 about scoping bio-threats and risks and how to manage them. 
The faulty intelligence assessment on WMD provided prior to US-led coalition 
invasion of Iraq in 2003 is the most well-known example. While debates con-
tinue within IC and policy circles on what factors might drive contemporary and 
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emerging bio-threats and risks – they have coalesced around two broad threat/risk 
typologies: stolen biological agents and dual use research and synthetic biology. 
I will focus on the latter as this area is currently of greatest concern by ICs and the 
scientific community. 3 

Dual use research and synthetic biology 

Dual use research relates to research of dangerous biological agents that might 
be weaponized, and the publication of same, which potentially could be dissemi-
nated to threat actors for use ( Walsh 2018 , 41). It remains an open debate on 
whether criminals and terrorists will exploit biotechnology and synthetic biology 
research developed for legitimate purposes (e.g. health care, energy and food sup-
ply) for harm or profit. Assessments of threat and risk diverge mainly around two 
analytical frameworks: technological (determinism) and socio-technological. The 
technological determinists argue that the upsurge in biotechnological advance-
ments will make the access, use and exploitation of relevant knowledge and skills 
easier and cheaper for those with malevolent intentions ( Chyba 2006 ;  Carlson 
2003 ;  Petro and Carus 2005 ). Some of the consequences of the industrialization of 
biology add weight to their arguments about easier access and use of biotechnol-
ogy. For example, the entire human genome sequenced by 2013 took a team of 
scientists 13 years and $500 million to identify 20,500 genes. Today, the human 
genome can be sequenced in a day using bench top equipment costing around 
$1000 ( Walsh 2018 , 44). 

In contrast, the socio-technologists do not discount that criminals, and terror-
ists may exploit advances in synthetic biology and technology – yet argue access 
to knowledge and skills do not necessarily translate into threat actors adeptly 
exploiting these in order to produce a bio-weapon. They argue that other socio-
technical variables will impact on choices made to exploit and weaponize biology 
( Vogel 2008 ;  2013 ). Both intellectual perspectives have something to offer “Five 
Eyes” ICs in improving their assessments of emerging bio-threats and risks. 

What types of specific bio-threats are evolving? Assessing intention and capa-
bility to misuse dual use biological research remains difficult because the science 
is moving rapidly – making it difficult to get a “fix” on where vulnerabilities 
for malevolent exploitation are located. Such difficulties are amplified given the 
challenges all ICs confront when adapting to technologically enabled threats more 
broadly (e.g. cyber). 

Leaving aside the assessment difficulties, I have argued elsewhere that there 
are at least three areas where “Five Eyes” countries can start developing better 
knowledge of bio-threats and risks. These are:  bio-unabombers, identity theft and 
biopiracy. In regard to bio-unabombers, biotechnology is big business particu-
larly in the United States ( Walsh 2016 , 341–67;  2018 , 41–51). 4 Given the accel-
eration in biotechnology and synthetic biological sciences – probability alone 
suggests that there will be more individuals (some mentally unstable) with a range 
of grievances (e.g. personal, psychological, political and religious) working in the 
biological sciences and some may escalate these to acts of violence. Disgruntled 
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insiders (scientists), who can make a synthetic organism and obtain natural 
organisms under lock and key in highly regulated high containment labs, are 
uniquely placed under the disguise of a bigger legitimate scientific project to 
become bio-unabombers ( Walsh 2018 , 41–51). 

 Secondly, “identity” – long a facilitator of crime and terrorism in other 
contexts – is also likely to be a developing concern. The increase in DNA holdings 
in various government departments and the private sector provide greater opportu-
nities to steal or manipulate DNA ( Walsh 2018 , 41–51). Thirdly, bio-piracy could 
become a greater bio-threat and risk in “Five Eyes” countries. Recent develop-
ments in drugs, vaccines and medicines can be manipulated via newer gene edit-
ing techniques like CRISPR, Finger Nuclease and Talen (see in the following). 

 Radiological weapons and terrorism 

 In contrast to BWs, where terrorist’s production of them could be constrained 
by insufficient skills and knowledge, the wider global availability of radioactive 
material has long formed the basis for arguments that such groups would more 
likely weaponize them instead. Different isotopes are used in large quantities 
in various civilian applications (e.g. radium or caesium isotopes used in cancer 
treatments). The dual use nature, common use globally, and in some locations 
insufficient security and monitoring arrangements related to storage, provide ter-
rorist groups with easy access to dangerous radioactive substances that can be 
weaponized with little technical expertise or value added from them prior to use. 
Radioactive material may also be obtained from the civilian nuclear fuel cycle, for 
example by harvesting it from widely used mixed oxide fuel (MOX), which is a 
relatively simple technical procedure ( Balatsky and Severe 2019 , 357–87). While 
detection of radiation is not uncommon in ports, it is likely that terrorist groups 
would procure the material locally from sources mentioned earlier. Accessing 
radioactive materials could be easier than developing CWs or BWs – but they are 
nonetheless hazardous to handle and transport. 

Assessments diver ge on the lethality and damage caused by a radiological 
attack. The impact would depend on a number of variables, including the force 
of the explosion, the type of radioactive material used, the particle size of the 
dispersed material, weather conditions and countermeasures ( Rosoff and Winter-
feldt 2007 ;  Cirincione and Wilson 2015 ). However, many analysts assess that the 
number of casualties would be relatively low and probably not reach three figures 
( Rosoff and Winterfeldt 2007 ;  Cirincione and Wilson 2015 ). Nonetheless, dam-
age to property and the disruption of people’s lives and economic activity could 
be significant if the bomb was released in a crowded downtown financial area or 
a critical infrastructure zone such as a port. 

 While it isn’t trivial to produce a dirty bomb with optimal particle size and 
dispersion pattern to maximize casualties, it is considerably simpler than con-
structing a nuclear device, as no fission or fusion reactions have to be triggered. 5  
Nonetheless, terrorist groups would still need to have some knowledge about the 
physical form of the radiation source and what the optimal amount and types of 
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explosives would be required to ensure a wide dispersal of radiation ( Ackerman 
and Jacome 2018 , 26). 

In spite of the potential viability of attack scenarios just mentioned, radiologi-
cal attacks are not common. This might be because they don’t have the same 
kind of immediate kinetic lethality caused by simpler conventional explosives. 
Similarly, like other CBRN tactics they also carry significant operational risks of 
substantial retaliation by the country that falls victim to such an attack. 

In 2015, media reporting by the Associated Press suggested that IS was inter-
ested in using a dirty bomb and may have tried to acquire radiological material 
from gangs with Russian connections ( Butler 2015 ). It is unclear however, if IS 
successfully purchased it or if it was weaponized or used in any attacks. 

Nuclear weapons and terrorism 

Reports vary on whether non-state actors have either attempted or intend to 
acquire nuclear weapons ( Mueller 2019 , 5;  McIntosh and Storey 2018 , 289–300; 
Allison 2018 ). Further assessment of the validity of terrorist’s intent and capabil-
ity to develop nuclear weapons is therefore critical. From the intent perspective, 
Al-Qaeda leadership showed interest in developing nuclear capability – with Bin 
Laden quoted in an interview that the acquisition of a nuclear weapon (and other 
WMDs) is a “religious duty” of Muslims ( van de Velde 2010 , 682–99). However, 
despite Al-Qaeda’s desire to use CBRN against enemies, the threat never mate-
rialized ( Rathore 2016 , 5), particularly after sustained counter-terrorism action 
either destroyed or degraded its bases in Afghanistan after 2001. According to 
experts at NATO’s WMD Non-Proliferation Centre, IS has already acquired the 
knowledge and in some cases human expertise to use CBRN material ( Boyle 2015 ). 
But it’s unclear the extent to which any IS members developed a viable nuclear 
bomb during or after the Caliphate years. 

Several terrorist groups have “metastasized” from Al-Qaeda and IS, and 
the pressing question is what intent and capability will even more radicalized 
and potentially catastrophic terrorists have to develop nuclear weapons? Such 
groups may calculate that acquiring and using them is worth the effort. Unlike 
the development or acquisition of chemical, biological and even radiological 
weapons, building a nuclear bomb remains extremely difficult for non-state 
actors. Producing fissile material from raw products would require a focused and 
extended process in either the enrichment of uranium or the chemical separation 
of plutonium – that will likely be too complex, costly and detectable for most 
currently known terrorist organizations to realistically undertake. Instead of con-
ventional nuclear weapons, it is possible that some terrorist groups could build 
an improvised nuclear device, if they were able to obtain enough weapons-grade 
uranium or plutonium ( Cornish 2007 , vii). 

Another commonly cited scenario is terrorist groups could either steal or be 
given nuclear weapons by vulnerable state actors such as Pakistan or countries of 
the former Soviet Union. The theft of nuclear weapons is feasible from countries 
where political and security risks reduce confidence in the safe storage of these 
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weapons by their governments. But it is a risky gamble for these states and their 
officials as it would invite instant retaliation from “Five Eyes” states ( Weiss 2015 , 
75–87; Clarke 2013 , 98–114). 

In terms of emerging threat trajectories, as discussed shortly, there are other 
security concerns around the emergence of an “internet of nuclear things” and 
the digital nature of additive manufacturing, which might provide some non-state 
actors with new means to subvert nodes in nuclear supply chains at which pro-
liferation activities have traditionally been detected ( Hoffman and Volpe 2018 , 
102–13; Kroenig and Volpe 2015 ;  Fey 2017 ;  Bajema and DiEuliis 2017 ;  Shaw 
2017 ;  Hvistendahl 2016 ;  Kelly 2017 ). 

Intelligence capability gaps and challenges 

Detection of emerging threats 

The IC’s ability to assess emerging CBRN  state-based threats can be difficult 
enough given states can engage in well-organized deceptive strategies and claim 
suspicious activities are part of legitimate research, development and commercial 
activity. It is even more difficult for ICs to assess the emerging CBRN threat posed 
by terrorists. Terrorist “CBRN programmes” are not scaled up like their state-
based counterparts. They typically do not consist of large research and industrial 
enterprises nor involve many people or the regular movement of CBRN-related 
goods and services. Being in most cases the opposite of state-based CBRN pro-
grammes reduces even further the likelihood of detection and disruption. Com-
pounding the detection challenge of non-state actor CBRN threats is that analysis 
of them has often relied on sub-optimal empirical theorizing. Analytical extrapo-
lations have tended to rely only on a handful of prominent cases to understand 
how threats will evolve ( Binder and Ackerman 2019 , 1). 

Several authors have discussed how to improve CBRN terror threat detection 
( Tucker, Miller, and Lynn-Jones 2000 ;  Caves and Carus 2014 ;  Maurer 2009 ; 
Koblentz 2009 ), but such efforts remain difficult due to very few CBRN attacks 
by terrorists. A key barrier to better threat detection has also been the different 
classifiers scholars have used to record CBRN terrorism. In recent years, the Uni-
versity of Maryland’s Profiles of Incidents Involving CBRN and Non-state Actors 
(POICN) Database has recorded more than 517 CBRN terrorism-related events 
from 1990 to the present and offer potentially a more accurate way to classify 
such attacks ( Binder and Ackerman 2019 , 1). 

In addition to classification issues, there remains a lack of certainty and con-
sensus from within ICs and scholars about future CBRN attack vectors. As noted 
earlier, with the collapse of the Caliphate in March 2019, for example, it is even 
less clear what number of IS and affiliated groups have retained/acquired skills/ 
knowledge convertible to potential CBRN attacks in the Middle East or by foreign 
fighters returning to home countries. 

Improving threat detection on the intent, skills and knowledge of CBRN by 
lone actors/groups also includes greater collection effort against individuals 
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who provide financial and logistical support to terrorist groups for such attacks. 
Such individuals/groups are points of vulnerabilities for any planned attack that 
ICs may be able to detect and disrupt early; though increasingly encrypted com-
munications and the use of dark web sites by terrorists can make tracking their 
finances and logistics difficult. More focused collection efforts, including those of 
vulnerabilities in dual use technologies – will hopefully result in the accumulation 
of empirical evidence useful to informing better CBRN terrorist threat and risk 
assessment models used by ICs ( Ackerman and Jacome 2018 , 16; Zhang and 
Gronvall 2020 ;  Walsh 2018 , 79–83, 121–43; Habegger 2010 , 49–58; Gentry and 
Gordon 2019 , 215–34). 

It is likely also that a deeper understanding of psychological factors to acquire, 
produce and use CBRN weapons through earlier psychological profiles of indi-
viduals and group members would be useful. In particular, ICs need to understand 
the behaviour of “insiders” working in economic sectors that produce CBRN-
related material vulnerable to their exploitation ( Bunn and Sagan 2016 ). Threat 
actors could also be “outsiders” who can access material from insiders by pur-
chasing it or by using blackmail or other threatening forceful behaviour. 

Another dimension to improving threat detection relates to organizational and 
governance issues in “Five Eyes” ICs. These issues concern how ICs are struc-
tured, coordinated and led to manage the evolving non-state actor CBRN threat 
environment. Are organizational and internal leadership fit for purpose in manag-
ing CBRN terrorist threats into the future? And what agencies across “Five Eyes” 
countries are best suited to own the CBRN threat problem into the future? In the 
United States with a total of 17 intelligence agencies, there is an ongoing need for 
IC leaders, particularly the DNI, to review IC wide counter CBRN arrangement 
to ensure de-conflicted intelligence collection and analysis ( Mauroni 2019 , 2). 
The key governance issue for ICs in the foreseeable future will be how to fuse 
increasing volumes of CBRN-related information to develop better situational 
awareness. Another enduring governance dimension is how the IC leadership can 
more effectively bring in external technical expertise as well as ensuring that the 
analytical workforce also sustains an optimal level of expertise in CRBN issues. 
ICs also need to develop greater outreach to relevant dual use CBRN-related 
industries (Walsh 2021). 

Threat detection and technology 

Across the entire CBRN spectrum there is an increasing suite of dual-use tech-
nology available – making it easier and more affordable for terrorist groups to 
access and potentially weaponize. As noted earlier, assessing the significance of 
technology to future CBRN uptake by terrorists is fraught with inaccuracies. Care 
is warranted in avoiding overly technologically deterministic assessments given 
most terrorists are not operating at the cutting edge of science. Nonetheless, ICs 
need to investigate how quickly such technology can morph into commercial-
off-the-shelf applications that could boost terrorist capabilities ( Ackerman and 
Jacome 2018 , 32). As new technologies become available for sale online, they 
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can be purchased and quickly delivered around the globe – effectively resulting 
in what Ackerman and Jacome refer to as “the ‘democratization’ of the means of 
mass destruction” ( Ackerman and Jacome 2018 , 32). Additionally, any assess-
ments of technological developments need to consider that the rate of change and 
length of time between major breakthroughs is continually decreasing ( Ackerman 
and Jacome 2018 , 32). 

Space does not allow an exhaustive assessment of all CBRN related dual use 
technology. Instead in the next section I briefly list three dual use technology 
areas: 3D printing/additive manufacturing, CRISPR and drones, which may be 
exploited by terrorist groups. 

3D printing/additive manufacturing 

The rapid growth in 3D printing/additive manufacturing for legitimate science 
and technology sectors (e.g. medicine) also opens up opportunities for their illicit 
use by terrorists for CBRN weapons. The ability of a terrorist network to procure 
for example 3D printed nuclear components or their files is one example. Addi-
tive manufacturing provides avenues for cheaper, faster and stealthier methods 
for acquiring dual use sensitive information and technology where deception is 
more difficult to detect by ICs ( Rid 2011 ; Anderson 2016 ; Albright, Brannan, and 
Stricker 2010 ). 

There are a number of potential scenarios where terrorist groups could exploit 
current difficulties in the detection and movement of additive manufactured 
products and files. For example, 3D printing files of nuclear equipment could be 
shared with a terrorist group via a third party – thereby avoiding any export con-
trol detection ( Fey 2017 , 1–44). 

CRISPR 

Gene editing tools like CRISPR, which allow accurate genetic modifications 
achieved by the use of small strands of RNA to guide proteins (e.g. CAS protein) 
to a specific site in an organism’s DNA, holds much promise for a range of medi-
cal treatments and other legitimate uses in bio-sciences. As noted earlier, the US 
IC has already expressed concerns that this technology could be weaponized by 
terrorists ( Clapper 2016 ). But further work is required by ICs on what ways ter-
rorist groups could exploit CRISPR. 

 Drone swarms 

Conventional drones are already being exploited by some terrorist groups 
( Gibbons-Neff 2017 ; Warrick 2017 ;  Sims 2018 ). Rapid development of smaller 
drone swarms, however, could also be used in a coordinated delivery of CBRN 
attacks in the battlespace or a metropolitan environment ( Kallenborn and Bleek 
2018 ). Again, further collection and analysis is required on how this technology 
can be exploited by threat actors. 
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 Threat disruption 

Despite the potential for some terrorist groups to exploit CBRN-related dual use 
technology for attacks, ICs are progressing their understanding of technology, 
knowledge and skills, which can enhance their capabilities for CBRN detection 
and disruption. For example, developments in two multi-disciplinary fields (cyber 
and forensics) will likely continue to play an important role in CBRN terrorism 
threat disruption. We have seen how, for example, in the 2010 stuxnet attack on 
an Iranian uranium enrichment plant and other facilities, which introduced IC 
malware, can disrupt progression of CBRN terrorist capabilities ( Mugavero et al. 
2018 , 52). In addition to investment by “Five Eyes” partners in offensive cyber 
intelligence capabilities ( Vavra 2019 ), developments in forensic science are also 
useful in detecting and disrupting CBRN attacks. Limited space does not allow an 
exploration of the various forensic applications currently being developed. Some 
are sceptical of the role of forensics thus far in, for example, the unreliable detec-
tion rates of bio-agents in programmes such as the US Biowatch program ( Walsh 
2018 , 182). But research efforts suggest that forensics will remain critical in the 
development of early sensor systems for countering CBRN terrorism ( Zöller and 
Genzel 2018 ;  Shea and Lister 2003 ; Walsh 2018 ;  Kouzes et al. 2008 , 383–400). 

 Ethical challenges 
The key ethical challenge arising from CBRN terrorism relates to the moral duty 
“Five Eye”’ ICs have to protect both the lives of citizens and non-citizens from 
attacks. The ICs bear only some of the moral and institutional responsibility to 
protect society. Other state instruments (military, health, foreign ministries and 
dual use industries) also have a collective moral responsibility to protect society 
from CBRN terrorism ( Miller 2006 , 176–93). But in this chapter, the focus is on 
the IC’s role. 

In this last section, I outline how IC collection against potential CBRN terror 
attacks presents additional hitherto not well-understood ethical and policy dilem-
mas that require further assessment. Fulfilling a moral duty by the state to pre-
serve life is contingent on ICs having situational awareness about the intent and 
capability of terrorists to launch CBRN attacks. This in turn, as noted earlier, 
relies on “Five Eyes” ICs improving the accuracy of CBRN threat detection capa-
bilities that can more reliably direct where intelligence collection, analytic and 
operational resources are best allocated to prevent and disrupt attacks. Improv-
ing threat and risk assessment capabilities will require as noted earlier continued 
institutional improvements across ICs. In particular, improvements are required 
in governance arrangements within ICs and a greater focus on analytical expertise 
and performance. Additionally and perhaps even more importantly, ICs need to 
develop strategies for sustained and systematic engagement with experts outside 
the community, who will be better placed to advise how various CBRN tech-
nologies could be exploited by terrorists. ICs are engaging more with outside 
experts on CBRN technology issues, but they will also need to develop their own 
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knowledge and skills about CBRN terrorist threat actors’ intentions and capabili-
ties through covert collection and rigorous analysis. 

Given the grave psychological and physical consequences of even a small 
CBRN-enabled terrorist attack in Sydney, Washington DC or London, ICs need 
to conceptualize and operationalize a more expanded pro-active intelligence col-
lection approach to this threat type. We have already witnessed in the period after 
9/11 the growth in counter-terrorism policy and legislative powers that have low-
ered the threshold and expanded the kinds of collection that ICs are able to do 
on those suspected of being involved in terrorism offences ( Cogan 2004 ; Walsh 
2016 , 51–74; Walsh and Miller 2016 ). For all ICs, these creeping powers — 
while undoubtedly in many cases helping in the earlier identification of a group/ 
individual planning conventional terrorist attacks – have also sharpened debates 
in liberal democracies about the impact of collection on individuals’ privacy and 
broader human rights. This includes the liberty for individuals, who might in some 
circumstances be subjected to preventative detention or control orders if sus-
pected but not yet charged of being involved in terrorism as seen in the Australian 
context. While collection against known terrorists should align with principles 
of necessity, proportionality and discrimination, many of the enhanced proactive 
collection powers ICs now have at their disposal may be targeted (accidentally 
or by intent) at innocent citizens and thus potentially result in a violation of pri-
vacy and other human rights. Determining the extent of surveillance required in 
a counter-terrorism case will be decided by a range of contextual factors that will 
be different depending on the individuals involved (e.g. citizens, non-citizens, 
reasonable suspicion, foreign vs. domestic actors and immediacy of threat). 

The ongoing debates about the impact of growing aggressive and permissive 
approaches to intelligence collection are also relevant to collection efforts against 
CBRN terrorism. However, given the discussion earlier of terrorists’ potential 
exploitation of dual use technology, it is possible that ethical dilemmas posed by 
collecting against CBRN terrorism may grow beyond those seen in conventional 
terrorism. As noted earlier, a growing suite of knowledge, skills and technologies 
in the chemistry, biology, radiology and nuclear fields is providing significant 
advancements to fulfil legitimate human needs such as medicine and energy. 

However, as seen acutely in the biological sciences and biotechnology sector, 
dual use technology can be exploited by bad actors for malevolent ends. The abil-
ity by ICs to gain more accurate evidence-based threat assessments is therefore 
dependent on collecting a great deal more information about the skills and knowl-
edge of people working in a range of public and private organizations across the 
diverse chemical, biological, radiological and nuclear sectors. Space limitations 
do not allow a comprehensive analysis of all the ethical dilemmas arising from an 
expanded collection across all CBRN-related industries. But considering briefly 
the biological and biotechnology sector, it’s clear that ICs would potentially 
be interested in information from a range of different experts working across a 
diverse number of contexts such as private biotech companies, universities, public 
research institutes, hospitals, graduate students, military personnel, lab biosafety 
officials, biology suppliers, forensic scientists and scientific publishers. Detection 
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of CBRN-enabled terrorist threats will remain difficult for all the reasons dis-
cussed earlier, particularly if plans and activities are hidden in legitimate dual use 
research. Hence the prevention and disruption of such threats will likely rely on 
more invasive collection from the experts and contexts just mentioned – at least 
for the case of biologically enabled attacks. What could more invasive collection 
in the biological sciences environment mean? 

Firstly, it would go beyond the standard security clearance testing that all sci-
entists must undergo if they wish to work with biological select agents. These 
are mandated legislatively, and people working with dangerous pathogens accept 
these checks as a condition of employment despite them being intrusive. None-
theless, other more invasive collection strategies could be targeted against either 
suspects personally; the environment where they work; or a setting in which 
there may be some security concerns. Invasive collection might include enhanced 
CCTV surveillance in a facility under investigation, IC or police questioning of 
persons and other co-workers, more regular security checks, examination of hard 
copy and digital files and equipment, security vetting of research results and pub-
lications and accessing medical/mental health records. 

While some IC agencies across “the Five Eyes” have developed trusting and 
productive relationships with important stakeholders in the biology and biotech-
nology sector such as the FBI’s research community outreach initiatives, these 
efforts are by no means uniform across either the US IC or other “Five Eyes” coun-
tries. Therefore, in addition to developing better collection and analytical capabili-
ties to assess and disrupt CBRN terrorist threats, ICs need to consider the ethical 
consequences that may arise from additional invasive intelligence collection in 
dual use technology and research contexts. The actual ethical risks arising from 
collection across CBRN dual use research and technology sectors cannot be gener-
alized and will rely on a range of variables including but not limited to collection 
methods (e.g. meta data, social media, mental health history records), threat evolu-
tion (reports of “suspicious activity” vs. direct evidence of conspiracy to commit 
terrorism), contexts (e.g. military, espionage, criminal, terrorism) and the nature of 
the target (physical location, history and provenance of all relevant information). 

While more work is now being done to examine the ethical dimensions of dual 
use research and technology in the broader sense, particularly in synthetic biology 
( National Academies of Sciences, Engineering, and Medicine et al. 2017 ; Miller 
and Selgelid 2007 ; Miller 2018 ), it’s clear that an important next step must be a 
deeper ethical and policy analysis of how intelligence collection across the CBRN 
dual use spectrum impacts on the privacy and human rights of those working in 
these sectors. Such an endeavour would not only help to address the public’s con-
cerns over the powers and legitimacy of ICs, but also help to improve the efficacy 
of actual collection approaches under taken. 

Conclusion 
This chapter has surveyed the emerging CBRN terrorist threat space. There 
are a number of assessment uncertainties for ICs, but it is likely given resource 
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constraints that any CBRN programmes will be smaller scale than conventional 
state-based WMD programmes. Likewise the impact of such attacks, though dis-
ruptive and psychologically profound, will not result in mass casualty levels asso-
ciated with WMD programmes. 

“Five Eyes” ICs are nonetheless gaining a greater understanding of threat and 
risk trajectories for CBRN terrorism. However, ICs need to develop sustained 
collection and analysis against potential attack vectors and more nuanced under-
standing of the psychological, social and technical drivers influencing terrorist’s 
interest and capability in CBRN dual use technologies. The IC’s ability to assess 
threat, risk and then prevent/disrupt CBRN terrorist attacks will increasingly rely 
on effective external and internal governance that can better integrate relevant 
and limited collection and analytical assets. Finally, given the diversity of the 
dual use technology and research sector, and in order to more effectively prevent 
and disrupt CBRN terrorism, it is likely that IC surveillance will need to expand 
further into these sectors. This will raise additional policy and ethical dilemmas 
for ICs and citizens of liberal democratic states which at this point are not well 
understood. 

Notes 
1 Though now the Organisation for the Prevention of Chemical Weapons (OPCW) has 

recently developed additional security and legal support initiatives to help CWC mem-
ber-states manage chemical terrorism. 

2 Since the FBI officially closed the investigation in 2010 several biologists and chemists 
disagree on whether the Bureau got the right perpetrator based on the presence of silicon 
and tin coating on the anthrax spores. In the opinion of some experts this suggests a 
greater complexity of manufacturing beyond the scope of what Ivins could do in his lab. 
Additionally, earlier in the investigation another army research scientist Steven Hatfield 
was targeted, but later exonerated, with the DOJ paying a $4.6 million legal settlement 
to the scientist. 

3 For a more detailed discussion of non-state actors and stolen biological agents, see 
 Walsh (2018 , 37–41). 

4 In the US, easily over 2 million people are employed with over 73,000 businesses work-
ing across range of biosciences (medicine, agriculture, pharmaceuticals, research ( Bio-
technology Innovation Organization, 2014 ). 

5 A dirty bomb, otherwise known as a radiological dispersal device (RDD), combines con-
ventional explosives, like dynamite, with radiological material. The regular explosive 
helps in dispersing the radioactive material. 
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