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Abstract 

In 2021, the Australian Centre to Counter Child Exploitation received more than 33000 reports 

of online child sexual exploitation (ACCCE, 2021). At that time, over  80% of Australian 

children aged 14–17 years owned a smartphone (OAIC, 2020). High rates of smartphone 

ownership are associated with high rates of leakage of sensitive information. A child’s time 

and location patterns are enough to enable someone to build an accurate profile of the child; 

however, children feel that their devices keep their information secure. 

 

One area of Computing Science that has developed rapidly is the interconnection and 

networking of computing devices, in particular the networking of small, independent, devices 

and objects. This strand of computing is known as the Internet of Things or IoT. The IoT 

describes a class of small, often mobile devices that are interconnected by various networking 

technologies that provide direct machine-to-machine communications. The IoT can include 

mobile phones, tablets, fitness trackers, laptop computers and other similar personal computing 

devices. These devices can often interact with other IoT devices such as surveillance cameras, 

“smart toys” and other devices.  

 

The research presented in this thesis examines a particularly vulnerable group of users, 

secondary school students. The research used a survey to discover what students know about 

how their devices work, whether students change the default settings on their devices, and what 

sort of data leakage scenarios they may be concerned about. At the same time as the survey 

was being conducted, a distributed sensor network (DSN) was created and installed around the 

school to monitor the data being leaked from IoT devices to see if students’ concerns could be 

found in the real world. 

 

The next stage in the research was to present the results of both the survey and monitoring to 

the students. Participants then received training on how to change common default settings to 

reduce data leakage. Finally, the student survey was repeated and the monitoring continued to 

look for a change in the amount of data leaked. 

 

The survey revealed that students were not fully aware of how the technology in their devices 

worked and that often the default settings were kept without change. The survey also revealed 
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that the students were very concerned about their location being tracked by a stranger without 

their knowledge. The data monitoring using the DSN revealed that often it was easy to identify 

not only the brand of device, but the owner of that device, and it was possible to build up a 

complete map of the owners’ movements over time. 

 

When presented with the results of the survey, monitoring and some techniques for changing 

these defaults, users did make changes to their device settings so that less information was 

leaked. 

 

By collecting real data from students and their devices it was possible to create a presentation 

directed to those users that was able to resonate with their level of knowledge and their 

concerns. The outcome of the presentation was to bring about a real change in the way students’ 

devices were configured to improve student privacy and reduce data leakage. The methodology 

developed in this research can be used to create individualised, evidence-based lessons for 

other school cohorts. 
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1 Introduction 

1.1 Statement of the Problem 

The term ‘‘Internet of things’’ (IoT) was coined by Kevin Ashton in 1999 as the title of a 

presentation to Procter and Gamble (P&G) where he was working at the time. He used this title 

to provide an easy-to-understand concept of the potential to link the P&G supply chain to the, 

then, relatively new Internet. In 2009, Ashton was reflecting on changes to what IoT meant to 

people over the intervening ten years. In his 2009 article for the RFID Journal, Ashton reflected 

that: 

 

We need to empower computers with their own means of gathering information, so 
they can see, hear and smell the world for themselves, in all its random glory. RFID 
and sensor technology enable computers to observe, identify and understand the 
world —without the limitations of human-entered data. 

 (Ashton, 2009, p. 1) 

 

In 2022, thirteen years after Ashton’s reflective article, electronic devices have been 

empowered with their own means of gathering information; in many ways devices are 

programmed to see, hear and smell the world for themselves without the need for human 

intervention. Indeed, according to the online statistics aggregator Statista1, in a report sourced 

from Insights (2022), 8.74 billion ‘‘things’’ were connected to the Internet in 2022. The Statista 

report also predicted that this number is set to reach 25.4 billion by 2030. If Statista’s figures 

are taken as a starting point, there are over 8 billion devices collecting and sharing data that the 

devices sense from the environment.  

 

The questions that Ashton did not ask in his 2009 article are: what are those devices saying 

about us? and who are they telling it to? To understand why the answers to these questions are 

important, in 2017 the Guardian published an article on IoT security (“Boy, 11, hacks cyber-

security audience to give lesson on 'weaponization' of toys”, 2017). In this article, an 11-year-

old boy was able to use a Raspberry Pi computer to monitor and record information leaked 

 
1 Statista is an aggregator of statistical data specialising in market and consumer data. It can 
be found at: https://www.statista.com/aboutus/ 
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from the personal devices owned by a security savvy audience at a cyber security conference. 

He then used this information to take control of a Bluetooth connected device, in this case, a 

toy bear. When questioned by the audience at the conference, the boy pointed out: 

 

From airplanes to automobiles, from smartphones to smart homes, anything or any 
toy can be part of the Internet of Things (IOT), from terminators to teddy bears, 
anything or any toy can be weaponised.  

("Boy, 11, hacks cyber-security audience to give lesson on 'weaponisation' of toys," 

2017, para. 3) 

 

If IoT devices are talking and sharing data, and this data sharing is allowing some seemingly 

simple and benign IoT devices to be “weaponised”, what about IoT devices typically used by 

school students? What data are they sharing? Are students aware of what their devices could 

be leaking about them as individuals? In 2021, alone, the Australian Centre to Counter Child 

Exploitation received more than 33000 reports of online child sexual exploitation (ACCCE, 

2021). The issue is that 81% of Australian children aged 14–17 years owned a smartphone in 

2020 (OAIC, 2020). Do our students know enough about their phones, fitness trackers and 

tablets to protect themselves? 

 

The research presented in this thesis begins by exploring the answers to those questions from 

the perspective of secondary school students. The emphasis of this research has been on using 

the very technology with which secondary school students themselves seem to endlessly 

engage, to expose the kind of information that their devices leak in typical day-to-day activities. 

By using students’ own devices as a means to raise their awareness of data leakage, and then 

providing them with the necessary tools and know-how to manage those devices, data leakage 

can be reduced. 

 

The research presented in this thesis is important because the exposure of students to IoT 

devices over a long period has been increasing (Hope, 2018), suggesting the risk of leakage is 

higher. As the Chief Information Officer for a system of schools, the researcher was responsible 

for the provision of information technology services to a number of primary and secondary 

schools. The proliferation of devices among the school populations had increased since 2007. 

In the system of schools that the researcher was responsible for, in 2007 there were only 3 

schools out of 38 with a program of one laptop per student. In 2011 this had increased to over 
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15 schools. By 2019 this had increased further, to over 30 schools with a one laptop to one 

student (one-to-one) program in place. One-to-one laptop programs are being rolled out in 

schools to provide, amongst other things, a more student centred learning experience (Li et al., 

2022). Peled et al. (2022) describe the outcome of a modern one-to-one program in Israel where 

teachers found several benefits with the program in teaching and classroom management. One 

of the impacts of one-to-one programs is that more and more students are carrying electronic 

devices to and from home and around the school every day they are in attendance. With a large 

number of students having access to IoT devices, cyber safety training becomes an important 

issue (Richardson et al., 2020). As far back as 2013 there have been calls to improve mobile 

device security training in higher education (Patten & Harris, 2013).  

 

In 2013, the leakage of data was considered only in the context of web browsing and other 

“traditional” uses of computing (Chen & Shen, 2019). There had been no consideration of the 

impacts of machine-to-machine (M2M) communication. From Ashtons’ first coining of the 

term IoT, M2M communications have been at the centre of the IoT. IoT devices link the real 

world with the digital world, not only unlocking new opportunities for innovation and 

discovery, but also creating potential avenues for both deliberate and inadvertent misuse (Liu 

et al., 2016). If users of IoT devices do not know about and understand the M2M 

communications their devices are participating in, it is possible that this M2M communications 

inadvertently leaks information about the owners of the devices. In the research presented in 

this thesis, it is proposed that when participants are made aware of M2M communications and 

also shown how to manage these communications, this data leakage can be reduced. This 

“empower the user” approach is supported by a study in 2020 considering the relationship 

between psychological vulnerability and digital literacy on young Europeans (aged 11 to 16) 

(Helsper & Smahel, 2020). The study recommended that clinical psychologists should consider 

digital literacy when developing interventions.  

 

When one considers that 100% of students in this current study had daily use of a laptop and 

96% of students had access to a smartphone and other devices, the risks of unintended M2M 

communications leaks is high. The risk of unintended data leakage is further increased when 

one considers that 78% of students surveyed in this research felt that their devices handled all 

of their security, and they themselves had no part to play in securing their information. 

Additionally, the level of knowledge that students had about their devices was observed to be 
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quite lacking. In the survey, 90% of students surveyed did not know how many radios a typical 

mobile phone has, even though they felt confident they were managing their devices well.  

 

The gap between students’ self-assessed knowledge and their self-assessed confidence is 

further demonstrated in the same survey, in which 61% of students admitted that they were 

unaware of what Bluetooth information their devices were broadcasting. The research 

presented in this thesis was able to demonstrate that a great deal of information could be derived 

about a user simply from unencrypted Bluetooth information. Therefore, it is important that 

quality, evidence-based, cyber safety material be developed to assist parents, teachers and 

information technology professionals to educate users of IoT devices on the dangers of data 

leakage from devices and ways of managing that leakage. 

 

Existing research has demonstrated that radios and wireless transmission of data potentially 

reveal a great deal of information about the owner of a device (Albahar et al., 2016). Research 

has also found that there is a lack of understanding on the part of device owners as to how their 

IoT devices work (Yan, 2009). These two findings are cause for some concern regarding data 

exposure. However, the research presented in this thesis indicates that, by providing evidence-

based examples of information leakage and demonstrating techniques to manage that leakage, 

parents and teachers can improve students’ understanding of their IoT devices. This in turn will 

reduce the risk of unintended data flows from IoT devices.  

 

1.2 The Research Question 

The research presented in this thesis examines the following research question: 

 

What impact does knowledge of data leakage from IoT devices have on secondary 

school students’ attitudes to IoT security?  

 

1.2.1 Sub-questions 

In order to answer the main research question, the problem will be broken down into a number 

of sub-questions: 
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1. What is the level of users’ awareness with regards to the leakage of information from 

their IoT devices? 

2. To what extent do IoT devices actually leak users’ information? 

3. What is the level of concern among users when shown the extent of information 

leakage from their IoT devices? 

4. To what extent do users change their device settings to control leakage from their 

devices when shown how to do so? 

 

1.3 Outcome of the Research 

The research presented in this thesis was designed to provide the groundwork to produce 

evidence-based cyber security materials and training aimed at secondary school students. The 

materials developed as a result of this thesis will be focused on reducing the leakage of data 

from M2M communications between IoT devices typically owned and operated by secondary 

school students. After a wide examination of the academic literature as well as industry 

documentation and training, it was found that IoT M2M communications had not been studied 

in any detail within secondary school settings. The research presented in this thesis will assist 

in filling the gap in the literature pertaining to secondary school students and provide a basis 

for further work in IoT and cyber safety issues concerning M2M communications in school 

situations. The research presented in this thesis was able to establish what the of information 

leakage scenarios secondary school aged students are concerned about and demonstrate that 

these scenarios can be identified and shown to exist in the real world.  

 

One of the aims of this research was to develop appropriate evidence-based training materials 

and information and determine whether students modify their behaviour in response to their 

use. To this end, a sample cyber safety lesson plan based on the outcome of the survey and 

measurement aspects of this research was developed and presented to students. This lesson 

plan can be modified and extended for use in other school situations. In fact, an application for 

a grant to extend this project to seven other schools in regional NSW has already been 

submitted to the Australian e-Safety Commissioner. The application has been successful. 
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1.4 The Need for this Research 

High rates of device ownership lead to high rates of information leakage (Goel & Jain, 2018). 

The more data points (for example user location, user name, device type) that an individual 

leaks, the better the profile that can be developed of that individual (Babun et al., 2021). De 

Montjoye et al. (2013) demonstrated that as few as four spatio-temporal data points are enough 

to identify up to 95% of users in a de-anonymised dataset. Holme and Saramäki (2012) describe 

how networks of information can be modelled using traditional network analyses and the 

addition of temporal analysis tools. Cyber safety is a critical responsibility of schools 

(Richardson et al., 2020). It is reasonable to expect that cyber safety training should cover all 

aspects of device ownership and the training be evidence-based (Bialaszewski, 2015).  

 

The research carried out in this thesis confirms the result of Kindberg and Jones (2007) who 

found that Bluetooth naming practices create an environment where M2M data leakage can 

occur. The current research also demonstrates how this leakage can instantiate the real-world 

concerns students were able to articulate in the survey component of the research. Kindberg 

and Jones (2007) found that Bluetooth device names can be linked to a particular person. Given 

that Bluetooth is a short-range technology, an eavesdropper finding a Bluetooth name (that 

identifies a real person) can assume that the real person is located physically close to the 

eavesdropper. The eavesdropper then has the users’ location information and, if the 

eavesdropper records the time, a temporal point of reference for the user; thus the eavesdropper 

has two data points. These two data items meet De Montjoye et al. (2013) requirements of a 

spatio-temporal data point. To make this situation worse, Könings et al. (2013) carried out a 

study on device names that were selected for so called “zero-configuration networking”. They 

found that a user often chose a device name so that user could actually be identified. They also 

found that many users did not know what their device name was and used the system default.  

 

Work by Goel and Jain (2018), Kindberg and Jones (2007) and Könings et al. (2013) is all 

based on the general population of users. The research presented in this thesis extends this work 

by not only showing that these naming issues still occur in 2022, but that these issues are 

occurring among vulnerable users such as school children, as described in Chai et al. (2009). 

This research also demonstrates that, when shown how to manage their privacy settings, these 

vulnerable users do take control of their devices and change the name to a less easily 

identifiable one. IoT in education is a well discussed topic; for example, Kassab et al. (2020); 
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Kaur et al. (2022); Zeeshan et al. (2022) all provide reviews of the literature regarding IoT in 

schools. However, based on the literature review conducted for this research, and a detailed 

examination of industry documentation, existing research tends to focus on integrating IoT into 

the classroom rather than on the consequences of this integration (Kassab et al., 2020; 

Richardson et al., 2020). The research presented in this thesis will help fill the gap in the 

literature with regards to the unexpected leakage of information from IoT devices and provide 

an evidence-based methodology for developing training materials to target secondary school 

aged students to manage the data being leaked from their devices. 

 

1.5 Research Approach 

The research presented in this thesis employs a quantitative methodology using two streams of 

data gathering (survey and measurement), to address the research sub-questions. Sub-questions 

1 and 3 are addressed with the aid of a survey conducted by the researcher pre- and- post the 

cyber safety lesson (the intervention). Sub-questions 2 and 4 are addressed with the aid of a 

custom designed distributed sensor network (DSN) that was designed and constructed by the 

researcher out of readily available components. Survey and monitoring were both carried out 

pre- and- post the cyber safety lesson. 

 

Sub-questions 1 and 3 relate to discovering what students know about their devices and the 

kinds of data leakage scenarios that students are concerned about. Student concerns were 

identified in the survey by presenting students with a number of scenarios that were developed 

using the Framework of Contextual Integrity (FoCI) (Nissenbaum, 2009). Sub-questions 2 and 

4 help determine the kind of data that is being leaked from devices and whether the scenarios 

that students are concerned about can be shown to exist “in the real world”. This was done pre- 

and- post the cyber safety lesson. 

 

While working as Chief Information Officer (CIO) for a system of schools, the researcher had 

noticed that many cyber security training and awareness programs tended to refer to abstract 

concepts such as “bad actors”, “foreign powers” or “hackers”. Indeed, this language was also 

seen in the qualitative component of the survey results. By linking cyber safety concepts to 

these somewhat abstract notions, the researcher felt that the training had become less effective. 

Therefore, with this research, in order to make the monitoring feel more authentic and less 

abstract to the secondary school students involved, the survey and monitoring tools chosen 
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were ones that would be readily available to any of the participants. Using tools that any student 

has ready access to may help emphasize the fact that leaked IoT data could be accessible to 

anyone using simple, “open source” or free tools. The aim was to demonstrate to the 

participants that their data could be gathered by any interested person without the need for 

specific training or resources. In this research Google Forms was used for the survey and 

research consent and Google Sheets for the data summarisation, and the sensor network was 

created from Raspberry Pi Model 3 using Python and SQLite; all tools that many students 

themselves use in their education. 

 

 
Figure 1-1  A diagrammatic view of the survey component approach to the Research 

Figure 1-1 is a graphical representation of the survey component of the research carried out for 

this thesis. At the same time as the survey component was being carried out, DSN was set to 

collect Wi-Fi and Bluetooth transmissions from various IoT devices around the school under 

study. The DSN was designed not only to capture the data being transmitted, but also the time 

and location of the transmission (spatio-temporal points). By collecting time and location data, 

it was possible to create simple models of the movement of anonymised 2 individuals around 

the school. The results of this modelling were fed back to students during the cyber safety 

 
2 It should be noted that the anonymisation was performed as a part of this research. It was 
found that it was possible, from the raw data collected by the DSN, to identify individuals. 

Pre-Intervention 
Survey of Students 

• Fundamental knowledge 
• Knowledge self-assessment 
• Action self-assessment 
• Actions assessment 

Cyber Safety 
Lesson 

(intervention) 

• Survey results 
• Monitoring results 
• Demonstration of scenarios found 
• Recommendations of device settings 

Post-Intervention 
Survey of Students 

• Changes in fundamental knowledge 
• Changes in knowledge self-assessment 
• Changes in action self-assessment 
• Changes in actions 
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lesson (the intervention) as a part of the package of information being provided to students. 

Figure 1-2 is a graphical representation of the DSN data collection stream of the research.  

 

This research adopted a quantitative design but, as argued in Section 3.1, is guided by a post-

positivist stance. The research began after obtaining ethics approval from the Charles Sturt 

University Human Research Ethics Committee as it involved both children and privacy issues. 

Ethics approval is mandatory at the institution where the researcher conducted this research as 

part of the requirement for his Doctor of Information Technology.  

 

 

 
Figure 1-2 DSN monitoring strategy pre- and- post the intervention 

1.6 Background of the Researcher 

The researcher has worked in the technology in education field since 1997. Since 2007 

(including during the time he was preparing this thesis) he was the CIO for a system of private 

schools consisting of 38 schools (eight secondary schools, one K-12 school and 29 primary 

schools) in the Illawarra region of New South Wales, Australia. As the CIO, the researcher was 

responsible for the delivery of information communication and learning technologies (ICLT) 

and services to these schools and their supporting offices, 41 sites all together. One of the 

services delivered to schools was assistance with the rollout of one-to-one computer 

environments and cyber safety training for staff and students. 
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The researcher also has a background in STEM (Science Technology Engineering and Math) 

and has provided instruction for school students in computing topics such as Arduino, Python, 

Raspberry Pi, general maker and science topics such as citizen science and high-altitude 

ballooning (HAB), and applied real work computing projects such as robotics. In the HAB 

project various wireless communications methodologies were tested including LongRange 

(LoRa) wireless. Lessons learned in the LoRa component of the HAB project were applied to 

the design of the DSN in this thesis. The current research has been developed from an observed 

need to produce effective cyber-safety training combined with the researcher’s interest in 

electronics, computing, amateur radio and other STEM projects. 

 

1.7 Assumptions and Scope 

Assumptions 

The school selected was a metropolitan high school with an existing one-to-one laptop program 

with reliable high speed Internet access. The group of students at the school are typical of other 

secondary school students. Based on this, the self-assessment items in the survey in this study 

would likely engender similar results if run at another similar school in Australia. 

 

Scope 

Students were all from one single school. Due to cost and time constraints the research was not 

carried out across multiple schools. However, a grant to extend this project to seven other 

schools in regional NSW has already been submitted to the Australian e-Safety Commissioner. 

The grant has been approved by the Australian e-Safety Commissioner. The school studied has 

an existing one laptop per student program which may impact students’ awareness of cyber 

safety issues and concerns. The research presented in this thesis focusses on secondary school 

aged students and, while the results could conceivably to apply to both primary and higher 

education, the work was not intended to investigate other age groups. 

 

1.8 Contribution of the Research 

This research aims to contribute to the creation of evidence-based cyber safety training and 

awareness resources for high school aged students. The research achieves this by providing a 

detailed understanding of what concerns students have when using their IoT devices as well as 

a measurement of the kinds of information that is actually leaked from those devices. The 



 

Page        11 

 

materials created for the intervention lesson are included in the appendices; the lesson plan 

created for this research is included in Appendix C: Lesson Plan, the briefing notes that were 

used to prepare the students for the research is included in Appendix E: Intervention Student 

Briefing Notes, and the dynamic survey result presentation tool that was written by the 

researcher for this research is in Appendix F: Survey Results Dynamic Presentation Tool. 

 

The research in this thesis contributes to the open source community by developing and 

publishing the source code for an open source DSN and making the design (both hardware and 

software) available as an open source resource on the Internet so that other researchers can 

build on this work. As described in Fisher et al. (2015) the distributed sensor nodes designed 

for this research have been designed and published in such a way that they can be easily 

modified and used in other research projects by researchers and citizen scientists alike. All of 

the design documentation has been placed on Git-Hub for use by anyone who may want to use 

them. The links to the Git-Hub source code are found in APPENDICES 

Appendix A: Design Files for DSN. Svorc and Katz (2019) point out that the creation of open 

hardware and software can improve the design construction and development of a project. 

 

The research presented in this thesis also contributes to the academic literature on IoT and 

privacy in school situations as well as the development of effective strategies to change user 

practice in cyber safety and cyber security awareness. One of the few papers that examine 

privacy and security of the IoT with regards to children is by Knowles et al. (2018); however 

these authors concentrate on students in a younger age group than those in this current study 

and list potential security risks and possible remedies, rather than evidence-based strategies, to 

reduce leakage as produced in the research in this thesis.  

 

1.9 Definition of Selected Terms 

Framework of Contextual Integrity: A tool created and developed by Helen Nissenbaum 3 

to assist in determining if information flows in socio-technical systems are appropriate. 

 

 
3 Professor Helen Nissenbaum is professor of information science at Cornell Tech. She is 
known for her work on privacy, privacy law, trust, and security in the online world. 
Nissenbaum holds a Ph.D. in philosophy from Stanford University and a B.A. (Hons) in 
philosophy and mathematics from the University of the Witwatersrand, South Africa. 
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Socio-technical System: A view of a system that considers not just the technological 

component or the human component of a system, rather a concentration on the intersection of 

the human and technological components. 

 

Wi-Fi: A series of standards and protocols that describe a system that provides wireless 

connectivity for various devices based on the IEEE 802.11 series of standards. Wi-Fi is a 

marketing term used to describe these standards and protocols. 

 

Internet of Things (IoT): A marketing term used to describe the interconnection of, and 

sharing of data between, various objects or devices, including computers.  

 

Telemetry: The process of remotely monitoring sensors and instruments. 

 

Git-Hub: A distributed, version control platform for sharing designs, code and other 

collaborative outcomes. 

 

Open Source Software/Hardware: Refers to software and or hardware whose designs and 

code are freely available to share and reuse. 

 

Spatio-Temporal Data Point: refers to a datapoint containing both time and location 

information. 

 

1.10 Organisation of the Thesis 

This thesis has been organized into seven chapters; each chapter focuses on one component of 

the research. The thesis has been prepared in such a way that it can be read sequentially, chapter 

by chapter or out of order. Where possible, cross references are made between chapters to help 

illuminate a particular idea or concept. Figure 1-3 shows the layout of the thesis. The following 

section provides an outline of each chapter. 
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Figure 1-3 Chapter layout of this thesis 

1.11 Chapter Summaries 

Chapter One: Introduction 

Chapter One provides the background to the research which includes describing the issue to be 

investigated and placing the problem into the context of the research. This chapter states the 

research questions, provides information on the assumptions made, the contribution of the 

research and the gap in the literature that the research helps fill. It also provides some 

background material on the researcher to help place the research into context. After reading 

Chapter One the reader will be aware of what the research entails and the importance of the 

research to the cyber safety of students. 

 

Chapter Two: Literature Review 

This chapter provides the theoretical, technical and research background required to support 

this thesis. The literature review is divided into two sections: Section One offers an historical 

and contextual examination of the literature to provide the reader with the background to the 

research. Section One begins by providing background on the IoT then moves on to examine 

the literature on privacy and the nature of privacy in socio-technical systems. Once the concept 

of privacy has been introduced, the reader is led through a review of some of the theories of 

Chapter 1 
Introduction 

Chapter 2 
Literature Review 

Chapter 3 
Research Methods 

Chapter 4 
Detailed Design of the DSN 

Chapter 5 
Survey Results 

Chapter 6 
Distributed Sensor Network Results 

Chapter 7 
Discussion and Conclusion 
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privacy including an introduction to the FoCI. This framework contributed to the research 

presented in this thesis by helping to create the scenarios used in the survey component of the 

work. The review then moves on to examine the nature and manifestation of motivation theory 

that is used to shape the intervention cyber security lesson which is delivered as a part of this 

research.  

 

The second section of the literature review is intended to ground this research firmly in the 

context of secondary school students. In Section Two, the literature review examines what has 

been published in terms of IoT in schools with a particular focus on secondary schools. This 

section of the literature review examines current, published research in respect to the technical 

aspects of topics examined in this thesis. The literature review examines similar published 

projects drawing out comparisons and contrasts with the technology used in this research. 

Section Two concludes with an introduction to the background of long-range wireless networks 

LoRa, LoRaWAN and the “open source” and “maker” movements. 

 

Chapter Three: Research Methods 

This chapter provides a detailed presentation of the research methodology used in the research 

presented in this thesis. Chapter Three has four broad topics. The chapter begins with a 

description of the overall approach to the research and provides a justification as to why this 

approach was selected. Having put the overall approach in context, the methodology chapter 

examines the suitability of the selected research site in terms of the environment, technical, 

legal and cultural fit to the research methodology selected. 

 

The second part of the methodology chapter describes in detail the experimental procedure 

used in the research and the steps taken to ensure the reliability and validity of the data 

collected. Sections 3.7 provides details of the survey stream. The third part of the chapter 

describes the measurement aspect of the research, including a detailed introduction to the origin 

and design of the DSN used to capture the data leaking from the student IoT devices. The final 

part of this chapter details the cyber safety lesson that was presented to participants during the 

research. 

 

Chapter Four: Detailed Design of the Distributed Sensor Network 
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Chapter Four provides a detailed description of the design of the DSN. The chapter begins with 

the engineering design approach taken to develop the specification, implementation and 

deployment of each element in the DSN. An engineering design approach was used for both 

the hardware and software development. The chapter then goes on to describe the individual 

components of the DSN beginning with the sensor node then moving to the DSN controller, 

telemetry and remote-control features of the DSN. The final part of Chapter Four presents the 

design of the software in the DSN with details of the design approach and software architecture. 

 

Chapter Five: Survey Results 

Chapter Five presents the results of the survey component of the research. As described in 

Chapter Three, the survey was designed to accomplish three goals; firstly, to obtain some basic 

demographic data on the respondents and their exposure to devices. The basic demographic 

section of the survey showed that 100% of students had access to laptop computers and a high 

percentage had both tablets and smartphones in addition to their laptops. 

 

The second aim of the survey was to gain an understanding of what respondents knew about 

the technical details of their devices and to gauge how confident they felt in managing those 

devices. These two pieces of information were combined to define a feature called the 

knowledge-confidence gap; that is, the gap between what respondents actually know about their 

devices and how confident they feel about managing those same devices.  

 

The final goal of the survey was to examine the students’ level of concern when different data 

leakage scenarios were presented to them. In this part of the survey, each scenario was 

presented a number of times with slight variations between the different aspects of the 

scenarios. The survey was run pre- and- post the cyber safety intervention lesson and the results 

were compared. In addition to these quantitative results, the survey contained a number of 

open-ended questions that students could optionally respond to. The open-ended questions 

provided a small amount of qualitative data that was used as the lens for the discussion and 

conclusions drawn from the quantitative work.  

 

This chapter begins by describing the survey analysis methodology in detail and then presents 

the demographic data results. The reliability of the quantitative data is then described, and the 

results of the self-assessment questions are presented. Next, the scenario questions are 
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examined using exploratory factor analysis and the results of the before-and-after intervention 

survey are presented. The chapter ends by summarizing the conclusions drawn from the survey 

data. 

 

Chapter Six: Distributed Sensor Network Results 

The result of the monitoring of data leakage by the DSN is presented in Chapter Six. This 

chapter begins by describing how the collected DSN data was analysed. Firstly, the data model 

and data retrieval methodologies are detailed, then the chapter correlates the DSN data with 

external events to establish the validity of the data collected. The analysis framework part of 

the chapter concludes with a description of the criteria used to select data to be interpreted. The 

rest of the chapter presents the statistical results of the selected DSN data. The DSN collected 

data from before the intervention and after the intervention in the same manner as the survey 

portion of the research. The pre-intervention data was used to inform and create the cyber safety 

intervention lesson. 

 

Chapter Seven: Discussion and Conclusion 

In this final chapter of the thesis, all of the information gathered through the literature review, 

survey, and DSN data is brought together and interpreted in relation to the research sub-

questions to provide recommendations on the creation of learning materials that are effective 

in raising student awareness of the risks of data leakage from IoT devices. The chapter then 

describes how this research project contributes to the field, whilst acknowledging the 

limitations of the work. Finally, the chapter provides recommendations for the creation of 

effective learning materials.  
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2 Literature Review 

In this chapter of the thesis the related literature is explored in detail. The literature review has 

been divided into two main sections, Section One: Context and History and Section Two: 

Contemporary Research Trends. The first provides a historical and contextual perspective to 

the issue of IoT and privacy as it applies to society in general. The second section provides an 

analysis of the current state of research into privacy and data leakage from IoT devices 

particularly in relation to school aged children. 

 

2.1 Context and History 

In this first section of the review, particular focus is placed on an historical approach to privacy, 

the IoT and data leakage from personal devices. This part of the review aims to develop some 

useful cognitive tools to help frame and analyse the research questions posed in this thesis and 

provide a social and technical context for the research. In order to offer a focus to the research, 

the literature review is structured in logical sections, introducing the topic generally then 

drilling down to more specific features as the review proceeds.  

 

The context and history component of the literature review is organised into 12 sections as 

follows: In Section 2.1.1, the review begins with an introduction to the IoT. The history of the 

IoT is presented and the intersection between the IoT and privacy is introduced. The concept 

of the socio-technical system is introduced in Section 2.1.2. Section 2.1.3 examines the nature 

of privacy and describes some of the attributes of privacy that apply to the socio-technical 

systems that school children and their IoT devices form. In Section 2.1.4, privacy and the IoT 

are explored by examining the scale of the deployment of IoT devices since 2003. Sections 

2.1.5 to 2.1.7 examine the attributes of data leakage, privacy settings and the privacy paradox 

in some detail. In Section 2.1.8 the Framework of Contextual Integrity is introduced and in 

Section 2.1.9 the focus is on how the framework can be used in the context of the IoT. Section 

2.1.10 examines behaviour motivation theories which form the theoretical background upon 

which the research presented in this thesis was developed and undertaken.  

 

2.1.1 The IoT 

The IoT is described as a connection between humans, computers and “things” (Suresh et al., 

2014). People have been connecting devices (“things”) to the Internet since the beginning of 
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the Internet in 1989 (Suresh et al., 2014). Further, Weiser (1993) describes a world where users 

and devices are connected together in a seamless transparent manner termed Ubiquitous 

Computing (UC). UC allows users to continually interact with possibly hundreds of wireless 

connected computers whose interfaces and interactions with humans are so intertwined and 

natural that the computers become effectively invisible to those users. As an example, the 

engine management computers in a typical automobile interact with the user in all aspects of 

the operation of the vehicle but the operator is not aware of the presence of the computer.  

  

In 1999, Kevin Ashton coined the phrase “Internet of Things” at a presentation to Proctor and 

Gamble (Ashton, 2009; Gubbi et al., 2013; Kortuem et al., 2010). In this presentation Ashton 

was referring to RFID tags to be used to track various products. Since then, IoT has been used 

to describe the interconnection of humans, devices and computers in a ubiquitous computing 

environment (Gubbi et al., 2013; Kortuem et al., 2010). For the purposes of understanding the 

history of the IoT, it is also useful to examine the change in the use of the term from UC to IoT 

in popular culture. Figure 2-1 presents a graph of Google searches for “Internet of Things”, 

and “Ubiquitous Computing” between 2004 (the earliest available Google search statistics) and 

2022. 

 
Figure 2-1 Google search trends for the terms "Internet of Things" and "Ubiquitous Computing" 2004-2022 

From Figure 2-1 a crossover in the number of searches for “Internet of Things” and “Ubiquitous 

Computing” can be seen around 2006. To examine this crossover point more closely, the same 

search for Google search trends is repeated for the period 2004-2013. This is presented in 

Figure 2-2. From Figure 2-2, it can be observed that there was a sharp rise in the usage of the 

term “Internet of Things” in 2009, around the same time a decline in the term “Ubiquitous 
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Computing” was observed. This suggests the term “Internet of Things” began to replace the 

term “Ubiquitous Computing” as a preferred term in Google search trends in 2009. 

 

 
Figure 2-2 Google search trends for the terms “Internet of Things” and “Ubiquitous Computing” 2004-2013 

 

In the modern world users are surrounded by hundreds of interconnected computers and are 

interacting with them in the manner described by Weiser (1993). Weiser’s lab devices such as 

the “Pad” have been realised as the tablet computer and Weiser’s “Liveboard” have been 

developed as the interactive white board (or SmartBoard).  

 

Privacy and security in IoT are topics that are considered in many papers and discussions, 

especially with regard to architectures, protocols, and designs. Weiser (1993) noted that 

location privacy in the Palo Alto Research Centre (PARC) lab where UC designs were being 

studied and developed became quite an issue with the team. Initially, the designs were open, 

all user location information was made available to the network and information about those 

users began to build up in the databases used. Weiser noted that the accumulation of data on 

individuals was a useful thing for the UC network, but the long-term storage of this information 

quickly raised concerns amongst the staff due to privacy concerns within the team. Weiser’s 

work with privacy and security of UC was carried out in 1993. It is interesting to note that 

privacy and user awareness are still issues that are being actively examined in 2022 in the 

context of personal computing devices (modern UC implementations). Koohang et al. (2022) 

discuss the importance of awareness of the IoT and devices to the users’ privacy expectations. 

In their work, Koohang et al. (2022) found that IoT awareness positively influences the users’ 

knowledge of IoT privacy and security and this, in turn, positively influences users’ trust in 

IoT.  
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Over a number of years, the terms IoT and UC have been used interchangeably. In 2015, Olson 

et al. (2015) conducted a study of concepts being used to describe the future of computing. In 

this study they noted that the IoT was simply Ubiquitous Computing with Internet connectivity. 

While the literature does describe some differences between IoT and UC, in particular the fact 

that UC concentrates on user-machine interaction and IoT places an emphasis on machine-to-

machine communications (Andrade et al., 2017), it would seem that the differences are 

philosophical in nature. For the purposes of this thesis the terms will be used interchangeably. 

 

2.1.2 Socio-technical Systems 

Early researchers in UC realised that privacy was a concern in UC environments and moved 

towards adopting an approach that allowed individual users to control what information was 

shared and only stored that information for a short period of time. The importance of privacy 

to society and the impact that UC would have on both society and privacy was a key 

consideration in the work carried out at PARC. The team at PARC collaborated on various 

articles for the Washington Post, New York Times and the San Jose Mercury News on the use 

of UC and the impact of storage of information on individuals. Weiser was hoping that the 

result of their work would be:  

… technological enablement combined with an informed populace that cannot be 
tricked in the name of technology… 

(Weiser, 1993, p. 82) 

 

Weiser’s focus on the integration of users, as an active component of the privacy and security 

model for a UC environment, and the hope that an educated user-base would help keep those 

users safe, is key to the current research question. If UC is the precursor to the IoT and Weiser 

the father of UC (Schmidt, 2010), his emphasis on user awareness for safety demonstrates that 

from the earliest development of UC/IoT, user awareness was key to promoting safety. 

 

Nissenbaum (2009) refers to this combination of technology and society as the “socio-

technical” realm (Nissenbaum, 2009). This description provides a useful language tool to grasp 

not just technology, but how technology impacts on society. The socio-technical realm is the 

combined system of technology and its social impact.  

 



 

Page        21 

 

Nissenbaum (2009) provides an example of a socio-technical system, the telephone. When 

people refer to the telephone, they are often not just referring to the physical handset with its 

associated wires or batteries, but to the telephone system and its impact on society. The very 

expression, “I’ll give you a call”, implies much more than the technology component of the 

telephone, but provides an entire social context for the call to occur in. For example, under 

normal circumstances it implies, “I will not call at three AM” or “I will not use intimidating or 

threatening words” or “I will speak in the same language as you”.  

 

The term “socio-technical” can be applied to other systems as well. When people refer to “using 

the computer” they are referring to more than just a device on a desk. The expression is 

referring to the entire social environment that computer use occurs in. Similarly, the IoT is a 

socio-technical system that is more than just a simple amalgam of devices but is an amalgam 

of devices that work in a society with societal expectations and impacts.  

 

2.1.3 Privacy 

The literature review has shown that researchers from the earliest days of the development of 

IoT felt that privacy and security were issues of importance to users, manufacturers and 

researchers. In this section, the concept of privacy is examined, which further provides a robust 

understanding of the socio-technical implications. As Nissenbaum notes: 

 

…The landscape on theoretical work on privacy is vast… 

      (Nissenbaum, 2009, p. 67) 

 

Given the widely varying nature of the work on privacy, it can be difficult to begin to grapple 

with a topic that is obviously important to IoT designers and users. It would seem that in the 

study of privacy there are at least two sides. On one hand, there are industry based “privacy 

sceptics” such as Mark Zuckerberg (Johnson, 2010) or Sun Microsystems’ Scott McNealy 

(Sprenger, 1999) who feel that privacy is no longer a value or is less meaningful in an age of 

technology. On the other side, there are academics, such as Nissenbaum (2009), Rachels 

(1975), Post (1989) and Al-Saggaf and Islam (2015), amongst many others, who feel that 

privacy is important and merits a great deal of study. 
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In order to answer the question of what privacy is, it is instructive to look not directly at privacy 

itself but some of the attributes that privacy may have. Figure 2-3 depicts key terms used in 

privacy research that help differentiate the theoretical treatment of privacy. These aspects are 

explored through the text. 

 

 
Privacy can be defined in a descriptive manner such as in Gavison (1980). Gavison, in 

developing a description of privacy that supports the way most people think about privacy, 

begins by providing a neutral description of the information, attention and physical proximity 

aspects of privacy. The neutral description does not, deliberately, try to define or ascribe a 

value to privacy. This neutral description is a place to start exploring privacy as it allows us to 

easily determine if privacy has been lost depending on changes in any of the attributes but 

without having to determine if that change is good or bad.  

 

The normative concept of privacy combines the descriptive view with values and so ascribes a 

direct value to privacy. So, for proponents of this view of privacy, words like increase or 

decrease in privacy are not “strong” enough as they do not convey the value of the change in 

privacy. Proponents of the normative view of privacy use terms such as “violation” or 

“intrusion”. Indeed, Post (1989) claims that there are virtually no uses of privacy where a purely 

neutral conception applies and as such, the purely descriptive view is not sufficient or 

necessary. However, it should be noted that in Gavison’s work the neutral description is merely 

the base on which she builds values and value judgments.  

 

The other two concepts relating to privacy are also quite polarising to privacy theorists. On one 

hand there are those who consider privacy as a restriction on who has access to that which is 

private. Gavison and Reiman (1976), while having different definitions and views on privacy, 

would fit into the “privacy as a restriction on access” view.  

 

Figure 2-3 Attributes of privacy 
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On the other side, there are those theorists who posit that privacy is defined by control over 

access to the private. Theorists in the “privacy as having control over access” view claim that 

privacy comes from the individual being able to control access to their private domains. This 

puts the user at the centre of privacy decisions. These theorists include Alan Westin, Charles 

Fried and James Rachels (1975) amongst others. Rachels’ work is particularly interesting as he 

emphasises the relationship between actors in his descriptions of privacy. The one conclusion 

that all privacy theorists come to, even those who posit a descriptive view of privacy, is that 

there are a number of sources for the moral legitimacy based on societal values that privacy 

supports.  

 

Schwartz (1999) points to limitations of the “privacy as a control” view. Cate (1999) and 

(Allen, 1999) agree with Schwartz that the model is limited but both argue for different reasons. 

These theorists propose models of privacy that are in between restrictions on access to 

information and control over what information is released. This thesis will provide students 

with the training and skills to control what information is released from their IoT devices and 

so will follow the popular conception of privacy as control over information. It should be 

remembered that the other conception of privacy as a restriction to what information can be 

accessed is still valid in this in the context of this thesis as vendors, lawmakers and even school 

rules impose restrictions on what information can be accessed.  

 

Another aspect of the theoretical work on privacy is the concept of spheres of privacy. The 

most common spheres being described are private and public (Figure 2-3). The idea of 

something being private or public creates a dichotomy between aspects of life that are either 

private or public. On the surface, this concept of public/private spheres of privacy is an easy 

concept to grasp; something is either private (in the private sphere) or public (in the public 

sphere) with no intersection between the two spheres. Theories of privacy based on this strict 

dichotomy often fail in situations such as privacy in public. For example, on services such as 

Reddit, conversations are public; however, often people share private information in this public 

forum (Proferes et al., 2021). A simple review of news stories on privacy demonstrates that the 

public/private dichotomy as raised here is embedded in the public view of privacy. There are 

seemingly endless news stories of private information being stored and accessed on public web 

sites and how anything not explicitly marked private becomes public when using many of these 

services. In addition to the popular notion of realms of privacy, the public/private realm can, 
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after a short search in case law and academia, be seen to be deeply embedded in law, public 

policy and almost all aspects of the discussion of privacy.  

 

Helen Nissenbaum is a researcher who has examined theories of privacy and their application 

to socio-technical systems such as those being examined in this thesis. Nissenbaum (2009) has 

proposed a tool the Framework of Contextual Integrity (FoCI), that addresses the weaknesses 

of current theories of privacy. The tool provides a mechanism to determine if the interactions 

(data flows) in a socio-technical system are acceptable or otherwise. The framework was used 

to help generate the survey questions for the survey component on this thesis. 

 

Nissenbaum points out that theories based on functional descriptions (both normative and 

descriptive) do well at explaining the value of privacy at a general level, but she argues that 

they do not have the necessary resources to discern in cases where privacy requirements 

override the stated purpose and values of socio-technical systems under question (Nissenbaum, 

2009, p. 112). These kinds of theories do not have the tools to describe and deal with the 

contradiction between what people say they value about privacy, and their actions that seem to 

undermine those very values. This privacy paradox is examined in (Thongmak, 2022). Modern 

studies into student privacy concerns have led to development of models that explore student 

concerns (Mutimukwe et al., 2022). Theories based on the private/public dichotomy fare a little 

better as they provide a model for privacy in the private sphere; however, that is restricted to 

protection against government actors, within private domains and about private information. 

(Nissenbaum, 2009, pp. 112-113). For example, it is generally agreed that it is considered an 

invasion of privacy for the police to search your home without due cause (privacy in a private 

sphere) but it is more complicated if a police officer stops you in the street and asks for private 

information such as your name or date of birth (privacy in public).  

 

As Nissenbaum (2009) points out, by creating this stark differentiating line between public and 

private, these theories would imply that private is private and public is public, whereas this is 

not the case in the real world. Another example of this “privacy in public” occurs if you were 

to see someone in a park; it would be acceptable to say hello (public information in a public 

place); however, it is unacceptable to say hello and then ask them where they live and what 

their birthday is. This is private information in a public space. To bring the example back to 

the IoT, it is acceptable to know that someone is on a public access point, but it is unacceptable 
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to delve further into the information available and derive personal information such as who this 

person is and their sexual preferences or health conditions. Current theories of privacy struggle 

to analyse these conditions as they do not take into account the context under which the 

information has been gathered and transmitted or who sent and received the information. 

 

2.1.4 Privacy Concerns and the IoT 

In the review of the literature, the concept of the IoT and the language used to describe it as a 

socio-technical system has been described and presented. Using these language tools, it is time 

to explore privacy and the IoT. From the earliest times of UC at PARC, privacy and education 

of users in privacy have been seen as important factors in the rollout of IoT devices and 

networks. The simplest deployment of a socio-technical system such as RFID tags on clothing 

creates privacy concerns amongst users. Users felt that if these tags were deployed inside 

clothing, criminal or government actors could track the location of wearers of the clothing 

(Want, 2004). Atzori et al. (2010) point out that the rollout of 15 million RFID tags to the entire 

Benetton fashion collection was met by intense market outrage (Albrecht & Starrett, 2004) and 

this was reported in the RFID Journal (Violino, March 2003). The rollout of these tags was 

cancelled. Much of this outrage came from users feeling that they had no control of their private 

information (for example their location) and this concern could have been avoided with 

appropriate user awareness. Roy et al. (2018) pointed out that retailers should engage in brand 

management strategies to improve customers’ acceptance of “smart” technologies. If it had 

been available at the time, an application of the FoCI could have been used to determine the 

appropriate brand management strategy. 

 

The Benetton RFID marketing issue first raised its head in 2003 and there has been 

considerable growth in wearable active devices, it is instructive to examine what kind of 

research has been carried out into privacy and the IoT in more recent times. Lee et al. (2016) 

looked directly at the wearable device market and surveyed 1782 users of wearable devices to 

examine potential information disclosure risks. This study found that users ranked privacy and 

security as their highest concern. In 2022, Jaspers and Pearson (2022) examined the motivation 

of consumers of domestic IoT devices, such as smart speakers and other “smart” devices, in 

the purchase and use of those devices. The Jasper and Pearson study found that the motivation 

to purchase a device varied based on whether the consumer had already purchased an IoT 

device, but all users had privacy concerns regarding the use of the “smart” device. However, 
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the Jaspers and Pearson study concentrated on adult purchasers, not school aged students. The 

research presented in this thesis found that students, like the purchasers of smart devices in the 

Jaspers and Pearson study, had multiple IoT devices but still had concerns about their privacy 

when using these devices. 

 

According to Abramovich (2014), in 2014 the size of the wearables market was US$700 

million. In 2014, the smartwatch was recognised as a valuable IoT device by 36% of people 

surveyed. It was also noted that 48% of owners of wearable devices were young, aged between 

18 and 48 years old. In 2014, the total shipment of wearables was 19 million units 

(Abramovich, 2014). This grew to 172.2 million units in 2018 (IDC, 2022). The size of the 

entire IoT market by year end 2022 is projected to be 11.57 billion devices connected to the 

IoT (Insights, 2022). 

 

 
Figure 2-4 Number of IoT devices connected worldwide (Statista 2022) 

Lee et al. (2016) studied a number of wearable devices and the data associated with those 

devices with the aim of identifying data disclosure scenarios that are of concern to users. The 

team presented scenarios for data disclosure to participants and asked those participants to rank 

those that they found concerning. Lee et al. (2016) devised a pool of 72 scenarios where 

information disclosure could be felt to be uncomfortable. These scenarios included topics such 
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as a your bank account details, photos or videos of you unclothed, exercise patterns, gender 

and age. In the study, people were presented with six scenarios drawn from the pool of 72 and 

were asked to rank them into which they were most uncomfortable with being disclosed. The 

Lee et al. (2016) study found that the data considered most concerning were photos that are 

particularly embarrassing or of nudity, and financial information or information that can be 

used to impersonate the user. Data that was of least concern was of the kind that is publicly 

available such as demographic information or information that advertisers could have access 

to such as websites visited. Also of interest in the Lee study was that users were less concerned 

about data being shared from M2M than they were about data being shared with co-workers or 

other people. This would seem to indicate that the recipient of the data is as significant as the 

data itself. A key feature of the Lee study was noted in the limitations section of the work. In 

this case the team noted that participants might not have knowledge of or interest in wearables 

and their capability. This thesis extends the work in the Lee study, addressing these limitations 

by actively testing students’ knowledge of their devices as well as their confidence in managing 

those devices. 

 

The observation that a user’s knowledge of their devices is important to that user’s awareness 

of potential privacy issues supports the observation of Weiser in 1993. The education of users 

in how IoT devices work is critical to maintaining control of privacy. It is interesting to note 

that world-wide spending on wearable devices in 2022 is US$93.86 billion (Gartner, 2021).  

 

It is unclear if Lee et al. (2016) or Felt et al. (2012) were applying any formal theory of privacy 

to their study of information disclosure when formulating the information disclosure scenarios 

that people may find uncomfortable. What is clear however, is that there has been a significant 

amount of research into the impact of information sharing from IoT devices. 

 

The desire to identify and manage the dissemination of personal information has been the goal 

of UC and IoT designers for some time. To further the discussion of privacy and the IoT, as far 

back as 2003, studies such as the Lederer et al. (2003) reported on designing a privacy user 

interface (UI) for ubiquitous computing devices. Lederer et al. concentrated on the relative 

importance of an inquirer and user situation to control accuracy of personal information. 

Lederer et al. was examining a user’s preferred accuracy of responses to queries of a personal 

nature by an inquirer in a UC environment. In particular, the questionnaire used in the study 
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examined the relative impact of two aspects of the inquiry; 1) who is the inquirer and 2) in 

what context is the inquiry is being made. It was found that privacy preferences varied more 

by inquirer than by context. For example, was it more important for the user to give less 

accurate location information to the inquirer during a dinner party or while travelling to work? 

The study concentrated on three actors in the exchange; the inquirer, the users in the situation 

at the time of the inquiry, and their accuracy preferences. Accuracy preferences describe the 

desired accuracy of information given to an inquirer. Indeed, the study showed that privacy 

preferences varied by inquirer more than by situation.  

 

In 2021, 18 years after the Lederer et al. study, research into the design of privacy interfaces is 

still ongoing. Fernandez et al. (2021) presented work on a privacy interface for IoT devices 

that addresses the same issues that were prevalent nearly 20 years earlier, including user 

awareness, identification of data being shared, and providing mechanisms to control of that 

data. In 20 years of research, the methods for the management of user data have moved from a 

graphical user interface to an augmented reality but the fundamental issues being addressed are 

still in existence. While this thesis is not looking to create a new privacy interface for IoT 

devices, the issues raised by Lederer et al. and Fernandez et al. are being addressed in the 

current research. In this thesis, rather than approaching the management of private information 

from a technical standpoint (for example, a graphical user interface or an augmented reality 

interface) the issues of user training and awareness, as well as personal agency, are treated as 

human issues where the solution is to bring the human into the solution loop. By showing 

students what information they are inadvertently sharing and then how to control that sharing, 

users are being invited to participate actively in the socio-technical system rather than being 

passive recipients of the privacy values set by others. 

 

2.1.5 Data Leakage 

In the literature examined so far, IoT privacy research has concentrated on the devices 

operating “normally”. That is, the data flows from the devices are in agreement with what the 

devices are intended to do and what the user expects them to do. For example, one expects the 

Fitbits wrist band will send exercise data back to the company server, even if this makes the 

user feel a little uncomfortable. What is not expected is when information comes from the 

device, for example the owner’s name, in an unencrypted manner into a Bluetooth 

transmission. This could be considered data “leakage” from the device. On examining the 
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literature, looking for work done on the leakage of personal information from devices, we see 

that this is another active area of research activity. For example, Cheng et al. (2013) 

characterised privacy leakages from public Wi-Fi networks and Atkinson et al. (2016) studied 

information leakage from encrypted Wi-Fi networks. The work of researchers into the security 

of IoT devices continues. Ramadan (2022) examines the security of IoT devices in a layered 

manner and points to weaknesses in software, hardware, networking and even the central 

processing units of various IoT devices. 

 

Cheng et al. (2013) used the proliferation of unencrypted Wi-Fi networks at transport hubs to 

look at the traffic emanating from users’ mobile devices. They were able to passively monitor 

Wi-Fi beacons and SSID broadcasts and other network traffic. As the networks they studied 

were unencrypted, the authors were able to delve quite deeply into the broadcast packet. Based 

on these “sniffed” packets, they were able to characterise users and their preferences based on 

the information given freely across the Wi-Fi network. Cheng’s conclusion in 2013 was that 

there is an alarming amount of personal data leaked from devices that can be used to create a 

user profile. In 2022, there are far fewer unencrypted Wi-Fi networks; however, it is still 

possible to gather enough information to create a personal profile. Enoch et al. (2022) were 

able to use specialty software to build profiles of individuals walking past sensor nodes using 

standard Wi-Fi protocols and the author of this thesis was able to generate similar results using 

open source software and hardware. 

 

In order to categorise the personal information that was collected, Cheng et al.’s (2013) study 

made reference to elements of privacy which they adopted from Spiekermann and Cranor 

(2009). Spiekermann and Cranor defined a privacy friendly system as one with zones of 

information that should not overlap. The different zones of information are a user sphere, where 

data is generated, a recipient sphere where data is consumed, and a joint sphere where data is 

transferred or stored. Cheng et al.’s study did not explicitly adopt a privacy theory, but the 

authors were able to identify novel ways in which personal information was transmitted to third 

party actors other than the intended actors. Cheng et al. recognised that users are responsible 

for their own privacy settings (in sphere one) while acknowledging that leakage of private data 

still occurs. Cheng et al. attempt to move the responsibility for user privacy to the owners in 

the second and third spheres by encouraging vendors to build and deploy more robust technical 

solutions. 
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Atkinson et al. (2016) used an analysis of the traffic patterns of encrypted data to extract 

personal information from secure Wi-Fi networks. In their study, they assumed that user 

devices employed data encryption correctly and the team analysed data flow patterns in the 

encrypted data monitored. In the Atkinson et al. study, application “fingerprints” were 

identified and applied to the encrypted data flows. Using these fingerprints, the team was able 

to determine what application the user was using, for how long they used that application, and 

from where they were accessing the application. Based on the application usage profile, they 

found it was possible to build user profiles of individuals even though the data flows were 

correctly encrypted.  

 

Atkinson et al. (2016) technique was 84% accurate in detecting applications running, and from 

this inferring user information such as religion, sexual orientation and personal wealth. This 

was done in a closed environment; that is, in their laboratory environment. The accuracy of 

their technique dropped to about 67% in the open-world environment (that is, a real-world 

network environment). The 67% accuracy rate in detection of user activity may appear low; 

however, the authors’ work, at least as a proof of concept, demonstrates that it is possible to 

build personal profiles of individuals even from correctly encrypted networks.  

 

Atkinson et al. were able to identify applications and from this derive personal profiles of 

network users from encrypted networks. He was also able to offer a potential solution to this 

problem through special virtual private network (VPN) strategies. In particular, they mentioned 

a VPN service, The Onion Router (TOR). TOR defeats the detection algorithm used by 

Atkinson et al. by padding frames and altering interpacket timing. This alteration of the packet 

stream changes the underlying statistics of the data flow that the fingerprint detection algorithm 

relies on.  

 

2.1.6 Privacy Settings 

One of the key recommendations from the Atkinson et al. (2016) study is that users who are 

sensitive to personal information being inferred from network activity should not use 

applications that could be used to aggravate that sensitivity. For example, if an LGBTQIA+ 

individual did not want others to know from their network activity that they identified as queer, 

they should be aware of the risks associated with, and consider not using, applications such as 
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Grindr or Tinder. This recommendation is based on an assumption that the user understands 

the use of various applications that can be used to infer data about them. Again, the 

management of private information requires an educated and informed user base. 

 

If one considers privacy as an individual’s ability to control the spread of their personal 

information, the IoT has complicated users’ privacy. This is because often the user interfaces 

with IoT devices are limited, and the amount of information collected is large. By some counts, 

there are up to 14 different sensors on a smartphone alone (Mishra, 2017). Lee and Kobsa 

(2017) have attempted to deal with the issue of managing privacy settings and controls by 

creating a machine learning model for privacy setting predictions in a simulated IoT 

environment. It was hoped that the model created would specify suitable privacy settings for 

the IoT device without user intervention. This model would simplify the users’ interaction with 

the privacy settings on their IoT devices considerably. The machine learning model produced 

was found to be 77% accurate in predicting user privacy preferences for the scenarios 

presented. 

 

In a manner similar to Lederer et al. (2003), Lee and Kobsa (2016) used surveys to predict 

users’ preferences for privacy settings based on a number of IoT data collection scenarios. 

These scenarios were randomly generated from a base of five different contexts. Unlike 

Lederer et al., the team gave participants Google Glasses to use, and the scenarios encountered 

were ones users would actually experience, based on the location of the user on the university 

campus. When the user encountered a scenario, they were asked five questions. The team then 

used a data mining technique, K-modes clustering, to analyse the survey results. Using cluster 

analysis, it was possible to determine the contextual factors that determined the users selection 

of privacy settings. The contextual factors were used to help generate a model of what privacy 

settings would be selected by a user in a particular context. The model produced showed a 77% 

accuracy in predicting privacy settings.  

 

In all of the studies presented thus far, work on IoT privacy has not drawn on any formal 

definition or framework of privacy. In order for these authors to determine the kind of 

information that would be considered “private”, they used either survey instruments based on 

scenario data or legal definitions of privacy such as the European Union (EU) data protection 
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legislation known as the EU Directive on Data Protection (Directive 95/46/EC) (Atkinson et 

al., 2016).  

 

2.1.7 Privacy Paradox 

What is now needed in the toolkit of concepts and ideas is a more formal understanding of 

what privacy is and what it means to users of IoT devices. Based on the reaction to the Benetton 

RFID deployment (see Section 2.1.4) it seems that privacy is as important to IoT users and 

consumers as it is to researchers.  

 

The Internet privacy paradox refers to the state where a user’s concern about their online 

privacy is often not reflected in their actual behaviour. This privacy paradox has been studied 

by many scholars including Gordon Hull. Hull (2015) examines the privacy paradox in socio-

technical system, where users seem to value privacy yet are happy to trade this off for relatively 

modest gains. In 2018, Gerber et al. (2018) conducted a systematic literature review of work 

done to explain the privacy paradox and found that across a number of different studies 

evidence for the privacy calculus model of online behaviour was supported. The privacy 

calculus model is based on the assumption that a person’s decisions and actions will be aimed 

at maximising the benefit to that person. So, from a privacy perspective, a person may, for 

example, choose to trade off access to some of their private information to get a discount on an 

airfare. While many scholars such as Hull examined the privacy paradox from the perspective 

of lay users rather than experts, Barth et al. (2022) took a different approach to their 

examination of the privacy paradox. They studied the habits and opinions of professional cyber 

security and privacy experts and found that the experts reported similar behaviour on the 

Internet to those reported by lay users. While the research presented in this thesis is examining 

the unintentional leakage of data from student owned devices, the privacy calculus model can 

be seen at work. 

 

In 2014, the most common form of privacy control provided by website owners was the notice 

and consent (NAC, my term) or End User Licence Agreements (EULAs) (Hull, 2015). In this 

control a potential user of a web based service is provided with a contract that allows the 

customer to use the service based on the terms and conditions in the EULA. Kundu et al. (2022) 

provide a review of security and privacy in social media platforms and conclude that the NAC 

approach to privacy control, while being the most common form of privacy control on social 



 

Page        33 

 

media platforms, is also limited. The authors cite three major limitations of the NAC. First, 

privacy policies tend to be long and difficult to read so users tend to skip over the text. Second, 

policies leave room for the addition of future changes so users can not know what changes to 

the nac have occurred unless they read them again. Third, nac policies are incomplete as they 

cannot possibly cover all parties with whom private information may be shared (Kundu et al., 

2022). Kundu et al.’s analysis is supported by others such as Kröger et al. (2021). In addition 

to the NAC, many websites such as Facebook allow users to control their individual privacy 

settings (Madejski et al., 2012). However, these settings can be very difficult to understand and 

configure to ensure the desired outcome. Madejski found that there was a serious gap between 

users’ intentions and the reality of the selected Facebook settings (Madejski et al., 2012). In 

2022 Crepax et al. (2022) noted that most of the privacy controls designed for webpages relate 

to identification and authorisation with an emphasis on verification of age. Crepax pointed out 

that there is no technical control of website information designed specifically for children. 

 

The widespread use of the NAC would imply that it is a reasonable approach to the 

management of privacy at an individual level. However, as pointed out by Hull (2015); Kundu 

et al. (2022) and others, this approach requires three prerequisites to be met to work effectively. 

One; users need to have understood the contract they have committed to, including all of the 

unwritten implications of such contracts. Two; users need to have understood how they can 

modify their privacy settings on the platform. Finally, users need to exercise the option not to 

use the service if they find the contract conditions onerous. 

 

Hull (2015) and Kundu et al. (2022) point out that the current regime of self-managed privacy 

cannot reasonably achieve any of these three prerequisites. The first prerequisite cannot be met 

as there is an information deficit on behalf of the potential user as often the terms and conditions 

involved in a typical notice and consent form can be many pages long and use language that is 

difficult to understand. Kundu et al. (2022) found that the Twitter privacy policy in 2017 

consisted of 3806 words or approximately 15 pages leading to many consumers being unable 

to give informed consent to the use of private information. Even if the consumer were able to 

give this consent, data science techniques can allow new data to be synthesised from the 

privacy data that has been consented to, that cannot be subject to the original notice and consent 

instrument (Al-Saggaf & Islam, 2015). Large technology firms have available to them 

computer scientists, legal experts and data analysis tools that the lay person does not have. 
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Access by large technology firms to these advanced resources and tools creates a knowledge 

imbalance, or asymmetry, between big tech and the everyday user. It is this asymmetry of 

knowledge that ensures that the notice and consent tool cannot meet the first prerequisite to 

protect privacy. 

 

The second pre-requisite, that users need to understand how to modify the privacy parameters 

on the site is also difficult to satisfy in terms of its ability to protect consumers’ privacy while 

using an online service. In this case, Hull (2015) points out that privacy settings for various 

web services can be difficult to find and master. The difficulty in users manipulating the 

privacy settings of various online tools has been reported in Hargittai (2010); Marin and 

Gallegos (2021); Martin (2016); Marwick and Boyd (2014). Often sites change the way privacy 

settings are managed and this can create confusion in the minds of users about what settings 

are active and what they mean (Hargittai, 2010). In the world of the IoT, the ability of a user 

to manipulate privacy settings is crucial. Recall that in the work of Lee and Kobsa (2017), the 

team studied exactly this aspect of how users can manipulate their privacy settings with their 

IoT devices. 

 

The final pre-requisite as specified by Hull and Kundu et al. is that of consumers having free 

choice. As more services move online, as social groups begin to rely on the Internet as the 

medium of communication, it becomes more difficult to opt out (Hull, 2015). The proliferation 

of centralised social network sites, such as Facebook and Twitter, are being challenged by 

decentralised services such as PeerSoN or Safebook (Marin & Gallegos, 2021) but the user 

base of the centralised service is such that it is difficult to opt out of using them. Ellison et al. 

(2007) explore the implications of “opting out” for college students in terms of social capital 

and found that this creation of social capital interacts with measures of social well-being 

(Ellison et al., 2007). Olteanu et al. (2019) also describe the advantages of participating in 

online social networks (OSN) while discussing issues of privacy with regard to location 

sharing. The concept of addiction to social networking sites also provides a window into the 

lack of choice faced by users of social networking platforms Yin et al. (2021) found that the 

fear of missing out (FOMO) of Chinese students with a median age of 16.8 years old was 

positively associated with social media addiction. Users who are addicted to OSN are not in a 

position to opt out. In this thesis there is qualitative evidence that FOMO is a component of 

students’ need to use their devices constantly. 
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The NAC methodology for controlling user privacy fails to provide protection for the privacy 

of its users for the reasons stated above. Further, Hull also claims that the use of self-managed 

privacy tools creates an environment where users’ private information becomes commodified 

and this encourages users to act individually in setting, managing and selling their privacy. 

Businesses trade this commodified private data to influence their revenue. Woods and Böhme 

(2022) present a model that helps maximise the value to businesses of the private information 

they have access to. The commodification of consent allows users to trade off certain aspects 

of their privacy for economic gain – access to certain software or ability to communicate using 

various apps. This in turn creates an economic value of privacy as a commodity that can be 

bought and sold.  

 

Due to the limitations of the current notice and consent models of self-managed privacy, a 

common task, such as using social media, creates serious issues regarding user privacy based 

on a user’s level of understanding. The Kokolakis (2017), review of the current state of research 

on the privacy paradox, finds similar deficiencies in the current practice of self-management 

of privacy on the Internet. The idea of a “big business agenda” is also reflected in Sterling 

(2014), where the change in the status of users of IoT devices is discussed. Sterling claims that 

the concept of users and customers is no longer valid; rather, users and customers have become 

participants that have no control over their data or its use.  

 

If the difficulties in managing privacy and consent are apparent in well-known and well used 

tools such as Facebook and Google+ (Humbert et al., 2013; Liu et al., 2011), how can Weiser’s 

desire for a “well-educated consumer” be realised in the ubiquitous computing world of the 

IoT, where the very ubiquitous nature of the devices creates an environment that generates and 

hides the data being sent, where it is received and who receives it without intervention from 

the user.  

 

2.1.8 Framework of Contextual Integrity 

In the discussion on privacy presented so far, it can be seen that privacy is a concept that means 

different things to different people. Sometimes it is a right, sometimes it is a commodity to be 

sold or traded. What has been common in the discussion is the proliferation of new socio-

technical systems creating new and innovative flows of information of which IoT is just one 
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example. In order to determine if information flows from IoT are undesirable, users need a tool 

that takes into account not only theories of privacy but importantly contexts of information 

flows. A suitable tool would be able to explain in a universally accessible manner the apparent 

contradictions and paradoxes in the way privacy is viewed and managed in socio-technical 

systems. 

 

In Figure 2-3 it can be seen that two of the traditional ways that privacy has been viewed are: 

(1) restrictions on access to private information and (2) exercising control over the 

dissemination of private information. Nissenbaum (2009) claims that a more effective measure 

of privacy is not to look at privacy from a static control or access to information perspective 

but to consider privacy as a right to the appropriate flow of information. Nissenbaum maintains 

that privacy is still an important right, worth protecting in law. The subtlety is that privacy is a 

right to the contextual integrity of information flows and this in turn varies from one context 

to another (Nissenbaum, 2009).  

 

In Nissenbaum’s Framework of Contextual Integrity (FoCI)  (Nissenbaum, 2009), privacy 

consists of attributes and the relations between them. The key attributes in the FoCI are: (1) 

Informational norms, (2) Contexts, (3) Actors, (4) Attributes and (5) Transmission principals. 

By taking into account this extended list of attributes, Nissenbaum argues that the FoCI can 

deal with some of the troubling issues of privacy introduced by various socio-technical systems 

including issues where privacy in public is expected. The following paragraphs will examine 

each of the attributes and present a heuristic as to how the FoCI can be used to determine if 

contextual norms have been breached. This will be followed by a real IoT case study that uses 

the FoCI to analyse personal choices of privacy in an IoT environment. 

 

The concept of norms is central to the definition of the FoCI and in this, Nissenbaum attributes 

four elements to a norm. The first is a prescriptive and sometimes implicit ought element, (that 

is, a modal verb to indicate something should occur). Second, is a subject element. This is the 

someone to whom the obligation in the norm falls. The third element is the action that needs to 

be carried out. The fourth element is the conditions under which the action ought to be taken. 

By limiting norms to these elements, it can be shown that many of the norms that guide our 

lives are embedded in other systems.  
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Norms as defined this way can be based on many aspects of life. For example, we (the subject) 

stop (the action) on red lights (the condition). This definition creates a large list of possible 

norms. For the purposes of her work on privacy, Nissenbaum narrows the list of norms by 

referring to norms that deal with those concerned with the flow of personal information as 

informational norms. When informational norms are in a particular context they are referred to 

as context relative informational norms.  

 

The second attribute of the FoCI that needs to be considered is context. Context is considered 

as structured social settings; for example, education, health, family, sport and so forth. All of 

these social settings have activities, roles, actors, relationships, power structures, rules goals 

and purposes. These all differ between the contexts. Individuals who may have a role in a health 

context could have a different role in a friendship context. In this case the two contexts (work 

and friendship) overlap by virtue of the actor. Contexts vary not only between social settings 

but also different times and places. So, for example, the educational context during a time of 

war would be different to that same context in peacetime.  

 

The third element in the FoCI is the actor. Actors can be of three types: information senders, 

information receivers, and information subjects. An actor can be defined as an individual or a 

group of individuals. Nissenbaum claims that one of the failures of other views of privacy (for 

example access vs control) is due to the fact that they are not sophisticated enough to specify 

and articulate the roles of actors in a particular scenario.  

 

The fourth element in the FoCI are attributes. Attributes are the type of information being 

considered. The type of information is a key feature of the framework as it is not only limited 

to public and private. Rather, the framework allows as many types of information to be defined 

as required. Informational norms determine the appropriateness of different attributes in given 

contexts. 

 

The final element of the FoCI is transmission principles as they represent a constraint on the 

distribution, dissemination and transmission of information. Transmission principles are the 

terms and conditions under which information can be sent and received, as well as how it is 

sent and received. For example, sharing information via a phone call transmits information 
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differently (one-to-one) than sharing it via a public website (one-to-many). The transmission 

method can influence the nature of the privacy of the data flow. 

 

Nissenbaum (2016) notes that the framework is by its nature conservative and that if applied 

to most socio-technical systems would flag many reasonable changes as unacceptable. A 

simple application of the framework creates an opportunity cost. That is, if we naively apply 

the FoCI, valuable information flows that are reasonable in nature may be dismissed. To assist 

in resolving this, she provides a process that can be applied to the new practice being evaluated. 

Sar and Al-Saggaf (2014) presented a 9-step version of the process. These are: 

 

1. Describe the new practice in terms of information flows 

2. Identify the prevailing context 

3. Identify information subjects, senders, and recipients 

4. Identify transmission principles, distribution, dissemination, transmission 

5. Locate applicable entrenched informational norms and identify significant points of 

departure 

6. Prima facie assessment 

7. Evaluation I 

8. Evaluation II 

9. Recommendation 

 

The process up to step 6 is the basic FoCI. Steps 7 and 8 provide a review function on the new 

practice. Step 9 uses the outcome of step 8 to decide in favour or against the systems or 

practices being examined (Nissenbaum 2010, pp. 181–183). 

     

Nissenbaum (2009) points out that the heuristic tends not to flag all unacceptable practices due 

to slowly changing societal norms. What is meant by this is that the framework will not detect 

unacceptable changes that occur as societal norms change over time. Thus, a practice or system 

that may be flagged at one point in time may not be flagged at another point in time. What was 

not normal then, is normal now. An example of this is provided by Hull (2015). The uses of 

EULAs and privacy notices are gradually changing the way society feels about privacy. Hull 

argues that the use of self-managed privacy settings has encouraged people to assume privacy 

is a commodity that can be traded away for an economic gain. Zelianin (2022) reinforces the 
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notion of private data as a valuable commodity whose value varies with improvements to 

privacy technology.  

 

What makes the framework of contextual integrity appealing for use in this thesis; and why so 

much time has been devoted to its discussion, is that it does not rely on any particular definition 

of privacy. The heuristic was used to generate and test various imaginary scenarios of varying 

levels of discomfort. These imaginary scenarios were then turned into the questions for the 

questionnaire component of this thesis. To summarise, Nissenbaum (2009) explicitly claims 

that a right to privacy is not defined as an end in itself; rather, it is a right to an appropriate flow 

of personal information in a given context.  

 

2.1.9 Applications of the Framework of Contextual Integrity to IoT 

At this point in the historical and contextual review of privacy some tools have been introduced 

that can be used to help examine the privacy paradoxes apparent in socio-technical systems 

including the IoT. Before we apply these tools to the research question in this thesis, it is 

worthwhile to examine the framework as applied to another IoT based problem.  

 

Winter (2014) undertook a study using the FoCI to examine the impact of the IoT on simple 

everyday tasks such as buying items from a supermarket. The supermarket was chosen as the 

focus of the research as it is an ordinary sort of task people do every day, but it is also the focus 

of changes in product delivery and tracking via IoT devices. Participants were interviewed as 

to their shopping habits over the previous month. Then participants were asked a number of 

scenario-based questions projecting this activity into a future where the IoT is changing the 

actors, method of data transmission and even the types of information transmitted. They found 

that some of the information flows from the changes brought about by the IoT were positive 

and some were negative.  

 

Of particular concern were those practices to do with location-based services and use of 

information by unknown actors, as well as the collection of health and biometric information. 

The author also identified changes in the transmission of this information such as the use of 

credit cards and loyalty cards that caused concern for the participants. They also used 

information such as location, time of day, and so forth to derive other non-obvious attributes 

such as medical conditions, based on purchases.  
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Winter (2014) was able to use the FoCI to demonstrate an uneasiness in proposed transactions 

when those transactions are carried out in a theoretical IoT environment. In this case, as the 

IoT – smart RFID tags were not fully implemented in the supermarket in the research at the 

time of the study, the exercise was based on scenarios and as a kind of “thought experiment”.  

 

Sar and Al-Saggaf (2014) used the FoCI to analyse how social networking sites such as 

Facebook, Twitter and Google+ are able to track users’ Internet activity both on social 

networking sites and outside those sites via embedded widgets and tools. They approached the 

analysis from a moral perspective but used real Internet data captured from a single user. The 

study is a good demonstration of the framework of contextual integrity being used on real data. 

 

2.1.10 Motivation behind Behavioural Change 

The literature review has identified what the IoT is, and how it is embedded in modern life. We 

have also investigated theories of privacy and using tools such as the FoCI that are able to 

identify non-normal data flows. The next task is to present the tools required to help users 

control and manage their information flows. Sub-question 4 of the research in this thesis is: To 

what extent do users change their device settings to control leakage from their devices when 

shown how to do so? In this section of the literature review, the theoretical background to this 

question is explored. Why would one expect users to change their behaviour when confronted 

with a perceived breach of privacy generated by their IoT devices? The answer to these 

questions comes from behavioural psychology. Many studies have shown users actively take 

(or should take) protective measures to control their privacy online, including Liu et al. (2011); 

Sar and Al-Saggaf (2014); Youn (2009).  

 

Privacy protection strategies employed by users can be explained by invoking Protection 

Motivation Theory such as that described in Maddux and Rogers (1983); Rogers (1975); Youn 

(2009), where young adolescents were found to employ safeguards to prevent privacy loss. 

Youn stated that; 

Originally, Rogers (1975) proposed that one’s motivation to protect oneself from 
risks arises from three cognitive appraisal processes: (1) perceiving the risk to be 
likely to occur to oneself, (2) perceiving the risk to be severe, and (3) perceiving 
protective behaviour to be effective in reducing risk, which is referred to as response 
efficacy.  

(Youn, 2009, p. 392) 
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This tendency for young users to use privacy protection safeguards was also identified strongly 

in Marwick and Boyd (2014) who found that:  

 

To manage an environment where information is easily reproduced and broadcast, 
we find that many teenagers conceptualize privacy as an ability to control their 
situation, including their environment, how they are perceived, and the information 
that they share. 

       (Marwick & Boyd, 2014, p. 1056) 

 

In social cognitive theory, Bandura (1982) defines the idea of self-efficacy as a form of self-

evaluation that determines next actions (Eastin & LaRose, 2000). The idea of self-efficacy and 

perceptions of risk embodied in both Rogers (1975) and Bandura (1982) are used in this thesis 

to help participants manage data leakage from their IoT devices by providing the participants 

with knowledge of what is being shared (normal and non-normal) and how to control that data 

leakage. After the non-normal flows are identified by the users and discovered by the DSN, 

participants are shown how to control data leakage from their devices. Their feeling of self-

efficacy in the area of IoT privacy should increase and so the amount of data leaked should 

decrease.  

 

2.2 Contemporary Research into IoT Privacy and Security 

In this section the literature review will examine contemporary research into IoT privacy and 

security with a particular focus on research aimed at schools and school aged students. Section 

2.2.1 examines modern privacy maintenance technologies such as differential privacy and local 

differential privacy. These techniques are effective in their domain (sending information from 

device to cloud) but they do not address the leakage of private information from IoT devices; 

for example, users may name their device “[firstname][lastname] iPhone” and their name and 

the fact they own an iPhone will be broadcast by Bluetooth. In Section 2.2.2 studies examining 

the importance of user awareness and training are presented, including the possible use of 

gamification in the learning and teaching of cyber security. Section 2.2.3 examines research 

into some of the technological responses to IoT privacy and security and how they may apply 

in a school environment. In Section 2.2.4 the use of IoT in schools is examined and Section 

2.2.5 presents ways that the FoCI may be applied in a school environment. Finally, in Sections 
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2.2.6 and 2.2.7 some background material on the Long Range (LoRa) radio standards and the 

open source and maker movements relevant to this project is provided. 

 

2.2.1 Methods of Privacy Preservation 

Hardware and software suppliers often use data collected from their devices or software to 

improve the performance of those devices or to trade on the open market. This data is collected 

by hardware and software developed by the vendor. In its native form this information can be 

user identifying. To help maintain user privacy, vendors have developed a number of highly 

advanced techniques to address the preservation of privacy by large organisations. 

 

Differential Privacy (DP) is a technique that adds randomness to the data collected from 

individuals so their personally identifying information cannot be recovered (El Ouadrhiri & 

Abdelhadi, 2022). DP is a robust method for guaranteeing the protection of privacy but is a 

server-side implementation (Wang et al., 2020). By “server-side” it is meant that the DP is 

applied from the server to the consumers of private data. However, DP still allows private data 

to be gathered directly from the client machine. To resolve this problem the concept of Local 

Differential Privacy (LDP) has been introduced and is implemented by Apple, Google and 

Microsoft amongst others (Cormode et al., 2018). LDP adds noise to the user data at the client 

computer end of the connection so no personally identifying information is sent from the 

personal computer to the central server. This improves the privacy of the user by ensuring the 

privacy of the information shared end-to-end. Google implemented RAPPOR, a kind of LDP 

in the Chrome browser to improve data being collected from users who have opted in to report 

statistics (Erlingsson et al., 2014). These techniques are ideal for managing the privacy of data 

sent to large corporations for aggregation and mining, but they do nothing to assist with the 

leakage of data from personal devices. LDP and DP will not help protect a user’s privacy when 

they name their phone “[firstname] [lastname] iPhone”. This type of naming is an actual 

example of data collected by the distributed sensor network in the research conducted in this 

thesis.  

 

2.2.2 Importance of User Awareness and Training 

In addition to this vendor initiated, server-side acquisition of data, Rosenberg et al. (2022) 

found that of 4.9 million Facebook posts made by schools in the United States of America, 

725,000 posts identify individual students. This is an example of well-meaning users of the 
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Internet attempting to use the tools made available to them without understanding the context 

of that usage. It emphasises the need for user training and awareness when using these tools. 

Wu et al. (2021) found that when students were taught about privacy and security online using 

gamification methods there was an increase in good practice in the areas of password 

management, information handling and Internet access. This thesis does not use the concept of 

gamification in the delivery of the cyber security intervention but the introduction of 

gamification of IoT security instruction may be a subject for further research given the target 

demographic’s interest in online gaming. 

 

2.2.3 Technological Responses to IoT Privacy and Security Issues 

Privacy and security have been important issues to be identified and managed as the IoT has 

evolved. Wi-Fi is a key IoT technology that links users to computers and computers to 

computers. Kwon and Choi (2020) present a review of the history of various Wi-Fi protection 

and security schemes including the newest (at the time of writing). WPA3. Bednarczyk and 

Piotrowski (2019) point out that while technical solutions to communications security issues 

are important, these socio-technical solutions all have the so called “human factor” that needs 

to be included in the design of any security system. The current research aims to emphasise the 

human factor and bring the users’ knowledge of their devices to the centre of the IoT privacy 

security model. Fuchs (2005) provides a model of the Internet as a socio-technical system 

where the technology of the routers and computers in the network both enable and provide 

constraints on human activity. Human activity creates and changes information found on the 

Internet as well as the structure of the Internet itself. By considering the IoT as purely a 

technological system, one fails to include the humans that use and create the Internet (Fuchs, 

2005). 
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Figure 2-5 The Internet as a socio-technical system (2022) based on Fuchs (2005) 

Another key technology in the IoT is Bluetooth and its modern variant Bluetooth low energy. 

Zeadally et al. (2019) provide a detailed review of the history of Bluetooth technology. Like 

Wi-Fi, Bluetooth security has been studied in great detail. Callaghan et al. (2006) provide a 

case study on vulnerabilities of Bluetooth in mobile devices. The naming of Bluetooth devices 

is examined by Kindberg and Jones (2007) and the research presented in this thesis has found 

similar issues in the naming of devices by school children in 2022 as were found in 2007. 

Haataja (2008), Minar and Tarique (2012), Albahar et al. (2016) and Cäsar et al. (2022) have 

all researched various Bluetooth vulnerabilities. All of this research is very specific to the 

technological aspect of the system under study and do not take into account the socio-technical 

nature of the Internet and IoT systems. A particularly useful paper by Kassab et al. (2020) 

provides a systematic literature review of the IoT in education and in particular in the school 

education sector. In their review, Kassab et al. note that the security aspects of IoT in schools 

is discussed in 20% of the papers reviewed; however, security as discussed in these papers is 

based on the technological aspect of IT security rather than the entire socio-technical system. 

Their paper makes a valuable contribution to addressing the gap in the literature regarding IoT 

in schools by adding the human aspect of the socio-technical system into the discussion, but 

was not intended to deliver evidence-based tools to deal with the IoT security issues identified 

in their literature review. 
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2.2.4 IoT in Schools 

There have been a number of articles referring to the use of IoT in schools but very few have 

addressed the issue of data leakage in the school environment in any detail. In this section some 

of these papers are examined and the gap in the literature on IoT and privacy in schools is 

highlighted. 

 

Knowles et al. (2018) examined the design of IoT privacy, security and safety education and 

policy guidelines by studying imagined uses of IoT devices by school students. Knowles et al. 

describe an environment where primary school students were given BBC Micro:Bit4 IoT 

devices and asked how they would imagine using them. From the uses identified by the 

students, the authors were able to highlight shortcomings in current e-safety education 

practices. The aim of Knowles et al.’s work was not only to find out what the students imagined 

they could do with the IoT devices but to identify privacy and security risks associated with 

them. In this work, Knowles et al. point out that parents typically make the purchasing decision 

of toys and educational devices on behalf of the child but are unaware of the potential uses that 

the child could apply the device to. They concluded from this that students would have to take 

greater responsibility for their own privacy, security and safety. It is interesting to note that 

Knowles et al., while describing the potential security problems of using IoT in schools, did 

not describe data unintentionally leaking from devices. Unintentional leakage was not the focus 

of their article. The research in this thesis fills this gap in the literature. 

 

Knowles was concentrating on IoT in schools from an educational tool perspective. Another 

facet of IoT in schools was explored by Kuyoro et al. (2015), where the focus of the work was 

how IoT could assist administrative and support issues such as the accurate collection of 

student data or the provision of services for special needs students in schools. Kuyoro et al. did 

not address the security of the IoT in any detail but conclude that, with an increasing number 

of IoT devices in schools, security is one of the challenges in their deployment. The need for 

security standards to be defined and implemented was raised in the article, but the article 

concentrated on the potential of the technology and was not intended to offer solutions. Lupton 

 
4 The Micro:Bit is a Bluetooth enabled microcontroller designed for educational use. Onita, 
L. (2015). News Comment: Computing-BBC Micro. Engineering & Technology, 10(7), 11-
11.  
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(2015) described the ability of IoT devices to be used for digital data surveillance; however, 

her description of the issues related to data collection were more focused on the use and misuse 

of data collected legitimately from the devices. Like Kuyoro et al., Lupton was not addressing 

data leakage from IoT devices.  

 

In attempting to identify work on the security of IoT in schools, Kassab et al. (2020) performed 

a systematic literature review on works that address security and privacy issues specifically 

focussing on education. Of the papers they reviewed, 64% proposed actual solutions to 

employing IoT in schools. This implies that IoT is being actively considered for use in schools. 

Of the papers aimed at describing real IoT architectures for use in schools, 21% of the papers 

reviewed by Kassab et al. (2020) presented actual implementation of IoT systems in education, 

administration, and support, with the remaining 79% dedicated to the description of IoT for 

teaching and classroom use. Kassab et al. found that 20% of the papers studied discussed 

security and privacy concerns. 

 

Other researchers such as Goel and Jain (2018), Kindberg and Jones (2007) and Könings et al. 

(2013) also describe issues with the security and privacy of IoT devices, particularly with 

regard to device naming and so called zero-conf (zero configuration) type technologies, but did 

not focus on school users. All of these studies are based on a general population of users. The 

current research shows that zero-conf type issues like device naming and device default settings 

can lead to leakage of personal data in the school environment and that by raising awareness 

and providing user training in a school lesson format, this leakage can be reduced. Zero-conf 

is a technology designed to make IoT devices easy to set up and use. It uses service 

announcements and default settings that are well known and can pose substantial privacy risks 

(Könings et al., 2013). In addition to this work Lee and Kobsa observe that the user of an IoT 

device must be able to participate in the control of their own privacy settings and configuration 

(Lee & Kobsa, 2016). This thesis extends the work of these authors and fills a knowledge gap 

by not only showing that Bluetooth and zero-conf naming issues still occur in 2022, but that 

that they are occurring in the devices of vulnerable users such as school children. Furthermore, 

this thesis demonstrates that when shown how to, these vulnerable users take control of the 

devices and change the names to less identifiable ones.  
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2.2.5 The Framework of Contextual Integrity in a School Environment 

In order to see how the FoCI may be applied to the research, Figure 2-6 offers a schematic 

representation of the actors and transmission methods among the group of students under study. 

The items in green represent the users, blue represents the normal flow of data, and the orange 

gradient represents the data flow to an eavesdropper “sniffing data packets”. The eavesdropper 

DSN simulates technology that is widely available and used in shopping centres, public 

transport and other venues (Gibbs, 2016; Max, 2017; Michael & Bread, 2016).  

 

 

 
In this arrangement, we can apply the framework heuristic to identify the normative and non-

normative data flows detected by the eavesdropping DSN. By doing this, it will be possible to 

measure the amount of information leaked to the DSN. As in Winter’s (2014) study, it was 

considered unlikely that the participants would know that data is being leaked to the DSN. The 

rationale behind the collection of this data in this thesis is that the subjects, when made aware 

that their personal information can be found by anyone, will be uncomfortable enough that 

when they are shown how to manage their devices, they will take steps to control this leakage. 

 

2.2.6 Long Range IoT Wireless Network Technologies (LoRa and LoRaWAN) 

The IoT is related to the traditional Internet in that network addresses and traditional networks 

can link devices together. Bahashwan et al. (2021) point out that there is no restriction as to the 

kind of technology that could be used to interconnect these devices. Indeed, in their survey of 

technologies (Bahashwan et al., 2021) they point to two kinds of interconnecting wireless 

communications methods; short range and long range. The one thing all of these technologies 

have in common is that they require relatively low power.  
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Figure 2-6 FoCI Attributes for the proposed research 
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Vangelista et al. (2015) and Bahashwan et al. (2021) both define the term “low power wide 

area network” (LPWAN) and compare LoRaWAN (LoRa Wide Area Network) with both the 

cellular and short distance LPWAN technologies. Figure 2-7 compares the range of a 

transmission vs the bandwidth of signal that can be transmitted. It can be seen that the longer 

range of the LoRa technology comes at the expense of bandwidth. The figure also shows that 

the power requirements for a LoRa solution are lower for a given distance.  

 

 
Figure 2-7 Graph of transmission range vs technology for various IoT communications options (TTN, 2020) 

This research uses LoRa and LoRaWAN for telemetry from the DSN. It is important to 

distinguish the technologies LoRa and LoRaWAN. LoRa is a wireless modulation technique 

derived from Chirp Spread Spectrum (CSS) technology, which was developed by SemTech 

Corporation (Vangelista et al., 2015). The LoRa protocol encodes information on radio waves 

using chirp pulses in a manner similar to the way sonar systems operate. The nature of the 

LoRa modulated signal provides a low power, long distance signal that can be received and 

demodulated sometimes over a distance of many kilometres (Petajajarvi et al., 2015). 

 

LoRaWAN, however, is constructed on top of LoRa. LoRaWAN is described as a Media 

Access Control (MAC) layer protocol software layer, which defines aspects of the LoRaWAN, 

specifically, how devices use the LoRa hardware, for example, when they transmit, and the 

format of messages (TTN, 2020). Even though the LoRa protocol began as a product of 

SemTech, it soon became managed by an organisation known as the LoRa Alliance (Vangelista 
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et al., 2015). In addition to LoRa, the LoRaWAN protocol is developed and maintained by the 

LoRa Alliance. The first LoRaWAN specification was released in January 2015 (TTN, 2020). 

Noura et al. (2020) examined some of the security issues relating to the LoRaWAN network. 

Many of these issues are resolved in the 2021 release of “The Things Stack” a software 

component of The Things Network (TTN, 2022). 

 

2.2.7 The Open Source, Maker Movement, and the Citizen Scientist 

Other key influences on this research include the open source and maker movements and the 

emergence of the “citizen scientist”. In this section, the literature is examined to provide the 

reader with the background on influence of these concepts. 

 

The open source software movement began in the mid 1960’s (1964-65) when three major 

engineering organisations, General Electric (GE), the Massachusetts Institute of Technology 

(MIT) and Bell Labs, collaborated to develop the “Multiplexed Information and Computing 

Service” (MULTICS) operating system (Unni, 2015). The concept of proprietary software was 

developed in the early 1980’s (Carillo & Okoli, 2008). It was felt that the creation of proprietary 

software restricted the ability of users to use, share and develop code and so in 1985 Richard 

Stallman published his “GNU’s not Unix” (GNU)  Manifesto (Stallman, 1985) and in 1989 the 

GNU General Public Licence (GPL) was released (Carillo & Okoli, 2008). The GPL formally 

granted users of the GPL the following: 

 
1. The right to full access to the source code 

2. The right for anyone to run the program for any purpose without restriction 

3. The right to modify the source code 

4. The right to distribute both the original software and the modified software 

5. The right to know about their open source rights 

6. The obligation to distribute derivatives under copyleft. 

 

The GPL has enabled the existence of open source communities and created a shared wisdom 

and code base. The obligation to distribute derivatives of GPL licenced material ensures that 

proprietary interests need to maintain any software developed as open source (Carillo & Okoli, 

2008).  
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The origin of open source hardware (OSH) is similar to that of open source software (OSS) 

(Rubow, 2008). One of the challenges of OSH as compared to OSS is that the GNU GPL deals 

with copyright law, whereas often OSH has to deal with patent law (Rubow, 2008). The net 

effect of the open source community is to create an environment where software and hardware 

can be freely shared between users and developers. 

 

Along with open source hardware and software came the maker movement which is a concept 

that impacts on this research. The maker movement refers to the large number of people who 

are engaged in the conception, creation and sharing of artifacts, either physical or digital, in 

their daily lives. The maker movement can be distinguished from other hobbyist groups by 

their willingness to find, or create, physical and digital forums to share their processes and 

products with others (Halverson & Sheridan, 2014). The importance of the maker movement 

is that ordinary people can conceive and share ideas, circuits and products quickly, allowing a 

large number of people access to not only a product or idea but the knowledge of how to create 

and distribute their own version (Dougherty, 2012). A key aspect of this thesis was to 

demonstrate that open source software, hardware and the maker movement could be combined 

to create a tool that could be used to examine the leakage from IoT devices.  

 

The involvement of non-scientific individuals in scientific research has become known as 

“citizen science” with the individuals participating in the activity called “citizen scientists” 

(Füchslin et al., 2019). In a 2019 article Füchslin et al. (2019) described the attributes of a 

citizen scientist and identified five classes of people who could be engaged in citizen science 

“Free-Timers”, “Senior Sciencephiles”, “Young Sciencephiles”, “Intrigued Adolescents” and 

“Fully Employed Parents”. This thesis uses equipment that could be built by citizen scientists 

for work similar to the that carried out in this thesis or, for that matter, any other kind of 

monitoring. 

 

2.3 Conclusion 

This review of the literature has provided a context to understand the research presented in this 

thesis. The first part of the review provided a historical view of the subject of privacy as well 

as an overview of some of the theories of motivation used in this thesis to elicit a change in 

behaviour of participants, and also provided some background for the reader to put the research 

of the thesis into context. 
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The second part of the literature review examined contemporary research into privacy and 

security with a focus on schools and the IoT in schools. Modern methods of privacy control 

such as DP, LDP and RAPPOR were also discussed and their utility in dealing with data 

leakage from IoT devices evaluated. 

 

Both the historical and contemporary parts of this review provide evidence that there is an 

interest in investigating the privacy and data leakage from the IoT. However, there is a lack of 

research into privacy and IoT in schools in particular. In the studies of IoT in schools that are 

available, privacy and security are mentioned but usually from the perspective of a properly 

configured device. There were no studies that delt with the unintentional leakage of personal 

information from devices in schools and how to address this. The literature has supplied a 

number of tools; descriptive and theoretical frameworks that were useful in the investigation 

of data leakage from personal devices. In the thesis these tools are applied to IoT and privacy 

as it relates to secondary school aged students. This focus area does not appear to have been 

represented well in the literature. The research presented in the thesis will contribute to filling 

this gap. 
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3 Research Methods 

In this chapter, the research methods adopted to address the research question are presented. 

The chapter begins with a high-level discussion of various possible methodologies and a 

justification of the approach selected. The next section details how the proposed research 

methods address the research question. The chapter then describes the experimental procedure 

and reliability and validity measures that the research approach adopted. Following the 

discussion on the experimental procedure, the measurement process is described in detail. The 

chapter concludes with a detailed examination of the design of the survey, DSN and the 

intervention lesson. 

 

3.1 Overall Approach to the Research 

In this work an overall quantitative methodology was adopted to examine the amount of data 

leaked from devices, and using this measure, to determine if this leakage is impacted by an 

intervention. The quantitative tools used in the research included a survey (pre- and- post the 

intervention) and direct monitoring of leaked data (again, pre- and- post the intervention). The 

quantitative approach was selected as it provides a repeatable measure of information leakage 

that can be used to measure the effectiveness of an intervention strategy. Data from both the 

survey and direct measurement tools were used to address the research sub-questions. 

 

The use of quantitative survey instruments alone was prevalent in related literature; see for 

example, Lee and Kobsa (2017); Lee et al. (2016); Martin and Nissenbaum (2015). However, 

it was noted that there was no literature concerning IoT and the measurement of data leakage 

in the target study group (high school students). In order to fill these knowledge gaps, the 

research presented in this thesis used a quantitative approach combining survey and direct 

measurement of data to address the research questions. The survey also collected some 

qualitative data that was used to guide the discussion of the quantitative findings. 

 

This research will help (1) identify the perceived importance of privacy to the study 

participants; (2) identify the misalignment, if any, between participants perceptions and their 

actions; and (3) provide the basis for developing information security intervention programs 

specifically targeted to the participant cohort. This is particularly relevant in a world where IoT 

ownership and usage is increasing (Cerwall et al., 2021). Based on the literature review, using 
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a quantitative methodology and actually measuring leakage of data in the examination of 

privacy and data leakage from IoT devices for school students is a novel approach to answering 

the research questions.  

 

Before examining the methodology of the research reported in this thesis in detail, the research 

paradigm used to guide the research is presented. This will assist the reader to understand why 

the methodological decisions were made. Research paradigms can be characterised by the way 

the paradigm responds to questions based on three basic qualities: ontological; that is, the 

nature of the knowledge or reality (real or constructed); epistemological, which is determined 

by the nature of the relationship between the observer and the knowledge (for example, does 

the observer interact with what is being observed); and finally, the methodological questions 

which address how one finds the knowledge (Guba, 1990).  

 

A purely positivist approach would answer the ontological question by assuming that there is 

a reality “out there” and it is possible to capture that reality. In response to the epistemological 

question, a positivist approach would require an objectivist epistemology where the observer 

is not part of the phenomenon being observed, rather they are observing it from outside, 

objectively. In order to gain knowledge in a positivist approach one needs to use a manipulative 

methodology; that is, change something and see what happens. Often this is called an 

experimentalist methodology (Guba, 1990). 

 

A post-positivist approach responds to the three types of questions slightly differently. In post-

positivism, the assumption is that the reality exists out there but because it exists in a world 

driven by natural causes and laws, humans may not be able to understand or fully perceive it 

with their imperfect sensory and intellectual abilities. This leads to an ontology known as 

critical realism (Guba, 1990). The epistemology in the post-positive paradigm recognises that 

the observer is part of the world and can interact with the subject under study and requires the 

inquirer to recognise their objectivity as not absolute but as close as possible. This modified 

objectivity is achieved by the inquirer striving to be as neutral as possible and declaring 

preconceptions and assumptions up front. Guba (1990) states that the “critical tradition” of 

academia, such as peer review, assists in maintaining the modified objectivity exhibited in the 

post-positive approach. The post-positivist approach answers the methodology question by 
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providing a modified experimentalist approach whereby a subject is studied in a more natural 

setting (Guba, 1990). 

 

To summarise, human behaviour is difficult to model, so it is important for researchers to 

remember that there is more than one reality when it comes to human behaviour (Guba, 1990). 

Research paradigms, like Positivism, approach research with an assumption that there is a 

single objective reality “out there” (Guba, 1990). That is, that there exists a reality that is 

“immutably driven by natural laws” (Guba, 1990). On the other hand, Post-Positivism assumes 

that there is a reality “out there”, but this paradigm also assumes that this reality is difficult to 

measure. There is also the Constructive paradigm. This paradigm assumes that reality is 

multiple constructed in people’s minds. However, post-positivist understanding that there is a 

reality but that is difficult to measure because it may be obscured when studied was taken into 

account when planning this study and, more importantly, when generalising the results to a 

larger population (Clark, 1998; Fischer, 1998). 

 

To put the selected methodology into perspective, the overarching paradigm should be 

considered as post-positivist. This is because, in the case of the current research, the research 

questions involve humans, human behaviour and possible changes in attitude and human 

behaviour. The post-positivist approach is somewhat a middle ground between positivist and a 

constructivist research paradigm. 

 

There are four sub-questions leading from the main research question (Section 1.2.1.). The sub-

questions are as follows: 

 

1. What is the level of user awareness with regards to the leakage of information from 

their IoT devices? 

2. To what extent do IoT devices actually leak user information? 

3. What is the level of concern among users when shown the extent of information 

leakage from their IoT devices? 

4. To what extent do users change their device settings to control leakage from their 

devices when shown how to do so? 
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Experimental design involving a DSN was used to answer sub-questions 2 and 4. An online 

survey was used to develop the response to sub-questions 1 and 3. The application of various 

privacy and social theories such as the FoCI, Motivation Theory and Social Cognitive Theory 

are also applied to help generate the survey questions used to answer sub-question three. 

 

The experimental design used to answer sub-questions 2 and 4 was developed for many 

reasons, including the fact that it is possible to:  

• Identify a dependent variable 

• Identify an independent variable with relation to the dependent variable 

• Sample the dependent variable in a simple, repeatable manner 

• Manipulate the independent variable 

• Formulate a hypothesis and its alternatives  

• Test for the acceptance of the hypothesis. 

 

In order to keep the research practical, the sample population selected for the entire study 

(survey and experiment) were students from Years 7 to 12 at a secondary school. This 

restriction in scope, in fact, causes the methodology to be considered quasi-experimental 

(Campbell & Stanley, 2015, p. 34) as the sample source is not truly random in the context of 

the research question.  

 

There are a number of factors that make the sample non-random in the broader population of 

Internet users. For example, the sample group is in a school (users will be in an educational 

setting rather than business or home) and in particular, a high school (as opposed to a primary 

school, for example). 

 

The general process for this experimental design was to determine and state the hypothesis 

being examined (and its associated null hypothesis). The dependent variable, information lost 

(lloss), was sampled a number of times before an intervention took place. The intervention was 

made to manipulate the independent variable (devices leaking data) by giving users knowledge 

that they are both leaking information and how they can stop this leakage. The dependent 

variable was sampled a number of times after the intervention. The intervention was a number 

of school lessons where the results of monitoring and surveys were presented to the students 
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and parents and then students and parents were shown how to change their device settings to 

reduce information loss. 

 

In order to ensure the privacy of the individuals participating in the study, the students are 

considered as a general group (or population) not as individual participants. The choice of 

individuals within that group to change their privacy settings are therefore not known to the 

researcher. The researcher examines the entire population before and after the intervention. 

As the researcher does not know an individual’s choice the pre-and-post groups need to be 

treated as independent samples of the same population. 

 

Sampling the dependent variable pre- and- post the intervention generated two related sample 

groups. From these two groups it was possible to calculate a ‘t’ score from an independent ‘t’ 

test and subsequently calculate the associated ‘p’ value to accept or reject the null hypothesis. 

Table 3-1 depicts each of the research sub-questions, the methodology used to examine the 

sub-question, and the theory used to support the development of the methodology. 

 
Table 3-1 Research sub-questions matched to methodologies and theory 

Sub-question Methodology Theory 
What is the level of user 
awareness with regards to 
the leakage 
of information from their 
IoT devices? 
 

Scenario based survey 
  

Framework of Contextual 
Integrity – The decision 
heuristic will be used to help 
formulate the questionnaire. 

To what extent do IoT 
devices actually leak user 
information? 

Distributed Sensor 
Network (DSN) 
 

Framework of Contextual 
Integrity – The decision 
heuristic will be used to 
determine what flows collected 
by the DSN are inappropriate 

What is the level of concern 
among users when shown 
the extent of information 
leakage from their IoT 
devices? 

Class Lesson based on 
Cyber Safety 

Motivational Theories – used 
in formulating the workshop to 
maximise the impact of the 
training session. 

To what extent do users 
change their device settings 
to control leakage from their 
devices when shown how to 
do so? 

Class Lesson.  
Followed up by DSN 
measurements again to 
see if there is a 
difference 

Motivational Theories – to 
explain behaviour observed 
from the DSN. 
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3.2 Justification of Methodology 

The research question, as it has been articulated, lends itself to analysis using the proposed 

quantitative design (experiment using DSN and survey) for two main reasons. Firstly, the sub-

questions can be addressed in a quantitative manner pre- and- post the intervention.  

 

Sub-question 1 examines how well users understand the amount and type of data leakage from 

their devices. Sub-question 3 examines the level of concern students have regarding the amount 

and type of data being leaked from their devices. Sub-questions 1 and 3 were examined by a 

survey of users taken pre- and- post the intervention. By statistically comparing the results of 

the survey taken at two different times, changes in knowledge of, and attitude towards, data 

leakage can be assessed. 

 

The answers to sub-questions 2 and 4 provide the actual measurement of information lost (lloss) 

by the users pre- and- post the intervention. The difference in lloss pre-intervention and lloss post-

intervention can indicate real change in a user’s behaviour. These questions are answered by 

actually collecting and measuring data leaked from IoT devices carried by students (phones, 

laptops, tablets etc.) around the school.  

 

From the measurements of information lost, an independent sample ‘t’ test can be applied to 

the data to determine if there was a change in the dependent variable (lloss) pre- and- post the 

intervention. This methodology can show if the two related sample populations have a 

statistical difference. However, this alone does not necessarily prove a causal link between the 

intervention and the outcome. 

 

The second reason the experimental design is appropriate to answer the research question is 

the sample site’s readiness to participate in the research. The readiness of the selected site is 

discussed in the next section. 
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3.3 Suitability of the Test Site 

For an experiment of the nature of the current research to succeed, the sample population’s 

readiness to participate is an important factor to consider. The current project areas of readiness 

were divided into environmental, technical, legal and cultural readiness. 

 

The school selected had the necessary environmental, technical, legal, and cultural 

infrastructure in place to allow the study to take place. 

 

3.3.1 Environmental 

The school in the study has a long history of using the Internet heavily in its day-to-day 

business. It was one of the first schools in the system of schools to which it belongs to introduce 

one-to-one computing and student owned devices. This heavy use of technology was built into 

the culture as the school was being planned in 1998 and when the site was opened in 1999, all 

students had access to their own laptop computer. Staff and students carried smartphones and 

other IoT devices regularly. The school also has current Acceptable Use Policies in place and 

staff and students are used to having Internet access monitored. The monitoring carried out in 

this research was considered as an extension of the existing Internet monitoring process. The 

school in the study has also been dealing with cyber safety and Internet access issues since it 

opened, and as such had developed mature, well understood and effective “Cyber Safety” 

programs well before the current research began. These programs have helped form the basis 

of one-to-one laptop schemes in other schools. 

 

In addition to this policy support, there is technical sophistication in the school under study. 

The information technology (IT) staff on site are amongst the most experienced in the system 

the school belongs to and have worked with technology in education since the opening of the 

site in 1999. Locally based IT support staff also have the direct support of the 30 ICLT support 

staff from the school system’s head office. This meant that any technical issues in the running 

of the experiment could be handled on site, quickly, helping to reduce and eliminate risk to the 

data and the experiment itself.  

 

The use of local school staff to provide this support helped to ensure that the researcher was 

kept at arm’s length and was not part of the system being examined. The sample group includes 

students aged between 11 and 18 years old, an age group where there is an increased chance of 
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IoT devices being used. As a result of this higher concentration of IoT devices, one would 

expect a measurable amount of information leakage.  

 

3.3.2 Technical 

From a technical perspective the proposed sample site was also ready to participate in the 

experiment. For example, the school had Power over Ethernet (POE) switches that could be 

used to power the DSN. School sites can be physically challenging for the propagation of radio 

signals and so the distances signals can be picked up are reduced. This means that the physical 

area that the sensors need to measure can be limited and controlled more easily. The school 

selected was designed that nodes could be placed to create these limited cells that could be 

monitored. The study site had large Internet links (10Gbps) so the reporting of the sensor 

network did not impact the operation of the site.  

 

3.3.3 Legal 

Schools are under a general duty of care to take reasonable care to prevent foreseeable harm to 

its students. Schools need to provide policies and procedures to manage risks including cyber-

safety and cyber-bullying awareness training: ICT equipment services and policies which 

include requirements to use this equipment legally and responsibly; and supervising and 

monitoring the use of computer equipment on school premises. 

 

This duty of care is taken very seriously by the school and the premise of the research question 

was not only compatible with this duty of care but the answer to the research question will help 

strengthen and support the organisation’s response to their duty of care.  

 

3.3.4 Cultural 

When approached by the researcher, the sample school demonstrated willingness and readiness 

to participate in this research as they were keen to provide advice and training to help keep 

students safe while using technology. The school could see that the results of this research 

would help them achieve this aim. Indeed, the school was very supportive of the research 

project by providing infrastructure and technical support and encouraging the students to fully 

participate in the survey. This made the selected school an ideal candidate to help investigate 

the research question.  
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3.4 Experimental Procedure 

In order to show the experimental procedure graphically for both the survey and monitoring 

components of the research, the process is drawn diagrammatically based on Creswell (2013, 

pp. 171-173)  

 

School A O1_____XXXX_____O2 

 

Where School A is the target of the study, O1 is an observation point, XXXX is the exposure 

to an intervention, and O2 is another observation point. This is an extremely simple design that 

encapsulates a great deal of the complexity of the current research. 

 

In essence O1 represents a measure of information lost (lloss), for the DSN component or the 

level of knowledge on a particular topic for the survey component, before any intervention is 

introduced. XXXX represents the revelation of the kind of information that anyone can collect 

at any time and with training in how to manage this. Finally, O2 represents the measure of 

information lost after people are made aware of that loss. 

 

3.5 Reliability 

The reliability of the data is a measurement of the stability and consistency of the measuring 

instrument. This section examines some of the possible causes for the measurement to be 

unstable and inconsistent. The section also sets out what was done to mitigate these risks. 

 

Dynamic changes in the value of lloss were handled by sampling lloss a number of times in the 

pre- and- post intervention time periods. The lloss data collected was then compared to a list of 

known events that occurred during the measurement period, such as school holidays and the 

Covid-19 shutdown of the school. If the data collected did not correlate with these events, it 

would indicate a problem with the measuring network. This was not found to be the case during 

the measurement phase. 

 

Another risk to the reliability of the experiment was in the possibility that the intervention was 

ineffective, for example: 
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• Staff and students may not have believed that the non-normal flows (NNFs) that were 

presented were real and applied to them, and so may not have fully participated in the 

activity. 

• Users may not have understood or comprehended the message that was given to them 

regarding the loss of data. 

• The audience in the intervention lessons may not have been those whose data was 

leaking, meaning the intervention was aimed at the wrong user group. 

 

These issues were managed by ensuring that the communication about the NNF was clear, 

simple and striking. The message was repeated often in all correspondence and discussions. 

The data collection network was designed so that the geographical area it collected from was 

well known and limited (to the location), creating patterns of data. As a result, training could 

be emphasised for particular locations throughout the school. 

 

For example, by keeping the DSN collection zones small it was possible to identify users’ 

locations on the school grounds. One of the NNFs of information that respondents were 

concerned about in the survey was the thought that someone would know where they were on 

school grounds at any given time. From the data collected it was possible to predict that a 

particular student would be near the canteen at 08:20 on a given day. In the intervention, the 

fact that location and time information was a NNF that users were concerned about was 

emphasised as was the fact that this NNF was actually seen in the collected data. This emphasis 

helped to focus participants’ attention on the importance of controlling data leakage. 

 

Other impacts on reliability planned for included technical issues such as the failure of the DSN 

controller infrastructure or network equipment failure. Both of these failure modes occurred 

during the experiment. A large, destructive thunderstorm destroyed the IoT gateway and many 

of the individual measurement nodes. However, the design of the measuring network allowed 

the remaining nodes data to be collected and stored locally at each node. This data was then 

collected and aggregated. These unforeseen impacts were handled at the school level, and the 

study was slightly redesigned to accommodate a smaller monitoring network.  
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The school shutdown due to Covid-19 was also unforeseen, however, the amount of data 

collected outside of the Covid-19 shutdown was sufficient to continue the experiment. 

 

Foreseen impacts such as School holidays/breaks and changes in school populations during the 

experiment (for example, Year 12 leaving) were dealt with by setting the experiment to run at 

such a time that these events did not impact the measurements.  

 

3.6 Validity 

The validity of the data is a measure of how effective the measurement of the dependent 

variable is in answering the question. That is, it is a measure of “is the right thing being 

measured”? In this case the experiment was directly measuring lloss, as such the selection of 

data collected from the monitoring network needed to ensure that it was a measure of lloss.  

 

It must be remembered that, in the broader context of the research question, the sample is not 

a truly random sample and so the results coming from the study need to be considered valid 

within the domain of the sample group. 

 

3.7 Measurement Process 

In order to address each of the sub-questions, a number of intermediate objectives had to be 

reached. These were: 

 

a) A way to measure information leakage lloss had to be developed. To quantify the lloss a 

way to measure and record broadcast packets from IoT devices, along with date, time 

and geographic location of broadcasts, needed to be developed. This was required to 

address sub-questions 2 and 4. 

b) A scenario driven survey to identify what students know about their IoT devices, their 

ability to manage those devices to reduce leakage and identify NNFs in a school 

context, had to be developed and conducted. This was required to address sub-

question 1. 

c) To create the scenario questions, the FoCI was used to draw examples of information 

leakage from the raw data collected before the intervention. Using Nissenbaum 

(2009) as a guide, examples of leakage using all three aspects of Nissenbaum’s 
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categorisation of IT threats to privacy, monitoring and tracking, aggregation and 

analysis, and finally, dissemination and publication, were identified and used to frame 

the survey questions. This was required to address sub-question 1. 

d) The conclusions from (b) were presented to the student community and students were 

shown how to identify and control the leakage of information from their devices. This 

was required to address sub-question 3. 

e) The amount of data being leaked was measured again and compared to (a) to see if 

the knowledge of how to manage devices actually impacted the behaviour of the 

participants. This was required to answer sub-question 4. 

 

In summary, data collection in this project was divided into two distinct modes; a survey and 

an experimental design involving a DSN. The data gathered by both modes was combined and 

used to guide the intervention stage of the experiment. After the intervention the survey was 

re-administered and the DSN collected lloss. The results of these post-intervention 

measurements were compared to the pre-intervention results to look for statistically significant 

changes.  
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To further clarify the various steps in the measurement process Figure 3-1 shows each of the 

phases of the research and the tools used in each phase. From the figure it can be clearly seen 

that the survey data and lloss is measured pre- and- post the intervention. The next three sections 

describe in detail the design of the survey, DSN and the intervention lesson. 

 

3.7.1 Structure of the Survey 

The survey was designed to achieve three major outcomes. Firstly, to gauge the level of 

knowledge students had regarding their IoT devices. Secondly, to find out from students their 

level of concern with a number of presented scenarios. Finally, to collect some demographic 

and qualitative data that could be used to contextualise the quantitative data collected. This 

allowed for comparison of responses based on students’ year group and gender, if required. 

 

For simplicity, there were 29 questions asked, of which seventeen had pre-defined answers that 

students could select. These answers were set up so that the results could be converted to 

numerical responses for data analysis. The remaining twelve questions were qualitative free 

text where students could, if they wanted to, expand on their pre-defined answers. By 

structuring the survey in this way, it was possible to obtain both quantitative and qualitative 

data. 

 

To summarise, there were demographic questions in the survey. One identified the kind of 

technology the participants owned, and the others asked participants in which academic cohort 

(year group) they were studying and their gender. There were also self-assessment knowledge 

questions. Five self-assessment knowledge questions were aimed at gaining an understanding 

of what the participants knew about their devices, and one question was aimed at finding out 

what students considered their own knowledge level to be. The bulk of the survey was based 

around several scenario questions that were inspired by the work of Lee and Kobsa (2016) and 

Lederer et al. (2003). Whilst their studies were different, a number of the scenarios mentioned 

resonated with the researcher and helped to form the basis of the survey questions. The content 

of the intervention lesson was also influenced by the data being collected by the DSN. 

 

Figure 3-1 Phases of the research and tools used 
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The scenario questions were designed in groups of three that built upon each other in a two-

dimensional manner.  

 

 
On the x axis, the level of concern that the scenario presented to respondents increases with 

each question in the set. On the y axis, the level of discomfort with the scenario posed increases. 

For each scenario, the base scenario was given, and the next question added the first modifier: 

“what if the scenario involved a stranger”. The third question added the second modifier: “what 

if the scenario was occurring and the participant was not aware of it.” 

 

A number of the scenario questions focused on location and the leakage of travel details in 

terms of both revelation of location, and also revelation of time and patterns of travel. Three 

questions were aimed at examining how sensitive participants would be to people finding out 

the brand of devices they had. One question examined the sensitivity of participants to having 

their friendship groups exposed through IoT data leakage. The survey is reproduced in full in 

Appendix B: Survey Questions. Examples of these questions are paraphrased here: 

 

How well do you agree with these statements? 

a) I would be concerned if someone knew the group of people I regularly hang 

out with 

b) I would be more concerned if that someone was a stranger  

c) I would be more concerned if I didn't know it was happening. 

 

Base Scenario 
 

     Scenario Modifier 1 
 

             Scenario Modifier 2  

 

Increasing Concern About the Scenario  
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Figure 3-2 The two dimensions of the scenario questions 
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Question (a) represents the base case, (b) is the base case but modified to make it more 

uncomfortable and more concerning, (c) is the final modified scenario designed to be the most 

uncomfortable. Having a two-dimensional structure to the questions allowed the level of non-

normality in the information flow scenarios examined to increase very quickly from each base 

scenario to other related, but more intrusive scenarios. Furthermore, by asking similar 

questions, for example, multiple scenario questions based on location, the responses to the 

questions will have common latent variables and the reliability of the responses can be tested 

statistically using tools such as Cronbach’s Alpha. 

 

3.7.2 Participation 

After receiving permission from parents and caregivers, high school students were asked to fill 

in an anonymous survey that helped determine what the students understood about data leakage 

and how they managed their IoT devices (iPhones etc). This survey information was then used 

in conjunction with data collected by a DSN to identify a number of scenarios found in both 

the survey questions and real-world data. The survey and DSN data helped form the basis of 

the intervention, which was a cyber safety lesson that was given to the students, staff and 

parents as part of an existing program.  

 

In order to be as non-intrusive to the school timetable and lesson delivery process as possible, 

the intervention was drawn up in the form of a NSW secondary school lesson plan based on a 

50 minute period allocation. This meant that the intervention could be scheduled within the 

school’s already busy timetable. Given the impact of Covid-19 on the education system in 

NSW, the lesson was given to staff, students and parents via the Zoom video-conferencing 

platform over three separate evenings. It was possible for students who had not participated in 

the survey to still attend the cyber safety lesson. 

 

3.7.3 Recruitment 

Communications with potential participants were via a website created using Google Sites and 

the school’s own COMPASS student management system. The COMPASS system is used by 

the school to manage all aspects of the students’ life in the school from enrolment to graduation. 

COMPASS is used to communicate between the school and parents, replacing written 

permission notes and traditional newsletters. The survey and project website were created using 
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Google products such as Sites and Forms. Parent/caregiver permission was required before 

participants could access the website containing the survey. 

 

The school selected for the study and related participants were recruited after receiving 

approvals from the Leadership Team of the Catholic Education Diocese of Wollongong, the 

School Principal and local IT coordinators, and ethics approval from Charles Sturt University 

Human Research Ethics Committee. When the school was selected the following steps were 

undertaken: 

 

Step 1: The researcher published the invitation and the link to the website containing the 

survey, opt-out, privacy notifications and other mechanics of the study to the parents and 

caregivers of students at the target school by direct mail-out to staff and students at the school. 

In this case, the school’s COMPASS application was used to manage all parent-school 

communications. Figure 3-3 is a screen shot of the invitation on the COMPASS App seen by 

parents and caregivers. 

  

Step 2: Parents were asked to give their children permission to participate in the survey. This 

consent was indicated by the parent using the COMPASS App to grant permission. Figure 3-4 

is a screenshot of the COMPASS App reminding the parents that they need to reply yes or no 

to the permission request. 
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Figure 3-3 COMPASS Event - survey invitations 

 

Step 3: To maximise the exposure of the research project to staff, students and parents, the 

direct COMPASS communication was followed by publishing details of the study in the school 

newsletter, which included a link to the project website. 
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Figure 3-4 COMPASS Newsletter link 

Informed Consent 

Parent/Guardian permission and agreement for their children to participate in the survey was 

sought via the COMPASS App in conjunction with the information sheet or signed consent 

form published on the project website. This information was published in a manner that 

allowed participants an opportunity to withdraw from the survey questionnaire. 
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Figure 3-5 COMPASS screen shots of permission request 

At the end of this information sheet, participants were reminded that, in addition to the 

permission granted by their parents to participate in the survey, by proceeding to respond to 

the survey questions, they themselves consent to participate. It also showed students how to 

withdraw (by closing the browser window). Figure 3-5 is a screen shot of the information sheet 

and permission note to participate in the survey. 

 

Participants were considered eligible for inclusion in the study if they were students at the 

school participating in the study and they had returned the signed parental permission form (the 

paper form or the COMPASS application). To ensure that only participants who met these 

criteria were included in the study, participants were only able to access the survey 

questionnaire after returning their signed consent form and logging in using their school 

username and password. Upon logging in, participants were given access to a secure webpage 

where the survey was presented. The survey tool itself did not collect any usernames or 

passwords and there was no way to correlate users with their survey responses. 

 

3.7.4 Modifications to Recruitment Strategy 

The original recruitment strategy for the survey component of the project relied on the students’ 

interest in the area of cybersecurity and engagement with technology. In practice this 
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expectation of student interest and engagement proved to be overestimated. Of the over 900 

potential participants in the survey, only 20 had returned their consent forms, and of these 20 

only five students had actually filled out the survey. 

 

This result was surprising for the researcher, but the school principal indicated that this was a 

typical return rate for this particular school for non-mandatory responses. Indeed, when the 

recruitment strategy was originally presented to the principal he indicated that this outcome 

may occur without some form of encouragement. Therefore, the researcher proposed a $10 

iTunes gift card be provided as compensation for the time students take to return the consent 

form and, potentially, fill in the survey. All students who participated were compensated for 

their time with a $10 iTunes gift card. The compensation was funded from the Catholic 

Education Office, Information and Communications and Learning Technology Budget. 

 

The modified recruitment process was as follows: 

1. A reminder was sent to the parents of the research project participants, including the 

mention of the compensation and a closing date for returning the consent forms via the 

COMPASS Application.  

2. At the closing date specified in the information sheet, all the consent forms were 

collated and the $10 iTunes cards distributed by home rooms (this is where each class 

meets up before the day’s lessons begin). 

 

It was anticipated that not all students who returned a consent form would fill in the survey 

despite the incentive of the gift card. After the modification to the recruitment strategy, the 

form return rate and the survey response rate did increase. 

 

3.7.5 Zoom Delivery of Intervention 

Given the impact of Covid-19 on education in New South Wales during the 2020 year, the 

intervention lesson was delivered using the Zoom platform. This required minor changes to the 

lesson plan to suit the online environment. The key change was that the lesson medium was 

moved to an online model. Similar to all other lessons delivered by the school during the Covid-

19 lockdown in 2020, the researcher used an online classroom created using Zoom.  
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Appropriate security controls were adopted following the best practice guidelines described by 

the ICLT team in the Diocese of Wollongong to ensure student and staff safety. These 

guidelines included:  

• no entry before the host,  

• waiting room to be enforced  

• all meetings to be recorded  

• meetings to be locked to new entrants after starting 

• only global chat to be permitted 

• only host can share screen 

• only host can unmute participants 

• all questions to be by global chat  

• global chat to be recorded 

• participants can mute their own camera.  

These were the same rules for remote learning agreed to by the school, parents and school 

system for remote learning during the COVID-19 outbreak. 

 

3.7.6 Survey Questions 

The survey questions are reproduced in Appendix B: Survey Questions. 

 

3.8 Distributed Sensor Network Design 

The DSN was inspired by an article on the “Hackaday” Blog (Williams, 2016) that described 

a project that had many of the features required in the creation of a DSN. The project 

“Bordeaux: a digital urban exploration” was published by author Mehdi Lauters (Lauters, 

2016). 

 

In the Bordeaux project, Lauters (2016) undertook a process of “war walking” (Tsui et al., 

2010), where he, armed with a Raspberry Pi, configured with a GPS, Wi-Fi, and a Bluetooth 

sniffer, explored the region around Bordeaux for six months and logged all the data found. 

 

The reason this project appealed to the researcher was its “home built” nature; that is, the 

Bordeaux project was conceived and developed by a single individual, and this could 

theoretically be replicated by any suitably motivated user. NNFs of which users are unaware 
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tend to create a higher level of concern with users, once revealed, than those of which users 

were already aware. Therefore, using a DSN that, at least in theory, could be built by anyone 

helps emphasise the importance of being aware of and in control of the data being leaked. There 

were other similar open source projects such as Kismet. Kismet is a professional grade open 

source tool used to investigate wireless networks (Burns et al., 2007) but as these tools are for 

professionals and are complicated to setup, use and deploy, it was felt the impact of using one 

of these tools on students would be less significant.  

 

Given the high concentration of mobile and Internet devices in the community in general 

(Cerwall et al., 2021) and the school community in particular (the survey showed 94% of 

students at the school in the study had a smart phone), the “home built” nature of the Bordeaux 

project was an excellent starting point for the creation of a network of these sensors to collect 

data from fixed (and mobile) locations. 

 

3.8.1 Ethical Considerations 

To ensure this research posed no risk to participants, survey participation and data collection 

were designed to be anonymous and unidentifiable. It should be noted, however, that despite 

this design, during the data capture phase, some of the leaked data made identification of users 

easy and unavoidable. In order to preserve the privacy of identified individuals, the raw DSN 

data was kept secure with access restricted to the researcher alone. No references to individuals 

were ever made in the intervention lesson or any subsequent publications or workshops relating 

to the research. Observations made from the survey and collected data were of a general nature 

and were based on freely available unencrypted information. 

 

The DSN measured the amount of casual data being leaked from IoT devices in the study area. 

Then the researcher provided participants in the study area with training on how to control this 

leakage. Finally, after the training, IoT leakage was measured again. IoT leakage was measured 

by capturing and classifying unencrypted wireless messages being broadcast by all IoT devices 

in the “capture area”. 

 

The capture of data leakage relies on a radio receiver’s ability to detect radio frequency signals 

in the public radio frequency spectrum. This is that part of the radio band set aside for public 

unlicensed use. This is known as the Industrial, Scientific and Medical (ISM) band (ACMA, 
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2021) and includes the frequency bands that Wi-Fi and Bluetooth operate on. The ability of a 

receiver to detect signals in turn is affected by various physical limitations such as interference, 

propagation conditions and reflections. In order to accommodate the limitations in radio 

propagation, a number of independent sensor nodes were set up in geographically disbursed 

locations around the school. It was estimated that ten units would be sufficient to cover the 

entire study site. 

 

The locations were chosen based on expected traffic flows to ensure the study covered the 

widest possible area. An alternative approach could have been to provide one or two mobile 

units to staff at the school and have them carry the monitors around the site. This would give 

the same coverage but could bias the results, as the area monitored would be defined by the 

timetable and walking habits of the staff carrying the mobile units. 

 

Given the nature of the capture mechanism, the size of the area being monitored by each node 

can vary slightly depending on local conditions at the time of measurement. For example, if 

there is an interfering object, such as large number of students gathered in one area, between 

the sensor node and a transmitted signal, the signal from the transmitter may be blocked or 

attenuated by the interfering object. This attenuation may reduce the coverage of a node. This 

variation was managed by having a large number of monitoring nodes installed. 

 

Given that IoT data is publicly broadcast by all IoT devices in the area under study, it was 

impractical to request explicit consent from all possible owners of IoT devices. To resolve this 

an exemption for consent was applied for and granted by the Charles Sturt University Human 

Research Ethics Committee. Users were warned about the monitoring (see below). As 

mentioned, the area under study contained casual users as well as participants; therefore, to be 

able to discriminate the effect of changes in privacy settings made by participants, it was 

important that a high participation rate of users in the study area was achieved. 

 

As the key focus group of the project were children, it was important for the parents and 

caregivers of participants in the project to be given a detailed outline of the research. This detail 

was made available in writing and online. In addition to this, the physical area under study was 

identified and signposted clearly for participants, visitors and casual users with links (including 
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direct QR code access) to the research project information page. This signposting made it 

possible for people to opt out. 

 

The project website was used to coordinate the dissemination of project related material, 

information sheets and monitoring processes. User comments and feedback were managed via 

the project website. 

 

3.8.2 Data Collection Design 

The DSN in this experiment was designed as independent components that are conceptually 

represented as independent “stacks” of functionality (see Figure 3-6 below). Each stack of 

functionality is itself made up of different layers that implement some form of data 

transformation. Each layer takes information from the layer below, transforms the information 

then passes the transformed information to the layer above. When the data gets to the top of 

each stack, it is passed on to the bottom of the next stack so it can be further transformed.  

 

Because each layer receives information from only the layer below, performs one specific task 

then passes it on to only the layer above, it is conceptually possible to replace any particular 

layer with another (possibly better) implementation without altering the layers around it. All 

the new implementations would need to do is receive the information from the layer below, in 

the correct format, then send the transformed information to the layer above, in the correct 

format.  

 

For example, with this design, it would have been possible to try a number of different physical 

collection mechanisms (perhaps try a different database or Wi-Fi antenna) and still draw out 

consistent dataflows in the data analysis section. While the experiment as a whole was designed 

to allow for this flexibility, the data collected in the physical and data analysis stacks was found 

to be sufficient to answer the research question without having to optimise any particular layer. 

In the User Feedback stack, the staff/student presentation and user training layers had to be 

moved from face-to-face presentation as planned to a Zoom lesson. The layered design of the 

experiment enabled this to occur seamlessly. 
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3.8.3 Physical Collection (Stack 1) 

Stack One “The Physical Collection Stack” includes the hardware and software required to 

collect packets of information sent from IoT devices. These so-called packet traces (because 

they are packets being collected or traced by the monitoring network) are then interrogated for 

data that is being inadvertently leaked.  

 

It should be remembered that for the current task it was not required to capture every possible 

form of data leakage from all possible devices. All that was required was to identify and 

measure data that could be used to draw conclusions about leakage that owners would consider 

a NNF of information. Users would often consider these NNFs as inappropriate. 

 

The current project created a sensor network to monitor Wi-Fi and Bluetooth connection 

requests, beacons and other broadcast type packets and data including: 

 

BSSID  -  Basic Service Set Identifier  

SSID  -  Service Set Identifier 

MAC   - Media Access Control address of client 

Channel - Channel Number 

RSSI  - Received Signal Strength Information 

Encryption - Encryption Capabilities 

Time/Date - UTC time and date of capture 

LAT/LONG - Location information of capture 

 

Figure 3-6 Data collection design 
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To capture and manage these packets the following open source tools were used: 

 

iwlist     - An application to display detailed wireless information 

airmon-ng   - A packet capturing application for Linux 

gpsd gps   - GPS support for Linux 

SQLite    - An open source database 

python 3.0   - An open source programming language 

DB Browser for SQLite -  An open source database browser 

 
Other supporting software such as the Re4son Kernel and the Raspbian Linux distribution were 

also used to support the DSN. 

 

The physical layer would be able to “hand off” to the data analysis layer information like 

individual device IDs, time, locations, access point identifiers and manufacturers. From this 

information it would be possible to draw conclusions about individuals, their movements and 

activities, without having to actually identify those individuals. 

 

To emphasise the fact that this kind of software/hardware combination is not only inexpensive, 

but also freely available, the DSN code is based on the work of Mehdi Lauters, Co-Founder of 

Magichanism (Lauters, 2016). The core of the DSN code is the wifiscanmap python script 

written for the Bordeaux: a digital urban exploration project (Lauters, 2016). 

  

3.8.4 Data Analysis (Stack 2) 

This section of the DSN design examines the data gathered by the DSN and draws out data 

flows that are not immediately obvious from the physical collection phase. A number of 

structured query language (SQL) queries were devised to extract information from the raw 

data. The analysis layer also performs mappings between BSSID and MAC addresses and 

manufacturers ID by incorporating the vendor MAC address tables into the query. 

 

The SQL queries were designed to extract and highlight data flows that have been identified as 

being intrusive or unacceptable based on the results of the surveys. These types of data flows 

will be called “non-normal flows” or NNF’s. The number of NNFs per unit of time were 

derived in this layer.  
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Each of the observed NNFs was categorized and documented as a part of the narrative used to 

start a conversation with students through the intervention lesson. It should be noted that 

although the DSN collected information from all users (including staff, students and visitors) 

in the vicinity, it was reasonable to expect staff to be interested in this as well. It was imagined 

that the narrative would begin along the lines of  “…Did you know that we found...from this 

device…? Did you know that this means we can say… about the owner…?”. This turned out 

to be a very accurate prediction of to how the intervention was carried out. 

 

At no point was there an attempt to identify the owner of a particular device and there was no 

decryption of encrypted packets or sessions. Each NNF was allocated to a type based on 

Nissenbaum’s classification scheme and tallies of each NNF per unit of time were kept. These 

tallies are used to determine a value for lloss. The Data Analysis Layer hands off two kinds of 

information; a textural narrative used to drive the education and training workshops and a 

numerical value representing the size of the NNF issue. 

 

3.8.5 User Feedback and Training (Stack 3) 

The User Feedback and Training layer is the top layer in the data collection process and 

represents the delivery of actual results from the DSN to participants. It was decided the best 

way to deliver this information in order to have the most impact on the audience was to show 

the data via an SQL browser. This required having the most important SQL queries ready to 

play but also being able to modify the SQL query “on the fly” to answer live audience 

questions. Being able to dynamically answer questions from participants was found to lead to 

very interactive discussions. The importance of being able to answer live questions was found 

in the lesson testing carried out in preparation for the intervention. In this project the open “DB 

Browser for SQLite” application was used to generate and display the results of the queries. 

 

3.9 DSN Overview 

The DSN was based on open source or inexpensive readily available equipment that any 

suitably motivated person could purchase and configure. This was a key aspect of the proposed 

research. By seeing that personal information can be easily derived from data freely released 
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by IoT devices on readily available equipment, participants should be shocked into taking 

action when shown how to manage this data loss. 

 

3.9.1 Architecture 

The DSN comprised a number of nodes connected together over a network. The two types of 

nodes were the edge node (distributed sensor network node DSN node) and a network 

controller node. All nodes were constructed from Raspberry Pi based credit card sized 

computers distributed around the site under examination. The edge nodes connect to the 

controller node as per Figure 3-7. 

 

 

 
Figure 3-7  Conceptual layout of the DSN 

 

3.10 The Intervention  

The final component of the experiment was the cyber safety lesson. After all the data was 

collected and NNFs had been identified, the crucial part of the experiment could begin. This 

was the lesson that formed the main intervention in the experiment. 

 

To help formulate a lesson for staff, students and parents, the narratives derived from the 

surveys were introduced to the audience in such a way so as to emphasise the non-normal 

nature of the data flows identified and the level of understanding that students had in regard to 

the operation and management of their IoT devices. This part of the intervention was designed 

to create an interest in and understanding in the minds of users of the potential NNF leakage 

from their devices.  
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In the final part of the intervention participants were shown how to manage their devices and 

reduce the leakage (such as switch off Bluetooth or Wi-Fi). This was done by showing 

participants elements of management such as the importance of anonymising the device, how 

to change the name, the importance of creating hotspot and SSIDs that do not identify the 

owners of the devices. 

 

The final component of the feedback and training stack is the user follow-up layer. This was 

used to go back and reinforce the message and training to ensure that the trial group understand 

the implications of what was being leaked and how to control the leakage. 

 

Data from the DSN was inspected and analysed and it was revealed that it was possible, from 

Bluetooth names alone, to determine if a device was a student laptop or a mobile phone (staff 

or student). Indeed, in some cases it was possible to identify the actual owner of the device. 

The number of these identifiable devices seen per day was counted. This daily count is the 

daily sample value of lloss. lloss was counted on a daily basis before the intervention lesson and 

after. The value of the daily counts of lloss were then compared using an independent sample t-

test to test for statistically significant changes in the daily values for lloss.  

 

3.11 Conclusion 

In this chapter, the methodology used to answer the research question has been examined in 

terms of where the chosen methodology fits within the world view of research in general. The 

selection of survey and experimentation methods have been explained and justifications for the 

choices of the methods presented. This chapter has also provided in some detail the design 

process used for the survey tool, the DSN and the intervention lesson.  

 

Even though the DSN is based on a simple design and open source code base, the DSN, as 

designed and deployed in this project, became a more complicated interconnection of 

hardware, software. The DSN design choices and reasons those choices were made are 

presented in the detailed design of the DSN.  

 

Chapter 3 details the overall methodology of the project but it does not describe, in detail, one 

of the key tools developed for the research, the DSN. In order to explore the origins, 
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development and deployment of the DSN, the detailed design of the DSN is explained in the 

next chapter. 
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4 Detailed Design of the DSN  

This chapter presents the detailed design of the various components of the (DSN) beginning 

with the network controller then the design of the sensor nodes. The DSN is used to answer 

sub-questions 2 and 4 by providing the actual measurement of data being leaked by IoT 

devices. This chapter will examine the design and selection of hardware for the sensor nodes 

then the DSN Network Controller. The chapter then presents key features of the software 

design for the nodes and the software for the dashboards. 

 

The DSN comprises a number of nodes distributed around the school, designed to monitor Wi-

Fi and Bluetooth traffic within the range of the node. Each node is an independent module and 

each node controls and manages information flows between the node and the central DSN 

network controller. Control and management information shared between nodes and the DSN 

controller includes node status and other telemetry information.  

 

 
Figure 4-1 Key design blocks of the DSN 

4.1 Engineering Approach to DSN Node Design  

The design of the individual DSN node was a key component of the research work as the DSN 

node was the tool that actually sampled the leaked data. Kaplan (2006) describes some of the 

design principles for military distributed sensor networks, which have similar sensing 

requirements to the DSN in the current research. The design of the node also provided a 

demonstration of the fact that this sampling could be done in an inexpensive way using 

materials easily obtained from the Internet or local electronics outlets (Fisher & Gould, 2012). 

There were a number of requirements placed on the design of the node that were apparent at 

the beginning of the design process and others that became apparent during the process. In 

order to identify, capture and satisfy these requirements, an engineering approach to the design 

was adopted. In traditional design, an Engineering Design Process (EDP) has six steps or stages 
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(Mosborg et al., 2005). In order to simplify the description of the process undertaken in this 

research, those stages have been labelled as per Figure 4-2. 

 

 
Figure 4-2 Flow chart of the engineering approach used in the current research 

When using a traditional methodology such as in Mosborg et al. (2005), the development stage 

(stage 5) is often implemented as an iterative cycle of build, test, debug, and redesign (BTDR). 

This occurred in this project at stage 5 but the BTDR approach was also used in stage 4, 

planning, to refine the specification. By following the BTDR process in the planning stage, it 

was possible to improve the design specifications before a final prototype was developed.  

 

1 Idea
Identify the problem

2 Concept
Look for existing 
solutions
Look at constraints

3 Planning
Define objective
Specifications

4 Design
Detailed drawings
Schematics
Proof of concept

5 Development
Prototype
Testing
Redesign

6 Deployment
Construction
Installation
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Figure 4-3 Build Test Debug Redesign (BTDR) cycle 

The engineering design process was followed for the design of the node holistically; that is, for 

both the hardware and software. As would be expected, the design process for both hardware 

and software were similar. For clarity, the following sections of this report will describe how 

the EDP was applied to the design of the hardware and then move on to describe the application 

of the EDP to the design of the software.  

 

4.1.1 EDP applied to the Hardware Design 

Stage 1 Idea 

The first stage of the process is to identify the problem that needs to be solved. The aim of this 

research was to measure the leakage of information from IoT devices in a particular geographic 

area over a period of time. In order to reduce the scope of the problem to one that could be 

addressed it was decided to look for Wi-Fi and Bluetooth traffic that could be identified. These 

traffic types were selected as they are the most common kinds of IoT communications with 

which students engage (Cerwall et al., 2021).  

 

Stage 2 Concept 

Having decided that the DSN needed to monitor Wi-Fi and Bluetooth traffic, the next step was 

to search for a similar system solving a similar problem, guided by a review of the literature. 

As stated in Chapter 3 this design is based on the work of (Lauters, 2016) (for more details on 

this see Section 3.8). However, while there were similarities, the environments were quite 

different. For example, the two designs both recorded information lost in Wi-Fi and Bluetooth 

activity, and used open source hardware and software, but they differed in location, number of 

probes, power source and failure handling. 

Build

Test

Debug

Redesign



 

Page        85 

 

 

Firstly, in the original project Lauters (2016) had a small number of mobile probes that were 

carried around the location of Bordeaux; however, in this project the DSN was required to 

monitor traffic in fixed geographic locations at repeatable time intervals. To meet this 

requirement the DSN had a large number of nodes at fixed locations throughout the school. By 

having the nodes fixed it was possible to build up a traffic profile for a known coverage area.  

 

Secondly, a major difference between the current design and the Lauters (2016) project was 

the way the nodes were powered. In the Lauters (2016) project, the node was carried by the 

operator who could monitor the battery usage and manage that usage manually. In the current 

project, as the nodes were fixed, they needed to be powered for long periods of time, typically 

longer than can be supplied by a battery. As there were so many nodes, manually monitoring 

and changing batteries was not feasible. To solve this problem, the DSN needed to be able to 

be powered by a number of sources; battery, mains, solar and other similar sources of power.  

 

Thirdly, the individual DSN nodes in the current project needed to be able to autonomously 

shut down gracefully in the event of power failure. The Lauters (2016) project had an operator 

close by to supervise the shutdown process, whereas in the current project, the nodes were 

stand-alone and unattended. In the same way that having a mobile node with an operator nearby 

allows the battery levels to be monitored and managed, with a small number of mobile nodes 

the system start-up and shutdown can be managed by an operator. When there are a large 

number of nodes that are not always accessible (the school may be closed or a node unavailable 

as a class may be underway at the location where the node has been installed) a solution must 

be provided for smooth shutdown of the device if the power fails.   

 

The final key difference between the Lauters (2016) project and the DSN is that in the Lauters 

project, nodes were carried around the area of the study, so when the data was collected the 

node could be easily identified and inspected. With a simple node design such as the Lauters 

node, the user interface could be a simple LED that showed the status of the node (for example, 

GPS locked, Unit starting up and other modes).  

In the case of the DSN, as each node was installed at a fixed location that may not be available 

all of the time, the local IP address of the node needed to be found so the network operators 

could log in and download data or perform system maintenance. To address this issue, it was 
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decided that the DSN node would need a local display to show the status of the node. This 

display could then be used to display a rich set of node status and control messages. 

 

Stage 3 Planning 

By taking the original node designed by Lauters (2016) and combining the requirements from 

Step 1, it soon became obvious that an inexpensive, simple to implement solution that was 

based on the Raspberry Pi single board computer would meet the project requirements. At the 

time of the design process the latest model Raspberry Pi was the Model 3B. The Raspberry Pi 

Model 3B had Wi-Fi and Bluetooth built onto the main board. The Wi-Fi standard is based on 

the frequency of operation being in the so-called Industrial Scientific and Medical (ISM) band 

which is unlicensed and free to use. The ISM band covers many frequencies and Wi-Fi has 

been defined to work on the 2.4GHz and 5 GHz part of the ISM bands. The Wi-Fi on the 

Raspberry Pi 3B was limited to the 2.4Ghz band; the 5GHz band was not supported on board 

at the time of the research. After a review of the traffic profile at the school, it was realised that 

this was not a limiting factor as most Wi-Fi traffic was on the 2.4GHz band. 

 

Once the key design elements were in place, a proof of concept (PoC) version of the DSN node 

was developed. Normally the PoC would occur in stage 4 but in this situation, as the DSN is 

derived from an earlier project (Lauters, 2016), the design process was slightly advanced on a 

traditional build. The PoC device was developed and is shown in Figure 4-4. In Figure 4-4 the 

Adafruit long range (LoRa) module can be seen in a test mode. As the nodes in this design 

were fixed, an “out of band” monitoring service was needed to check the status of each node. 

In this case LoRa radios and the LoRaWAN network were chosen to provide this remote 

monitoring. The LoRa network is completely separate in frequency and operation to both the 

Wi-Fi and Bluetooth networks being monitored, thereby separating node management 

functions from the networks being monitored. Figure 4-5 shows the LoRa gateway set-up on a 

wall of the home workshop where the devices were being developed.  
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Figure 4-4 Proof of Concept node testing LoRa connectivity 

 

 
Figure 4-5 LoRa Gateway installed on the researcher’s home workshop wall for LoRaWAN testing 

In addition to developing a PoC for the DSN node it was necessary to begin the build of the 

LoRa gateway infrastructure to allow the PoC to be tested. The gateway shown in Figure 4-5 

was used to provide public LoRa access in the area surrounding the workshop as well as access 

for the development of the DSN. The PoC demonstrated that the LoRa module, GPS module 

and display would work satisfactorily. The PoC phase then led to the detailed design phase. 
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Stage 4 Design 

Having developed a successful PoC for the DSN node it was possible to move on to a more 

detailed design phase. A prototype printed circuit board (PCB) was designed by the researcher 

and sent to OSHPARK5, a PCB fabrication house based in the United States that specialises in 

high quality low-cost small batch runs of PCBs to be produced. 

 

 
Figure 4-6 First version of DSN node board for node prototyping 

Figure 4-6 shows the first version of the PCB for the DSN node. Version 1 of the prototype 

board had a number of problems, notably that the parts library used did not match the 

components ordered. There were small physical differences such as the size and position of 

mounting holes. The most important problem with the stock libraries was that the receive data 

(RX) and transmit data (TX) lines of the global positioning system (GPS) module were 

interchanged. The error in the libraries meant that the GPS could not be mounted on the board 

without modification of the board wiring. Figure 4-7 shows the temporary wiring of the GPS 

module required to get the module functioning. 

 

In order to overcome these issues and to continue development, the PCB was modified by hand 

and the version 1 board was assembled. Figure 4-8 shows the modified Version 1 board fully 

populated and running a simplified version of the code. 

 
5 OSHPARK is a community printed circuit board (PCB) service 
(https://oshpark.com/#aboutus), specialising in helping the open hardware community, 
hobbyists, and businesses develop products and projects. 
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Figure 4-7 version 1 prototype board testing GPS unit. 

 

 
Figure 4-8 version 1 of the protype board fully populated with the prototype peripherals. 

The version 1 prototype proved that the hardware and software could work together and at this 

point in the design process a number of things became apparent. Having a working PCB based 

prototype as opposed to a simple PoC unit, it was easy to see that some of the design goals for 

the project had not been explicitly expressed in the previous phase. The main goal of the sensor 

board was to make the creation and operation of a large number of nodes simple, but this need 
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was not translated from the PoC to the prototype. Firstly, the sensor board layout was 

physically cramped. Secondly, there was no onboard LED indication of system status. Finally, 

there was no room to install the user interface buttons. The PoC design had the interface buttons 

on a separate PCB. For the design to scale up to the number of nodes required, all components 

should be on a single PCB that can be stacked onto other boards as required. By using this 

“stackable” architecture, it was possible to quickly assemble, and if necessary, disassemble a 

node. Being able to stack different PCBs was important to this research as stacking provided 

an easy way to try different kinds of node packaging and deployment. It is also beneficial to 

other projects as it will allow the node to be customised to the individual requirements of that 

project. 

 

Based on lessons learned from the version 1 prototype it was decided to increase the physical 

size of the board, correct the problems in the component libraries and move all sensors onto 

the main board. At this point in the design process, it was realised that there was potential for 

this device to be used in other projects. All that would be required was to add some other 

functionality to the board. Even though the EDP process being followed required the design to 

be reviewed and modified in stage 5, these changes were made in stage 4 as it meant the second 

version of the nodes could be produced more quickly.  

 

The other functionality that was added to the specification included: 

1. One Inter Integrated Circuit (I2C) bus port. This can be used to connect multiple I2C 

sensors (for example Temperature, Pressure, Humidity, Real Time Clock) 

2. Three additional buttons. These can be used for the user interface or to launch 

applications or other programmable tasks  

3. Five General Purpose Input/Output (GPIO) ports. These can be used as digital inputs 

or outputs to read from switches or control relays as required.  

 

The labelling on the PCB was also extended to allow a place to write the node name and LoRa 

Unit Identification (UID) number. Other cosmetic changes were made to make mounting the 

boards easier, such as rounding the corners of the board so they can be gripped more easily for 

disassembly. Figure 4-9 shows the version 2 prototype next to the version 1 prototype. 
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Figure 4-9 version 1 (top) prototype and version 2 (bottom) prototype side by side. 

A major concern for the design of the DSN nodes was the power supply to the central 

processing unit (CPU) and sensors. The DSN node has been designed to be used in a mobile, 

self-contained mode, fixed location outdoors and fixed location indoors. These locations also 

provide constraints on the power supply designs possible for use in the node. During stage 4 a 

number of solutions were examined, and it was discovered that there was an existing market 

for uninterruptable power supplies (UPS) based on the high capacity 3.7 Lithium Polymer 

(LiPo) battery technology.  

 

LiPo batteries are high capacity, easy to use, and relatively inexpensive. LiPo batteries are 

known for their volatility, so the batteries selected for this project have safety circuits built into 

the battery pack. These safety circuits include charge control, short circuit protection, over and 

undervoltage protection. The LiPo battery is paired with a purpose-built UPS card (or “hat” as 

expansion cards for the Raspberry Pi are known) that has the appropriate circuitry to detect a 

low battery level and initiate a controlled shutdown of the node. The UPS card also handles the 

charging of the unit. 

 

Stage 5 Development 

The fifth stage of the traditional EDP is the development stage. Having used an iterative 

approach to stage 4, the entry into stage 5 had a relatively well-developed hardware solution. 

The hardware included the selection of the Raspberry Pi Model 3, version 2 of the sensor board 

with the enhanced functionality associated with that version of the board, the UPS hat and large 

capacity battery. 
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Figure 4-10  Diagram of all major components in the DSN node 

Figure 4-10 shows the key elements of the DSN node. Taken from top row moving clockwise: 

(1) CPU (Raspberry Pi Model 3B); (2) Sensor PCB, shown here unpopulated; (3) Power over 

Ethernet Splitter; (4) High Capacity LiPo battery; (5) UPS Hat.  

 

 



 

Page        93 

 

 
Figure 4-11  Version 2 sensor boards during assembly 

Figure 4-11 shows four of the Version 2 sensor boards being assembled and Figure 4-12 

shows the fully assembled DSN node mounted on the lid of a potential project box.  

 

During the design phase (stage 4) the selection of the case became an important decision. The 

case whose lid is shown in Figure 4-12 was found to have insufficient ventilation and was 

generally too small. After further investigation, the flip-top project box was selected as it 

provided better ventilation, easy access to the display and control buttons, and was transparent 

to radio frequency (RF) radiation at the frequencies being used and monitored. Most 

importantly, it had sufficient room to mount all of the electronics except the PoE power injector 

which was attached to the side of the box using Velcro tape. 

 

 
Figure 4-12  Completed version 2 sensor node – top view 
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Figure 4-11 and Figure 4-12 show the completed version 2 hardware for the first DSN node. 

In Figure 4-12 starting from the bottom right of the figure and working clockwise, the 

components of the fully populated board are:  

1) 5V power in via microUSB from the PoE injector  

2) GPS unit (the chip antenna is visible in the picture)  

3) LoRaWAN module  

4) Control push buttons  

5) OLED screen  

6) Four wire I2C connector  

7) 40 pin Raspberry Pi connector  

8) Status LED  

9) Five GPIO connectors configured for Signal, Voltage, Ground (SVG).  

 

The SVG configuration reduces the possibility of damage to the Pi or item being plugged in if 

the connector is plugged in reverse polarity.  

 

 
Figure 4-13  Completed version 2 sensor node - side view 

Figure 4-13 shows the side view of the node. The key components are:  

1) The bottom layer attached to the case is the Raspberry Pi  

2) The middle layer is the UPS Hat 
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3) The top layer is the Sensor Board (Version 2)  

4) The 40 pin interface bus connecting the cards and the 5V power.  

 

Figure 4-13 demonstrates the flexibility that was designed into powering the unit. In the image, 

5 volts from the PoE splitter (5) are plugged into the GPS unit which then feeds the entire node. 

It is possible to plug 5 volts into any of the boards to power the entire stack depending on what 

is convenient for the final case design. 

 

Stage 6 Construction and Deployment 

On the completion of the stage 5 design works, it was possible to then deploy the nodes at the 

school. Before the nodes were shipped to the school for installation they were “soak tested”; 

that is, they were run continually for over a month in temperature conditions similar to what 

was expected at the school. This soak testing was done to see how the nodes performed over a 

long period of running. One fault that did become apparent was that the display thread would 

lock and the display would become unresponsive. The resolution of the thread lock up led to a 

further round of software revisions. The soak testing also bought to light an issue with regards 

to “burn-in” on the OLED display, particularly when the display thread locked up. Burn-in is 

the effect of the displayed image being “burnt” onto the display. The burn-in effect seems to 

be reversable after a period. To assist with dealing with the burn-in issue, a small screen saver 

program was written to rotate a logo on the screen. The screen saver works by moving the “lit 

up” pixels around the display. The moving pixel pattern evens the wear on the display while 

still providing a visual indication that the device is working satisfactorily. 

 
Figure 4-14  Soak testing version 2 sensor nodes 



 

Page        96 

 

Figure 4-14 shows the completed nodes being soak tested for a two-week period before being 

shipped to the site. The soak testing helped identify hardware and software bugs before the 

nodes were deployed. Figure 4-15 shows the deployment of the LoRa gateway at the school. 

The gateway was installed on the library building for a number of practical reasons; the library 

had an existing antenna mast for the library television system, and it was possible to use this 

mast to get the gateway to a high physical location. In general, the higher the location of the 

antenna the better the signal coverage. By placing this gateway high in the school, it gave good 

coverage for the school and good coverage for public use of the gateway.  

 

 
Figure 4-15  The researcher performing the installation of the LoRaWAN Gateway on the school Library 

building 

The high physical location gave excellent coverage for LoRa and Wi-Fi but it also made it a 

good target for lightning. In late 2019-early 2020 a large thunderstorm hit the area of the school 

and struck the television antenna. The voltage surge that was generated destroyed a number of 

items in the school including the televisions, LoRa gateway and attached network switch. 

Figure 4-16 shows the switch that was destroyed in the thunderstorm. After the storm damage 

was assessed, key items of equipment such as the network switch were replaced, but it was 

decided to proceed without the LoRa telemetry in place. The school IT staff volunteered to 

monitor the nodes manually during the time of the research. 

 



 

Page        97 

 

 
Figure 4-16  The LAN switch that the LoRaWAN gateway connects to. 

As the nodes were designed to be distributed throughout the school, each node was labelled 

clearly with the name of the project and a QR code (see Figure 4-17) that, if scanned, will take 

the user to the project website. This level of documentation was provided to assure that people 

in the school knew that the monitoring was occurring, and that it was associated with this 

research project and not an anonymous data gathering process. 

 

 
Figure 4-17  Close-up photo showing the QR code link to the project webpage 

Figure 4-18 shows the completed first batch of DSN nodes ready for shipping to the school. 

The labels show the title of the research project, the QR code link to the project web page and 

the LoRa UID. Figure 4-18 shows the nodes in the workshop immediately after their 

construction and initial testing. 
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Figure 4-18  Newly constructed nodes 

The following section describes the hardware in the DSN node in greater detail. 

 

4.2 DSN Node Hardware 

IoT and “connected” devices are in common use in society. In order to make the IoT device 

convenient and easy to use, sometimes personal information can be given away inadvertently. 

Often users think of data theft as something that requires a great deal of knowledge or large 

government budgets and can be surprised at how quickly and cheaply a sensor can be set up to 

collect a wide range of information.  

 

One of the aims of this research is to establish what participants find to be NNFs of information. 

People find anonymous monitoring more disturbing than monitoring that could reasonably be 

expected to be occurring (Lee & Kobsa, 2016). This inspired the creation of inexpensive 

sensors based on freely available software. By creating sensing nodes that are inexpensive, 

easy to build and easy to use, the possibility of anonymous monitoring becomes more real to 

the participants in the research. The fact that the DSN nodes were inexpensive and 

manufactured by an individual was a key component of the intervention lesson as it emphasised 

for the participants the realisation of how easily their IoT devices can be monitored, and the 

kinds of data that could be discovered even though the students considered their devices secure. 

 

The DSN nodes are a very simple, inexpensive and scalable sensing unit that can be easily 

built.  All hardware components can be purchased online, and all of the code used is essentially 

zero cost. The only “custom” component in the design is the PCB. The PCB was designed and 

built for this project to make the construction of a large number of nodes easier. The PCB is an 

optional component and could be replaced with a breadboard or even simple point-to-point 
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wiring. The PCB does make the design much easier to work with. Included in the design is an 

optional UPS card that allows the node to be battery powered for a period of time. 

 

The nodes described here, while designed to be “stand-alone”, can be interconnected by Wi-

Fi, Ethernet or LoRa to form a DSN that can provide data remotely to give a view of the 

parameters measured, in space as well as in time. The DSN node comprises a number of 

subsystems, each of which can be modified to suit a particular application. The subsystems are 

CPU, Sensors/Communications, Power Supply and Case/Mounting. 

 

4.2.1 CPU Subsystem 

The CPU subsystem is based on the Raspberry Pi 3B single board computer. The Raspberry Pi 

acts as the host for the node and provides basic functionality of the node. The unit operates a 

Raspbian distribution of Linux (in the case of the nodes deployed for the current research 

Raspbian Buster was used). 

 

The Model 3B and 3B+ include the ability to monitor Wi-Fi and Bluetooth connection requests, 

beacons and other broadcast type packets including: 

BSSID  -  Basic Service Set Identifier  
SSID  -  Service Set Identifier 
MAC   - Media Access Control address of client 
Channel - Channel Number 
RSSI  - Received Signal Strength Information 
Encryption - Encryption Capabilities 
 

In order to allow the Wi-Fi and Bluetooth chip sets to be used in promiscuous mode, the 

ordinary kernel supplied with the Linux distribution (Raspian Buster) needs to be modified to 

support the Nexmon drivers. In the current research, the re4son kernel was selected and 

installed to enable Wi-Fi and Bluetooth monitoring. 

 

4.2.2 Sensor/Communications Subsystem 

The customised interface board shown in Figure 4-19 was designed and built by the researcher 

to physically hold and present a wide variety of sensor options in addition to the basic wireless 

sensing capabilities built into the Raspberry Pi.  
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Figure 4-19  3D CAD drawing of sensor PCB 

The sensor board contains the following items: 

• Organic light emitting diode (OLED) Display to indicate system status: the OLED 
provides a way to display a simple menu-based user interface 

• RFM9x LoRa radio: this provides a network connection to LoRaWAN or other 
LoRa nodes 

• Global Position System GPS receiver: this allows the node to accurately collect 
coordinated universal time (UTC) time and date as well as location information of 
other data captured from the GPS 

• DC power supply input connector to supply regulated 5VDC to the system 
• Status LED to show system status at a glance 
• Five GPIO ports of the Raspberry Pi have been broken out in an SVG layout for 

connecting to external devices. These can include relays, sensors, switches and so 
forth 

• A three-button keypad for interacting with the OLED menu user interface. 
 

With the addition of the sensor board the DSN node is not restricted to monitoring the Wi-

Fi and Bluetooth emissions of nearby devices. By adding I2C and GPIO breakout 

connections the node could be used with a wide variety of sensors in a number of remote 

locations.  

 

While the DSN node was designed for the current research project, it was designed in such 

a way that it could be used for other work. For example, it could be used to: 

• Monitor the temperature of a process or space and switch on a fan or heater to keep 
a process or physical space within a temperature range 

• Be attached to a vehicle and measure a range of parameters while the vehicle is 
travelling 

• Trigger remote events via LoRa gateways when certain conditions are met. 
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The sensor board was designed using the free version of Autodesk Eagle PCB design 

software. Where possible, standard component libraries were used but there was no 

Figure 4-20  DSN sensor board version 2 circuit diagram 
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component for the LoRa radio and the GPS modules used were slightly different from those 

in the Eagle library. New component libraries were created to resolve these issues. 

 

To help demonstrate that it is possible to build a capable sensor node with minimal financial 

outlay, Table 4-1 provides a bill of materials and a full breakdown of the cost of each item 

on the sensor board. The cost of the nodes is shown as the cost of the nodes as deployed in 

this project (Full Build) and the minimum cost required to build as DSN node (Essential 

Build). 

 
Table 4-1  DSN sensor node bill of materials 

Part Device Description Supplier Cat # 

Cost 
Pack 
$AUD 

Full Build 
$AUD 

Essential 
Build 
$AUD  

CPU 

Raspberry Pi 3 
Model B 1GB 
RAM 

Raspberry Pi 3 Model B 
1GB RAM - Quad Core 
1.4GHz 64bit CPU Wi-Fi 
Bluetooth 

eBay 
(Generic)   $74.45   $74.45   $74.45  

D1 1N4004 DIODE Jaycar ZR1004  $0.98   $0.98   $0.98  
DC1 DC Barrel  2.1mm DC Barrel Jack Jaycar PS0519  $1.95   $1.95   $1.95  

DISP1 

DISPLAY-
OLED 
128X64 I2C 

128x64 Dot Matrix 
OLED Module based on 
SSD1306 chip 

eBay 
(Generic) DNA  $7.75   $ 7.75   $7.75  

GPS1 GPS-REC 

Generic GPS Receiver 
Module based on NEO-6 
device  DNA  $9.86   $9.86   $9.86  

H1 
5 Pin Male 
Header 

Multi connection point. 
Generic Header-pin 
footprint for 0.1 inch 
spaced/style header 
connections. 5 Strips of 
40 

eBay 
(Generic) DNA  $5.48   $0.14   $0.14  

H2 
5 Pin Male 
Header 

Multi connection point. 
Generic Header-pin 
footprint for 0.1 inch 
spaced/style header 
connections. 5 Strips of 
40 

eBay 
(Generic) DNA  $5.48   $0.69   $0.69  

H3 
5 Pin Male 
Header 

Multi connection point. 
Generic Header-pin 
footprint for 0.1 inch 
spaced/style header 
connections. 5 Strips of 
40 

eBay 
(Generic) DNA  $5.48   $0.69   $0.69  

H4 
4 Pin Male 
Header 

Multi connection point. 
Generic Header-pin 
footprint for 0.1 inch 
spaced/style header 
connections. 5 Strips of 
40 

eBay 
(Generic) DNA  $5.43   $0.54   $0.54  

LED1 LED 3mm LED Jaycar ZD0140  $0.65   $0.65   $0.65  
R1 Resistor RESISTOR 220 Ohm Jaycar RR0556  $0.85   $0.11   $0.11  
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Part Device Description Supplier Cat # 

Cost 
Pack 
$AUD 

Full Build 
$AUD 

Essential 
Build 
$AUD  

S1 Switch 

Momentary Switch 
(Pushbutton) - SPST 
(pack of 20) 

eBay 
(Generic) DNA  $11.42   $0.57   $0.57  

S2 Switch 

Momentary Switch 
(Pushbutton) - SPST 
(pack of 20) 

eBay 
(Generic) DNA  $11.42   $0.57   $0.57  

S3 Switch 

Momentary Switch 
(Pushbutton) - SPST 
(pack of 20) 

eBay 
(Generic) DNA  $11.42   $0.57   $0.57  

U1 RFM95W 

Adafruit RFM95W LoRa 
Radio Transceiver 
Breakout - 868 or 915 
MHz - RadioFruit Adafruit AF3074  $26.77   $26.77   $26.77  

X1 
Raspi 40 Pin 
Connector 

2x20 Pins 2.54m Pitch 
Dual Row Female Pin 
Header Connector for 
PCB Board (pack of 3) 

eBay 
(Generic) DNA  $16.36   $5.45   $5.45  

Case Plastic Case 
Snap in Enclosure Black 
91 X 122 X 69mm Jaycar HB6434  $10.95   $10.95   $10.95  

SPC6 
Nylon PCB 
Spacer 6mm 

M3 x 6.3mm Tapped 
Nylon Spacers - Pk.25 Jaycar HP0920  $8.95   $0.36   $0.36  

SPC16 
Nylon PCB 
Spacer 15mm 

M3 x 15mm Tapped 
Nylon Spacers - Pk.25 Jaycar HP0926  $11.95   $0.48   $0.48  

PCB 
Sensor Node 
Bare Board 

Distributed Sensor 
Network Probe V2.0 
(https://oshpark.com/shar
ed_projects/YhBYempe) 
batch of three OSH Park - $46.70   $15.57   $5.19  

UPS UPS 

DFRobot Raspberry Pi 
UPS HAT is an 
uninterruptable power 
supply shield for 
Raspberry Pi.  

Core 
Electronics 

DFR049
4  $26.75   $26.75   $ -   

B1 
LiPo Battery 
Pack 

3.7 Volts LiPo battery 
pack, including, over-
voltage, over-current, 
and minimum voltage 
protection circuit built 
into battery. 

Core 
Electronics CE04379  $21.95   $21.95   $ -   

POE1 
PoE 5V 
Splitter 

USB Power 2.5KV RJ45 
POE Ethernet Splitter 
48V to 5V Micro USB 
Injector 

eBay 
(Generic) DNA  $13.59   $13.59   $ -   

      Total  $221.38   $159.09  
 

One of the aims of the design of the project was to demonstrate to participants how easily a 

sensor node could be assembled, and as can be seen from Table 4-1, all the components of the 

build are readily obtainable from local electronic suppliers for a reasonable financial outlay. 

Given that the Raspberry Pi is a popular device and many units have been sold to hobbyists, 

hackers and professional IT staff and scientists, it is possible that a user already owns a suitable 
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Raspberry Pi. As indicated in Table 4-1, including the cost of the Raspberry Pi the total cost to 

build the sensor node is less than A$160.00. If one already has a Raspberry Pi the cost of a 

build could be less than A$85. 

 

4.2.3 Power Supply Subsystem 

A number of options are available to supply power to the DSN node including: 

• 5VDC via a 2.5mm DC socket on the sensor board  
• Power over Ethernet (POE) adapter providing 5VDC via a microUSB connector 

plugged in to the Raspberry Pi or the UPS card from a POE enabled switch  
• 5VDC from the UPS card 
• 5VDC from a wall mounted plug pack. 

 

The following provides details on each of the aforementioned power supply options. 

Power from sensor board: When powering the device from the sensor card, a well-regulated 

5VDC power supply capable of delivering over 2 amps should be used with a 2.5 mm DC plug 

(centre positive). The 5VDC supply from the sensor board is protected by a parallel reverse 

polarity protection diode that is designed to open the fuse in an external 5-volt power supply 

in the event of a reverse polarity connection. The parallel diode method was chosen to keep the 

design simple and reduce board space while avoiding the wasted power dissipation in a series 

protection diode arrangement. The trade-off is that this does necessitate a fuse in the external 

power supply. 

 

Power over Ethernet: It is possible to supply power to the sensor via the ethernet port by 

using an external POE to 5VDC adapter. These are available on-line for around A$10. The 

output of the POE adapter can be fed into the Raspberry Pi directly or into the UPS card to 

keep that battery at full capacity. 

 

Power from UPS Card: The DFRobot Raspberry Pi UPS HAT (SKU:DFR0494) can be used 

to provide power to the DSN node for mobile operation. The UPS hat is not directly compatible 

with the Raspberry Pi 3B+ as the board layout on the 3B+ changed and there are two pins that 

physically clash with the UPS hat. These pins can be cut to allow the UPS hat to be used on a 

3B+. The UPS HAT has an onboard Maxim Fuel Gauge that can be interrogated by I2C to get 

battery voltage and remaining capacity. This could be used to send a warning by email or 
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LoRaWAN then shut down the device gracefully to protect the SD (Secure Digital) card from 

damage.  

 

Power from Plug Pack: The device can be powered from a traditional wall mounted plug 

pack. The plug pack should provide a well-regulated 5VDC at up to 2 amps. The micro-USB 

plug from the plug pack can either go to the Raspberry Pi board directly or to the UPS HAT if 

fitted. 

 

4.2.4 Case/Mounting 

The DSN node can be installed in any convenient enclosure or mounting arrangement. For the 

prototype an inexpensive snap-in enclosure, 91x122x69mm in size, was selected. This size of 

enclosure allowed for most of the DNS node components to be mounted in a protected 

environment while providing adequate airflow and accessibility. The case selected was also 

large enough to be labelled clearly for the local IT support staff to identify and manage if 

necessary. Figure 4-21 shows the cases selected for this project. 

 

 
Figure 4-21  Completed DSN nodes showing the snap in enclosure 

4.3 DSN Controller 

The DSN network controller (DSNNC) is designed to provide the researcher with real-time 

feedback on the operation of each of the distributed sensor nodes. There were a number of 

options available for this task. It is possible to buy a gateway that can be assembled and built 
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by hobbyists that will support short range and few sensor nodes. It is also possible to purchase 

commercial grade units used to supply public access and control of thousands of nodes. 

 

The role of the DSNNC is to act as a gateway from each of the DSN nodes to a central 

dashboard. Here the status of each node can be monitored and, if necessary, the node can be 

restarted.  

 

One of the goals of this project was to monitor Wi-Fi and Bluetooth traffic using a number of 

nodes in the DSN. The operation of the DSN includes sending and receiving control and status 

information about the DSN as well as the retrieval of the leaked user information collected by 

each node. In order to ensure that the control and monitoring functions pertaining to the DSN 

did not interfere with the Wi-Fi and Bluetooth networks that were being monitored, all 

monitoring and control functionality was designed to be sent using an independent 

communication medium. Separating management and control information from the 

information being monitored is known as out-of-band management (Emmert, 2015; Gu et al., 

2018; Handziski et al., 2006). By having the control and monitoring functions out-of-band 

(OOB) the DSN would not interfere with the networks being monitored.  

 

A number of choices were available for OOB management: the two most likely choices were 

fixed ethernet cabling (Handziski et al., 2006) or other, emerging IoT technologies such as 

LoRa (short for Long Range) wireless networks (Gu et al., 2018). The origin and architecture 

of LoRa are described in Vangelista et al. (2015). When considering the selection of technology 

for OOB management there are a number of advantages and disadvantages to each technology. 

For example, ethernet is simple, well understood and reliable. One of the disadvantages of 

ethernet is the fact that it is not available in every physical space a DSN node may be deployed. 

An ethernet connection also relies on networks and network management outside the control 

of the researcher. 

  

LoRa is also a simple technology and permits easy integration of telemetry and control data. 

LoRa is also completely out of band; by that it is meant that LoRa transmissions do not share 

the same IP network space as the Wi-Fi the DSN is monitoring (Vangelista et al., 2015). 

Another advantage of a LoRa network is that if a LoRa network gateway is deployed in the 

correct manner, the new LoRa gateway can expand LoRa coverage for other users. 
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Disadvantages of LoRa include the fact that it is a relatively new technology that may not be 

well understood by IT professionals. 

 

A final advantage of the LoRa solution is that in general, LoRaWAN gateways are publicly 

available for use by other organisations, members of the public and the government (Queralta 

et al., 2019). The addition of a LoRaWAN gateway to the school increases the publicly 

available LoRa coverage in the area around the school. Improvement in LoRa coverage was a 

priority for the CIO and so the selection of LoRa for the OOB of the DSN was able to meet the 

goals of the research project and the school.  

 

 
Figure 4-22  The Things Network Architecture (TTN, 2021) 

Figure 4-22, adopted from The Things Network website (TTN, 2021), shows all of the major 

elements in the LoRaWAN network. The end nodes in this diagram correlate to the DSN nodes, 

the Gateway correlates to the DSNNC and the Application Server correlates to the Cayenne 

MyDevices (CMD) dashboard server. The network server component of Figure 4-22 is internal 

to The Things Network and has no direct analogue in the DSN design. 
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Given the selection of LoRa for the OOB management of the network, it was necessary to carry 

out a market scan to select a fully featured LoRa gateway. The gateway had to not only meet 

the requirements of the research project but be scalable to act as a community LoRa gateway 

for the school. Given the not-for-profit nature of the school, the cost of the LoRa gateway had 

to be as low as possible while still meeting the requirements. Table 4-2 presents the selection 

criteria and the gateways evaluated. 

 
Table 4-2  LoRa gateway comparison table 

Criteria Gateway 

Dragino 

LG02 

RAK7249 Ursalink 

UG85 

Laird 

RG1xx 

MatchX 

LPWAN 

Number of LoRa 

Channels 

2 16 8 8 Not Stated 

Weather Resistant No Yes No Optional Yes 

PoE No Yes No No Non 

Standard 

Gateway Uplink Wi-Fi 

4G 

Wi-Fi 

Ethernet 

4G 

Wi-Fi Wi-Fi Wi-Fi 

Ethernet 

GPS No Yes No No Yes 

Time Sync NTP GPS/NTP NTP NTP NTP/GPS 

Price $180 $899 $499 $337 $619 

Scale House Wide Area Wide Area Wide Area Wide Area 

LoRa Duplex Full Full Full Full Full 

Number of 

Supported Nodes 

300 >300 2000 Not 

Specified 

65535 

Supports 

LoRaWAN 

No Yes Yes Yes Yes 

 

 

The RAK Wireless RAK7249 outdoor gateway was found to be an ideal gateway for use in 

this project, as it met all of the criteria defined for the project and community gateway and it 

was available immediately. The RAK7249 provided a wide range of connectivity and power 

supply options including Gigabit Ethernet, Wi-Fi, 4G, and POE power supply. The gateway’s 

geographical and time values are set by an integrated GPS receiver.  
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The supplied firmware implements a fully featured layer 3 router and LoRaWAN compliant 

network base station. According to the manufacturer’s datasheet, the gateway has a (LoRa) 

range of over 15km; therefore the gateway met the specification for the current research project 

as well as being a suitable product for a general purpose gateway for the school.  

 

4.4 DSN Control and Management User Interface 

The original DSN design allowed for a central dashboard displaying the status of each of the 

nodes. The dashboard gathers key pieces of information about each node. Each node can also 

be rebooted from the dashboard if required. Using Figure 4-22 as a reference, the dashboard is 

implemented on the application servers. When designing the dashboard, the free Cayenne 

MyDevices service was selected to provide the application server services. CMD was selected 

because it is secure, allows shared viewing of dashboard, is easy to set up and free. 

 

 
Figure 4-23  Cayenne MyDevices dashboard 

Figure 4-23 is a snapshot of a typical CMD dashboard display. Each of the six nodes proposed 

are in the menu down the left-hand side of the screen and when selected they display status 

data from each of the nodes. 

4.5 DSN Telemetry and Remote Management 

The DSN is designed to operate in either stand-alone or remotely managed modes. When 

operating in a remotely managed mode, the DSN uses LoRa, LoRaWAN and “The Things 

Network” to send telemetry and remote management commands. The DSN can also use the 

inbuilt ethernet port on the Raspberry Pi if it is connected. The DSN is not designed to use the 

Wi-Fi network for management and monitoring contemporaneously. 
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Figure 4-24  LoRa test radio for debugging LoRaWAN issues 

During the development phase, the LoRa radio component did not work correctly. It seemed 

that the issue was related to the LoRa receivers in the RAK7240 Gateway, but it was difficult 

to diagnose. As a first step in the fault-finding process, the firmware was updated and the 

Australian LoRa profiles added. This action resolved the issue. LoRa packets then began to 

flow via LoRaWAN as required.  

 

LoRa communications protocol 

As stated earlier in this chapter, the DSN nodes are configured to be in so called “promiscuous” 

mode. This allows the nodes to sample all traffic on the Wi-Fi and Bluetooth networks near the 

node; as a result it is better not to have these devices participating on these networks. To resolve 

this, each node used a LoRa radio to transmit some very simple telemetry data. The data was 

sent via The Things Network and handed-off to CMD for display. CMD currently has limited 

support for LoRa devices, but the support provided is sufficient for monitoring the network. 

 

CMD uses a protocol to pack data into the LoRa frames called Low Power Protocol (LPP). For 

the purposes of this project only two data elements were required, analogue and digital in. The 

design of the DSN made it possible to use digital out to send commands to the nodes to reboot 

the node; however, this was not implemented in this project before the destruction of the LoRa 

gateway. 

 
 

Figure 4-25 shows the format of an LPP packet: 
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Channel ID Data Type Data 1 Data2  … Data n 
 

Figure 4-25  CMD LPP variable length packet format 

Depending on the data type LPP uses variable length packets, each field is one byte in length. 

• Digital Input data type is   0x00  range  0 - 1 

• Digital Output data type is   0x01 range  0 - 1 

• Analogue Input data type is   0x02 range  +327.67 to -327.67 

Channel IDs are 0 – 63 

 

Telemetry Channel Layout 

The digital inputs in Table 4-3 were implemented in the python code. 
Table 4-3  LoRaWAN Telemetry Channel Layout 

Channel (DEC) Type Description Range 

Digital Inputs 
01 DI Application Start 1: application started, 0: normal  
02 DI System Reboot 1: app initiated reboot, 0: Norm 
03 DI System Shutdown 1: app initiated shutdown, 0: Norm 
04 DI GPS Lock  1 GPS Lock Ok, 0 No lock 
05 DI GPS Poller Running 1: GPS Poller Run, 0: stopped 
06 DI Bluetooth Poller 

Running 
1: Bluetooth Poll Run, 0: Stopped 

06 DI Wi-Fi Poller Running 1: WIFI Poll Run, 0: Stopped 
08 DI Display Poller Running 1: Local Displ Run, 0: Stopped 
Digital Outputs 
20 DO Shutdown and Reboot 0 – do nothing, 1 – action (not implem) 
21 DO Shutdown and Halt 0 – do nothing, 1 – action (not implem) 
Analog Inputs 
40 AI Free disk space % 
41 AI CPU load % 

 

 

Some of the data being sent to the dashboard comes from the Linux operating system on the 

Raspberry Pi itself. For example, to find the amount of free storage on the Raspberry Pi there 

are a number of command options that could be used. The command options used to get free 

space on a disk in this research were: 

 

df -h | tr -s ' ' | cut -d ' ' -f 1,5 

 

This was translated into a Python function that was called by the various threads in the DSN 

node. 
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4.6 Software Design 

4.6.1 Engineering Design Approach to Node Software Design 

In Section 4.1 the Engineering Design Approach to the hardware design was presented in detail. 

In this section the design process followed in the development of the software will be discussed. 

The process applied for the hardware design was also applied for the software design. Only the 

differences between the hardware and software stages will be described here. Software and 

hardware design decisions were found to be closely intertwined and the software design could 

not progress until certain hardware decisions had been made. Similarly, some hardware 

decisions were based on available software components and software libraries. In reality, the 

initial design phases of the software and hardware occurred at the same time and only in later 

phases did the software design trail the design of the hardware. 

 

Stage 1 Idea 

The first stage of the software design process was the same as that of the hardware design 

process; that is, to identify the problem needing to be solved. The decision to look for Wi-Fi 

and Bluetooth traffic that could be identified set the scene for the software requirements. Other 

software considerations at this point include the use of open source software where possible, 

as well as programming languages in which the researcher was confident to develop. 

 

Stage 2 Concept 

The concept stage of the software development design required that the original base code be 

examined for suitability for use in this research project. It was noted that the original Lauters 

(2016) project had different aims to this research and used software tools that had been 

deprecated since it was published on GitHub; however, it was also felt that the code base was 

an ideal place to start the development of the code for the DSN node. 

 

Stage 3 Planning 

In the planning stage, the existing base code by Lauters (Lauters, 2016) was examined and the 

gaps between the base code and the desired functionality for the DSN were determined. These 

gaps included no support for local display, keypad, menuing system or LoRa telemetry. For 

any complex software application, the choice of software architecture is critical to ensure the 

performance and scalability of the final product (Pillai, 2017). The planning stage also saw the 
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adoption of the base code programming software architecture adopted as the architecture for 

the DSN node.  

 

The DSN node software can be thought of as being created using a number of design patterns 

(Pillai, 2017). Each of these patterns can be further categorised at different stages of execution. 

The initial category design pattern is the creational category. In the case of the DSN node the 

design pattern used was the “factory pattern” (Pillai, 2017). The factory pattern allows for the 

reliable, repeated and accurate creation of objects. Another category of design pattern the DSN 

exhibits is the structural category. In the case of the DSN, the so called “singleton pattern” 

(Pillai, 2017) was employed. This pattern ensures that any instance of a class created is created 

and initialised just once and it ensures that any instances of a class share the same initial state. 

The third category of design pattern the DSN exhibits is the behavioural category, which 

describes how the application behaves at run time. In the case of the DSN, the “observer 

pattern” was used as this allows the object to create a number of sub-tasks and have each task 

report back to the main object status of those sub-tasks.  

 

Stage 4 Design 

The original Lauters code published on GitHub was used as the template for the software 

design. As the original application was designed for different deployment conditions to the 

DSN it was necessary to add in additional features to support DSN hardware, including; 1) 

LoRa support, 2) Display Support, 3) Menu Support, 4) Keypad Support. The software 

architecture chosen made it possible to add these features while maintaining separation of each 

of those features. For example, during testing it was found that the display driver library would 

occasionally lose connection with the display and that task would fail. This failure stopped the 

display but the other tasks, like data collection and device detection, still occurred. 

 

Stage 5 Development 

When the decision was made to use the Lauters code base as the basis of the DSN software a 

number of tasks were required before the software could be run on the Raspberry Pi hardware, 

which had been selected in the hardware design phase. The first issue to be addressed was the 

fact that the original code was developed using Python version 2.0. At the time of this research 

this version of Python was deprecated and would soon reach end of life. This required 

translating the Python 2.0 code to Python 3.0.  
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The translation task was completed in a number of phases. The first phase was to run the source 

code through a conversion script. The “2to3.py” script was used to do the bulk of the 

conversion (Python-Software-Foundation, 2022). The next phase of the translation task was to 

update the manner in which the base code made system calls. Python 3.0 makes a stronger 

distinction between the encoding of characters than Python 2.0. This distinction requires the 

application to encode the strings being sent to and received from the standard input/output 

(stdout and stdin) explicitly. Output from the application to stdin needs to be encoded as bytes 

and received input to the application from stdout must be decoded as strings. An example call 

is shown in Figure 4-26. 

 

 
Figure 4-26  Example system call showing encoding declaration 

In the case of the example the call to stdoutdata.decode() converts the byte stream to 

a utf-8 encoded string for use in the rest of the application. 

 

The original source code supported a local webserver and synchronisation of data between the 

Raspberry Pi and an optional esp8266 based monitor node. These functions were not required 

on each individual DSN node and so were not used in the DSN deployment. The webserver 

and synchronisation code were only modified enough to allow the python application to 

compile and run; there was no attempt made to convert this code to a working state. 

 

When the base code had been converted to Python 3.0 and was able to be executed, the next 

phase of the development involved providing support for the various DSN peripherals that were 

not included in the original (Lauters) application. An indication light-emitting diode (LED) 

was added so that the status of the node could be easily seen. During start-up the indication 

LED flashes in a pattern to show normal node start-up. When the node’s start up functions are 

complete, the functionality of the LED changes and the LED is then used to indicate that the 

GPS has a position lock. The GPS is considered locked if it has received position information 

from the GPS satellites at a precision as high, or higher than, that configured. When the GPS 

is locked, the node will record collected data. Other code was added to support the LoRa radio, 

keypad and display. 

 

res = re.findall("\s(.*)\sclock.*\sclass:\s(.*)", stdoutdata.decode("utf-8")) 
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Stage 6 Deployment 

The DSN nodes were designed to be deployed either as fixed or mobile nodes. In this research 

it was decided to make the nodes fixed as a portable node would require an operator to regularly 

move the node through the research area. In order to allow each node to start up autonomously, 

it was necessary to create start-up script that was unique to each node. This start-up script 

passed a number of command line arguments to the Python application. Figure 4-27 shows a 

typical start-up script. Each of the command line arguments configures the application for some 

activity. The ‘-m’ argument puts the node into monitoring mode, the ‘-a’ sets the minimum 

accuracy to 60m (although this setting is overridden by the ‘-p’ option), the ‘-p’ option sets the 

latitude and longitude of the node manually and overrides the node use of the GPS for location 

information. As the nodes in this research were in fixed locations, the latitude and longitude of 

each node was encoded in the individual start-up files. 

 

 
Figure 4-27  Start-up script for DSN node 

After the DSN had been deployed for some time, an issue arose where the display would freeze 

making the node look to the user as if it had failed. The unit had not failed entirely and was 

still collecting data. The fault did concern the IT staff looking after the DSN. The display freeze 

issue was tracked down to a fault in one of the libraries used to drive the Inter-Integrated circuit 

(I2C) bus on the display. This library is a complex piece of code in its own right, and it was 

felt that research time was better spent on collecting data than fixing the fault in the I2C library. 

To work around the fault and reduce the concern of the IT staff, the node was modified to 

reboot each morning at 02:00. The reboot effectively masked the fault, and the IT staff were 

confident that the DSN was functioning correctly. The following section describes in greater 

detail the software architecture of the DSN. 

 

4.6.2 DSN node Software Architecture 

The software stack in each of the DSN nodes is based on open source products where possible. 

#!/bin/bash 
cd /home/pi/wifiScanMap 
echo 'Starting' 
cd /home/pi/wifiScanMap 
echo ".... now starting scanner" 
sudo ./scanmap.py -m -a 60 -p " -34.08134944,150.78171934" 
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The software architecture of a DSN node is simple. All applications run on top of the Linux 

operating system. The next layer includes system daemon applications such as Air-mon, HCI 

tools, GPSd and networking support. The database sits on top of the daemon applications and 

information is delivered to the user by the webserver. Networking tools are made available to 

all layers of the system. Webserver is implemented by custom Python script that also controls 

the way the daemon processes access the database. 

 

It is understood that there are a wide variety of sensing nodes and general-purpose data 

collection networks available commercially. The DSN node is not designed to compete with 

these offerings; rather it was designed to be built at home to demonstrate how vulnerable users 

are to IoT data leakage from independent, non-government actors using simple, widely 

available tools.  

 

The nodes are designed to capture and log Wi-Fi and Bluetooth transmission, but provision has 

been made to connect other digital instruments for monitoring and logging via Inter-Integrated 

Circuit (I2C) and one-wire data busses. 

 

The DSN node is a general-purpose device and can support a number of different software 

options. The DSN node is based on a Linux Distribution with a number of local tasks running 

such as a Virtual Network Computing (VNC) as well as the main data acquisition task. The 

main data acquisition task is written as a single class in Python 3.0. The instantiation of this 

class provides all of the data structure initialization required as well as database creation and 
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Figure 4-28  DSN node software architecture  
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setup if needed. The instantiation process then launches a number of threads to carry out other 

tasks on the node independently.  

 

Figure 4-29 is a Python pseudocode representation of the key phases in the software execution 

of the DSN node. The figure depicts the key phases and activities (flows) in the program 

execution flow. The diagram also depicts in greater detail the actions that occur during the 

initiation of the application object and at both the start and end of the application thread. 
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Figure 4-29  Python pseudo code showing key phases of DSN Node software execution 

 

There are five tasks associated with the two main stages of the implementation, namely the 

GPS Poller, Wi-Fi Poller, Bluetooth Poller, LCD Poller and LoRa Poller as depicted in Figure 

4-30. The GPS Poller task runs to regularly collect, parse and validate GPS data. The validated 

Main Application Flow: 
import all system dependencies 
import all local dependencies 
set global variables 
define global functions 
define class Application as subclass of (threading.Thread) 
def main 

  create instance of Application app 
  start app.start() 
  if keyboard interrupt: 
   stop app.stop() 
   
Flow on instantiation of class Application 
 name thread  
 read command line arguments 
 load manufacturers table 
 initialise local variables 
 flash LEDs to indicate start-up 
 Send LoRa message "Application Start-up" 
 check debug flag 
 check command line options: 
  if local dns required start dns 
  if location arguments given use them not gps 
  if no accuracy given use default 
  if no database name given use default "wifimap.db" 
  if database does not exist then create it 
 start LoRa Poller 
 start gpsPoller 
 start menuPoller 
 start bluetoothPoller 
 check for bssids to ignore 
 get wifi interface list 
 put wifi interface into monitor mode 
 load manufacturers table 
 
Flow on app.run()  
 scan for wifi networks 
 if new network found add it to database 
 scan for new Bluetooth stations 
 if new Bluetooth stations found add them to database 
 sleep for 2 seconds 
  
Flow on app.stop() 
 clean-up GPIO usage 
 stop and re-join LoRaPoller 
 stop and re-join gpsPoller 
 stop and re-join webserver 
 stop and re-join airodump 
 stop and re-join BluetoothPoller 
 exit 
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data is passed back to the main thread where it is written to the database. The GPS-Poller thread 

looks for latitude and longitudinal data, as well as precision and time information. 

 

The Wi-Fi Poller thread uses data collected from the airmon-ng process to collect Wi-Fi 

packets from the surrounding area. These packets are validated by the thread and passed back 

to the main thread. 

 

 

 
The Bluetooth Poller thread is similar to the Wi-Fi Poller thread but uses the hcitool to capture 

Bluetooth packets.  

 

The LCD Poller task handles the LCD and the user interface pushbuttons. The LCD Poller 

thread uses the rpi-128x64-oled -menu Python library by John Porter (Porter, 2017). This 

library in turn uses the RPi.GPIO library. A number of simple menus were set up to allow the 

user to check the state of the DSN node. 

 

The reliability of the data gathered by this experiment depends on the ability of the DSN to 

capture and record packets. The status of this packet capture was monitored by the DSNNC. 

The DSSNC regularly sends LoRa messages to the user via the RAK gateway. If these signals 

are lost, or indicate a node has failed, then two actions occur; the node will attempt to reconnect 

with the controller and, if necessary, will reboot. In order to ensure that the software runs 

correctly all the time, each DSN node is configured to shut down and restart every 24 hours.  

 

Figure 4-30  DSN node software architecture 
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The controller will log the loss of the node in the database and then email the operator who 

will then have the node examined for failure and replaced as required. When calculating lloss 

values collected during the fault, they can be excluded from the result set. 

 

The Wi-Fi and Bluetooth Poller threads rely on the Airmon-ng script. Airmon-ng enables 

monitor mode on suitable wireless interfaces. The script also allows an interface to be switched 

from monitor mode (the mode used in this application) to managed mode (traditional Wi-Fi 

mode).  

 

The Airmon-ng webpage describes the usage of the script: 

 

 
 

(Aircrack-ng, 2019) 

Usage 

usage: airmon-ng <start|stop> 

<interface> [channel] or airmon-ng 

<check|check kill> 

Where: 

§ <start|stop> indicates if you wish 

to start or stop the interface. 

(Mandatory) 

§ <interface> specifies the interface. 

(Mandatory) 

§ [channel] optionally set the card to 

a specific channel. 

§ <check|check kill> “check” will show 

any processes that might interfere 

with the aircrack-ng suite. It is 

strongly recommended that these 

processes be eliminated prior to 

using the aircrack-ng suite. “check 

kill” will check and kill off 

processes that might interfere with 

the aircrack-ng suite. For “check 

kill”  
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Airmon-ng allows for the capture and classification of packets. Airmon-ng requires that the 

Wi-Fi chip on the Raspberry Pi be put into monitoring mode. Unfortunately, the standard 

version of Raspbian does not support drivers supporting monitor mode. The open source 

community have developed drivers to provide support for monitor mode. This is known as the 

nexmon project (Schulz et al., 2017). The nexmon drivers need to be manually compiled into 

the kernel. Figure 4-31 is a screenshot of the kernel compilation process carried out for this 

project.  

 

 

 
During development, compiling drivers for the Raspbian Stretch Kernel seemed to work 

correctly but the Wi-Fi card did not collect any packets. Later in the build it was decided to try 

to compile the drivers for the next version Raspbian, Buster. This had the same effect; the 

driver seemed to compile correctly and the card reported going into monitor mode, but it failed 

to collect any packets. 

 

At this stage another approach was required, and a version of the kernel with the nexmon 

drivers built in was downloaded from the re4son project. The re4son kernel was installed and 

the card was able to go into monitor mode. The source code and installation instructions for 

the re4son kernel are located at https://re4son-kernel.com/re4son-pi-kernel/. Details of the 

re4son project can be found in (Boeving et al., 2019). This then allowed the rest of the Airmon-

ng code to collect Wi-Fi packets as expected. 

 

Figure 4-31  Compiling the kernel 
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4.7 DSN Node Testing Results 

When a functional prototype of the DSN node was available, a series of tests were carried out 

to ensure that the node was functioning as expected. This section presents the results of the 

DSN node testing phase of the design. For the node test, only one protype node was available, 

so it was configured to dynamically collect its location and time from the GPS unit and was 

carried by the researcher on a typical day’s drive. The node was able to collect a significant 

amount of data even during this test.  

 

 
Figure 4-32 shows a simple subset of the data collected by the DSN prototype node of a trip 

from Campbelltown to Wollongong, NSW. This extract shows all Wi-Fi access points with a 

signal strength greater than -80 dBm as detected by the node in the vehicle. The image is 

deliberately kept to a low resolution to protect the privacy of those Wi-Fi networks captured. 

 

Figure 4-33 is another view of the data collected during the test run of the DSN nodes. Each of 

the markers on the map represents a Wi-Fi network detected by the node from the vehicle. The 

vehicle was travelling at 50km/h and the image quite clearly shows a very high concentration 

of devices in the village of Appin, NSW. The network names have been obscured to protect 

the privacy of individuals. 

 

Figure 4-32  Low resolution image of data collected during test run 1 of the DSN Node Prototype 
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As a final demonstration of the kind of information that the DSN was able to develop from two 

test runs, Figure 4-34 shows a snapshot of a wireless network that travelled down a public road 

at the same time as the test device.  

 
Figure 4-34  Individual access point on school bus location 

In this test run the Wi-Fi Network “MTD4190042363699C75E100D9900” was detected and 

tracked as it travelled along Appin Road. The only other vehicle on Appin Road at this time 

was a private school bus. It is therefore reasonable to predict that this network was on that bus. 

 

Figure 4-33  An improved resolution image of data collected during test 2 
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Based on the successful outcome of these tests the development of the DSN continued to the 

Telemetry and Remote Management Stage. 

 

4.8 Conclusion 

In this chapter, the design of the DSN has been explained in great detail. The hardware used 

for each node was presented as was the gateway hardware. The factors guiding the selection of 

hardware were also examined. The engineering approach taken for the development of the DSN 

node was presented and the lessons learned were highlighted. After the hardware design was 

described, the software architecture and implementation were presented. Using the DSN it was 

possible to measure the amount of data leaked from participants’ IoT devices in NNFs. The 

following chapters present the results of this research including the monitoring and the effects 

of the intervention. 
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5 Survey Results 

5.1 Introduction 

In this chapter the results of the survey phase of the research are presented and discussed. The 

chapter begins with a description of the structure of the survey including a discussion of the 

various characteristics of user behaviour examined. The discussion then examines the analysis 

methodology used to explore each characteristic. To help put the results into context, 

demographic and statistical information from the survey is then presented. 

 

As outlined in Section 3.7.1, the survey was designed to examine both a user’s perceived 

knowledge of their devices, including a self-assessment of their ability to manage their personal 

information technology, and their reaction to certain scenarios where non-normal flows (NNF) 

of information are present. NNFs were introduced in Section 2.1.9 as an application of the FoCI 

to IoT devices in schools. The survey’s focus on self-assessment of knowledge and reaction to 

scenarios provides a measure of the respondents’ approach to, and knowledge of, data leakage 

from their devices, as well as their reaction to increasingly non-normal data flows as 

represented in the scenario questions. The survey also collects demographic information about 

the respondents. 

 

The survey was carried out twice; once before the intervention lesson and once after the 

intervention, to learn whether there were any changes in knowledge or attitude after the 

intervention. Firstly, the survey examines respondents’ knowledge, usage and understanding 

of the technology they own. This “knowledge” characteristic is examined by presenting the 

questions as a self-assessment exercise. The second aim of the survey was to examine the 

respondents’ level of concern when presented with various scenarios relating to device usage.  

 

 In order to examine the effect of NNFs of information on the respondents, each scenario 

question was repeated multiple times with the scenario becoming more intrusive or non-normal 

each time. For example, the scenario (the questions have been paraphrased for clarity), “I would 

be concerned if someone knew what my regular travel route to school was”, was then followed 

by, “I would be more concerned if that someone were a stranger”. By adding the element of a 

stranger knowing a respondent’s route to school, the level of NNF of information is increased 
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again. The final time the question is asked, it is, “I would be more concerned if I didn't know 

it was happening”. This was the most NNF scenario asked. 

 

Chapter 5 concludes with a discussion of the results of the survey including a review of the 

demographic data and the relationship between demographic, self-assessment and scenario 

data. The implications for data collected in the DSN based on the survey data is also explored. 

Finally, Chapter 5 concludes with initial conclusions based on the pre- and- post intervention 

survey results. It is important to note that the research methodology utilised privacy preserving 

mechanisms to ensure the privacy of participants in this study6.  

 

5.2 Analysis of Data (Survey) 

Survey data was collected using a web-based Google Form. The results of the Google Form 

questions are presented as a Google Sheet spreadsheet. Raw data was cleansed by manually 

removing incomplete and erroneous responses, some basic demographic details such as year 

group, gender and number of devices owned were extracted. This initial processing of the raw 

data was performed at first in Google Sheets and then the raw data was exported to Microsoft 

Excel. When the data was cleaned and the demographic detail extracted, the raw data was then 

imported into the statistical analysis package (SPSS V26). Figure 5-1 shows this process 

graphically.  

 
Figure 5-1  Pre-analysis processing of raw dataset 

 
6 Conditions applying to the ethics approval gained for this research include: 1) not collecting 
personal information in the survey, 2) data collected is reported only as a group with no 
personalised information released, and 3) the raw data is stored in an encrypted form.  
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When the collected data had been imported to SPSS, the final step in the initial processing of 

the dataset was carried out. The final step was a reliability check of the data collected in each 

of the two key question sets (self-assessment and scenario questions). This check was 

performed by applying a Cronbach’s alpha test and by looking for α values that indicate the 

questions were reliably measuring the same latent variable. A latent variable is one that is 

hidden in the data and is difficult to measure directly. For a set of related questions, the value 

of this test indicates how closely related the items are as a group without having to measure the 

latent variable. As the researcher designed each question in a set to be a variation on the 

question before, it was expected that each question would be examining the response to a latent 

variable. Based on this, one would expect a high level of consistency between the answers in 

each set (that is the questions are measuring the same latent variable). Given the questions have 

been designed to be consistent, if a low value of α was found, it would indicate the responses 

were not consistent, leading to the assumption that a question had either been misinterpreted 

or answered incorrectly and could be disregarded from further processing. 

 

When the initial processing was completed, each set of questions were analysed according to 

the flowchart in Figure 5-2. The steps in Figure 5-2 were executed for both self-assessment and 

scenario question sets. 

 

 
Figure 5-2  Detailed analysis methodology for survey results 

In step 1 of Figure 5-2, basic descriptive statistics were drawn from the dataset. These statistics 

include the number of samples (N), skewness and kurtosis. Step 2 detailed in Section 5.6, is 

where the data was examined to determine the underlying factors that make up the responses. 

In step 3, the questions that comprise the factors found in step 2 were gathered together to make 

up “virtual” variables representing each factor. The virtual variables were then checked for a 
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normal distribution in step 4 so the appropriate statistical tests could be selected. The 

appropriate statistical test based on the outcome of step 4 was carried out in step 5. Finally, 

conclusions were drawn. 

 

5.3 Survey Responses to Demographic Information 

In this section, the survey was unpacked at a basic level, such as the number of male and female 

students who responded and the number in each year group who responded. This basic 

demographic information was used to examine the “meta” features of the survey population. 

The analysis considered the pre-intervention and post-intervention independently. It is worth 

noting that the response rate for the survey pre-intervention (149 responses) was higher than 

that for post-intervention (45 responses). It should be noted that the respondents were not 

incentivised to do the post intervention survey and the lower number of responses was 

expected. As 45 responses was sufficient for the t-test, it was decided to proceed without further 

incentivising the students. 

 

Table 5-1 and Table 5-2 show the basic statistics for the survey responses pre- and- post 

intervention respectively. These two tables show that female participation was higher both pre- 

and- post the intervention and that the younger year groups responded both pre- and- post the 

intervention. This information will help future researchers target cyber safety training to reach 

those groups who participated less. 

 
Table 5-1  Pre-intervention survey results summary 

Total Number of Respondents 

149 

  Male Female Other 

All 65 78 6 

Year 7 29 37 2 

Year 8 7 12 0 

Year 9 14 15 2 

Year 10 4 6 0 

Year 11 9 7 2 

Year 12 2 1 0 
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Table 5-2  Post-intervention survey results summary 

Total Number of Respondents 

45 

  Male Female Other 

All 9 34 2 

Year 7 4 25 2 

Year 8 4 3 0 

Year 9 1 5 0 

Year 10 0 0 0 

Year 11 0 1 0 

Year 12 0 0 0 

 

Table 5-3 shows the number of IoT devices owned by respondents to the survey (pre-

intervention). From Table 5-3 it can be seen that there is very high penetration of IoT devices 

in this student population. 

 
Table 5-3  Number of IoT devices owned by respondents 

Device Type Count % of 

Respondents 

Total number of smart phones 143 96% 

Total number of fitness trackers 62 42% 

Total number of iPads 106 71% 

Total number of Android 19 13% 

Total tablets 125 84% 

Total game consoles 10 7% 

Total number smart tags 10 7% 

Total number of respondents 149 
 

 

 

5.4 Reliability Test on the Survey Data (Pre-Intervention) 

The self-assessment and scenario questions were designed to elicit responses on a five-point 

Likert scale. Each survey question was presented as a variation on the question before, 

articulated in slightly different ways. For example, one of the self-assessment questions asked 
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(paraphrased here), “I know what an SSID is?” and another asked, “I know what my device 

broadcasts?” This design feature helps confirm that the answers the students were returning 

from the survey were consistent. 

 

For the scenario component of the survey, as described in Section 3.7.1, each question was 

presented as three scenarios moving from incidental monitoring of leaked data up to a more 

intrusive scenario (hypothetical) where the monitoring was done without the students’ 

knowledge. For example, one question might be (shortened here for clarity), “I would be 

concerned if people could plot my location on a Google map over a period of time.” A 

subsequent question would be, “I would be more concerned if I didn't know it was happening.” 

 

To check the internal reliability between the answers to the survey questions, the Cronbach’s 

alpha was used to produce the sample inter-item correlation coefficient (alpha), which 

measures the internal consistency between responses. In the self-assessment question section 

of the survey there are a total of 194 responses in each of 11 self-assessment items. The 

Cronbach's alpha for this group of questions is 0.834. This result indicates that these items have 

high internal consistency. A reliability coefficient of 0.70 or higher is considered “acceptable” 

(DeVellis, 2003). 

 

For the scenario questions there were a total of 194 responses in each of the 30 scenario items. 

The Cronbach’s alpha for this group of questions is 0.969, which indicates that this group of 

questions also has a high level of internal consistency. 

 

5.5 Self-Assessment Questions Summarisation (Pre-Intervention) 

The self-assessment questions were designed to find out what students feel they know about 

their devices. The questions were all related but broken down into sub-classifications, namely: 

1) Fundamental Knowledge Questions; 2) Knowledge Self-Assessment Questions; 3) Action 

Self-Assessment Questions; and finally, 4) Action Questions. These questions were presented 

to respondents as replies to statements presented on a Likert scale. The questions asked in the 

survey are reproduced Appendix B: Survey Questions. 

 

Fundamental Knowledge Questions 
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The fundamental knowledge questions were designed to find out if respondents actually knew 

technical details of their devices. The first question was, “How many radios does a typical 

smart phone have?” This was a multiple-choice question with only one correct answer. The 

second question was, “How well do you agree with these statements - All of my security is 

handled by the device?” This question was asked on a Likert scale where respondents who 

answered either disagree or strongly disagree were considered correct and the remaining 

responses considered incorrect. Only 13% of the respondents were able to answer the 

fundamental knowledge questions correctly.  

 

Knowledge Self-Assessment Questions 

These questions were designed to find out how a respondent assesses their own knowledge of 

their devices. They are different to the Fundamental Knowledge Questions as they are all a 

subjective assessment of the respondents’ agreement with a given statement and are all 

responded to on a Likert scale. Students were asked how well they agree with the following 

statements:  

(1) Some questions about the radios on your devices - I know what an SSID is 

(2) Some questions about the radios on your devices - I know what my Wi-Fi is broadcasting 

(3) Some more questions about the radios on your devices - I know what Bluetooth 

advertisement is 

(4) Some more questions about the radios on your devices - I know what my Bluetooth device 

is broadcasting 

(5) How well do you agree with these statements? - I know my devices continually broadcast. 

Sixty five percent of respondents felt they disagreed or strongly disagreed with the statements 

given.   

 

Action Self-Assessment Questions  

The Action Self-Assessment questions were designed to find out how respondents feel about 

actually carrying out the actions in a set of statements. Students were asked how well they 

agree with the following:  

(1) Some questions about the radios on your devices - I know how to switch off my Wi-Fi 

connection 

(2) Some more questions about the radios on your devices - I know how to switch off my 

Bluetooth connection 
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(3) How well do you agree with these statements? - I really know how to manage my 

electronics 

(4) How well do you agree with these statements? - I find wireless connectivity easy to use. 

Eighty-six percent of respondents felt they could confidently carry out these actions. 

 

Action Questions 

The Action Questions examine whether the respondents actually perform the actions in a set 

of statements. Action questions ask if the respondents ever actually do turn off their Wi-Fi and 

Bluetooth radios. Students were asked how well they agree with the following:  

(1) Some questions about the radios on your devices - I often switch off my Wi-Fi 

(2) Some more questions about the radios on your devices - I often switch off my Bluetooth 

radio.  

Of respondents surveyed, 63% reported that they never or only rarely turn off their Wi-Fi or 

Bluetooth radios. 

 

A summary of the results is presented in Figure 5-3. The figure shows that 87% of all 

respondents could not correctly describe fundamental technical details of their devices and 

65% of all respondents agreed in their self-assessments that they did not know the details of 

their devices. However, at the same time, only 14% of all respondents felt they did not know 

how to manage their devices and only 37% of all respondents ever actually did anything to 

control their radio transmission (leakage). 

 

Self-Assessment Questions Summarisation (Post-Intervention) 

The survey was repeated after the intervention and similar results were found, indicating that 

the intervention had no impact on the actual knowledge of the respondents or their self-assessed 

internal knowledge. This result does not indicate any change in behaviour as this part of the 

survey is not checking for behavioural changes, rather changes in self-assessed knowledge and 

reaction to NNFs of information. The difference between the demonstrated knowledge and the 

self-assessed competence will be defined as the knowledge competence gap. Comparisons 

between the figures indicate the knowledge competence gap is essentially the same pre- and- 

post the intervention. 
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Figure 5-3  Knowledge and competence self-assessment pre- and- post intervention 

5.6 Exploratory Factor Analysis 

In this section of the analysis, latent factors in the combined (pre- and- post intervention) survey 

data that explain the variance in the observed data are determined.  When these extracted latent 

factors are identified, the results of individual questions that are related to the extracted latent 

factors are combined into “virtual” or computed variables that represent the response to this 

latent factor. It is the examination of the statistics of these calculated variables that indicates 

whether the intervention was enough to produce a statistically significant change. A number of 

techniques can be used to explore datasets using factor analysis (Costello & Osborne, 2005). 

Two common techniques are principal component analysis (PCA) and factor analysis (FA) 

(Santos et al., 2019). Both methods reduce the number of dimensions of a dataset by 

determining underlying factors. According to Costello and Osborne (2005), the popularity of 

PCA may be in part due to the fact that it is the default method of dimension reduction in 

popular statistical packages such as SPSS or SAS. In this project, PCA was used, not because 
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it is popular or the default, but rather because PCA does not assume the data to be normally 

distributed. 

 

5.6.1 Factor Analysis for Self-Assessment Questions 

In this section, the responses to the Self-Assessment questions will be examined for latent 

constructs that are not measured directly in the survey but represent underlying factors evident 

in the responses. 

 

Table 5-4 shows the matrix of loadings of factor loading coefficients for the self-assessment 

questions. Three factors were extracted that accounted for 62.057% of the variance in the 

responses. The questions in the table are from the self-assessment section of the survey prefixed 

by; 1) self-assessed knowledge (SAK), 2) self-assessed ability to manage devices (SAA), 3) 

actual management of devices (AC). This coding scheme was created to make the statistical 

analysis manageable. The actual questions asked can be found in Appendix B: Survey 

Questions. 

 
Table 5-4  Matrix loadings - self-assessment questions 

 Matrix of Loadings of Factor Loading Coefficients 
Item Question Factor 

1 2 3 

1 SAK_know_ssid .684 .043 -.044 

2 SAK_know_what_wifi_send .784 .116 .154 

3 SAK_knw_BT_adverts .600 .125 .251 

4 SAK_knw_what_BT_sends .692 .037 .330 

5 SAK_knw_device_contually_bc .677 .111 .332 

6 SAA_knw_how_wifi_off .065 .858 .328 

7 SAA_knw_how_BT_off .113 .794 .376 

8 SAA_knw_how_manage_electronics .297 .211 .749 

9 SAA_knw_wireless_easy .155 .238 .742 

10 AC_swtch_off_wifi .467 .564 -.371 
11 AC_swtch_off_BT .579 .358 .007 

 

Each Factor column represents the correlation between the factor and the question. It can be 

seen that questions 1-5 load on Factor 1, questions 6 and 7 load on Factor 2 and questions 8 

and 9 load on Factor 3. Question 10 loads on Factor 2 and question 11 loads on Factor 1. Factor 
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Analysis Theory suggests that each of these latent factors or constructs is composed of the 

responses to each of the individual questions. The constructs are not directly measurable 

themselves (Bartholomew et al., 2011). 

 

From the results in Table 5-4 , three factors were identified. Factor 1 represents the knowledge 

students feel they have of their technology. Factor 2 represents the students’ self-assessed 

ability to manage their technology. Factor 3 represents the confidence students feel they have 

in managing their devices. 

 

Factor Analysis Theory allows parametric statistics to be used to summarise the responses to 

the questions into each of the identified factors. These parametric statistics include Mean, 

Standard Deviation and other descriptive statistics. From Table 5-4, three computed or 

“virtual” variables are created from the responses to each question. Variable 1 (Knowledge of 

Devices) is created from the mean of items 1-5 in the table, Variable 2 (Ability to Manage) is 

made up of the means of items 6 and 7 in the table and Variable 3 (Confidence in Acting) is 

made up of the mean of items 8 and 9 in the table. Items 10 and 11 were excluded as their 

loading factors were not as high as the those of the other questions. The new variables were 

then tested for normality using both the Kolmogorov-Smirnov test for normality and an 

examination of the Skewness and Kurtosis of the data. It is necessary to know if the data is 

considered normal as the choice of the next statistical methodology depends on the normality 

of the data. Table 5-5 shows the basic descriptive statistics for the derived factors. Knowledge 

of Devices can be considered normal as both the K-S test and Skewness and Kurtosis statistics 

indicate normality. However, Ability to Manage and Confidence in Acting are not normally 

distributed and need to be examined using non-parametric tests. 

Based on the tests for normality, Knowledge of Devices can be tested for changes before and 

after using an independent t-test, whereas Ability to Manage and Confidence to Act were tested 

using a non-parametric test, specifically the Mann-Whitney U test. 

 

. 
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Table 5-5  Descriptive statistics for self-assessment extracted factors 

Descriptive Statistics for Extracted Factors – Self Assessment 
Questions 

  Std. Error 
Knowledge of 

Devices 
Skewness -.179 .175 

Kurtosis -.169 .347 

K-S Test for Normality .200 - 
Ability to Manage Skewness -4.028 .175 

Kurtosis 17.222 .347 

K-S Test for Normality 0.000 - 
Confidence to Act Skewness -1.932 .175 

Kurtosis 5.196 .347 

K-S Test for Normality 0.000 - 
 

When Knowledge of Devices was examined using an independent t-test, it was required to test 

if the variances in the data were equal. Levene’s test for equal variance had a significance value 

of p = 0.322 which is greater than α (0.05). This indicates that the variances can be assumed 

equal. The p value for the t-test assuming equal variances was p = 0.614 indicating no 

significant difference in the pre- and- post intervention surveys 

 

Ability to Manage was examined using the Mann-Whitney U test and resulted in an asymptotic 

two tailed significance of p = 0.021 indicating that there is a statistically significant difference 

in the pre- and- post intervention responses to Ability to Manage. 

 

Similarly, Confidence to Act was also examined using the Mann-Whitney U test. This resulted 

in an asymptotic two tailed significance of p = 0.774. This indicates that there was no 

significant difference in the results between the pre- and- post intervention. 

 

5.6.2 Factor Analysis for Scenario Questions 

Using the same process as section 5.6.1 for the self-assessment questions, this section examines 

the responses for the scenario questions. 
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Table 5-6 shows the matrix of loading factors for the scenario questions. In this case four 

factors were found and extracted using PCA that accounted for 78.995% of the variance in the 

responses. 
Table 5-6  Matrix loadings - scenario questions 

 Matrix of Loading Factors for Scenario Questions 
Item Question Factor 

1 2 3 4 

1 PIT_Concerned_Coded .445 .225 .033 .668 

2 PIT_Concerned_Stranger_Coded .768 .179 .080 .284 

3 PIT_Concerned_not_know_Coded .873 .172 .123 .191 

4 STED_Concerned_Coded .512 .032 .103 .649 

5 STED_Concerned_Stranger_Coded .717 .037 .048 .425 

6 STED_Concerned_not_know_Coded .823 .057 .079 .292 

7 SHOP_Concerned_Coded .392 .301 .302 .596 

8 SHOP_Concerned_Stranger_Coded .713 .266 .251 .291 

9 SHOP_Concerned_not_know_Coded .768 .323 .179 .145 

10 RTS_Concerned_Coded .416 .133 .228 .660 

11 RTS_Concerned_Stranger_Coded .771 .133 .202 .341 

12 RTS_Concerned_not_know_Coded .900 .205 .166 .084 

13 RAS_Concerned_Coded .373 .309 .193 .644 

14 RAS_Concerned_Stranger_Coded .618 .376 .144 .395 

15 RAS_Concerned_not_know_Coded .779 .323 .131 .189 

16 PML_Concerned_Coded .705 .104 .146 .451 

17 PML_Concerned_Stranger_Coded .828 .188 .094 .239 

18 PML_Concerned_not_know_Coded .876 .202 .098 .100 

19 BOP_Concerned_Coded .070 .526 .507 .425 

20 BOP_Concerned_Stranger_Coded .289 .692 .451 .220 

21 BOP_Concerned_not_know_Coded .314 .757 .377 .119 

22 BOT_Concerned_Coded .047 .512 .588 .352 

23 BOT_Concerned_Stranger_Coded .197 .678 .546 .147 

24 BOT_Concerned_not_know_Coded .306 .645 .540 .048 

25 FT_Concerned_Coded .054 .194 .896 .285 

26 FT_Concerned_Stranger_Coded .173 .265 .893 .089 

27 FT_Concerned_not_know_Coded .246 .288 .854 .022 

28 FG_Concerned_Coded .160 .525 .218 .484 

29 FG_Concerned_Stranger_Coded .458 .556 .160 .349 

30 FG_Concerned_not_know_Coded .578 .572 .175 .159 
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To create the factors extracted from this table, only loadings above 0.50 were selected. Factor 

1 has 14 components, Factor 2 has 6 components, Factor 3 has four components, and Factor 4 

consists of 5 components. Each of these components is in bold in Table 5-6 . As described in 

Figure 5-2, the next step in the analysis phase is to create computed variables based on the 

factors identified in Table 5-6. In a manner similar to that used in Section 5.6.1, computed 

variables are created from the means of the answers identified for a particular factor. These 

new computed variables were then tested for normality using the K-S test and examination of 

the skewness and kurtosis.  

 
Table 5-7  Descriptive statistics for extracted factors scenario questions 

Descriptive Statistics for Extracted Factors - Scenario 
Questions 

 Statistic Std. Error 
Factor 1 

Location and Time 

Scenarios 

Skewness -2.734 .175 

Kurtosis 8.239 .347 

K-S Test for Normality 0.000 - 
Factor 2 

Brand of Devices 
Skewness -.619 .175 

Kurtosis -.405 .347 

K-S Test for Normality 0.000 - 
Factor 3 

Fitness Tracker 
Skewness -.176 .175 

Kurtosis -1.188 .347 

K-S Test for Normality 0.000 - 
Factor 4 

Less Intrusive 

Scenarios 

Skewness -1.507 .175 

Kurtosis 3.233 .347 

K-S Test for Normality 0.000 - 
 

Based on Table 5-7, no factors from the factor analysis can be considered normally distributed 

so further analysis required the use of non-parametric tests. The Mann-Whitney U test was 

used to compare the pre- and- post intervention results (MacFarland & Yates, 2016). 

 

Factor 1 (Time and Location Scenarios) was examined using the Mann-Whitney U test which 

returned an asymptotic two tailed p = 0.889. This indicates that there was no significant 

difference in the results between the pre- and- post intervention. Similarly, Factor 2 returned a 

p = 0.508, Factor 3 returned a p =0.375 and Factor 4 returned a p =0.434. None of these results 

indicate a change in the pre- and- post intervention response to the survey.  
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When factor analysis was carried out for the scenario questions, Factor 1 had the highest 

loadings of any of the factors. Factor 1 was predominantly made up of questions that were 

scenarios where the monitoring was considered more intrusive, for example, if the monitoring 

was being done by a stranger or the user was unaware of the monitoring. This is a good example 

of an information flow that is not considered normal by the user. Factor 2 (Brand of Devices) 

demonstrated a latent construct surrounding the brand of phone and fitness tracker as 

discovered in the data. The scenarios were based around questions of the form, “Would you be 

concerned if someone knew the brand of phone you had?” This result indicates some form of 

sensitivity to the brand of device. Questions relating to Factor 3 (Fitness Tracker) were all 

relating to the scenarios and brand of fitness trackers at the exclusion of other devices. Finally, 

Factor 4 was predominantly made up of scenario questions that were designed to feel less 

intrusive to the respondent than Factor 1 questions.  

 

The exploratory factor analysis was able to derive these underlying constructs from the results. 

This indicates that the survey questions were designed appropriately. These four factors were 

examined in the survey before the intervention was carried out, in order to provide a baseline 

of understanding of the feelings that students had towards those factors. For example, Factor 1 

relates to the sensitivity of students to data leakage that indicates time and location information 

about the student.  Factor 2 provides an example of the sensitivity of students to the brand of 

their device being leaked. To a lesser extent the pre-intervention survey also provides a baseline 

measure of sensitivity to information leaked from fitness trackers. 

 

Rather than spending time and effort developing student learning material regarding 

information leakage that may have little or no effect, it could be more efficient to base such 

material on the factors which showed statistically significant behavioural differences pre- and- 

post intervention. The lack of reaction in the case of factors where no change was detected may 

indicate that developing materials based on those factors would not be a useful approach. 

  

5.7 Survey Results Conclusion 

Students demonstrated confidence in managing their IT devices, but they did not seem to 

understand some fundamental IT concepts. This creates a false sense of understanding that has 

been named the knowledge-competence gap. The results show that there was no change in the 

responses pre- and- post the intervention and that this knowledge-competence gap remained 
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after the intervention. The reason for the knowledge-competence gap remaining the same pre- 

and- post intervention may be because the training provided in the cyber safety lesson was 

focussed on controlling leakage of data and not on improving general knowledge of IoT 

devices. Therefore, the detailed technical reasons behind that leakage were lost in the corrective 

action being undertaken to reduce the leakage. An examination of why the knowledge-

competence gap remained unchanged should be the subject of future research. 

 

In the self-assessment provided by the respondents, students indicated that they feel that they 

know how to turn their Bluetooth and Wi-Fi radios off but do not actually do so. Possible 

reasons for this are indicated in Figure 7-2, a word cloud of responses to the question, “What 

benefits do you get from your smart devices?” These include benefits such as contact with 

family and friends as well as entertainment and games, all of which require network 

connectivity. The results also show more students actually switched off their Bluetooth radios 

(45%) than Wi-Fi (30%) and there was no indication as to why this was the case. 

 

In the next chapter, the data from the DSN will be analysed. The DSN data provides the other 

half of the students’ reaction to the leakage of data and reflects observations of what students 

actually did with their devices. By combining the DSN data relating to what students actually 

do with their devices and the survey data which indicates what they think they do with their 

devices, it is possible to demonstrate to the students that student devices are leaking data about 

those students. More importantly, the data leaked could be used in scenarios that the students 

find very uncomfortable. It is interesting to note that even though there was no statistically 

significant change in the responses to the survey pre- and- post the intervention, the scenarios 

students found most uncomfortable were the same pre- and- post the intervention.  
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6 Distributed Sensor Network Results 

6.1 Introduction 

In this chapter the results of the DSN monitoring are presented and discussed. The chapter 

begins with a description of the DSN data model including database design. It is important to 

examine the origin of the DSN in order to understand its evolution through the research 

presented in this thesis. Following the information on the origin and structure of the DSN, the 

data analysis framework for data collected by DSN is presented, comparing and contrasting the 

results from this analysis framework with the survey results presented in Chapter 5. 

 

6.2 DSN Derivation and Data Model 

As described in Section 3.8, the DSN project is not the same as the project by which the DSN 

was guided. As mentioned in Section 3.8, the project that inspired the DSN, “Bordeaux: a 

digital urban exploration - WiFiScanMap” (Lauters, 2016), was designed for a more in-depth 

version of monitoring known as “war walking” (Tsui et al., 2010). For the research presented 

in this thesis, much of the original project was retained including the original database schema 

which is made up of a combination of database tables. Even though the schema as a whole was 

retained, not all database tables used by Lauters are used in the research presented in this thesis. 

The greyed-out sections of the table in Appendix D: DSN Database Schema indicate that these 

database tables are not being used in this project.  

 

One of the aims of the research presented in this thesis was to demonstrate how easily large 

collections of personal information can be gathered from data leaked from IoT devices. By 

examining the structure of the original database, it is easy to see examples of the type of data 

Lauters was expecting to collect with his “WiFiScanMap” node. The data Lauters (2016) was 

collecting included location, password, Wi-Fi secrets and other encrypted data that he was able 

to decrypt. As a condition of the ethics approval for the research presented in this thesis, the 

DSN designed for this project does not attempt to decrypt any personal data. As observed by 

Lauters (2016), the data collected by the WiFiScanMap Project in combination with other 

“social engineering” type methods of data collection could lead to anonymous unauthorised 

people having access to a large cache of personal data. In this way, Lauters (2016) work is 

similar to the aims of the research presented in this thesis. In the current research, the aim is to 
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show participants that it is possible to obtain access to their personal data rather to than to 

actually obtain that data.  

 

Different kinds of investigations can be carried out on the same dataset collected by the DSN, 

as the data comprises a large collection of individual data elements in a structured database. 

Different investigations are dependent only on the query performed on the data. It is important 

to remember that by simply changing the query on a dataset an entirely new view of data is 

possible, opening up many different pathways to access personal data. The researcher of this 

thesis has selected data from the tables based on date and location as well as information that 

could potentially be used to create the scenarios outlined in the survey questions in Chapter 5. 

 

The DSN database is made up of a number of tables and associated fields. The full schema of 
the database is described in Appendix D: DSN Database Schema 

 

6.3 DSN Analysis Framework 

Figure 6-1 depicts graphically the process followed to extract, select and process the DSN data. 

Step 8 in the data analysis process of Figure 6-1 is expanded on in Figure 6-2.  

 

 

 

 

Step 1
Capture leaking data 
from user devices

Step 2
Retreive captured 
user data from DSN 
nodes

Step 3
Check data for 
consistency with 
external events

Step 4
Select appropriate 
data from each 
database

Step 5
Combine data from 
each database into 
single data set

Step 6 
Import data set into 
statistical analysis 
application

Step 7
Add any required 
"virtual" variables

Step 8
Perform statisical 
checks

Figure 6-1  Data analysis process for DSN data 
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`  

 

6.3.1 DSN Node Data Capture Model 

The original deployment of the DSN was for 10 nodes distributed around the school. The 

locations of the nodes were selected to avoid overlap of the area being monitored while still 

providing spatial resolution to be able to identify movement of devices around the school. 

Figure 6-3 shows where the nodes were installed. 

 
Table 6-1  DSN node location 

IP Address MAC  Device Type  Location  

10 49 192 75  - LoRa Gateway Library roof 

10 49 192 76  b827ebbb8f8f  node1  Canteen 

10 49 192 77  b827ebd199a0  node2  Science 

10 49 192 78  b827eb2d4e65  node3  Library 

10 49 192 79  b827ebd42230  node4  Art 

10 49 192 80  b827eb327489  node5  CAPA  

10 49 192 81  b827eb75ad52  node6  TAS  

10 49 192 82  b827eb5e4bd9  node7  D-Block 

10 49 192 83  b827ebc48bf0  node8  C-Block 

10 49 192 84  b827ebecce00  node9  B-Block 

10 49 192 85  b827eb45c0a4  node10  A-Block 

 

Extract descriptive 
statisics

Test variables for 
normality

Perform independent 
t-test if normal or 

Mann Whitney U test 
if not normal

Draw conclusions

Figure 6-2  Statistical analysis process followed for DSN data 
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Figure 6-3  DSN node location map 

Figure 6-3 shows the original locations of the various DSN nodes around the school in the 

study and Table 6-1 shows the MAC addresses of each of the nodes. This location pattern 

ensured monitoring coverage of all of the main school areas including entry points and exits. 

The 10 nodes and LoRaWAN gateway were installed at the school but due to hardware failure 

(when a thunderstorm stuck), three nodes remained active. These three nodes covered areas of 

the school that received the majority of student traffic. 

 

Voltage surge protection for the remaining nodes was provided, replacing the POE modules 

with traditional wall mounted 5VDC power supplies. This change to the design and 

implementation of the DSN proved successful as no other failures or power issues were 

reported. 
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6.3.2 DSN Data Retrieval 

In January of 2020 a number of large thunderstorms hit the school and this caused significant 

damage to the DSN nodes and the LoRaWAN gateway. The only nodes that remained 

undamaged were nodes 1, 2 and 6. When considering the replacement of the damaged nodes it 

was assessed that the remaining nodes actually provided adequate coverage of the school as 

every student approached one of the remaining nodes at some stage during the day. Replacing 

the damaged nodes and LoRaWAN gateway would also have adversely affected the timing of 

the research. 

 

Given that the scope of the DSN was reduced after the storms in 2020, the data retrieval model 

also became simpler. Each of the remaining DSN nodes was connected to the local school local 

area network (LAN) by copper ethernet cables. Connecting the DSN nodes by copper rather 

than using the Wi-Fi connection helped separate DSN management traffic that was not related 

to the study from the traffic on the Wi-Fi network that was the subject of the study. It also 

removed the need for the LoRaWAN gateway as the data could be retrieved out-of-band. 

  

Each DSN node had a VNC server running as part of the installed software suite. The VNC 

server allows a VNC client to connect to each node and transfer data files to and from the node. 

 

 
Figure 6-4  VNC client to connect to DSN nodes 

Figure 6-4 shows the main control window for the DSN client. Users select the node from 

which to download data from this window. 

 

 



 

Page        146 

 

 
Figure 6-5  Example of the VNC window 

Figure 6-5 is the VNC-Server window that is presented to the user when the device is 

connected. From this window the file transfer mode can be selected. Figure 6-6 shows the file 

transfer window on the DSN node. 

 

 
Figure 6-6  VNC file transfer window 

Data collected from the nodes is then stored on the project computer for further processing. 

 

6.3.3 Correlation of DSN Data to External Events 

The DSN collected data on site from 5th November 2019 until 26th October 2020. At the end 

of the school year 2020, the data was downloaded from the three remaining operational nodes. 

The data downloaded from each node was in the format of a single SQLite database per node. 
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To ensure the data had been collected correctly, the SQLite database was downloaded from 

each node and some pre-analysis of data was carried out.  

 

This pre-analysis phase helped check the operation of the DSN data by comparing results of 

the monitoring with known events occurring at the school, such as the Covid-19 shutdown of 

2020, and school holidays. The NSW school holiday dates for the period of the study are 

presented in Table 6-2 to help act as a reference point to events occurring at the school. The 

dates of the school holidays and other events are important as site activity during the school 

holiday period was very different to normal activity and as such was excluded from the analysis 

phase of the project.  

Table 6-2  NSW term dates for 2020 

Term 1. Tuesday 28 January - Thursday 9 April. 

     Vacation 1 – Year Week 15/16 

Term 2. Monday 27 April - Friday 3 July. 

     Vacation 2 – Year Week 27/28 

Term 3. Monday 20 July - Friday 25 September. 

     Vacation 3 – Year Week 39/40 

Term 4. Monday 12 October - Friday 18 December 

 

A simple check of the functioning of the DSN was made by counting of the number of student 

PCs per day seen by the DSN. If the number of PCs varied from the number of PCs during the 

school holidays and other events at the school, then this would indicate that the DSN was 

functioning correctly. The count of student PCs at the school was selected as test case because, 

at the school under study, students are issued with laptops that are named using a structured 

naming system, making it easy to select devices with this naming structure from the database. 

The PC naming system in use at this school includes a field in the form of 

[surname][initial][serialnumber]. This format was used by the school to easily identify any 

particular device by linking the device name to the student or staff member’s name. Typically, 

these devices were named and managed by the school IT department.  
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The SQL query in Figure 6-7 was used to extract only those devices that have a Bluetooth name 

in the form of [surname][initial][serialnumber] which is the naming convention used by the 

school for staff and student devices. 

 

 

Figure 6-7  SQLite query to extract identifiable devices from DSN data 

From this query the data for a typical school day was plotted against the week of the year. 

Figure 6-8 shows a good correlation of the count of devices with the timeline of events in the 

2020 school year at the school in the study. In particular, it can be seen in Figure 6-8 that from 

week 11 (the end of Term 1 and Term 2) there is a significant drop in the number of devices 

seen up until week 20 (the beginning of Term 3). There is also an increase in the number of 

devices found over Term 3 as students returned to school after the Covid-19 lockdown. Figure 

6-8 also shows a drop in the number of students at the school between the Term 1 holiday and 

the Term 2 holiday period. This corresponds with the Covid-19 school shutdown period. The 

analysis phase of the project will only concern data that represents a more typical school year. 

The unusual nature of the situation in NSW schools in 2020 related to the Covid-19 shutdown 

meant that only data after the shutdown could be used. Figure 6-8 shows clearly that this 

includes data collected from week 20 onward. The intervention occurred in week 40. 

 

 

 

select 
 sum (case when strftime('%w',date,'localtime') = '1' then 1 else 0 end) as 'Mondays', 
 sum (case when strftime('%w',date,'localtime') = '2' then 1 else 0 end) as 'Tuesdays', 
 sum (case when strftime('%w',date,'localtime') = '3' then 1 else 0 end) as 'Wednsdays', 
 sum (case when strftime('%w',date,'localtime') = '4' then 1 else 0 end) as 'Thursdays', 
 sum (case when strftime('%w',date,'localtime') = '5' then 1 else 0 end) as 'Fdays', 
 sum (case when strftime('%w',date,'localtime') = '6' then 1 else 0 end) as 'Saturdays', 
 sum (case when strftime('%w',date,'localtime') = '0' then 1 else 0 end) as 'Sundays', 
    strftime('%W',date,'localtime') as 'Week of Year', 
 strftime('%d/%m/%Y', date,'localtime') as 'Date of Week' 
  
 FROM 
  bt_stations 
 where strftime('%Y', date, 'localtime') > '2019' AND 
 strftime('%W', date, 'localtime') > '19' AND 
 name regexp '([A-Z][0-9])'  
 group by 
 strftime('%W',date,'localtime')  
 
  
 order by 
 strftime('%Y',date,'localtime') 
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Figure 6-8  Graph of number of identifiable nodes in canteen block for full year 2020 with timeline of key events 

in 2020 

The number of identifiable devices seen were counted across the school week to create a count 

of the number of devices with identifiable names per school day for each week of the year. 

These counts correlated with the holiday and Covid-19 shutdown events experienced at the 

school. From the close association of counts to events, it is concluded that the DSN was 

functioning correctly. 

  

6.3.4 Selection of DSN Data 

In the project that inspired the design of the DSN, “Bordeaux: a digital exploration”, Lauters 

(2016) used the MAC address of the devices to track individual devices. Since 2016, major 

vendors of mobile devices have introduced security measures to randomise MAC addresses 

each time a device connects to a network. The MAC address randomisation reduces the 

usefulness of the MAC address to identify devices.  

 

The DSN collects a large amount of data from mobile devices that can be summarised as Wi-

Fi data or Bluetooth data. Each data stack provides different sets of information. For data 

collected from the Wi-Fi stack, many of the devices found in the DSN data were based on late 

versions of software that used MAC address randomisation for the Wi-Fi MAC addresses, and 

so personal or statistical information could not be gleaned from this avenue of investigation. 

One area of the Wi-Fi stack that did provide interesting information was the Wi-Fi probes that 

devices issued when trying to re-establish contact with access points previously joined as the 

probe data shows networks that the devices had previously been connected to. This behaviour 

is part of the Wi-Fi specification and is normal for Wi-Fi operation, but information gained 
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from Wi-Fi probes could potentially be combined with other items to help identify owners and 

devices. 

 

The Bluetooth stack of protocols, however, were able to produce a wide variety of identifying 

information or information, for example the Wi-Fi probe captured from the device, that could 

be added to other easily acquired data that would allow identification of the owner of the 

device. 

 

In examining the data, it became obvious that the Bluetooth signalling was providing 

significant information about the device. The database contains a great deal of raw information 

and in order to perform any analysis, it was required to select from the raw data a subset of 

information that can be used to identify devices. It is worth noting that this does not mean that 

individuals can necessarily be identified, rather just the devices themselves. From the raw data, 

two classes of devices could be identified from their Bluetooth names. The first class of devices 

that could be identified from the raw data were personal laptop computers, where the devices 

were identifiable as laptops or tablets owned by staff and students as the device name was 

formed by the pattern: 

[surname][initial][serialnumber] 

The second class of device that could be identified in the raw data consisted of devices that 

could be identified as a phone by their Bluetooth name. In this case the Bluetooth name of the 

device had the substring “phone” or the name of a brand of phone for example “Galaxy” or 

“Oppo”. These devices are typically owned and managed by the individual student or staff 

member. Many of these devices included the first name of the owner or in some cases both the 

first and last name of the owner. 

[firstname][device type] 

6.4 Quantitative Analysis of the DSN Data 

In this part of the analysis the counts of devices are defined to be a measure of lloss (as defined 

in Section 3.7) for devices in the study. In order to test if the intervention had been successful, 

lloss before the intervention and lloss after the intervention needed to be statistically different.  
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Data from the DSN nodes were combined into a CSV file and imported into the IBM SPSS 

statistical analysis application for further statistical analysis. When the data was imported into 

SPSS, a computed variable was created to mark data as either “pre” or “post” intervention. 

Data that was collected during school holidays was marked “not to be processed” during the 

statistical analysis process. 

 

6.4.1 Choice of Statistical Analysis 

The data collected by the DSN meets the conditions required to perform an independent t-test 

to determine if there is a statistical difference between the means of the two groups (pre- and- 

post intervention). The information leaked from IoT devices was collected as a continuous time 

series sample over the period of the study. The collected leaked information was then classified 

as either pre-intervention or post-intervention. The pre- and- post intervention data are 

considered to be independent samples, as no sample is dependent on any other sample. The 

collection of leaked information is also random as there were no factors involved in the 

measurement of leaked data that could influence the leakage of that data.  

 

Even the location of the DSN nodes, both for the original 10 nodes and the final 3 nodes in the 

reduced experiment number, were spread around the school in locations that all students would 

traverse at some time during their day. In addition to being classified as pre- and- post 

intervention, the data leaked from students’ IoT devices were classified as either from a PC or 

mobile phone (as per Section 6.3.4) and then the occurrence of these identified devices was 

counted on a daily basis. The set of daily counts of devices (pre- and- post intervention) were 

checked for normality of distribution and homogeneity of variance. 

 

Information leaked from IoT devices was collected from three locations within the study site, 

the Canteen, the Technology and Applied Sciences Block, and the Science Block. The data for 

each area is aggregated and analysed as an entire school. Nevertheless, all students at some 

point in their day travel near these buildings. 

 

For the independent samples t-test, the significance level was set to ∝	= 0.05. The 0.05 is a 

traditional significance level set to trade off rejecting a true null hypothesis and being able to 

detect a statistical difference if it exists.   
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6.4.2 Statistics for devices identifiable as Laptops with Bluetooth enabled  

In this section it was found from the DSN result that there was a statistically significant change 

in the number of devices that were identifiable as school-managed laptops pre- and- post 

intervention. Counts of the number of devices found per day by the DSN that are identifiable 

as managed computers before week 40 (when the intervention occurred, see Section 6.3.3) 

were considered pre-intervention and were labelled as GROUP 1. Counts after week 40 were 

labelled GROUP 2. These groups were used to provide input data to the independent samples 

t-test. 

 

By investigating the skewness and kurtosis of the variable, an indication of the “normality” of 

the distribution can be gained. George and Mallery (2010) argue based on rules of thumb that 

values for asymmetry (skewness) and kurtosis between -2 and +2 are considered acceptable in 

order to prove normal univariate distribution. Other authors also argue that data is considered 

to be normal if skewness is between ‐2 to +2 and kurtosis is between ‐7 to +7,  

(Byrne, 2010; Hair et al., 2010). The use of skewness and kurtosis to determine normality for 

smaller sample sizes is described in Mishra et al. (2019). As the number of samples is between 

50 and 300, the z-test was used to determine the normality of the dataset. For skewness z was 

found to be 2.7 and for kurtosis 2.6, both of which are less than 3.29. Based on the z-test, the 

dataset can be considered normally distributed. Table 6-3 shows that for this data sample, the 

skewness and kurtosis both fall within the range of accepting the data as normally distributed, 

so it is possible to carry out the independent t-test on this data. 
 Table 6-3  Descriptive statistics for devices identifiable as managed laptops     

Descriptive Statistics 
 N Skewness Kurtosis 

Statistic Statistic Std. 

Error 

Statistic Std. 

Error 

Daily Count 175 .501 .184 -.951 .365 

 

The Levene test of equal variances has a p value of 0.000 which is less than ∝ (0.05) so the t-

test assuming unequal variances was used. The result of the t-test assuming unequal variances 

was p = 0.001, therefore the means of the two groups are considered to be statistically 

significantly different. Therefore, for these school-managed devices the intervention appears 

to have a statistically significant impact.  
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6.4.3 Statistics for devices identifiable as Phones with Bluetooth enabled  

In this section it was found from the DSN result that there was a statistically significant change 

in the number of devices that were identifiable as user-managed phones pre- and- post 

intervention. In a process identical to that which counts of the number of PCs identified per 

day were found, the count of devices identified as phones was extracted from the IoT leakage 

database and used to provide input data to the independent samples t-test. 

 
Table 6-4  Descriptive statistics for devices identifiable as unmanaged phones 

Descriptive Statistics 

 

N Skewness Kurtosis 

Statistic Statistic 

Std. 

Error Statistic Std. Error 

Daily Count 174 .280 .174 -.890 .346 

 

 

Table 6-4 shows that for this data sample, the skewness (0.280) and kurtosis (-0.890) and the 

corresponding z-test scores are 1.609 and 2.572. Both fall within the range of accepting the 

data as normally distributed. 

 

The Levene test of equal variances has a p value of 0.000 which is less than ∝ so the t-test 

assuming unequal variances was used. The resulting value of p = 0.042 is less than ∝ so in this 

case the means of the two groups are also statistically significantly different. Therefore, for 

unmanaged phones in the school, the intervention seems to also have a statistically significant 

impact.  

 

DSN Results Conclusion 

The survey data from chapter 5 and the data collected by the DSN are related but refer to 

different aspects of a student’s interaction with technology. The survey data represents how 

students feel about the scenarios presented and their self-assessed feeling of their knowledge 

of their devices. The DSN data, on the other hand, represents what the students in the study 

actually did with their devices pre- and- post the intervention. 

 

The two datasets extracted from the DSN data represent two aspects of the way ICT is delivered 

in the school. For the PCs (laptops) identified (case 1), these devices are supplied, supported 



 

Page        154 

 

and managed by the school. The devices identified as phones (case 2) are supplied, supported 

and managed by the students themselves. 

 

After the intervention, the school IT manager sent out a number of reminders to students to 

change the settings on their identifiable machines and encouraged and assisted students to make 

the necessary changes. This message seems to have been well received by the students and they 

applied the changes to their mobile phones, although, based on the results of the DSN statistics, 

the application of the change to phone names seems to be less pervasive than those for the PCs.  

 

The DSN proved itself to be an inexpensive, easy to set up and robust method of capturing, 

classifying and measuring information being leaked from the IoT devices of school students. 

Also, despite the fact that the survey of self-assessed knowledge and attitudes to various 

scenarios did not show a difference pre- and- post the intervention the intervention itself, 

showing students the type and amount of information leaked did encourage students to take 

precautions against information leaking from their devices.  

 

The impact on the way students think about their devices after being presented with a number 

of scenarios were the information flow is not felt to be normal will be explored in the final 

chapter along with an examination of what the findings of both the survey and measurement 

mean for the creation of cyber safety materials and teaching. 
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7 Discussion, Conclusion and Recommendations 

7.1 Introduction  

This research contributed to, and assisted with, the creation of cyber safety training and 

awareness resources for high school aged students. The research also contributes to the open 

source community and to the literature on IoT, privacy and the development of effective 

strategies to change user practice, particularly in the area of cyber safety and cyber awareness. 

The emphasis of the research has been on using the very technology with which secondary 

school students themselves seem to endlessly engage, to expose the kind of information that 

their devices leak in typical day-to-day activities. The research was successful in exposing data 

leakage from IoT devices and raising student awareness of the leakage, while providing 

students with the necessary tools and “know-how” to manage that data leakage. This research 

has shown that scenarios that students are concerned about can be identified and shown to exist 

in the real world. The research also demonstrates that, with the appropriate training, student 

behaviour can be modified so the risk of exposure of personal information is reduced. In this 

final chapter, the research will be considered and reflected upon in light of the aims of the 

research. The review will begin by restating the research question and sub-questions and 

presenting the findings related to each. The research findings will be discussed from the 

theoretical, practical and methodological perspectives. 

 

7.2 Main Findings  

The research question: What impact does knowledge of data leakage from IoT devices have 

on secondary school students’ attitudes to IoT security? is an important question in the 

world of cyber safety awareness for secondary school students for a number of reasons. Firstly, 

students are aware of, and concerned about, the risks of using devices online. A word cloud is 

used to visualise the qualitative free text comments made by respondents to the survey. Words 

in the word cloud are single words or simple phrases, and the importance of each word or 

phrase is based on its frequency of appearance in the source text. The importance of the word 

or phrase, or its increasing importance, is shown with increasing font size by means of the word 

cloud visualisation tool.  

 

Figure 7-1 shows the results from the survey for the question “Do you think there are any risks 

in using your devices? If so, what sort of risks are they?” It can be seen that students 
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acknowledge that there are risks in using technology. The words personal, location, 

information, hack, hacking, and hacked appear prominently in the word cloud, indicating that 

students are concerned about their personal information and being hacked. The words hack, 

hacking, and hacker can have different meanings to different people, so it is difficult to 

determine if students are worried about their information being taken or their devices being 

remotely controlled by others. This distinction is not examined by the survey or DSN 

monitoring and further examination of what students mean by hacking should be the subject of 

further research. 

 

 
Figure 7-1  Word cloud of students’ reactions to the risk of using technology 

The second reason this is an important question for high school aged students is that there is a 

very high concentration of devices in the school community. From the survey, 96% of students 

have smartphones, 84% have tablets and 100% of students have at least one laptop PC. Given 

the high exposure of the students to the Internet, it is important that the leakage of information 

be measured and if possible quantified, as all students will be affected by data leakage from 

their IoT devices.  

 

Schools often have tools such as Internet filters and management software for Wi-Fi access 

points and networks that can identify some data leakage from IoT devices. These school or 

organisation based services tend to be high level, very “broad brush” and not well understood 

(Przybylski & Nash, 2018). The DSN in the current research has increased the resolution of 



 

Page        157 

 

data loss detection by adding to the captured data the location and time of capture of personal 

information. The research presented in this thesis found, using DSN nodes, that it is possible 

to identify, track and possibly model the behaviour of individuals simply by monitoring their 

Bluetooth signals.  

 

The research presented in this thesis also found that by simply changing the Bluetooth name 

of a device, it was possible to make the identification of an individual more difficult, although 

it is still possible to identify the particular device. The only way to hide the device completely 

is to switch off Bluetooth altogether. 

 

7.2.1 Research Sub-question 1:  

What is the level of users’ awareness with regards to the leakage of information 

from their IoT devices? 

The aim of this question was to gain an understanding of whether the students knew about data 

leakage from their devices. This information is important as it helps provide a level of 

understanding of how well high school students are aware of: (1) the risk of data leakage being 

likely to impact themselves, and (2) their understanding of the severity of that risk. The survey 

was used to find out this information by asking a series of scenario-based questions that were 

developed using some of the data expected to be found in the monitoring system. The survey 

was in itself informed by other privacy studies such as Lee and Kobsa (2016) and  Lee and 

Kobsa (2017) and an application of the Framework of Contextual Integrity. 

 

This understanding of the level of students’ awareness of the severity of the risk of data leakage, 

combined with the students’ level of understanding that those risks applied to themselves, 

informed the framing of the intervention lesson. The survey also collected information on 

students’ self-assessed level of understanding of their technology as well as their actual level 

of knowledge. The self-assessed level was then compared to the actual level to identify a 

knowledge competence gap.  

 

By measuring this knowledge competence gap (see Section 5.5) it was possible to shape the 

intervention lesson so that students not only knew that something could be done to reduce their 

risks using IoT devices, but also gained the ability to undertake this risk reduction themselves.  
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7.2.2 Research Sub-question 2:  

To what extent do IoT devices actually leak users’ information? 

 

The second sub-question intended to provide quantitative data on the amount of information 

being leaked pre- and- post the intervention, and to fill a gap in the literature regarding the 

measurement of the amount and type of data that is being leaked from IoT devices used by 

secondary school aged children. 

 

In order to use a reliable measurement of this data loss, a DSN was designed, built and deployed 

by the researcher using inexpensive and open source tools. The DSN was designed as a general-

purpose sensor network that was not limited to monitoring the Bluetooth and Wi-Fi emissions 

of IoT devices; rather, it could be used to measure many other physical properties, such as 

temperature, humidity, and acceleration, as well as location and time. The DSN successfully 

captured the data transmitted from IoT devices. That data was used in the measurements of 

information lost both pre- and- post the intervention lesson. 

 

The use of open source technology was not limited to the hardware and software of the DSN. 

A simple user interface was written in Python using the open source software framework Dash 

(Plotly Team, 2021) to create a security awareness raising presentation to emphasise to 

students, not only the severity of the risks they were taking by not controlling their devices, but 

also the knowledge-competence gap, in such a way so as to reinforce the message that the risks 

applied to each of them. The Dash user interface was used to display data from the survey in 

many different formats and combinations to reinforce the message that the risks are real, and 

they apply to anyone with an IoT device. 

 

7.2.3 Research Sub-question 3:  

What is the level of concern among users when shown the extent of information 

leakage from their IoT devices?  

 

Research sub-question 3 was addressed in the survey where it was shown that students were 

very concerned that the kind of data being leaked could be used to identify them even though 

the change in responses were not statistically significant pre- and- post intervention. This 
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concern was also felt during the Zoom intervention lesson. As the researcher began presenting 

the kinds of data that were found by the DSN, attendees (staff, students and parents) could be 

seen, through the Zoom video conference screen, opening their phones and checking the 

settings. When this research was discussed in other settings such as with the Director of Schools 

or the Head of Finance, this self-checking behaviour was repeated as the DSN results were 

presented. This research has demonstrated that it is possible to raise awareness of the 

seriousness of data leakage from users’ devices as well as raising their awareness that this risk 

impacts them directly by showing participants the kind of data that their own devices leak. 

 

7.2.4 Research Sub-question 4:  

To what extent do users change their device settings to control leakage from 

their devices when shown how to do so? 

 

The DSN was used to detect data leakage from IoT devices. In the case of the current research, 

the DSN data was then processed to produce a count of the number of devices that had 

identifiable names. This counting process occurred pre- and- post the intervention lesson, and 

as can be seen in Section 6, there was a statistically significant change in the number of devices 

that could be identified from the data that was leaked after students were shown how to manage 

their device settings. This provides evidence that the users changed their device settings to 

control leakage from their devices when shown how to do so. 

 

7.3 Contribution of the Research  

This research was designed to contribute to the creation of cyber safety and awareness raising 

programs for use by secondary school aged children. The research also contributes to the 

literature on IoT, privacy, the open source community and the development of effective, 

generalised safety awareness raising strategies, particularly in the area of cyber safety and 

cyber awareness. The following sections detail some of the contributions of this research from 

the theoretical, empirical and methodological perspectives. Highlighting the contributions of 

this research from these perspectives will assist in using this work to aid further research into 

the area. 
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7.3.1 Theoretical Contributions  

This research has provided qualitative and quantitative insights into the application of privacy 

and motivation theory in the development of cyber safety material for secondary school aged 

children in the field of cyber safety. Using Nissenbaum’s (2009) FoCI a survey was developed 

that showed student concerns around the information that flows from their devices. The FoCI 

indicates that in socio-technical systems where there are information flows that are not 

considered normal, concern arises (Nissenbaum, 2009). This concern was shown to be present 

in the surveys pre- and- post the intervention even though the change in responses between the 

two surveys was not statistically significant. The concern was also indicated in the DSN results 

by the statistically significant reduction in the number of identifiable Bluetooth names 

following the intervention. 

 

Another question that the current research addressed was what motivates students to protect or 

unprotect themselves online. Rogers’ Protection Motivation Theory (1975), proposed that 

people took positive action to protect themselves as a result of the outcomes of three cognitive 

processes (factors), namely: Factor 1, perceiving the risk to be likely to occur to the individual 

(RIS); Factor 2, perceiving the risk to be severe (SEV); and Factor 3, the perception that the 

response to the risk will be effective in reducing that risk (RES).  

 

In the current research, it is seen that students do perceive the risks of using the Internet on IoT 

devices to be severe, as demonstrated in the word cloud in Figure 7-1, which was generated 

from the qualitative comments fields in the survey. Figure 7-1 also shows that secondary school 

students feel the risks of data leakage from Internet usage as being applicable to them. The 

survey results indicate that students are also confident that they can manage their own 

individual IT and security settings. The survey also shows that students assume that the device 

does all the work in protecting their privacy. The results of the pre-intervention DSN 

monitoring demonstrated that this understanding and self-confidence is misplaced, as there was 

a great deal of unencrypted, personal information available that could, with very little 

additional processing, identify individuals and other facts concerning them. The current 

research shows the three factors in Protection Motivation Theory to be insufficient to motivate 

secondary school aged children to act to protect their privacy. 
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Later, Maddux and Rogers (1983) revised the Protection Motivation Theory to add three 

additional cognitive processes (factors) required to provide motivation to act to protect oneself 

from a threat. These additional factors were: Factor 4, self-efficacy (the belief that the 

individual has the ability to carry out the protective action) (SE); Factor 5, the cost to the 

individual in performing the protective action (COS); and finally Factor 6, the perceived 

rewards of not taking the protective action (REW). The importance of the REW factor in the 

sample of students studied is shown in Figure 7-2, a word cloud of student responses to the 

question, “What benefits do you get from your smart devices?” 

 

In the current research the revised theory, in conjunction with the data gathered in the survey 

and DSN monitoring, was used to help shape the intervention by: 

a) Demonstrating clearly that the risks were real 

b) Pointing out clearly that the risks applied to individuals who could be identified 

c) Emphasising that students could take action to reduce the risk 

d) Encouraging students to take control of their devices  

e) Demonstrating that the cost of taking protective action is not great 

f) Putting the rewards of Internet access in perspective by comparing the rewards of 

Internet access to the cost of privacy loss. 

 

 
Figure 7-2  Word cloud showing responses to the question, "What benefits do you get from your smart 

devices?” 
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The scenario questions in the survey were framed with the revised Protection Motivation 

Theory (rPMT) in mind. The student response to the intervention in this research provides 

corroborating evidence that the rPMT is effective at predicting behaviour, within limits. It also 

demonstrates that the rPMT could be used to help develop other cyber safety programs and 

interventions. 

 

7.3.2 Practical Contribution  

This research has provided an evidence-based qualitative and quantitative account of the 

creation of an effective cyber safety intervention for high school aged students. It has 

demonstrated that users who consider themselves “technology savvy” still leak a substantial 

amount of private data that can be combined with other data sources to expose more about the 

user than they expect. The research also showed that users will change their device settings 

when shown how to. It also illustrates that exposure occurs even using devices that have an 

enhanced level of privacy protections; for example, MAC address randomisation to obfuscate 

the real MAC address of the device. 

 

The research demonstrated that NNFs of information occur from secondary school students’ 

IoT devices. The research also showed that giving users this knowledge and the ability to 

change those flows provides enough motivation for users to actually change the privacy 

settings on their devices to reduce the volume of these NNFs of information. The research also 

provides additional evidence of cyber risk issues in the fields of cyber security, privacy and 

ethics. 

 

This project has demonstrated that, while privacy and security settings such as MAC address 

obfuscation works to improve privacy (which meant no user or device data was able to be 

recovered from the MAC address data collected), other components of the communications 

software stack provided by these IoT devices do indeed give information about the device and, 

with simple extrapolation, about their owners.  

 

A good example of this is the Wi-Fi probe requests that are an integral component of the Wi-

Fi protocol stack. Before a device connects to an access point, the Wi-Fi protocol allows the 

device to discover all of the network resources available to it. This can be done in a number of 

ways including simply scanning all possible channels and then listening to beacons (message 
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sent by access points advertising particular services). This kind of scanning is known as passive 

scanning. Based on the number of channels available and the time between beacons, passive 

scanning is not a very efficient method of learning about resources available.  

 

To enhance this discovery process, monitoring nodes can use what is known as active scanning. 

Nodes undertaking active scanning go through each channel in turn as per passive scanning, 

but instead of just listening to the signals on that frequency, send a probe request packet that 

requests from any access point within range a list of what networks are available on that 

channel. Probe requests are sent to the broadcast address. In order to speed the discovery 

process even further, the IoT device can send what is known as a “directed probe request” that 

contains the name of a network the device has been connected to before.  

 

In the Wi-Fi Protected Access Version 2 (WPA-2) these Wi-Fi management frames are not 

encrypted and frames like directed probe requests can provide information on where users have 

been and the networks they have previously connected to, potentially providing information 

about the device to eavesdroppers. 

 

When the current study was being planned, the standard for Wi-Fi security was WPA-2. In 

2018 the Wi-Fi Alliance introduced the WPA-3 security standard that enforces encryption of 

these Wi-Fi management frames. This work provides evidence to school IT managers and 

principals that schools need to be able to support WPA3 as soon as possible. 

 

Another common component of the network stack associated with IoT devices is the Bluetooth 

radio component. Many components of the Bluetooth stack use encrypted transmissions. 

However, in the Bluetooth “service discovery” process (the process of a Bluetooth device 

advertising its services and discovering other services nearby), the Bluetooth device names are 

sent in plain text. This places a limitation on the privacy and security of the device. Many 

manufacturers set the default name of the device to a well-known value (for example the default 

name advertised by an Apple iPhone is “iPhone”).  

 

By advertising the type of device to eavesdroppers, manufacturers allow potential attackers to 

become are made aware of the kind of device that is in the vicinity and then the attacker can 

select the appropriate cyber-attack tools. This study found that many participants had changed 
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this default device name but added (typically) their own name. For example, many devices 

discovered by the DSN had discoverable names such as “Janets iPhone”. This not only tells 

the attacker the type of device, but the attacker can now also identify the device owner.  

 

Online security experts (Albahar et al., 2016; Callaghan et al., 2006; Minar & Tarique, 2012) 

advise that the Bluetooth service should be switched off when not in use, but this study has 

demonstrated that the reward for having Bluetooth activated (see Figure 7-2) exceeds the 

concern about risk and the applicability of the risk to the individual, so the recommendation 

from this study is not to turn Bluetooth off but to change the Bluetooth name to one that does 

not give away personal information. By reducing the amount of information that can be used 

to identify a device, a balance of the opposing forces in the rPMT, reward (REW) and severity 

(SEV), can be achieved.  

 

Device manufacturers and software developers are aware of the possibility of user privacy 

being breached by the misuse of their device or software, and most developers and software 

framework suppliers take great care in encrypting location information when using the device. 

The current research demonstrated that school students are concerned about their location 

information being made available to others. Their concern is particularly strong when this 

information is being collected by strangers without their knowledge.  

 

Despite the care taken by vendors and developers to protect this location information, this 

research has demonstrated that by using portable monitoring devices and services such as the 

GPS, the geographic positional and time information that has been so carefully encrypted and 

protected from attackers can be restored by those attackers by combining the leaked data with 

GPS data which attackers also collect. 

 

Often users associate data-mining and large datasets of personal information with large 

company or government actors. This research has shown that it is possible to use open source 

tools that are freely available to anyone to create potentially large datasets of private 

information that could be mined for personal information, although this data mining was not 

used as part of this research. As is the nature of open source projects, the tools modified for 

this research are available online to download, use and modify by interested parties. Eghbal 

(2020) reflects on the importance of the open source community in the development of modern 
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software, and this research project has benefited from the work of such developers and by 

contributing back to that community. The code developed here has been published so that it 

can assist others. 

 

One of the aims of this research was to provide practical information and advice to school IT 

administrators and planners on how to mitigate the very real risks associated with data leakage 

from mobile devices. This research has shown that tools such as the Framework of Contextual 

Integrity and the rPMT can be used to design training material that can make users aware of 

the risks and empower them to act to mitigate those risks. 

 

7.3.3 Methodological Contribution  

The majority of this research project was based on a quantitative methodology that used a 

combination of survey and actual measurements informed by theoretical models to develop a 

student lesson aimed at motivating users of technology to take control of their own cyber 

footprint. This combination of social and privacy theory, open source cyber security technology 

and traditional survey tools made the cyber safety lesson delivered to students both a powerful 

motivation strategy and an enabling tool that helped raise awareness in the minds of 

participants of how their devices work in the real world and how they can take action to manage 

those devices to reduce data leakage. The review of the literature has shown that this 

combination of techniques has not been used with school aged students before to explore the 

cyber security awareness. 

 

In undertaking this research, a large dataset of information has been created that could be used 

to further examine the nature of data being leaked from various devices. This data could be 

used, for example, to create a model to predict student movement around the school which 

could in turn be used to help in the design of new school buildings, walkways and other 

infrastructure components. The dataset could also be used for further cyber security studies 

into the effectiveness of privacy protection measures such as MAC address randomisation. 

 

The DSN hardware and software designs have been made available in the open source 

community site, GitHub. The creation of a general-purpose sensor board will allow researchers 

and other professionals as well as citizen scientists access to real-time monitoring tools at a 

price point that will allow real-world data to be collected, stored and analysed from many 
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different sensors. The use of Python 3.0 makes the software used in this project easy to 

understand and modify. This is particularly important as the DSN node software, and the data 

visualisation tools developed for use in the intervention stage, provide good examples of the 

use of various software libraries that other developers can follow, hopefully reducing their 

development time. 

 

The final methodological contribution made by this research is the demonstration that free, 

open source tools are very effective in developing monitoring, analysis and visualisation of 

data leaked from devices. This demonstrates a low cost of entry into the world of data collection 

and monitoring which is interesting to both researchers and citizen scientists alike. The low 

cost of entry into this world of monitoring and control does, however, raise the importance of 

cyber security and awareness to users and suppliers of equipment. 

 

7.4 Limitations of the Research  

As this research was designed to contribute in a practical manner to the creation of training 

materials for use by secondary school aged students, to the open source community and to the 

literature on IoT and privacy, particularly in the area of cyber safety and cyber awareness, the 

recommendations and conclusions drawn from the research must be considered within the 

limitations of the research. The first limitation that needs to be considered was the fact that 

only one secondary school was studied. The size of the cohort and heterogenous nature of their 

exposure to IT may influence the results of the survey in particular. The high concentration of 

mobile and laptop devices in this group is one condition that may not be replicated across a 

larger population. As the group of students studied all have at least one IoT, device this may 

have influenced their self-assessment of their ability to manage devices. Each student having 

direct access to a device may mean that students in this study felt more confident in their ability 

to manage their devices than another group of students who did not have the same exposure to 

technology. The size of the confidence-competence gap seen in this research may therefore 

differ from that of another cohort. These limitations could be addressed by repeating the 

research across a wider number of schools with differing focus on technology in education and 

resourcing. 

 

Another issue that needs to be considered when reviewing the results of the research is that the 

intervention lesson was disrupted by Covid-19 restrictions. The original plan for the research 
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was to attend year group meetings in person and deliver the findings of the survey and DSN 

monitoring, then provide in-person training on how to control data leakage. This would have 

meant that every student in the school would have experienced the intervention in person.  

 

In 2020, when the intervention was due to occur, Covid-19 restrictions forced the intervention 

lesson to be held by Zoom outside of school hours. This reduced the number of students who 

would have a first-degree experience and the effects of the intervention had to go to other 

students at a second-degree (word of mouth from someone who attended the Zoom session 

including a teacher or parent) or third-degree word of mouth from someone who had had a 

second-degree version of the intervention. The research, due to the way it was designed, was 

unable to capture the level of second and third-degree impact of the intervention. 

 

One final limitation of the research was the fact that the DSN size was reduced. The reduced 

DSN coverage meant that the resolution of the location data gained from individual devices 

was reduced. While this reduction in resolution did not impact on the count of devices that 

were being identified, it did reduce the overall size of the dataset collected and reduced the 

ability of researcher to create models of students’ travel around the school.  

 

7.5 Recommendations for Future Research  

In carrying out the current research, a number of additional research projects have become 

apparent. From the qualitative data, it is clear that students were concerned about “hacking”. 

What is not clear from the research is what students understand by this term. It would be 

beneficial to understand what students know about hacking, and their understanding of the term 

as this could lead to the creation of other non-normal data flow scenarios that could be used to 

develop other cyber safety programs. 

 

Another area of research that has become apparent during the current project is a follow up 

project to establish if students who changed their Bluetooth names have reverted to earlier 

versions with the same security problems. This is an important area for research as it would 

provide an indication as to how long the effects of the intervention might last and could provide 

information that would be used to improve future interventions. 
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The root cause of some of the security issues identified in this research are the default device 

names chosen by device vendors. Research into why these default names are set up the way 

they are, and provision of some possible alternatives, would assist manufacturers to enhance 

the security of their products. 

 

At a practical level, the Raspberry Pi 3 (which was the basis of each node in the DSN) is no 

longer available. A future project could move the code from the current research to the RPi4 

platform and include enhancements offered by the platform such as Bluetooth Low Energy 

(BLE) and 5Ghz Wi-Fi. 

 

It may be argued that the use of a passive DSN to collect data from devices in the area of study 

could lead to ethical considerations that involve both participants and non-participants alike. 

To help reduce any such issues it is recommended that the amount of signage and 

communications with the management of the site be agreed before the DSN begins collecting 

data.   

 

A final area of research suggested from the current project would be to establish which 

component factors of rPMT have the most impact in increasing the motivation of students to 

improve the privacy settings of their IoT devices. These factors could then be used to develop 

an optimised toolkit for IT practitioners to create training materials.  

  

7.6 Recommendation for Designing Impactful Cyber Safety Training  

The main aim of this research was to determine a method that in a practical way would assist 

IT managers and teachers to develop Cyber Safety programs to assist in raising the awareness 

of children with regards to technical topics, particularly Cyber Safety. This research has found 

that, by creating an intervention that emphasises or de-emphasises components in the rPMT 

model, an actual change in behaviour can be made. In the rPMT model the motivation to change 

is a function of the cognitive processes that make up the model. The rPMT model is presented 

in the following way: 

motivation ∝ f(RIS,SEV,RES,SE,COS,REW) 

Motivation is a function of the six independent variables in the model. Maddux and Rogers 

found that the elements in the model were not completely additive (Wurtele & Maddux, 1987) 
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and that the interactions between the factors were complex. In 1987, Wurtele and Maddux  

tested combinations of levels of severity (SEV), vulnerability (VUL), response effectiveness 

(RES), and self-efficacy (SE) in a study of female undergraduate students in a persuasive 

appeal to increase intentions to exercise. The Wurtele and Maddux study found that the largest 

impact on motivation occurred with the VUL and SE components.  

 

In the current research, the intervention was developed by manipulating the RIS, SEV, RES 

and SE factors while reducing focus on COS and REW. The RIS and SEV factors that 

concerned students were identified using the FoCI and confirmed in the survey. The concerns 

were demonstrated to be present in real life using the DSN. 

 

The RES and SE factors were enhanced by establishing the size of the confidence-competency 

gap and providing training to improve students’ knowledge of their devices and their ability to 

enact the changes required (SE). COS and REW were reduced in importance during the 

intervention lesson. Using the rPMT to tailor the intervention by varying the component factors 

was an important component in improving the motivation of students to increase the privacy 

and safety of their IoT devices. 

 

7.7 Concluding Remarks  

This research set out to find an effective method to help teachers, IT staff and parents to create 

Cyber Safety and other training resources that would be effective in motivating students and 

other young people to understand and manage the data being leaked from their IoT devices. 

Based on this research, a number of conclusions can be drawn: many students have multiple 

connected devices that leak information; the information leaked can be gathered, collated and 

used to identify individuals; students are concerned about information being leaked from 

devices. By using the FoCI to help identify some scenarios that that would be considered NNFs 

of information from devices, it was possible to identify and capture those flows in the real 

world. 

 

From the survey results it was clear that students were particularly concerned with flows of 

data that provided location information without their knowledge, but they also felt that their 

devices would provide protection from this kind of NNF of data. The research showed that 

some privacy protection services of IoT devices were switched on (for example, MAC 
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randomisation and location services being encrypted and permitted for certain applications 

only). The research also demonstrated that with the application of inexpensive, open source 

technology, it is a simple matter to combine information leaked from devices with time and 

geographic information from external sources. The addition of time and location information 

can be used to derive personal information about a device’s user, even if the user feels they 

have managed their devices correctly. 

 

It was also seen that students were aware that their devices were leaking data but not what kind 

of data they were leaking. Based on the survey data it also became clear that participants 

somewhat overestimated their knowledge of their devices and underestimated the risks 

associated with using them. The survey results also showed that students felt that their devices 

provided all the privacy protection that they needed. This over-estimation of their ability to 

manage their devices and the false assumption that the devices would handle their security 

served to weaken students’ perception that the risks were real applied to them. At the same 

time that the first two factors in the rPMT (RIS and SEV) are being weakened, the perceived 

rewards of the use of IoT devices are strong (see Figure 7-2), so there is little motivation for 

students to change their behaviour.  

 

This research showed that by increasing the reaction to Factor 1 (risk to oneself), 2 (that risk is 

severe), 3 (something can be done) and 4 (I can do what needs to be done) and reducing or 

moderating the reaction to factors 5 (the cost of changing simple settings is low) and 6 

(accessing the Internet is ok but in moderation) that change occurred in the way students used 

their devices. 

 

In conclusion, to return to the original research question: 

 

What impact does knowledge of data leakage from IoT devices have on 

secondary school students’ attitudes to IoT security? 

 

Despite manufacturer improvements in devices security, information can be leaked from 

devices as a normal component of their operation. If that data is not managed it could leak, 

identifying personal information about the owners of those devices. Users are concerned about 

data being leaked but are unaware of the kind of data their devices share, and how that data 
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could be used to breach their privacy. This research has demonstrated that when shown what 

this data is and how it leaks, users are motivated to protect themselves, with students actually 

making the necessary changes to give themselves extra protection. 

 

The use of tools such as the FoCI and the rPMT are effective in developing teaching strategies 

to motivate students to look more deeply into their own cyber security. 

 

As a final point, the researcher would recommend that all users of IoT technology take the time 

to look at their devices and change the name of the device to something that is recognisable to 

themselves, but will not give away their name, the brand of the device or other information that 

could be used by itself or in combination to identify that individual. 
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APPENDICES 

Appendix A: Design Files for DSN 

PCB design files: 

 https://github.com/alanibbett/Distributed-Sensor-Network-PCB-Files 

Python Script:  

 https://github.com/alanibbett/Distributed-Sensor-Network-Python-Script/tree/main 
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Appendix B: Survey Questions 

The Survey Questions 

 

An Examination of Real World Data Leakage from  IoT Devices 
 

The aim of this study is to investigate the amount of data being leaked from personal devices 
(IoT devices). 

 

In this survey we will find out a little bit about you, your devices, what you think about some 
scenarios we will give you and finally, we will give you an opportunity to add any other 
information or input you may want to. 

 

You can cancel you submission at any time just by closing the browser window. The survey 
will consist of a small number questions and will take about 10 minutes to complete. 
 

Most questions are optional but some (marked with a *) you must fill in to complete the survey. 

 

*Required 

 
About Your Devices 
Now we will find out a little about the devices you have access to. 

Remember by filling in the survey form , you are indicating your informed consent to 
participate in this study, you are free to discontinue participation at any time by closing your 
browser window or pressing CTRL+Q. 

 

1. What devices do you own or have access to? 

Tick all that apply. 

 Smart Phone 
 Dumb Phone 
 Ipad 
 Android Tablet 
 Fitness Tracker 
 Clothing with Smart Tags 
 None 
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 Other 
2. Some questions about the radios on your devices 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I know what an SSID is 
       
I know how to switch off  
my Wi-FI connection       
I often switch off my Wi-
FI 
 

      
I know what my Wi-Fi is 
broadcasting       

3. Some more questions about the radios on your devices 

Mark only one oval per row. 

 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I know what a Bluetooth 
advertisement is       
I know how to switch off 
my Bluetooth 
connection 

      
I often switch off my 
Bluetooth radio       
I know what my 
Bluetooth device is 
broadcasting 

      
 

4. How many radios does a typical smart phone have? 

Mark only one oval. 

  
1  
2  
3  
4  
More than 4  
I don’t know  
other  

 

5. How well do you agree with these statements? 

Mark only one oval per row 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I really know how to 
manage my electronics.       
I know my devices 
continually broadcast       
I find wireless 
connectivity easy to use       
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All of my security is 
handled by the device       
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What do you think about... 
The next series of questions are designed to find out the sort of scenarios that may concern 
you regarding information leakage from your devices. These questions will be rated on a scale 
of strongly disagree to strongly agree. If you don't have an opinion you can select that box. 
You can add comments at the end of each question if you want. 

 

6. Some questions about your location at any time during the day. How well do you agree 

with these statements? 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be concerned if 
someone knew where I 
was at any particular 
point in time 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was happening. 

      
 

7. Comments 
 
 
 
 
 

 

 

8. Some questions about your location at the same time every day. How well do you 

agree Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be concerned if 
someone knew where I 
was at the same time 
every day 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was happening. 
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9. Comments 
 
 
 
 
 

 

10. Some questions about your location habits. How well do you agree with these 

statements? 

Mark only one oval per row 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be concerned if 
someone knew what 
shops I regularly 
visited? 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was happening. 

      
 

11. Comments 
 
 
 
 
 

 

 

12. Some questions about your travel to school. How well do you agree with these 

statements? 

Mark only one oval per row 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be concerned if 
someone knew what my 
regular travel route to 
school was 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was happening. 

      
 

13. Comments 
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14. Some questions about your travel around the school when you arrive. How well do you 

agree with these statements? 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be 
concerned if when I 
got to school 
someone knew the 
way I moved around 
the school campus 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was 
happening. 

      

 

15. Comments 
 
 
 
 
 

 

16. Some general questions about your travel. How well do you agree with these 

statements? 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be 
concerned if people 
could plot my 
location on a 
Google map over a 
period of time 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was 
happening. 

      

 

17. Comments 
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18. Some general questions about your phone. How well do you agree with these 

statements? 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be 
concerned if 
someone knew the 
brand of smart 
phone I have. 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was 
happening. 

      

 

19. Comments 
 
 
 
 
 

 

20. Some general questions about your tablet. How well do you agree with these 

statements? 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be 
concerned if 
someone knew the 
brand of tablet 
computer I have. 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was 
happening. 

      

 

21. Comments 
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22. Some general questions about your fitness tracker. How well do you agree with these 

statements? 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be 
concerned if 
someone knew the 
brand of fitness 
tracker I have. 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was 
happening. 

      

 

23. Comments 
 
 
 
 
 

 

24. Some general questions about your friendship group. How well do you agree with 

these statements? 

Mark only one oval per row. 

 Strongly 
Disagree 

Disagree Neutral Agree Strongly 
Agree 

No 
Opinion 

I would be 
concerned if 
someone knew the 
group of people I 
regularly hangout 
with. 

      

I would be more 
concerned if that 
someone were a 
stranger 

      

I would be more 
concerned if I didn't 
know it was 
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happening. 
 

25. Comments 
 
 
 
 
 

 

 

 Other Information 

 

 
26. What benefits do you get from your smart devices? 

 
 
 
 
 

 
27. Do you think there are any risks in using your devices? If so what sort of risks are they? 

 
 
 
 
 

 
About You 

In this section we will ask a few questions about you. Remember this is anonymous 
and you will not be asked anything that can identify you personally. 

 



28. Gender * 

Mark only one oval. 
Female  
Male  
Don’t want to specify  
other  

 

29. What year group are you in? 

Mark only one oval. 
Year 7  
Year 8  
Year 9  
Year 10  
Year 11  
Year 12  
Staff  
Other  

 
Powered by 



 

Appendix C: Lesson Plan 

 

Lesson Plan: An Examination of Real World Data Leakage from IoT Devices  

Class:  
 

Date:  Time:  

Key Learning Area: Pastoral Care Cyber Safety Lesson Topic: An Examination of Real World Data Leakage from IoT Devices 

Key Words/Concepts: 
ICT, Cyber Safety, IoT, Internet, pastoral care 

Recent Prior Experience (specific relevant concepts, skills and values the school students have experienced prior to this lesson): 

 
Student will have had exposure to various Internet connected devices such as PC, Tablet, Smartphones etc. They will also have completed the “An 
Examination of Real World Data Leakage from IoT Devices” survey form. 
 
Syllabus Outcome(s): 
One or two only. Please note the syllabus 
reference number AND write out in full. 
 

 
 
N/A this is Co/Curricular across a 
number of subject areas 

Indicators of Learning for this lesson: 
Behaviours that contribute toward achievement of outcome(s). 
Must be clear, specific, observable.  
 
By the end of this lesson, the students will:  
 

1. Have a more complete understanding of how IoT Devices 
broadcast 

2. Have a more detailed knowledge of how to control 
emissions from these devices 

3. Have a deeper understanding of how data and 
information can be induced from incomplete sources 

Assessment: 
Strategies which will be used to 
assess learners’ attainment of 
learning outcomes. Should be linked 
to each learning indicator. 
 
The scenario component of the 
survey will be reissued to the 
students to complete to see if 
there is any change in perceptions 
of IoT data leakage after the 
lesson. 
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LESSON SEQUENCE 

Lesson Content / Indicators of Learning 
(What is Taught): 

Timing 
(mins) 

Teaching Strategies / Learning Experiences 
(How it is taught): 

Resources and 
Organisation: 

INTRODUCTION 
Introduce students to the problem of data 
leakage and the background of the study. 

5 Short slide show (Appendix E) Google Slides 
Projector/Screen 
Laptop 

DEVELOPMENT 
The results of the survey will be presented 
back to the students concentrating on the 
scenario questions. 
 
The use of open source software in the 
community will be presented 
 
Demonstrate how to use common settings 
on mobile devices to control emissions 
 
Rerun Scenario Component of survey 
again using paper based or web forms 

10 
 
 
 
10 
 
 
10 
 
 
15 

Dash/Plotly forms analytics will be used to show (Appendix F) 
 
 
 
Demonstrate how free open source software/hardware is 
used. (Pass round sample DSN node describe how it works) 
 
Demonstration 
 
 
Issue the forms (or URL) and have students fill them in. 

Google Slides 
Projector/Screen 
Laptop 
 
Live demo 
DSN node 
Smart Device(s) 
Projector 
 
 
Paper Copies of Forms or 
web form URL 

CLOSURE 
Summarise findings so far, go over control 
aspects of device use 
STUDENT ACHIEVEMENT: (To what 
extent were outcomes achieved? How was 
this demonstrated by the students) 
 
To be completed after the lesson 
 
 

5 Talk 
TEACHER EFFECTIVENESS:  
What have you learnt from the lesson? 
What do you recommend for future lessons? 
Comment on your effectiveness in the light of the outcomes of the 
lesson and yourself development focus for the lesson, referring to both 
strengths and areas to be addressed 
 
To be completed after the lesson 
 

Screen 



Appendix D: DSN Database Schema 

Name Type Schema 

bt_stations  CREATE TABLE bt_stations (id integer 

primary key, bssid text, class integer, 

name text, latitude real, longitude real, 

date TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP) 

id integer "id" integer 

bssid text "bssid" text 

class integer "class" integer 

name text "name" text 

latitude real "latitude" real 

longitude real "longitude" real 

date TIMESTAMP "date" TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP 

Config (not used)  CREATE TABLE config (key text, value 

text) 

key text "key" text 

value text "value" text 

Devices (not used)  CREATE TABLE devices (hostname 

text, latitude real, longitude real, 

source text, date TIMESTAMP) 

hostname text "hostname" text 

latitude real "latitude" real 

longitude real "longitude" real 

source text "source" text 

date TIMESTAMP "date" TIMESTAMP 

Gps (not used)  CREATE TABLE gps 

(latitude real, longitude real, 

date TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP) 

latitude real "latitude" real 

longitude real "longitude" real 

date TIMESTAMP "date" TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP 
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Name Type Schema 

probes  CREATE TABLE probes (bssid text, 

essid text, date TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP) 

bssid 

 

text "bssid" text 

essid text "essid" text 

date TIMESTAMP "date" TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP 

stations  CREATE TABLE stations (id integer 

primary key, bssid text, latitude real, 

longitude real, signal real, date 

TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP) 

id integer "id" integer 

bssid text "bssid" text 

latitude real "latitude" real 

longitude real "longitude" real 

signal real "signal" real 

date TIMESTAMP "date" TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP 

Sync (not used)  CREATE TABLE sync 

(hostname text, entity text, date 

TIMESTAMP) 

hostname text "hostname" text 

entity text "entity" text 

date TIMESTAMP "date" TIMESTAMP 

users_dns  CREATE TABLE users_dns (bssid text, 

host text, date TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP) 

bssid text "bssid" text 

host text "host" text 

date TIMESTAMP "date" TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP 

users_password  CREATE TABLE 

users_password (bssid text, login text, 

password text, date TIMESTAMP 

DEFAULT CURRENT_TIMESTAMP) 
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Name Type Schema 

bssid text "bssid" text 

login text "login" text 

password text "password" text 

date TIMESTAMP "date" TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP 

wifis  CREATE TABLE wifis (bssid text, essid 

text, encryption bool, signal real, 

longitude real, latitude real, frequency 

real, channel int, mode text, date 

TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP, gps 

boolean) 

bssid text "bssid" text 

essid text "essid" text 

encryption bool "encryption" bool 

signal real "signal" real 

longitude real "longitude" real 

latitude real "latitude" real 

frequency real "frequency" real 

Name Type Schema 

channel int "channel" int 

mode text "mode" text 

date TIMESTAMP "date" TIMESTAMP DEFAULT 

CURRENT_TIMESTAMP 

gps boolean "gps" boolean 

 

  



An Examination of Real-World Data Leakage from IoT Devices  
 

Page        199 

 

Appendix E: Intervention Student Briefing Notes 

 

This briefing was given to students before the research began and a version of it was given as 

an introduction to the cyber safety lesson. 

 

 

An examination of real world data 
leakage from IoT devices

student briefing notes

http://tiny.cc/zx1eoz

“…young people no longer care about privacy...”

– maybe maybe 
not
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About this presentation ...

Intro to my Research Practical
real

Stress and obligation free

There is no 
... you 
should ...Non-Linear

The IoT is about connecting 
“things” together. 
RFID tags on jeans
40 ft steel containers, or 
mobile phones and 
bluetooth devices as in this 
project

Internet
of
Things
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5 Minute Thesis
Hypothesis:

“that users will modify their device settings to reduce information leakage after
they have been shown how the leakage breaches normal information flow
expectations and they have been shown how to change the settings”.

Or to put it another way kids do care about their 
privacy

So how to test this?

How will the 
questions be 
answered?

Survey DemonstrateMeasure StatisticalMeasure Measure

Sub Question

Are users aware that IoT devices 

are leaking their information? Is 

the kind of data leaked of 

concern to users?

How much data IoT devices 

actually leak?

When shown how much 

information is leaked does this 

concern users?

When shown how to manage 

data leakage do they actively 

change their device settings to 

control that leakage?
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The Survey

The first thing we need to find 
out is -

What do you know about your 
devices

... and then
what do you consider normal?

The Survey

The best way to do this would 
be to “ask”

Using a Google Forms we can 
securely survey what 
students think
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You cannot just jump to the 
form.

You need to get written 
permission from your parents.

When you do get permission you 
will be given access to the form 
and a $10 itunes gift card

http://iotstudy.dow.catholic.edu.au
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Whether you think you can, or you think you 
can’t ...

– you’re right
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Appendix F: Survey Results Dynamic Presentation Tool 

In order to make the cyber safety lesson relevant and interesting a dynamic, web based tool 

was developed by the author in Python using the Dash and Plotly frameworks. This allowed 

the researcher to present the results of each survey question in multiple views as requested by 

the class. This appendix presents some screen shots of the tool being used to present the 

survey results to participants. 

 

The following screenshot shows the main navigation page. From here the results of the 

“things I know about” or “things that concern me” questions can be answered. 

 
This screenshot shows the default screen for a “things I know about” question. By default the 

data is presented as a pie chart. 
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This screenshot shows that the data can be displayed as a bar chart as well as pie chart 

depending on what participants want to see. The tool also allows this data to be shown as a 

line chart. A screen shot of the line chart option is not included here. 

 
This screenshot shows that it is possible to breakdown the survey result by gender or year 

group. This allows the presentation to be focussed on the year group being presented to. 

 
The following screenshot depicts the default display of “things that concern me” type 

questions. For these questions the default display style is the bar chart. The default view also 

shows the responses of the first, least intrusive, scenario. As the presentation proceeds the 

presented clicks the check box to open up the next most intrusive scenario and finally the 

most intrusive scenario can be displayed on the same graph. The advantage of doing this 

dynamically allows the presented to adapt the presentation to each individual audience. It was 

found that this data driven dynamic narrative style engaged the participants during the 

presentation. 
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This final screenshot shows the survey results for the questions in scenario 1 for the three 

levels of intrusiveness. 

 

 
 

 

 


