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Abstract 

The current advancements in technologies and the internet industry provide users with 

an endless, solid tool for entertainment, communication and trade. However, this brings 

new challenges of simultaneous development and rising sophistication of cybercrimes. 

Microbusinesses use the same information technology as they would in the home but for 

more complex commercial reasons, and with cyber risks for these businesses being 

high, riskier transactions. There is currently little understanding of how small businesses 

can transition to a connected business model with good rewards. Cyber risks, including 

human error in these connected businesses are significant. Understanding how 

microbusiness owners understand and assess cyber risk will be particularly useful for 

better codes of practice aimed at making small businesses more resilient to cyber-

attacks.  

In order to manage a connected business, passwords are a reliable tool of authentication, 

and password managers are critical for users to store sensitive data such as online 

banking passwords, social website passwords or other login credentials. Security 

practitioners and experts recommend that having a password manager installed is vital 

for storing passwords. However, the research undertaken for this study shows such 

software has a minimal usage rate. Moreover, there is little research available on its 

adoption. This research explored why users adopt password manager software and 

consider it a solid tool for generating complex and strong passwords.  

This study examined a sample of 502 Australian microbusiness owners who do not 

employ more than two people. The data was collected through an online web-based 

survey. This study used the protection motivation theory to examine the security 

intentions of individuals in the survey. Further, the technology acceptance model was 

used to test the adoption factors of password manager software. In addition, the role of 

prior experience in cybersecurity has often been found critical in technology adoption in 

cybersecurity practice surveys, thus its impact was also investigated. Structural equation 

modelling was used to determine the relationships between these variables. 

The findings of this study reveal that protection motivation theory significantly predicts 

user intention to avoid harm from a cyber incident. Four out of five factors of protection 

motivation theory were identified, significantly predicting user intention to avoid harm: 



 
 

xiv 
 

threat severity, response efficacy, self-efficacy and response costs. One factor, threat 

susceptibility, was found to be insignificant.  

Of the two components of the technology acceptance model, perceived usefulness and 

perceived ease of use, the results indicate that only the perceived usefulness of 

password manager software has a significant impact on computer security usage. 

Perceived ease of use of the password manager software showed insignificant results. 

Moreover, an individual’s prior experience in cybersecurity significantly predicts the 

user’s computer security usage.  

The findings reveal that microbusiness owners believe that having password managers 

is useful for password security and that it helps generate or store password protection in 

an encrypted format. However, perceived ease of use did not significantly impact on 

computer security usage. Rather, the microbusiness owners shared their concerns that 

password managers require too much effort. Another possible reason for the lack of use 

of password managers could be a lack of trust in them, whereas experienced users have 

better information about, and awareness of, recent cyber threats. Users with greater 

experience and knowledge in cybersecurity are more likely to install security software 

on their computers. 
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1 INTRODUCTION 

Chapter 1 introduces the current thesis, presenting the research problem, research 

questions, and research objectives and the research model of the study.  

The thesis investigates the motivational factors affecting the microbusiness owner’s 

cybersecurity practices. The protection motivation theory (PMT)-based model was used 

to explore the factors affecting user cybersecurity behaviour. In addition, the thesis 

explores the adoptability factors of password manager software (PMS). The study 

utilised the technology acceptance model (TAM) to identify user acceptability and the 

adoptability of password managers.  

Figure 1.1 illustrates the thesis structure.  

 

Figure 1.1: Thesis structure 

1.1 Introduction  

This section provides background information and sets the context for the research 

about what factors affect the uptake of cyber security practices in microbusinesses. It 
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defines some of the terms and theories used, and provides an indication of the 

seriousness of cybercrime in Australia. 

The digital economy in Australia is worth more than A$109 billion a year, with 

cybercrime costing around A$1 billion a year (Australian Criminal Intelligence 

Commission, 2018; Deloitte Access, 2019). According to a survey on information 

security breaches by PWC Information Security Breaches Survey (2015), around 72% 

of security breaches in large organisations are due to untrained staff, and improvements 

in cybersecurity can be made by better integrating people and systems within 

organisations.  

Beginning in early 2020, the COVID-19 global pandemic impacted almost every 

business and changed work dynamics – most businesses initiated working from home, 

and nearly half of all small businesses in the United Kingdom were victims of cyber 

breaches (Johns, 2021). Also, it is expected that worldwide costs related to cybercrime 

will be US$6 trillion in 2021, up from US$3 trillion in 2015, representing a massive 

transfer of economic wealth (Cybersecurity Ventures, 2020). Information technology 

(IT) is ingrained in our society and economy; its uses and importance are consistently 

growing, incurring both benefits and risks. The risks are related to the swelling costs of 

cyber-attacks (Hughes et al., 2017). Likewise, in both the private and public sectors 

cybernetic practices have traversed virtually all spheres of activity, boosting competitive 

advantage, expanding the internet industry and enabling technological development 

(Bikoro et al., 2018; Menard et al., 2017). 

The Australian Government is dedicated to digitisation and modifying authentication 

approaches by serving customers electronically via the internet, call centres and mobile 

phones. This offers better accessibility to users and greater value for money, but has 

also resulted in an upsurge in cyber threats. To counter these threats, information 

security research is ubiquitous and includes a myriad of approaches to coping with 

threats to sensitive data. Despite the advancements in authentication and authorisation 

techniques, the concept of a secure system remains a dream until a safe and strategic 

implementation framework is established. A leading weakness in protecting information 

assets is the individual user within an organisation. While protective technologies are 

highly developed now and can tackle cyber threats, technology alone is not enough. 

Even with the progression in the present technologies, individuals within organisations 
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are still prone to data breaches. Interestingly, improvements in cybersecurity can come 

from better integration of people and systems within organisations (PWC, 2020).  

Similarly, Ponemon Institute (2017) reports that small and medium-sized businesses 

(SMEs) faced slightly more data breaches related to personal information in 2017 than 

in 2016. The impact of those breaches was also larger, with around 54% of respondents 

reporting sensitive information breaches about customers or employees in 2017 

(compared to 50% in 2016). In 2017, 54% of the organisations stated that negligent 

employees were the root cause of those breaches, compared to 48% in the previous 

year.  

Nevertheless, digital infrastructure is highly complicated; virtually every organisation 

has essential online resources, from academia to corporate and medical data. The 

Australian Government needs to develop a comprehensive response to cyber hygiene 

and develop the most complicated deterrence. Additionally, our whole society is 

impacted by online security threats, and building solid trust, enhanced information 

security checks and guaranteed privacy protection is the top priority of any government 

(Furnell & Shah, 2020).  

Malicious cyber-attacks have adversely impacted society’s capabilities and capacity to 

attract investment, develop social relationships and deliver prosperity. The ever-

changing and complex nature of terrorism has expanded rapidly, with behaviour, 

ideology and actions interacting with technology. A vital research area neglected in the 

past has been the considerable risk posed by cyber-terrorists, serious violent 

cybercrimes and cyber fraud.  

Text passwords have dictated the world of authentication for more than 50 years, being 

the common form of authentication used by governments for individuals to access 

services. In contrast, much of the research suggests that we need something more 

secure, while still being easy to adopt. Globally, electronic services have become 

vulnerable to data breaches, virus attacks, phishing attacks, malware attacks and so on. 

Human factors in cybersecurity have gained huge attention, predominantly where the 

technology has appeared to be unsuccessful in protecting businesses from cyber attacks 

(Abulencia, 2021; Anwar et al., 2017). The use of technology is refuted in the event that 

employees fail to comply with cybersecurity practices or engage in activities that 

expose themselves and place the company at risk. Researchers have also found that 
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employees consistently underrate the probability that they are being attacked or have 

become a target of cybersecurity breaches (Hadlington, 2017).  

PMT has been adapted from health and social marketing research, which explores 

human behaviours and their impetus to avoid harm, to better comprehend what 

stimulates people to comply with security plans, data backups and installation of 

antimalware software (Crossler, 2010a; Ifinedo, 2012; Menard et al., 2017; Menard et 

al., 2014). The multiple user behaviours intended to protect home computers and 

networks have also been investigated using PMT (Anderson & Agarwal, 2010; Crossler 

& Bélanger, 2014). In addition, PMT helps identify why users fail to protect their 

systems and networks while having significant knowledge about information security 

(Workman, 2008; Wu, 2020).  

Even though PMT has been applied in information security research, , the results still 

appear to be inconsistent and contradictory. Claar and Johnson (2012) applied PMT to 

study student behaviour in adopting security programs, finding that the perceived 

severity of risk was insignificant. Crossler et al. (2014a) applied PMT in a study of 

information security behaviour of students and full-time workers, and found that 

response cost and threat susceptibility had no impact on safe computing practices. 

Self-efficacy and response efficacy has been found to have a significant impact on 

compliance. Herath et al. (2014) studied junior level undergraduate student user 

behaviours when adopting email authentication services by applying a combination of 

TAM, technology threat avoidance theory (TTAT) and PMT. They found threat 

appraisal and internal coping mechanism appraisal both influenced the adoption of 

authentication services. In contrast, Johnston et al. (2015) examined threat susceptibility 

and found it had no relationship with employee safe computing practices.  

While the previous studies show conflicting results related to PMT, the theory is still a 

significant predictor of danger control processes, which leads to fear appeal (message 

acceptance) that is asymmetrical in cybersecurity behaviour. PMT anticipated personal 

threats and was originally presented in the context of health care (Floyd et al., 2000). 

The cybersecurity threats that are virtually personal, however, are often used against the 

assets of the organisation and may not be directly related to any individual properties. 

Moreover, in the context of cybersecurity, individuals are still not sure that data 
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breaches are really related directly to them; they might consider they are related to the 

organisation where they work but not related to them (Johnston et al., 2015).  

Motivation has been studied by psychology and sociology researchers, who have found 

that it has a significant impact on behaviour and cognition; correspondingly, these 

variables have also been dependent variables in cybersecurity-related studies (Crossler 

et al., 2013). In comparison, PMT aims to motivate the performance of an individual’s 

protection behaviour. Despite the fact that motivation itself has not been widely 

researched as part of PMT in prior cybersecurity research, it provides the basis for 

determining protection motivation.  

In addition, it is important to understand user behaviours related to IT, which has been 

largely ignored in previous years. Attribution theory research (whose responsibility is 

cybersecurity? Me or the organisation where I am working? Or is the government 

responsible?) highlights the situation of the users in an organisation.  

Notably, control-related motivation appears as a key instrument in increasing the 

employee’s compliance with organisational information security policy. Control-related 

motivation consists of the individual’s perceptions and their ability to control 

themselves (Boss et al., 2009). Perceived locus of control, self-efficacy and behavioural 

control are proposed as ways to theorise control-related motivation (Wall et al., 2013). 

Most of these constructs have already been studied in cybersecurity research, including 

behavioural control, self-efficacy and the locus of control (Johnston & Warkentin, 2010; 

Pee et al., 2008; Warkentin & Willison, 2009). 

While the use of text passwords is still a pervasive authentication tool, its inadequacies 

are well recognised. Multiple authentication techniques have been developed, such as 

biometric, token-based and knowledge-based authentication; these technologies can be 

collectively brought together to allow authentication at a national level. Prior research 

shows user acceptance of these authenticating techniques is complicated and moderately 

opaque. In Australia, 97% of businesses employ less than 20 people (Self-Employed 

Australia, 2018), and microbusinesses employ even less. (Section 2.2 provides a 

definition of microbusiness and small business.) Many owners of microbusinesses use 

the same IT technology as they would in the home but for more sophisticated 

commercial reasons, and with cyber risks for the business being high, riskier 

transactions. Users are generally concerned about their privacy and security. However, 
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while two-factor authentication offers higher levels of security, this advantage is 

neutralised by significantly low perceptions of its usability. An understanding of how 

microbusiness owners understand and assess cyber risk would be particularly useful for 

better codes of practice. 

As online transactions become both riskier and more sophisticated, cybercrime 

increases with individuals facing fraud, identity theft and exposure to administration 

malfunction. Government organisations are more invested than small businesses in 

implementing secure authentication mechanisms and other security protocols. Based on 

previous research, the key aspect for this thesis is how and why, or why not, 

authentication techniques are adopted by microbusinesses. Questions arise about new 

authentication techniques, such as the use of PMS, and whether two-factor 

authentication is useful and easy to adopt for small and microbusinesses. Further, the 

effect of experience and having been exposed to an adverse event requires exploration. 

However, these factors may not explain the adoption of safer computing practices, as 

this is influenced by the motivation to avoid harm, as well as the perceived usefulness 

(PU) and perceived ease of use (PEU) of these practices.   

Hackers have evolved to stage state-sponsored attacks and organised crime. They steal 

personal information like bank details, credit card numbers and tax returns. Security 

plans must cover three areas: people, technology and process. Importantly, the people in 

an organisation are more likely to be at risk of unauthorised data leakages (Engle, 

2016). Indeed, the greater usage of sensory devices, even in smartphones, has made the 

use of biometric authentication become more convenient (Bonneau et al., 2015; 

Zimmermann & Gerber, 2017). Prior research focused only on the technicalities in 

instigating new authentication technologies; however, user acceptance and their 

adequacy are still unclear and not aligned with sturdy technologies (Heckle et al., 2007).  

PU is the user’s evaluation of how useful technology is. PEU relates to the user’s 

evaluation of how easy it is to apply the technology to a specific task. PEU is closely 

associated with PU. Regarding the adoption of technology and practices, both are 

components of the TAM model, and are important factors for managers to consider. 

Herath et al. (2014) studied user behaviour related to adopting email authentication 

services of junior level undergraduate students by applying a combination of TAM, 
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TTAT and PMT, finding that threat appraisal and internal coping mechanism appraisal 

both had an influence. 

Research by Piccolotto and Maller (2014b) on the use and acceptance of biometrics, 

found that while they were seen as more useful, they suffered regarding ease of use by 

computer users. Conversely, security using passwords provides greater ease of use, but 

users were concerned about the usefulness of passwords, as they were worried that 

important passwords could be forgotten. Advocates for greater security in cloud devices 

note that while the PU of greater security protocols and authentication may provide 

greater user confidence, this may at the same time reduce the PEU (Dey, Sampalli, & 

Qiang, 2016). 

Research by Dang-Pham and Pittayachawan (2015) on user behaviour to avoid malware 

threats among 252 Australian university students showed that perceptions of 

vulnerability and belief in self-efficacy had positive effects on the adoption of secure 

practices regarding their own devices, such as laptops, tablets and mobile phones. Past 

research on organisational computers also demonstrates a user’s threat appraisal 

perceptions and information security efficacy positively affects their security behaviours 

(Safa et al., 2015). Huigang and Yajiong (2010) found that the motivation to avoid 

cyber threats was predicted not only by the nature of the perceived threat and self-

efficacy but also by safeguard effectiveness and cost. When threatened, users were 

found to be more motivated to avoid the threat if they believe that the safeguarding 

measure is effective (safeguard effectiveness) and inexpensive (safeguard costs) and 

they have confidence in using it (self-efficacy).  

Additionally, organisations have developed consumer safety mechanisms, such as the 

usage of biometric techniques to win customer trust, but these measures do not act as a 

shield against malware attacks (Poole, 2017). Consequently, it is necessary to establish 

better infrastructure to deal with viruses and malware for improved consumer 

protection. A better understanding among consumers about security threats also needs 

to be developed through excellent education and the implementation of safer practices 

(Safa et al., 2015). At the same time, PU and PEU appear to be robust in the context of 

acceptance of IT in the TAM model (Al-Qaysi et al., 2020; Schepers & Wetzels, 2007). 

Complex security measures and complicated passwords will continue to be a big 

concern to users in the future, affecting PU. There is also the possibility of an increase 
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in consumers switching off high levels of security authentication if PU and PEU 

become too complex (Chandio et al., 2017; Dey, Sampalli, & Ye, 2016). 

1.2 Problem statement 

In this contemporary world, rapid evolution in the IT sector is opening new horizons for 

corporate as well as for home users. This progress brings with its responsibilities for 

organisations and individuals to adopt safe computing practices to manage a myriad 

number of issues, including viruses, phishing and ransomware attacks. On the other 

side, individuals with criminal mindsets are now more prone towards cybercrime 

activities due to the low risk of identification and interdiction (ACSC Threat Report, 

2017). According to a recent annual cybersecurity report by Cisco 2018 Annual 

Cybersecurity Report (2018), in May 2017 a ransomware named WannaCry, which was 

a crypto worm, spread like a blaze and crashed the bitcoin market, causing the loss of 

more than the US$4 billion. This example demonstrates how vital it is for both 

organisations and individual users to adopt safe computing practices and protect their 

systems with active shields like updated internet security and antimalware software. 

Utilising system protection tools can significantly diminish cybercrime acts. To develop 

a clear understanding of a user’s safe computing practices there is a need to examine 

individuals’ motivations to avoid harm, and encourage them to adopt and continue safe 

computing practices. 

1.3 Research questions 

This research proposed three research questions. 

Research Question 1: How does protection motivation theory impact user behaviour 

intention to protect themselves from harm from cyber incidents? 

Research Question 2: Does user behaviour intention lead to computer security usage? 

Research Question 3: Do users find password manager software usable and easy to use? 

1.4 Research objectives 

This study emphasises the factors affecting microbusiness owners' cybersecurity 

perceptions. It investigates the motivational factors that can encourage microbusiness 
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owners to avoid harm from any cyber incident that could cause intrusions on their 

operating system or internet network. Further, the study focuses on the user adoptability 

factors of password managers. A clear understanding of the factors behind compliance 

behaviour will help organisations, cyber legislators, and other stakeholders to develop 

better policies and training to support microbusinesses in implementing security 

policies. For this purpose, PMT has been used to identify the critical factors influencing 

microbusiness owners’ cybersecurity compliance.  

Many factors have been identified as affecting individuals' information security 

perceptions and compliance behaviour. Individuals' decision to implement security 

measures is influenced by how they assess the severity of the threat (Siponen et al., 

2014) or by their perception of threat susceptibility (Tsai et al., 2016). Moreover, a 

recommended behaviour is reliant on the perceived effectiveness of the security 

measures (Menard et al., 2017), and on the evaluation of their abilities to adopt the 

recommended security measures successfully (Johnston et al., 2015), and also on what 

effort is required for performing a necessary action (Crossler et al., 2014b). 

Furthermore, past studies have revealed that these perceptions can be used to improve 

cybersecurity compliance behaviour (Giwah et al., 2019; Lowry et al., 2017; Vance et 

al., 2012).  

In addition to that, security breaches are usually caused by poor password selection 

(Jamil et al., 2021; Lyastani et al., 2018). People often use repeated and easy-to-follow 

passwords because long and complex passwords are difficult to remember. Several 

authentication methods are used to prevent password-related breaches, including two-

factor authentication, biometrics, token-based, and knowledge-based. However, end 

users often find them complicated and hard to use. Password managers are a convenient 

and effective solution for creating and storing strong passwords (Alodhyani et al., 

2020).  

There objective of this research is five-fold. First, this research explored the effect of 

perceived threat severity, self-efficacy, response efficacy, response cost and threat 

susceptibility on an individual’s intentions to adopt safe cybersecurity activities. 

Second, it is envisaged that the study will help Australian microbusinesses provide 

contractors and suppliers with a risk profile that will be useful for risk assessment. 

Third, the study investigated the adoption factors of PMS. 
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Fourth, the study determined how the TAM components of PEU and PU could help 

microbusinesses adopt PMS.  

Finally, given that user prior experience in cybersecurity is a significant factor in a 

user’s security usage, the study examined the effectiveness of having prior experience in 

cybersecurity and how such experience enhances the security usage of individuals. 

1.5 Research significance 

This research significantly contributes to the literature and theory by identifying the 

critical factors that influence microbusiness owners’ cybersecurity compliance 

behaviour. The study elaborates on how PMT affects a user’s cybersecurity practices 

and how cybersecurity compliance can be improved by using a fear appeal model 

(FAM) such as PMT. The research utilised the human factors in cybersecurity and 

investigated relationships in the context of microbusinesses. Human factors are easy 

targets for cybercrime when there is a lack of proper cyber defence mechanisms.  

As cybersecurity experts believe that technology alone is not the solution and cannot 

guarantee a secure environment, human factors and behaviour should be taken into 

consideration to make a protective shield against cyber attacks. The importance of 

human factors in the area of cybersecurity management cannot be underestimated and 

should consider the user’s security perceptions as a significant factor in providing a 

secure environment. In other words, individuals are the central point of the security 

notion. Preventing and mitigating cybersecurity risks need to be executed at different 

stages, and behavioural science plays a vital role in the development, design and 

maintenance of online systems (Chan et al., 2005). Individuals consider security as an 

obstacle when there is no appropriate response to cyber incidents. Further, they may 

experience difficulties in security implementation, override or mistrust the security and 

user attitudes changes when they see mandatory password changes (Safa et al., 2015).  

By considering Australian microbusinesses as a target population, this study aims to 

provide a better understanding of the critical factors affecting users' cybersecurity 

compliance behaviour and how the fear appeals-based model can help to improve 

cybersecurity compliance behaviour. Moreover, the significance of human factors in 

cybersecurity cannot be undervalued, and cybersecurity managers should consider 

individuals' security perceptions and behaviours as essential factors to create and offer a 
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secure environment to the users. Individuals within organisations are the heart of the 

security concept. Diminishing the information security risks needs to be executed and 

applied at different phases, and behavioural sciences play a vital role in designing, 

maintaining and developing web systems. Since the end-user has frequently been 

identified as one of the weakest links in the cybersecurity chain, attention should be 

paid to protecting individual users against cyber-related criminal activities (De Kimpe et 

al., 2022). When there are no appropriate solutions available to cyber misadventures, 

individuals consider security as an obstacle, and they may face problems in security 

compliance and mistrust or misinterpret the security (Safa et al., 2015).  

The proposed research framework is based on the PMT, which originates from health 

research, and suggests that an individual’s health-related risks may change with respect 

to their health compliance and protective behaviour (Rogers, 1983). PMT was mainly 

selected for this research because of its significance in predicting behavioural change by 

utilising persuasive communication and its wide application in experimental research.  

In particular, PMT-based research is used to provide broad insights into the 

relationships between prominent motivational factors and security compliance by 

providing guidance on how information security training can be designed effectively 

with respect to the PMT framework by targeting key factors that ultimately improve 

security compliance behaviours.  

Further, the research utilised the TAM to add to the understanding of microbusiness 

owners’ PMS adoption behaviour. The research illustrates what influences 

microbusiness owners to install PMS to add extra security for password protection.   

With a target population of microbusiness owners, the study provides a better 

understanding of password compliance behaviour and how the adoption of password 

managers can improve that compliance. Online usernames and passwords are now more 

valued than stolen credit card credentials, and the economic worth of online usernames 

and passwords surpasses that of credit card details (Ablon et al., 2014). According to 

Ablon et al. (2014) online usernames and passwords are more valuable because credit 

cards details and information are temporary and depreciate with time, while an 

individual’s online passwords, including social media accounts details such as 

Facebook, Twitter and so on have greater value because personal online data can reveal 

other valuable information. Therefore, an individual’s risky online behaviour with 
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respect to their passwords and usernames have potentially severe implications, and can 

lead businesses and organisations towards risk (Jenkins et al., 2014). 

In addition, continuous technological changes threaten the existing business model and 

provide innovative service opportunities (Lai, 2016). With advanced technology and 

dynamic growth, consumer acceptance of these technologies depends on many factors, 

such as availability, convenience, consumer demand and security features. Several 

researchers have addressed user adoption of new technologies (Lai, 2016; Zhang et al., 

2017).  

In the past few decades, there has been a significant amount of research on TAM 

replication, expansion and modification, proving the model’s central position in the 

information security literature (He et al., 2018). Numerous studies are also available that 

focus on the factors affecting user intentions to adopt specific information security 

services, such as e-government services, mobile banking, security software and 

consumer smartphones (Cheng, 2011; Lowry et al., 2017). Currently, there is limited 

research available that focuses on user acceptance of PMS in the context of 

microbusinesses.  

The research is also significant as it aligns with the current Australian Government 

cybersecurity research priorities and Charles Sturt University’s research narrative. The 

present research falls within all three interdisciplinary research spheres at Charles Sturt 

University in one way or another, but its primary sphere is the facilitation of economic 

growth potential. With a steadier internet, societal infrastructures will continue to 

develop in commercial ways, bringing profitable growth and leading to flourishing 

communities with deeper social frameworks. The present research suggests how 

improvement in cybersecurity comes from better integration of people and systems 

within organisations. Eradicating threats to technological frameworks will, by default, 

enhance their integrity. Overall, this research intends to be impactful, giving global 

citizens more insight while being inclusive and collaborative in its inspiration of 

partnerships. 

1.6 Chapter summary 

This first chapter illustrated the fundamentals of the thesis and provided a brief 

overview of the research background, questions and objectives. Further, it outlined the 
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significance of the research and contributions the thesis makes to practice and 

knowledge about the importance and integration of human factors in cybersecurity in 

the context of Australian microbusinesses. It also provided the structure of the thesis.  

Chapter 2 reviews the past literature regarding PMT and the TAM with respect to 

cybersecurity behaviours in the context of micro and small businesses. Further, it 

explicates and outlines the generic theories in the field of cyber and human factors in 

cybersecurity. The chapter finishes with an explanation of the theoretical framework 

and the research hypotheses.  

Chapter 3 demonstrates the research methodology and research approach used in this 

empirical research. A quantitative research approach was adopted by conducting an 

online survey from a sample of Australian microbusinesses. The chapter then discusses 

the sample size, the measurement scale and the data analysis methods.  

Chapter 4 illustrates the data analysis and presents the research results, providing a 

detailed overview of the structural equation modelling (SEM) approach and assessment 

of the proposed research hypotheses and relationships presented in the research 

framework. It also includes the reliability and validity tests for the measurement scales 

used in this study.  

Chapter 5 provides a detailed discussion of the survey results and the findings of the 

empirical study. It highlights the main points and support for the research hypotheses in 

the research model. Moreover, it explains the research questions and how they have 

been answered with the help of different theories.  

Finally, Chapter 6 provides the research conclusion and further discusses the research 

contributions and implications related to theory and practice. Chapter 6 concludes by 

illustrating the research limitations and future directions for further research in human 

aspects of cybersecurity.  
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2 LITERATURE REVIEW 

Chapter 2 provides a detailed discussion linking PMT, fear appeal theories and the 

TAM, as well as the relationships between them, in explaining why people defend 

themselves against cyber threats. Moreover, the chapter presents a detailed discussion of 

the literature related to the relevant theories used in information security, health care 

and user adoption of security software. Finally, the chapter analyses previously utilised 

research methodologies.  

Primarily, this chapter focuses on the PMT literature and related theories that deal with 

the fear appeal. It also includes a detailed discussion of similar theories and further 

discusses native theories, finding comparisons between them. Numerous techniques, as 

well as influential work relating to the founding concepts of PMT, are incorporated in 

the discussion.  

In addition, the TAM is discussed in detail, with a comprehensive review of the 

literature on the model, and how it contrasts with related user-acceptance models and 

other theories.  

The chapter also provides insight into Australian microbusinesses and identifies the 

pertinent theories, the theoretical framework for adopting technologies in general and 

related in particular to microbusinesses. 

Hypothesis development is incorporated at relevant points in the chapter.  

Figure 2.1 illustrates the structure of the chapter. 
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Figure 2.1: Chapter roadmap 

2.1 Methods for finding information 

Academic articles and journal databases, such as Computers and Security and Journal 

of Information Systems detail the primary method of searching for information with 

respect to information security and users’ computer security usage. The recommended 

databases include Google Scholar, Elsevier, Emerald, American Psychological 

Association, Springer and Jstor. 

2.2 Structure of Australian microbusiness 

A microbusiness is defined as a “business which employs up to four people” (Australian 

Beaurue of Statistics, 2013). Microbusinesses can be non-employing or have four or 

less employees. SME is the umbrella term for micro, small and medium businesses. The 

Australian Bureau of Statistics (2013) categorises an SME as microbusinesses when it 

employs four or less people, a small business when they employ five to 19 people, and a 

medium business employs between 20 and 199 people. Australian SMEs added almost 
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A$418 billion to the country’s gross domestic product in the 2018–2019 financial year, 

which is more than 32% of the Australian economy (Australian Small Business and 

Family Enterprise Ombudsman, 2020). While size is an important factor, SMEs also 

have numerous unique characteristics that set them apart from big businesses 

(Macgregor & Vrazalic, 2006). Around 65% of SMEs are family-owned businesses, are 

independently operated or owned and the proprietor is usually the main contributor of 

the operating capital. According to the Australian Small Business and Family Enterprise 

Ombudsman (2020) report the survival rate of Australian microbusinesses is about 

69.3%.  

This thesis focuses particularly on microbusinesses since they cover around 85% of 

Australian businesses (Australian Small Business and Family Enterprise Ombudsman, 

2020). Also, the proportion of SMEs around the globe is around 95% (Schaper, 2006). 

In addition, in developed countries, SMEs may have some fundamental and intrinsic 

features that determine the distribution of firms in different countries (Schaper, 2006). 

While microbusinesses display similar characteristics to SMEs, the literature is lacking 

on the cybersecurity practices of microbusinesses.  

2.2.1 Characteristics of microbusiness 

Microbusinesses largely present specific features that distinguish them from larger 

entities, such as medium and large businesses. Approximately 90% of microbusinesses 

are run by males, who are the single decision-makers (Campin et al., 2013). Moreover, 

due to a minimum of resources and less availability of funds, SMEs (including 

microbusinesses) often spend less on technology upgrades compared to big businesses 

(Macgregor & Vrazalic, 2006). 

Qualitative research on SME owners and their attitudes towards IT has been undertaken 

by Winston and Dologite (2002), who found a link between entrepreneurship and the 

adoption of new technologies. The entrepreneurs, having a positive attitude towards 

adopting new technologies, have a greater tendency to implement those technologies in 

their businesses to improve effectiveness and efficiency. Likewise, Pollard (2003) 

investigated Australian small agriculture enterprises in Tasmania and found that the 

managerial skills of owners have an impact on the adoption of new technologies. 

Interestingly, SME owners who have a negative attitude towards adopting new 

technologies are more involved in minimising the risks involved in implementing those 
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technologies by ensuring the best quality execution plans. However, traditional owners 

are reluctant to adopt new technologies and do not feel any need to implement or 

expand their current systems (Pollard, 2003).   

2.2.2 Microbusinesses: the weakest link? 

SMEs are more vulnerable to information security threats compared to big businesses, 

and most attackers target them because they are less well-defended (Caldwell, 2015). 

Moreover, a lack of proper knowledge, information and resources mean many SMEs are 

in danger of having their computer systems compromised. Most SME owners lack 

proper cyber policies, training and procedures to secure their digital resources; further, 

most of SME owners do not have strong passwords to add robust protection to their 

information resources (Berry & Berry, 2018).  

Moreover, Prince and King (2012) conducted research on SMEs and how they address 

cybersecurity threats. Surprisingly, 98% of the owners indicated that they are at risk of 

cybersecurity threats and that securing their information resources is their primary 

priority; however, only 43% of the owners had actually implemented or developed any 

information security practices. Sangani and Vijayakumar (2012) undertook a 

comprehensive overview of information security threats in SMEs and proposed 

alternative methods that could be used to control those threats, such as always selecting 

encrypted connections, using strong passwords and implementation of windows 

firewalls. 

SME management personnel do not consider that they are a possible target of hackers 

and attackers, and most SME owners think that installing an antivirus program will 

solve their problems (Sangani & Vijayakumar, 2012; Vijayakumar, 2009). Furthermore, 

SMEs often lack the skills to design and implement rigid security policies to protect 

their systems, which leads to numerous problems such as a shortage of skilled security 

personnel or implementers to design and maintain such required solutions (Spinellis et 

al., 1999). One of the possible reasons for spending less on information security by 

SMEs is budget constraints, as security is not their main concern: ‘who would want to 

target my business when there are so many bigger targets out there’ (Sangani & 

Vijayakumar, 2012).  
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In today’s world where information security threats and deficiencies in security systems 

are the key hurdles faced by SMEs due to an absence of proper security policies and 

implementation of data protection mechanisms. While there are deficiencies in taking 

proper measures, there are further losses of data and internal theft of information assets 

(Onwubiko & Lenaghan, 2007). SMEs have the perception their businesses are secure 

and their sensitive data are protected under data protection tools, whereas large 

organisations who do business with SMEs want a guarantee that the security of their big 

data, which are flowing in and out of SMEs, will not be compromised. Any failure in 

the protection of sensitive data will result in significant damage to the company’s 

reputation, resulting in a loss of customer trust, further there will be a greater chance of 

facing legal challenges, fines and penalties (Kissel & Moon, 2016). It is both essential 

and necessary to protect information resources such as hardware, software and 

management controls because there is always more cost required to recover loss caused 

by any data breach than it is to prevent it in the first place.  

 SMEs operate totally differently as compare to large organisations; they do not have 

information security threat control systems like multinational organisations where 

regular security audits are conducted, and they lack cyber policies, security 

professionals and managers. Most SMEs implement security policies with limited 

resources available and according to their budget, and more than half of SMEs do not 

have any common or elementary information security protection software, such as 

antivirus, antimalware or firewalls (Sangani & Vijayakumar, 2012). Keeping this in 

mind, cyber attackers have increased their intentions to attack SMEs more as they 

consider them easy targets.  

2.3 Perception of risk in cybersecurity 

In recent years, cybersecurity attacks and incidents have been increasingly highlighted 

by media outlets, with a significant increase in incidents each year affecting millions of 

users worldwide (Alagheband et al., 2020). Despite these reports, it is still unclear if 

SMEs have sufficient knowledge to protect themselves (Alahmari & Duncan, 2020). A 

few of SME owners might have a wrong sense of information security and expose 

themselves to cyber risks as a result (Benz & Chatterjee, 2020). The surge in data 

breaches and hacking incidents around the globe has drawn researchers' attention to 

establish what the problems are in the cyber infrastructure and propose solutions 



 
 

19 
 

(Chakraborty et al., 2016). In contrast, general internet users are aware of the potential 

information security threats; it is completely impossible for them to stop using online 

services and connecting their computers to the internet (De Bruijn & Janssen, 2017).  

The motivation to acquire cybersecurity skills and cyber awareness is an integral factor 

in managing cybersecurity resources for information security (Blackwood-Brown et al., 

2019; Siponen et al., 2014). Cybersecurity awareness is the sense that users in an 

organisation understand the significance of information security, user responsibilities 

and minimum-security requirements to secure the systems. Researchers and 

cybersecurity experts state that cybersecurity awareness and motivation towards 

cybersecurity learning are vital for effective and successful security management 

(Berkman et al., 2018; Jones, 2007; Kam et al., 2020).  

2.4 Human factors in cybersecurity 

Many organisations these days rely heavily on their information resources and 

capabilities (Carlton & Levy, 2015; Peha, 2013). Businesses use software and hardware 

resources to secure digital assets against emerging cyber threats, even though an 

individual’s behaviours or misbehaviours can make those businesses vulnerable to 

cyber attacks (Hadlington, 2017). Security misbehaviours are the user’s actions that 

violate security policies and expose the information security of a business (Patterson et 

al., 2016). Most organisations are making an effort and investing in new technologies to 

improve cybersecurity infrastructure (Chowdhury et al., 2020).  

Organisations and businesses are compelled to enforce information security programs 

and essential knowledge for the execution of these programs (Knapp et al., 2009; 

Patterson et al., 2016). With the emergence of new technologies, sudden security 

consequences also appear (Rostami et al., 2020). New technologies have brought 

countless benefits as well as new security risks and challenges (Lareki et al., 2017; Li et 

al., 2019). The resources employed by organisations should point out the vulnerable 

hotspots, which include the individuals in any organisation (Hadlington, 2017).  

Organisations with the perfect balance between technical and non-technical 

cybersecurity skills and measures have fewer data breaches (Safa et al., 2016; Sallos et 

al., 2019). Managers and administrators should consider employing non-technical with 

technical staff to improve cybersecurity in their organisations (Ifinedo, 2014). 
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Researchers have highlighted the significance of non-technical skills in the field of 

cybersecurity, and are gradually included fields such as psychology, organisational 

behaviours, criminology and sociology (Chu & Chau, 2014; Crossler et al., 2013). 

Behavioural sciences play an integral role in designing, maintaining and implementing 

cybersecurity systems, and should be considered when trying to diminish emerging 

cyber risks (Evans et al., 2016). Implementation of best cyber practices includes 

understanding a user’s cyber risk perceptions and how these perceptions could help 

improve cybersecurity in SMEs (Alahmari & Duncan, 2020).  

Major cyber breaches these days are because of human errors and negligence (Yildiz 

Durak, 2019). People remain the weakest link in cybersecurity, thus, human factors in 

the field of information security have gained significant attention, especially where 

technology is unsuccessful in preventing data breaches (Crossler et al., 2017; Herath et 

al., 2014; Li et al., 2019). To establish advanced security measures, whether through 

awareness, training or enacting strict policies, user behaviour must be better 

comprehended (Anwar et al., 2017). Human behaviours are an essential element in 

cybersecurity policymaking and technology (Boyce et al., 2011).  

More knowledge and information regarding a user’s cybersecurity perceptions and 

behaviours can aid in mitigating cyber breaches by pinpointing weaknesses (Huang, 

Patrick Rau, et al., 2011). Human behaviours are often categorised as intentional or 

accidental and risk-inclined or risk-averse (Crossler et al., 2013). Understanding these 

categories further provides insights into a user’s cyber risk perceptions and tendency to 

become affected by any cyber threat.  

2.5 Threats faced by microbusinesses 

According to the Australian Cyber Security Centre reports, cybercrime is a massive 

threat to Australian businesses and the economy, and as microbusinesses increasingly 

rely on technology and the use of internet resources, organisations must provide them 

support to tackle cyber threats (ACSC Annual Cyber Threat Report, 2019; Nagahawatta 

et al., 2019). In addition, cybercrime will remain a key threat to SMEs and an easy 

target for cybercriminals due to fewer risks of identification (ACSC Annual Cyber 

Threat Report,, 2019). Cybercriminals target microbusinesses in several ways and use 

various techniques to trap people and businesses, including:  
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• exploiting the direct connectivity between the provider and the customer data and 

networks   

• modifying the user’s software and other systems with malicious content and 

installing that malicious content on their customers’ networks  

• gaining access to credentials to allow apparently genuine access to other targeted 

networks  

• engineering sophisticated emails to generate phishing attacks or to send malware 

and create a threat to target network security (Australian Cyber Security Centre, 

2019).  

In 2017, roughly 516,380 Australian SMEs received cyber attacks and became 

cybercrime victims, averaging a payment of $4677 as a ransom. Further, including 

downtime of operations of up to 25 hours and the average cost once a cyber attack 

occurs, the total cost was around $1.9 million. As a result, one-third of the affected 

SMEs totally shut down due to the huge losses incurred (Powell, 2018). The following 

sections discuss the various cyber threats presented over the internet. 

2.5.1 Viruses  

A virus is a computer program or software designed to cause damage, steal information 

or take control of someone’s system, and can spread to other programs in the network 

(Wipawayangkool & Villafranca, 2015). Computer viruses perform like natural 

software by entering the host system through a carrier and then spread in the system’s 

executable files (Subramanya & Lakshminarasimhan, 2001). Hackers and 

cybercriminals attach viruses to external drives, such as external hard drives, USB 

drives and so on, and spread those viruses by attaching such devices to a victim’s 

computer (Zhu et al., 2012).  

2.5.2 Worms  

The worm, also known as malware, is a self-replicating computer program like a virus; 

however, it does not require any host file and can spread on its own. Unlike a computer 

virus that attaches itself to any program and becomes part of that program, a worm is 

self-contained and does not require a program to promulgate itself, spreading on its own 

(Fosnock, 2005). There are two types of worms – passive worms and active worms. 

Passive worms slowly spread into the system, but are more dangerous because they do 
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not have any virus signatures like a computer virus; however, active worms spread 

quickly into the system using discovery techniques to exploit susceptibilities, targeting 

vulnerable hosts and replicating to spread faster (Fan & Xiang, 2010; Wang et al., 

2009). 

2.5.3 Trojans 

A Trojan (sometimes called a Trojan horse) is a computer program that disguises itself 

and acts like a trusted program; however, it contains threat codes (Wipawayangkool & 

Villafranca, 2015). It can also perform some trusted tasks in the system, making it 

difficult for antivirus software to detect (Emm, 2006). There are different types of 

Trojans; some are designed to delete files from the victim’s computer (destructive 

Trojans) and some look for any sensitive data in the system (data-sending Trojans). 

Further, Trojans allow attackers/hackers to disable the victim’s antivirus system, 

enabling it to send or spread other malware and allow the attacker to retrieve or store 

illegal programs in the victim’s computer (Saini et al., 2011).  

2.5.4 Phishing 

Phishing attacks are those in which the attacker tempts users to visit malicious websites 

or attempts to steal data by duplicating a trusted network source. Attackers create a fake 

website that looks similar to the original, genuine one, and then send a threat message to 

the victim once they are trapped (Luo et al., 2013; Wipawayangkool & Villafranca, 

2015). Hackers and cybercriminals use social engineering skills and track user 

behaviours to persuade them to click on links that redirect them to an illegal website 

where they are prompted to enter their credentials, such as their username, password or 

bank account details. The attackers then use that data to steal information about the user 

or sell the user’s data to the black market (Banday & Qadri, 2011).  

2.5.5 Ransomware 

Ransomware is a type of malicious malware in which cybercriminals use cryptography 

techniques to encrypt user files and then demand a ransom for them to be decrypted 

(Kumar & Ramlie, 2021). This kind of attack targets businesses and governments, as 

well as individuals. Ransomware is a type of virus software that hijacks the available 

data of the user (Mohurle & Patil, 2017). The 2017 WannaCry ransomware attack was 

the worst-ever ransomware attack; it injected a virus into the Microsoft Windows 
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systems and damaged more than 230,000 systems around the globe upon activation. To 

unlock the infected user files, the attackers demanded ransom payments (Ehrenfeld, 

2017). 

2.5.6 Spam 

Attackers use spam to send unsolicited and malicious emails with unwanted content or 

communication; spam emails also carry other forms of malware (Rao & Reiley, 2012). 

Spams can take the form of any business email and damage the name and reputation of 

the company, or direct viruses to the company’s clients or any other host computers 

(Gupta et al., 2020). Spam (unsolicited emails) is the method used to send malicious 

materials or promotions to someone without their consent (Eryılmaz et al., 2020). Spam 

emails are often behind emerging cyber attacks, such as denial of service attacks and 

email viruses (Huang, Zhang, et al., 2011). Hackers attach malicious links to spam 

emails and individuals click on those links without knowing that those incoming emails 

can contain a virus or attack. This allows hackers to gain access to the victim’s 

computer and generate a cyber attack. 

2.6 Theoretical framework for the study 

Figure 2.2 displays the theoretical framework used in this study to address the research 

questions. PMT was used to test user intentions to avoid harm from a cyber incident. 

This theory was originally extracted from the health belief model, which addresses the 

health risks of individuals. In addition, the TAM was used to test user adoption of PMS.  

First, the theories related to PMT are discussed in detail. This is followed by a detailed 

discussion of the literature about PMT itself before continuing with a discussion about 

TAM, behavioural intentions and behaviour. 
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Figure 2.2: Theoretical framework 

Note: BIAH = behavioural intention to avoid harm; CSU = computer security usage; PU = perceived usefulness; PEU = 

perceived ease of use 

2.6.1 Health belief model 

The health belief model was initially developed as a psychological tool in the 1950s to 

understand an individual’s health-related protective behaviour (Strecher & Rosenstock, 

1997). The model was developed to comprehend the factors affecting an individual’s 

perceptions about tuberculosis screening programs (Glanz et al., 2008).  

The health belief model is based on behavioural and psychological models that theorise 

that an individual’s behaviour relies on the effort they put in towards a defined goal and 

the chances of achieving that goal by performing a suggested action (Janz & Becker, 

1984). Individuals effectively adopt a recommended action or a set of health-related 

actions and feel a sense of surety that those actions will help them mitigate health 

threats (Rosenstock, 1974). The model has been widely applied in health-related 

research to address health issues, and researchers have further extended and modified it 

so it can also address an individual’s health-related behaviours and health symptoms to 

detect disease (Glanz et al., 2008; Strecher & Rosenstock, 1997).  

Initially, the health belief model contained four main variables that address an 

individual’s perceptions related to health threats and benefits by adopting the 

recommended behaviour (Champion & Skinner, 2008). These constructs represent the 
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individual’s readiness to act responsively. The health belief model variables include 

perceived susceptibility, perceived severity, perceived benefits and perceived barriers.  

Security-related research has represented constructs that were developed under the 

health belief model (Claar & Johnson, 2012). Perceived susceptibility, perceived 

severity, perceived barriers, perceived benefits, cues to action, self-efficacy and security 

orientation are human behavioural factors that have an influence on an individual’s 

security behaviour (Ng et al., 2009).  

2.6.2 Fear appeal model 

The FAM has the same constructs as the PMT, however, FAM utilises fear appeals to 

motivate a person to change their behaviour or intentions (Johnston & Warkentin, 

2010). An effective and strong fear appeal would demand a person to practice a fear 

perception, and high fear appeals result in higher intentions to adopt preventive 

behaviours. The FAM contains the element of social influence, which is another factor 

that could determine and manipulate fear. The FAM could be used to analyse threat 

messages and their effect on user protective behaviour. Similarly, Boss et al. (2015) 

researched fear appeals to discover how users implement secure actions when faced 

with threat messages.  

The FAM can be applied in the information security domain and various other domains, 

such as health research. The model was used to identify the effects of AIDS 

advertisements to determine whether threat messages in advertisements have any 

influence on motivation and subsequent protective behaviour (Terblanche-Smit & 

Terblanche, 2013).  

FAM is also used to analyse user actions and how they utilise fear to take certain 

actions; in information security research, those actions are protective actions. De Vos et 

al. (2017) used fear appeals in male gamblers to encourage them to seek help. His 

conceptual model, shown in Figure 2.3, portrays the relationship between perceived 

susceptibility and fear, and how this fear can impact behavioural intentions.  
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Figure 2.3: Fear appeals-based model and avoidance behaviour  

Adapted from De Vos et al. (2017) 

Fear appeals may differ according to gender, as women are more likely to seek help 

compared to men when they feel any threat; however, these intentions do not 

completely change user behaviour. Other factors might evoke user fear and change 

behaviour if an individual perceives that seeking help could be effective in overcoming, 

for example, a gambling addiction, then that stimulus could cause behavioural change. 

This process is called response efficacy (De Vos et al., 2017).   

Similar results have been found by other researchers regarding the FAM. Hovland et al. 

(1953) proposed the fear-as-acquired-drive model, which explains that users can be 

motivated to minimise fear. In recent studies, threat messages that induce fear under 

certain conditions have been utilised to enhance user efficacy (Ruiter et al., 2014).   

Fear can aid the activation of an individual’s protection mechanism against any kind of 

harm, not just limited to health perils; fear is the process that someone utilises to protect 

themself from any potential threat (Izard, 2002). When a person encounters danger, the 

motivation that urges them to avoid the threat is fear. 

Izard (2002) researched differential theory, presenting seven emerging theoretical 

principles for preventing behavioural, emotional and social problems in children. The 

research was mainly focused on the emotions that impact cognitive behaviours. 

Emotions have adaptive mechanisms and can influence an individual’s environmental 

challenges, such as privacy invasion (privacy invasion can be through unsolicited or 

unwanted phone calls). More importantly, emotions build social awareness, which 

facilitates actions and responses. Therefore, emotions have the potential to encourage 
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individuals towards behavioural change and further enhance competence. In addition, 

positive emotions such as joy and interest, provide psychological resources as they 

increase personal wellbeing, social ability and constructive behaviour. On the other 

hand, triggering negative emotions such as guilt or stress about something bad that 

happened in the past, can further enhance the memory of that bad event and antisocial 

behaviour (Izard, 2002). Researchers have further found that other elements like anxiety 

and fear are discriminating factors that motivate individuals to increase protection, 

which results in higher response efficacy (So et al., 2016).   

Numerous scholars have studied fear appeals as a protection motivation in information 

security research. Posey et al. (2015) adopted the quantitative methodology approach to 

study fear appeals in the information security sector, and investigated fear as the prime 

factor that motivates employees to protect company data. The fear in this instance was 

that sanctions could damage the company’s reputation and name. The key element that 

motivates employees to protect a company’s data is fear, and protection motivation 

primarily focuses on intentions (Posey et al., 2015). 

Piri et al. (2012) conducted qualitative research and interviewed 59 people to get a 

better understanding of the role of fear with respect to large-scale software projects 

traversed globally. The survey investigated upper management and on-site and off-site 

project teams, and discovered that employee fear had several different consequences, 

such as distrust and adverse behaviour, reluctance in cooperation and self-protection 

behaviour. They concluded that making a better working environment was a challenge. 

To achieve and create a better working environment this management issue not only 

requires technical approaches; humanistic and social approaches are also vital (Piri et 

al., 2012). 

However, some researchers argue that the fear appeals motivation may differ from 

organisation to organisation. For instance, whether the organisation is mature or 

immature. Kwon and Johnson (2013) studied the FAM to investigate the factors that can 

motivate managers to control threats and enhance computer security. They studied 

organisational compliance in the healthcare sector and how it impacts on computer 

security by investigating 243 hospitals. They found that mature organisations are not as 

likely to be motivated by compliance policies, while new and small organisations are 

motivated by compliance policies to protect systems.  
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2.6.3 Technology threat avoidance theory 

TTAT deals with two cognitive series of actions: threat appraisal and coping appraisal 

(Liang & Xue, 2009; Liang & Xue, 2010). The theory postulates that the threat will 

only be felt when users feel that they are likely to be harmed; this process is called 

threat appraisal. After evaluating the potential threat, the individual tries to find 

possible solutions to cope with the threat, such as installing antivirus software and 

strong passwords; this process is called coping appraisal (Liang & Xue, 2009).  

In a threat appraisal situation, the user evaluates the capacity of the threat – whether it is 

real or not – and if they perceive it as a real threat, then they advance to the next 

process, the coping phase. As shown in Figure 2.4, there is a noticeable difference 

between threat appraisal behaviour and coping appraisal behaviour. Threat appraisal 

behaviour has a definite path that minimises discrepancies. However, coping appraisal 

behaviour follows various paths, which result in larger discrepancies. 

 

Figure 2.4: Threat appraisal behaviour and coping appraisal behaviour  

Adapted from Liang and Xue (2009) 

TTAT originated from the field of health psychology (Rogers, 1983). The two types of 

threat perceptions are the perceived probability of the occurrence of the threat and the 

perceived severity of the threat. From a health-risk perspective, if an individual is 

suffering from a health problem but their perceptions about the probability of 

occurrence of the threat is low, then the individual’s coping appraisal will also be low 

(Weinstein, 2000). Similarly, with respect to threat severity, if an individual perceives 
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that health problems might occur, but those problems are negligible and would not 

cause any severe harm or damage, then they would not adopt any preventive 

behaviours. Furthermore, Weinstein (2000) argues that threat severity and the 

probability of performing an independent behaviour is rarely related.  

TTAT has also been applied in information security and data protection research to 

study user behaviours with respect to protection against unwanted and dangerous emails 

that can include malware or Trojan viruses. Herath et al. (2014) related TTAT to PMT 

and explained how an individual can protect themselves from spammy emails and email 

viruses by using email filtering software. 

2.6.4  Protection motivation theory 

PMT was first proposed by Rogers (1983) and has been widely used in analysing health 

and safety behaviours and further extended in the field of awareness research 

(Babazadeh et al., 2017; Bai et al., 2018). The PMT model was again extended, with 

additional components added (Rogers, 1983). The additional components categorise the 

theory into two parts: one is labelled cognitive factors, whereby the individual’s 

customs formulate the available protective measures; the other part combats the threat 

(Rogers, 1983). In addition, recent research has utilised PMT to discover health-related 

risks, with Rather (2021) using a PMT-based model to discover the effects of perceived 

risk and fear during the COVID-19 pandemic. Ruan et al. (2020) also applied PMT to 

discover tourist perceptions regarding concerns about air pollution in China.   

PMT is based on the FAM; fear appeals are the life-threatening messages in the field of 

health psychology that are often used in health communication (Ruiter et al., 2014). 

Communication is the presentation of unwanted events that will occur if the receiver 

does not follow procedures or respond in a recommended way. Fear appeals are used to 

bring change in behaviours and are also used in compelling campaigns (Ruiter et al., 

2014). The messages that arouse low fear appeal are less compelling compared to 

messages with a high fear appeal (Floyd et al., 2000).  

PMT is based on two cognitive mediating processes, the coping appraisal and the threat 

appraisal. PMT posits that protective behaviours will be motivated by the information, 

provided cognitive mediation processes take place, as shown in Figure 2.5, where threat 

appraisal assesses the fear appeal component relevant to an individual’s own perception 
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of susceptibility to a particular threat and evaluates its severity (Floyd et al., 2000). In 

addition, fear boosts coping appraisal, which increases user perceptions of coping, 

reflected in self-efficacy, response efficacy and response cost information.  

 

Figure 2.5: Protection motivation  

Adapted from Floyd et al. (2000) 

PMT suggests that individuals protect themselves by first identifying the chances of the 

occurrence of the threat and then identifying the severity of the threat. After identifying 

its severity they tend to find and implement a possible action or a series of actions to 

tackle the threat. The main components or constructs of the PMT are perceived threat 

vulnerability, perceived threat severity, self-efficacy, response costs and response 

efficacy.   

Lazarus (1991) argues that the appraisal process could be divided into primary and 

secondary appraisals. The individual first assess the threat and at the next stage they 

assess the resources available to respond to the perceived threat situation. When an 

individual believes that the threat is not sufficiently dangerous or serious, they will not 

use countermeasures (coping appraisal) to deal with the threat (Keller & Block, 1995). 

PMT was later supported by Anderson and Agarwal (2010), who proposed that PMT 

could be extended to information security research with regard to protection motivation. 

Rohani et al. (2018) state that the theory can be used to discover solutions in several 

domains, such as health, business or computer security. 

2.6.4.1 Protection motivation theory constructs 

PMT mainly consists of the following constructs: 

• Perceived threat severity assesses the severity of the threat to the individual’s 

existence. The more the individual perceives the severity of the threat and perceives 
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the negative consequences associated with the threat, the more likely they are to 

adopt the recommended behaviour (Zhang & McDowell, 2009). 

• Perceived threat susceptibility is the individual’s concerns or belief about the 

probability of occurrence of the threat (Zhang & McDowell, 2009). 

• Self-efficacy is the individual’s belief in their ability to engage in preventive 

behaviour against any threat (Herath et al., 2014). 

• Response efficacy is the individual’s belief about the effectiveness of the actions 

they have taken to counter the threat (Tsai et al., 2016).  

• Response cost is the time and effort used in implementing and seeking a possible 

solution to respond to the threat (Boss et al., 2015). 

PMT postulates that when a person encounters a threat, they intellectually assess the 

threat and check if there is an available remedy. Following this analysis, they either 

behave in a maladaptive or adaptive manner. Maladaptive behaviours are those in which 

an individual avoids performing a recommended response, while adaptive behaviours 

are the recommended responses to counter the threat (Menard et al., 2017).  

Threat appraisal assessment includes threat susceptibility and threat severity, and it also 

includes the intrinsic or extrinsic rewards attained by performing a maladaptive 

behaviour (Floyd et al., 2000). While threat susceptibility is related to the degree of 

vulnerability to a specific threat, threat severity is simply the person’s perceptions about 

the gravity of the threat. According to PMT, the severity and susceptibility of the threat 

have positive relationships with adaptive behaviours (Bulgurcu et al., 2010). 

After threat appraisal, a person engages themself in available tools for coping with the 

specific threat. Coping appraisals include the evaluation of self-efficacy, response 

efficacy and response cost (Floyd et al., 2000). Self-efficacy is the individual’s belief 

that they can handle the threat effectively and perform the recommended response. 

Response efficacy is the individual’s perception of how well they can perform a 

recommended response to encounter the threat. (Rogers, 1975). Response costs are 

related to the individual’s perception of extrinsic or intrinsic costs related to performing 

the recommended behaviour (e.g., effort, time, money). Self-efficacy and response 

efficacy positively impact an individual’s intentions to avoid harm, but response costs 

are negatively related to avoidance of harm (Herath & Rao, 2009).  
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PMT has been adapted from health research for use in information security research 

because it pairs threats and potent redresses known as threat response pairs. For 

example , regular changing of strong system passwords and data backups are 

recommended to mitigate threats and data losses (Crossler et al., 2017). While PMT 

successfully describes the acceptance of threat messages and danger control processes, 

the fear appeals (threat messages) in information security research is misaligned and 

often deliver inconsistent results because its origins are from health research (Menard et 

al., 2017).  

Self-efficacy and perceived behavioural control provide ways to understand the control-

related motivation (Wall et al., 2013). Furthermore, the locus of perceived causality is 

used to describe the aspect of self-determination an individual has regarding controlling 

their own intentions (Ryan & Connell, 1989). Most of these constructs have already 

been studied in cybersecurity research, including behavioural control, self-efficacy and 

the locus of control (Johnston & Warkentin, 2010; Pee et al., 2008; Warkentin & 

Willison, 2009). PMT has also been widely used in information security research, but is 

often criticised for its inconsistency of results (Menard et al., 2017).  

2.6.4.2 Historical data on protection motivation theory 

Numerous studies have been conducted using the PMT-based model to configure 

different computer security scenarios. PMT successfully explains why or why not users 

adopt secure computer practices (Yoon et al., 2012). Users do not observe their own 

susceptibility to threats, thus any attack could cause harm. They are more likely to 

accept the risks associated with those threats. When individuals notice a low-risk 

probability of a threat, or have a lower fear level, they will have a lesser urge to cope 

with the threats as they think they pose less vulnerability (Yoon et al., 2012). 

Boss et al. (2015) used the PMT model to conduct cross-sectional, longitudinal studies 

on a target population of business students split into two groups. Less information was 

given to one group regarding the incoming threats (low fear appeal), while a substantial 

amount of information was given to the other group. To test the fear appeal levels in 

both groups, low-key virus messages were given to the first group, whereas the other 

group was given high-level threat messages indicating the threat would cause serious 

damage to their systems and could wipe out their hard drives. The group given high 

threat warnings (i.e., more information) were more likely to adopt secure practices 
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(Boss et al., 2015). Similarly, coping appraisal constructs are more crucial with regard 

to greater password security than threat appraisal constructs (Zhang & McDowell, 

2009). 

Zhang and McDowell (2009) conducted research to test password security practices 

among students in three American universities. They found that students with higher 

coping appraisals were more inclined towards adopting better password management 

practices. Moreover, they found that perceived severity and susceptibility did not 

significantly impact user behaviours; however, response efficacy and response cost 

significantly predicted their password management intentions (Zhang & McDowell, 

2009). 

With regard to the self-efficacy construct, Herath et al. (2014) investigated how 

unwanted emails were tackled by undergraduate students. The users who had higher 

levels of self-efficacy, and had self-confidence in themselves and in their abilities to 

handle the threat on their own, were less likely to install any security software to filter 

unwanted emails because they were confident that they could handle the threat on their 

own. Earlier, Herath and Rao (2009) explored users without much confidence in their 

abilities, or with low self-efficacy, finding they were more likely to install security 

software in their systems.  

2.6.4.3 Protection motivation theory in cybersecurity 

PMT has been widely used in information security research; however, initially the 

theory was used in health research. The PMT framework is focused on understanding 

human behaviours and their relationship with system security (Chenoweth et al., 2009)) 

and McQuade (2006) argue that cognitive reactions and negative emotions impact on a 

user’s information security misuse. Research has also been conducted on analysing the 

influence of emotions and feelings about digital privacy (Al-Rafee & Cronan, 2006). 

Moreover, the misuse of technology and computing resources includes non-adherence 

to cyber policies, which often happens due to lack of user understanding of current 

cyber risks (Patterson et al., 2016).  

Threat appraisal and coping appraisal reflect a user’s perceptions and attitudes towards 

cybersecurity (Herath et al., 2014). As mentioned earlier, these two appraisals 

characterise cognitive mediated processes. PMT provides the link between user 

behaviour and concerns; organisational privacy concerns can be managed by online 
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disclosure and by addressing the privacy concerns of users (Banks et al., 2010). In 

addition, PMT has been applied in information security research and research on IT to 

analyse users’ online security behaviours (Hina et al., 2019; Menard et al., 2017; Meso 

et al., 2013).  

Moreover, Yoon et al. (2012) theorised the possible factors behind why users often fail 

to adopt safe cyber practices and found that they do not feel that they are vulnerable to 

cyber threats, thus they are enthusiastic about taking risks. That means that individuals 

who perceive less fear and less possibility of being attacked, are less motivated to 

counter the threats because they perceive they are not vulnerable.  

Zhang and McDowell (2009) conducted research on user password security practices 

and collected data from 182 college students from across American universities. They 

found that coping appraisal constructs are more significant compared to threat 

appraisals with regard to users having strong passwords. Further, they found that 

perceived severity and perceived vulnerability are not a significant predictor of 

protective behaviours, whereas response costs and self-efficacy are a significant 

predictor of security-related behavioural intentions.  

In addition, self-efficacy has an impact on users’ security behaviours. Herath et al. 

(2014) studied students’ protective behaviours and how to deal with unwanted emails. 

The students with high self-efficacy and self-confidence in their abilities to deal with 

spam emails did not install any email security software, while those with less efficacy 

perceptions were more likely to adopt email filtering software to increase their security. 

In another similar study, Boss et al. (2015) applied PMT to a study on graduate 

students. The research results indicate that response costs have a significant impact on 

user security intentions. Further, they state that PMT successfully predicts security 

intentions. However, the PMT studies are limited, and actual behaviours are still under 

observation.  

Consequently, the growing trend of bring your own device (BYOD) to work is 

increasing. However, this trend has raised concerns in terms of information security in 

many organisations as the employees use their own devices to access organisational 

information. Putri and Hovav (2014) studied employees’ intentions towards complying 

with organisation security policies in terms of BYOD; further, they used the integrated 

PMT model with other theories and found that individuals who perceive justice 
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positively had greater BYOD security compliance. While the focus of Putri and Hovav 

(2014) research was mainly on security awareness, they report that response costs and 

perceived self-efficacy also significantly impact security behaviours.  

However, perceived threat appraisal slightly enhances employee intentions to comply 

with security policies, and perceived costs associated with security compliance 

behaviour have a positive impact on an individual’s threat perceptions (Putri & Hovav, 

2014). Also, an awareness program related to BYOD security increases the employee’s 

response costs and response-efficacy.  

D'Arcy et al. (2014) investigated employees’ security and found that corporate sanctions 

have a significant impact on security intentions. They argue that the severity of 

sanctions have a significant negative impact on information security misuse; however, 

the certainty of sanctions does not have any impact on an employee’s security 

compliance intentions. Moreover, self-efficacy, skills, competency and knowledge also 

have a significant impact on an individual’s intentions to comply with organisational 

policies (Bulgurcu et al., 2010) 

PMT factors have been studied by Torten et al. (2018), with the theory applied to test IT 

professionals’ security behaviours. The data were collected from 400 IT practitioners 

and the researchers found that perceived severity, perceived vulnerability, response 

efficacy and response costs were significant and predicted the employees’ security 

behaviour. The study by Torten et al. (2018)reveals that around 61.2% of the 

employees’ desktop security behaviours were explained by PMT factors.  

Many smartphone users do not perceive any threats nor consider that their devices are 

vulnerable to cyberattacks, and as a result they are more vulnerable to threats (Yoon et 

al., 2012). However, Posey et al. (2015) found that users are motivated enough to 

protect their information assets and digital resources by taking appropriate security 

measures. Thus, users are not only dependent on security software like antivirus and 

antimalware, but they are also unsurprisingly careful and protective against any work-

related or personal threat.  

Moreover, Menard et al. (2017) used the integrated model of PMT with the self-

determination theory to analyse fear appeals and individual’s motivation to adopt secure 

behaviour. The primary focus was on the security behaviour of password manager 

installations. Threat messages were sent to individuals in an organisational setting, 
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where managers were keen to know whether the employees were interested and 

motivated enough to engage themselves in secure IT practices or not. Menard et al. 

(2017)report that self-efficacy has a significant positive impact on a user’s security 

behaviours. Moreover, response efficacy was found to be the strongest predictor of 

secure behaviours. Further, Menard et al. (2017) pointed out that employees in the 

organisation did not feel any personal attachment to the company’s data because they 

did not own it; however, they did feel some organisational ownership of the data from a 

psychological perspective.  

Menard et al. (2017) focused on employees working in organisational settings and their 

security perceptions and further argued that individuals engage themselves better in 

security practices in a workplace environment. Chenoweth et al. (2019), however, 

focused on employee behaviour regarding having antispyware software installed on 

their home computers and conducted a survey by collecting data from 369 employees 

from medium-sized financial firms. They found that the users were motivated to 

respond accurately to security compliance policies if they perceived higher levels of 

threat, which enhanced adaptive responses to cope with those threats. Employee training 

also had a significant impact on a user’s security behaviours. While training can 

increase an individual’s efficacy, trainers should also demonstrate and involve 

employees in practical exercises, for instance installing security software, such as PMS 

(Chenoweth et al., 2019). 

Johnston and Warkentin (2010) used fear appeals to analyse the threat of destructive 

spyware and the efficacy of end-users using antispyware programs easily. Boss et al. 

(2009) and Warkentin and Siponen (2015) emphasised both inconsistencies and 

misapplications of PMT in information security research. Johnston and Warkentin 

(2010) emphasise that the PMT model lacks personal relevance to the individual. 

Similarly, Boss et al. (2009) state that only a few studies have employed PMT 

experimentally and used fear appeal constructs; however, none has measured fear as a 

key element of the protection motivation model.  

Despite PMT being used in information security research, there have been inconsistent 

results. This inconsistency is possible because it is derived from health research 

(Crossler et al., 2013). The inconsistencies with the PMT model in information security 

research could be due to the vagueness of the model (Johnston & Warkentin, 2010). 
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These inconsistencies are due to the cognitive processes in the PMT model being related 

to one’s health care. If the threat perceived by an individual is directly related to them, it 

is considered as relevant; however, in information security settings the coping 

mechanisms and the threat are linked with the data or files saved in a computer, or the 

protection of important information belonging to the user. This can create a paradox 

whereby a user is extremely motivated to protect the data or information, but may not 

perceive the personal relevance of performing secure behaviours. Further, in 

organisational contexts the individual perceives very little psychological ownership, 

thus the individual’s threat relevance decreases (Barki et al., 2008; Menard et al., 2017). 

The factor that may particularly impact on an individual’s intention towards performing 

a protected behaviour is motivation itself. Motivation is a resulting factor of the PMT 

instinctive cognitive model. Consequently, PMT deals with motivation but does not 

actually measure it. The PMT model measures factors that impact motivation and 

trigger motivational responses (Floyd et al., 2000). Intention or behaviour is the 

outcome of motivation, and characteristically a dependent variable; however, it omits 

motivation itself altogether (Crossler & Bélanger, 2010a; Floyd et al., 2000; Gregor, 

2006; Menard et al., 2017).  

Therefore, the following hypotheses are proposed: 

H1:  Perceived threat severity will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

H2: Perceived threat susceptibility will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

Self-efficacy and response-efficacy originate from PMT and are two important 

components that deal with coping appraisal (Rogers, 1983; Witte, 1992). According to 

PMT, both self-efficacy and response efficacy positively impact the security behaviours 

of individuals (Hong & Furnell, 2021). Response-efficacy and self-efficacy are both 

significantly related to security behaviours (Workman et al., 2008). Rhee et al. (2009) 

investigated the role of self-efficacy, information security practice behaviours and 

motivation to strengthen security efforts, finding that self-efficacy has a significant 

positive relationship with the use of protective information technologies. Further, self-

efficacy positively influences security behaviours and an individual’s decisions about 

whether they should engage in any specific behaviour, and that behaviour also 
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influences the likelihood of a positive outcome (Ng et al., 2009; Van Eerde & Thierry, 

1996). 

Only individuals who have adequate knowledge and firm belief in their skills and 

abilities to successfully counter cyber threats will learn how they should respond to 

cyber threats by adopting security measures (Hong & Furnell, 2021).  

Therefore, the following hypotheses are proposed:   

H3: Perceived self-efficacy will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

H4: Perceived response-efficacy will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

Johnston and Warkentin (2010) used fear appeals to analyse spyware threats and the 

efficacy of end users to use the antispyware program easily. After analysing the threat, 

an individual conducts a perceptive assessment to diminish the threat, if an individual 

has enough self-confidence the effectiveness of dealing with the threat increases 

(Rogers, 1983). 

However, an increase in if the cost of the recommended response (e.g., expensive 

antiviruses, internet securities, time-related costs) will negatively impact on a user’s 

intentions to perform the secure behaviour (Crossler & Bélanger, 2014; Dang-Pham & 

Pittayachawan, 2015). 

Therefore, the following hypothesis is proposed: 

H5: Perceived response cost will have a negative relationship with behavioural 

intention to avoid harm from a cyber incident. 

In microbusinesses, the use of security software and internet utilities depends on a 

user’s own free will. Consequently, the current research deals with voluntary use (used 

willingly). Meanwhile, a user’s stated preferences for performing activities (such as 

behavioural intentions) are actually closely related to their behaviour, therefore this 

assumption is only applicable when behaviour is controlled by the individual’s will 

(Ajzen & Fishbein, 1980). Hence, it can be plausibly claimed that a microbusiness 

owner’s intention to use security software depends on their own free will and is 

independent of them making their choices. Moreover, prior research has found a 
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significant relationship between behavioural intentions and usage behaviour (Taylor & 

Todd, 1995; Venkatesh & Davis, 2000; Venkatesh et al., 2003).  

Therefore, the following hypothesis is proposed: 

H6: Behavioural intention to avoid harm will be positively related to computer 

security usage. 

A comprehensive literature table on fear appeals research and PMT can be seen in 

appendix 4 at the end of the thesis. 

2.6.5 Technology acceptance theories 

The usage and acceptance of new technologies have been largely investigated by 

applying several theories and frameworks, such as the theory of reasoned action (TRA) 

(Fishbein & Ajzen, 1977), the theory of planned behaviour (TPB) (Ajzen, 1991) and 

TAM (Davis, 1989). In this section, the TAM and related technology acceptance 

theories are discussed in detail.  

2.6.5.1 Theory of reasoned action 

The TRA by Fishbein and Ajzen (1977) has been widely used to predict user behaviour 

in different fields. The theory primarily explains an individual’s behaviour by defining 

the relationship between subjective norms, user intentions and attitudes (Ajzen & 

Fishbein, 1980; Fishbein & Ajzen, 1977). 

 

Figure 2.6: Theory of reasoned action  

Source: (Fishbein & Ajzen, 1977) 

Figure 2.6 shows the TRA base model, which is composed of three variables: attitude 

towards behaviour, subjective norms and behavioural intention. The theory explains that 

an individual’s behaviour intentions are the key predictor of their actual behaviour 
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(Fishbein & Ajzen, 1977). According to the theory, to understand the individual’s 

behavioural intentions it is vital to explain the attitude towards behaviour and subjective 

norms. The individual’s attitude towards behaviour is influenced by their prior beliefs, 

valuations, results and outcomes. If the individual perceives positive outcomes from 

performing a specific behaviour, then a more positive attitude individual has (Ajzen & 

Fishbein, 1980). In addition, subjective norms are positively related to the individual’s 

motivation. The theory explains that subjective norms and attitudes can determine 

behavioural intentions.  

Despite TRA explaining an individual’s intentions very well, it also has several 

limitations. The TRA assumes that the individual’s behaviours are under their volitional 

control (Ajzen, 1991). Nevertheless, when there are no constraints, such as time, cost or 

the ability to perform a behaviour, then the individual has control to perform a 

behaviour and vice versa (Samaradiwakara & Gunawardena, 2014). Moreover, the TRA 

is unable to predict a user’s behaviours in certain situations where they have a lower 

level of control (Davis, 1989). 

2.6.5.2 Theory of planned behaviour 

As mentioned earlier, the TRA has behavioural limitations when the user has low levels 

of volitional control. The TRA was extended by Ajzen (1991) to include another 

contributor to predicting behavioural intentions, perceived behavioural control. He 

renamed the TRA to TPB. Unlike TRA, the TPB depicts that the user does not always 

have control over whether to perform any explicit behaviour. The detailed model of 

TPB is explained in Figure 2.7. In TPB, perceived behavioural control explains the 

individual’s perceptions about adopting the recommended behaviour, that is, whether it 

is easy to perform or not (Ajzen, 1991). Therefore, even with a positive attitude, 

behavioural intentions will not be strong until the perceived behavioural control is not 

high.   
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Figure 2.7: Theory of planned behaviour  

Source: Ajzen (1991)  

The TPB has been criticised, with researchers finding that the TPB factors are not 

sufficient to predict the user’s behavioural intentions (Ajzen et al., 2018). Taylor and 

Todd (1995) also criticised the TPB, as perceived behavioural control on its own is 

insufficient to predict the behaviours. In response, Ajzen et al. (2018) report that the 

TPB can be integrated with other factors to explain the variations in the individual’s 

intention or behaviour.    

2.6.5.3 Technology acceptance model 

The TAM proposed by Davis (1989) appeared to be a suitable model for analysing user 

behaviours towards the acceptance of new technologies as well as safe computing 

practices. The TAM model was initially practised in the industrial and organisational 

sector, for instance, user acceptance of changing technology within the organisation, 

and the TAM model has appeared as vital in different situations and settings (Schepers 

& Wetzels, 2007; Weng et al., 2017).  

The TRA has been used in many behavioural studies to explain a user’s intentions 

towards specific tasks (Karahanna et al., 2006). In the context of information security 

research, this construct has been used further to explore an individual’s behavioural 

intentions to adopt different information technologies (Assadi & Hassanein, 2010; 

Shropshire et al., 2015).  

The TAM was originally based on the TRA, but with no subjective norms it was 

designed to address computer technology acceptance (Davis, 1989). Davis (1989)argues 

that individuals do not have enough information about subjective norms at the 

technology acceptance stage, so they can be removed. Figure 2.8 represents the TAM, 

which proposes that when a new technology is introduced to someone, their decision to 
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adopt or use that technology is influenced by several factors. There have been several 

extensions to acceptance theories, such as TAM2 (Venkatesh & Davis, 2000) and the 

unified theory of acceptance and use of technology (Venkatesh et al., 2003). 

 

Figure 2.8: Technology acceptance model.  

Source: (Davis, 1989) 

2.6.5.4 Technology acceptance model constructs 

TAM consists of five variables, PEU, PU, attitude towards behaviour, actual system use 

and behavioural intention. As explained in Figure 2.8, the TAM depicts that actual 

system use is directly related to behavioural intentions, and further it is affected by PU, 

PEU and attitude towards behaviour. The two main variables used in TAM to study 

individual attitudes and beliefs towards computer technology acceptance are PEU and 

PU (Horton et al., 2001). 

In the final model, attitude towards behaviour was eliminated because of the low 

mediation impact on the relationship between PU and behavioural intention, and 

because the direct relationship between PU on behavioural intention was strong (Davis, 

1989). The final model of TAM is shown in Figure 2.9. 
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Figure 2.9: Technology acceptance model framework  

Source: (Davis, 1989) 

The TAM constructs are defined as follows: 

• perceived ease of use means an individual believes in their abilities to use a 

particular system without putting in much effort  

• Perceived usefulness means an individual believes that the technological system 

would enhance their performance on the job; it is useful for what they want to do  

• behavioural intention is the individual’s plan or aims to act or behave in a certain 

way, with no guarantee they will do so (Fishbein & Ajzen, 1977). 

2.6.6 Technological context 

The word technology refers to end-user computing technologies under examination in 

this study, such as system applications, IT innovations and other communication 

technologies. The main objective of any IT research is to evaluate the importance of 

technology to an organisation and also to understand its determinants. The technological 

determinants include usability, ease of use, interface and quality, and for online 

technologies, web-page features, design and response time. Moreover, for security 

technologies, factors such as software design, malicious activity detection rate and 

response times have been tested in empirical studies (Wang, 2010). This research 

investigated the usability and adoption factors of PMS and their impact on usage 

behaviour.   

2.6.7 Behavioural intentions 

TAM asserts that behavioural intentions are a significant factor for predicting a user’s 

behaviour towards any technology or system. Several researchers have demonstrated 
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that the behavioural intentions of users have a significant relationship with their usage 

behaviour (Ajzen, 1991; Venkatesh & Davis, 2000). In addition, the relationship 

between behavioural intentions and usage behaviour has been found to be significant in 

the TPB, decomposed TPB and TAM models (Davis & Venkatesh, 1996; Lam, 2006; 

Wallace & Sheetz, 2014). User behaviour is highly influenced by the user’s behavioural 

intentions. Therefore, behavioural intentions play a vital role in predicting usage 

behaviour. However, it is important to understand that the intentions are more predictive 

when an individual already has some sort of prior experience with the technology 

(Taylor & Todd, 1995).   

2.6.8 Usage behaviour 

As discussed previously, the use of security software and internet utilities in 

microbusinesses usually depends on a user’s own free will. Therefore, the current 

research deals with voluntary use (used willingly). As a user’s stated preferences for 

performing activities (such as behavioural intentions) are closely related to their 

behaviour, this assumption is only applicable when behaviour is controlled by the 

individual’s will (Ajzen & Fishbein, 1980). Hence, it can be plausibly claimed that the 

microbusiness owner’s intentions to use security software depend on their own free will, 

and they are independent in making their choices. Moreover, prior research has found a 

significant relationship between behavioural intentions and usage behaviour (Taylor & 

Todd, 1995; Venkatesh & Davis, 2000; Venkatesh et al., 2003).  

2.6.9 Password manager software 

PMS is a computer application that allows users to store, manage and generate complex 

passwords for online services and applications. The PMS helps in retrieving and 

generating passwords and stores the saved passwords in an encrypted database (Seiler-

Hwang et al., 2019).  

Passwords are the most commonly known form of authentication on the internet these 

days, despite their well-known security and usability issues (Ives et al., 2004; Ur et al., 

2015). Moreover, the increase in the use of online technologies by businesses to 

perform tasks also increases the frequency of dealing with several password 

authentications in the business environment, which raises some serious usability issues. 

Several studies have raised concerns over the use of traditional PMS; some users find it 
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inconvenient and others have trust concerns (Chaudhary et al., 2019). This lack of 

convenience leads the user to choose weak passwords on their systems, which results in 

lowering overall computer security (Melicher et al., 2016).  

PMS is a secure and suitable tool to improve password security and usability. PMS 

works as a digital wallet that stores all the digital information, such as credentials and 

strong password creations, and assists users during the login process. PMS works in a 

way that the user only needs to remember the master password, which provides 

protection of the user’s whole wallet. Further, PMS has been strongly recommended by 

cyber researchers and practitioners, who are proven to enhance password security and in 

generating strong passwords (Ion et al., 2015). Alkaldi and Renaud (2016b) and Stobert 

and Biddle (2018) found the adoption rate of PMS among users was 17.6% in 2016 and 

16.7% in 2018, respectively, which is still quite low. Usability has been a major 

concern, and is considered the main cause of the deficiency in adoption (Alkaldi & 

Renaud, 2016b). Moreover, there has been little research undertaken that focuses on the 

usability factors of PMS and its adoption by microbusinesses.  

Prior research on PMS has mostly focused on the software as an authentication tool, not 

on the factors that influence the use of PMS. While scholars have proposed an 

application to make internet browser password managers safe (Zhao & Yue, 2014), and 

the use of two-factor authentication as an answer to develop secure PMS (McCarney et 

al., 2012), others have investigated errors in PMS and offered guidance in improving 

the software (Li et al., 2014).   

2.6.10 Technology acceptance model in cybersecurity 

The TAM model has been widely used by researchers in terms of acceptance of 

technologies and in information security in combination with other theories such as 

TPB and PMT. It is the most cited model in the field of technology acceptance, and 

consists of two independent constructs: PEU and PU (Davis, 1989).  

TAM replication, expansion and modification prove that TAM has a central position in 

cybersecurity and technology adoption research (Jamil et al., 2021; Sagheer et al., 

2022). Password managers are often considered an essential tool for generating and 

storing strong passwords. However, the users have low acceptability of the password 

managers due to the complexity of the software. Despite the importance of having 
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password managers as a vital tool to save passwords in an encrypted format, there is 

limited research available about the usage of password managers, which has created a 

clear gap and needs to be investigated. 

 Alshahrani and Alghamdi (2022) have used the TAM model to investigate the factors 

that encourage individuals to use password managers and found that PEU, PU, and user 

readiness are among the influencing factors that motivate users toward installing 

password managers into their systems.  Likewise, Jamil et al. (2021) have used the 

TAM model and self-efficacy to determine individual factors of the adoptability of 

password managers. They ran the mediation analysis and found that self-efficacy and 

perceived usefulness positively impact the user's actual usage of password managers. 

They further found that users having higher efficacy and computer knowledge are more 

likely to install password managers. 

PEU is the individual’s belief that the use of systems or software would be effortless, 

while PU is the user’s perception that the specific system or technology would improve 

their job performance (Wallace & Sheetz, 2014). Lu et al. (2005) used the TAM to 

identify the effect of perceived risk on an individual’s intentions to use online 

applications and found that PU significantly impacts user intention to use antivirus 

software. Chen et al. (2009) investigated student intentions in a university faculty to use 

genuine antivirus software. Using TAM, they found that PEU and PU both significantly 

impact a user’s intentions to use genuine antivirus software.  

Also, Chiasson et al. (2006) compared two password managers using the usability 

constructs. They found that the users were unable to use the software plugin and 

therefore found it difficult to use. Moreover, users also showed some trust deficits in 

phone and USB password managers. Even with better usability features, users have 

rejected online passwords and showed concern about having to put their trust in 

password managers (Karole et al., 2010).  

In addition, the TAM model was originally developed to explore spreadsheet software 

adoption and then applied in other domains (Benbasat & Wang, 2005; Hirschheim, 

2007; Karahanna et al., 2006). The TAM model has been used in past research, such as 

by Piccolotto and Maller (2014a), who utilised it to determine user acceptance of 

biometric devices. They found that users experience these devices as useful and easy to 
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use. In contrast, it was found that password protection provides greater PEU but lower 

PU because complex passwords can easily be forgotten.  

Therefore the following hypotheses are proposed: 

H7: Perceived usefulness of PMS will be positively related to computer security 

usage. 

H8: Perceived ease of use of PMS will be positively related to computer security 

usage. 

2.7 Prior experience 

Voluntarily usage of any specific technology (system) is one of the main assumptions in 

TAM (Davis, 1989). Venkatesh and Davis (2000) demonstrated that a user’s prior 

experience is an important predictor of their intentions with regard to the use of 

technology. They also checked the moderating impact of a user’s prior experience on 

the relationship between social norms and behavioural intentions and found prior 

experience had a significant moderating effect. Lucas Jr and Spitler (1999) found 

similar results.  

In comparison with other theories, such as TPB and decomposed TPB, experience has 

not explicitly been part of theories. Experience has been merged in TPB via follow-on 

research (Morris & Venkatesh, 2000). Empirical findings from prior research have 

proved that experience is significantly related to the individual’s behavioural intentions 

(Venkatesh et al., 2003). Karahanna et al. (1999) demonstrated the same results while 

exploring IT adoption with regard to prior experience in the context of TRA. 

Researchers have found experience to be an important factor in behaviour (Ajzen & 

Fishbein, 2005; Fishbein & Ajzen, 1977). In addition, experience may cause a low-

probability event, making sure it is taken into account in the formation of intent (Ajzen 

& Fishbein, 1980). This means that IT usage is impeccably modified for experienced 

users. So, it is vital to understand the effect of prior experience to better understand 

inexperienced users (Taylor & Todd, 1995). Moreover, there might be differences 

between the actual usage of technology among inexperienced and experienced users. 

Experience results in higher behavioural intentions towards the usage of technology 

(Ajzen & Fishbein, 1980). Taylor and Todd (1995) found that users with no prior 
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experience have difficulty in adopting new technologies. The factors impacting the 

usage of the technology may differ from user to user, depending on their experience. 

Experienced users show higher intentions or behaviours towards using specific systems 

or technology, which may be because they have gained increased knowledge from past 

experience (Fishbein & Ajzen, 1977). 

A user’s past experience has visibly been theorised in TAM2, such that the experience 

significantly relates to and influences the user’s behavioural intentions (Venkatesh & 

Davis, 2000). Davis et al. (1989) empirically tested the role of experience while 

conducting a cross-sectional analysis and found it significantly affects the user’s 

intentions towards the adoption of the technology.  

2.7.1 Cybersecurity experience 

A user’s cyberpsychology, as well as past cyber experience, impacts the individual’s 

computer security usage behaviour (Grobler et al., 2021). Experienced users are well 

aware of the possibility of cyber-attacks and believe that security threats would not only 

harm them individually but could also destroy society, so they are more likely to have 

better computer security mechanisms (Camp et al., 2019). Moreover, experienced users 

have more information and knowledge about cyber risks and the negative consequences 

of cyber attacks, which helps to form higher intentions toward computer security (van 

Schaik et al., 2017). Moreover, Renaud and Flowerday (2017) studied human-computer 

interaction and stated that the user’s past experiences are the prime factor in technology 

adoption and usage. 

Carroll (2013) also focused on the importance of user experience and describes it as a 

vital factor in technology acceptance. Botha et al. (2009) undertook competitive studies 

about user experiences of mobiles and desktops and found that user experience can 

cause hurdles when different technologies are used, and users can encounter problems 

while performing the same core tasks, such as installing an antivirus or PMS.   

A user’s prior virus experiences and adverse events are powerful indicators for the 

adoption of safe cybersecurity practices (Lee et al., 2008). For instance, once any user 

becomes infected by any computer virus or malware attack after experiencing a cyber 

attack, they should be more willing to adopt safe cybersecurity practices.  

Therefore, the following hypothesis is proposed: 
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H9: Users’ prior cyber experiences will positively impact computer security usage.  

2.8  Chapter summary 

This chapter provided insights into the present and past research and the findings related 

to the research topic. Further, the chapter included a review of the literature on the 

research model (theoretical framework) based on the prominent relevant theories and 

models (PMT and TAM) and a user’s prior experience. The chapter also demonstrated 

findings from past research, which presented robust evidence towards the development 

of the theoretical framework for the current study. The development of the research 

model is based on an understanding of:  

1. how users perceive cyber risks and deal with fear appeals 

2. the motivational factors that can motivate microbusiness owners towards safe 

cyber practices  

3. how the core factors are related to computer security usage  

4. how prior experience in cyber security has an impact on computer security usage 

5. how behavioural intentions influence computer security usage behaviour.  

The literature review, therefore, provided an understanding of how user perceptions of 

security threats influence security compliance behaviour and further explained whether 

these perceptions could be altered in order to improve security compliance.  

The chapter also looked at competing theories, such as TPB, TRA, health belief model, 

FAM, PMT, TTAT and TAM, which have been used to explain an individual’s 

protective behaviours and acceptance of PMS. The key components of these theories 

were described and highlighted in explaining cybersecurity behaviour in 

microbusinesses. In particular, PMT is based on fear appeals in information security. 

This chapter revealed a lack of experimental research in the application of PMT and 

TAM in cybersecurity in the context of microbusinesses. The literature review also 

demonstrated that, according to PMT, coping and threat appraisal plays a vital role in 

cybersecurity behaviours.  

Moreover, the chapter also provided a brief overview of the password security literature 

and the challenges associated with weak passwords. The review drew attention to 

password security compliance and the adoption of PMS. The TAM was discussed in 

detail to determine the adoption and usability of traditional PMS. The chapter also 
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included the research hypotheses, which are based on the findings of prior research 

findings.  

Chapter 3 presents the research methodology for this study. 
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3 METHODOLOGY 

3.1 Introduction 

This chapter discusses the methodology used to construct this study. It starts by 

presenting the research process, research paradigms, and design applied to this project. 

In addition, the sampling process, data collection procedure and analysis methodology 

are explained. At the end of the chapter, the study's ethical considerations, reliability, 

and validity are described.  

The previous chapters thoroughly discussed the research background and presented the 

problem statement, research objectives and literature review to support the research 

topic. This chapter discusses how the research objectives were achieved, which requires 

the identification of the problem and how the research questions were answered by 

utilising different techniques and methods. This study used various methods and 

techniques, including establishing the research paradigm, research approach and data 

collection methods; finding an appropriate target population of sufficient size; and 

selecting statistical tools and interpretation techniques to test the proposed hypotheses.  

Figure 3.1 illustrates the structure of the chapter.  
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Figure 3.1: Chapter roadmap 

3.2 Research purpose and design 

This research is intimately associated with the theory. Therefore, there are many 

ambiguities and delusions echoed in the interpretation of the purpose and meaning of 

the research. For instance, some people describe research as being as simple as going to 

the library to review some literature and extract some conclusions from it. In the 

literature, the term research is used in a more rigorous scientific manner. Research is an 

empirical, systematic investigative examination of theory to gain a general 

understanding of any phenomenon. According to Kerlinger (1986), scientific research is 

defined as a:  

systematic, controlled, empirical and critical investigation of hypothetical 

propositions about the presumed relations among natural phenomena. 

The research purpose can be generalised as applied or fundamental. Applied research is 

related to finding the solution to the current problem with appropriate solutions and 

practical implications, whereas fundamental, or pure, research utilises a basic 
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knowledge structure to understand in what ways the problem can be solved (Sekaran & 

Bougie, 2016).  

There has been limited research on the topic of cyber risk perceptions in 

microbusinesses in Australia. This study will fill the knowledge gap by testing theories 

from the behavioural sciences and providing results and recommendations.  

Additionally, this research incorporated the research fundamentals suggested by 

Creswell and Creswell (2017). First, the research approach is discussed before detailing 

research philosophies and assumptions, research design and the right methodologies for 

this study as highlighted in Figure 3.2 and further explained below.  

 

Figure 3.2: Research methodology 

3.3 Research approach  

Applying qualitative, mixed methods, or quantitative research approaches depends on 

the intended research strategies, philosophical assumptions, and the researcher’s 

interests. A qualitative research approach is often based on the observations of the 

participants, which results in a narrative, open-ended questions, a case study, and 

exploring or understanding groups of people associated with any problem. Quantitative 

research, on the other hand, deals with numerical data that can then be remodified into 

numbers. Quantitative research is pre-eminent in the social sciences due to data 

availability. More importantly, with current advancements in technologies and social 

innovations, it offers exciting new research possibilities (Williamson et al., 2018).      
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This study used a quantitative research design approach to analyse the relationships 

between the variables. The non-experimental/survey-based research design was chosen 

because: 

• it enabled testing of the PMT and TAM to understand user behaviours towards the 

use of safe cybersecurity practices 

• it was efficient and economical to collect representative population samples, which 

reduced the chances of research bias  

• it was more appropriate for testing the theories and delivering ultimate support to 

examine the hypotheses 

•  it was more scientific and provided a detailed and thorough picture of 

microbusiness owners’ cyber risk perceptions (Yilmaz, 2013). 

The main features of the quantitative research approach applied in this study are: 

• the data were collected using a semi-structured instrument 

• the researcher used a previously validated, reliable research instrument  

• the data were collected through an online survey in order to obtain the research 

objectives and to test the research hypotheses  

• the research design was robust and coherent  

• the data were obtained using the online survey tool, Qualtrics, and the respondents 

were recruited through an online panel provider. 

The primary focus of this research was to examine microbusiness owners’ cyber risk 

perceptions and test the adoption and usability of security software.  

3.4 Theoretical assumptions 

The significance of meaningful and articulated theoretical assumptions is vital in 

research methods. It aids the shaping of the presentation of the problem and provides 

guidance for seeking answers to research questions. According to Denzin and Lincoln 

(2011), the research paradigm is based on epistemological, methodological and 

ontological grounds. Bates (2009) introduced the idea of metatheory, which defines the 

research paradigm as “metatheory can be seen as the philosophy behind the theory, the 

fundamental set of ideas about how phenomena of interest in a particular field should be 

thought about and researched”. The research paradigms repeatedly used by researchers 
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are positivism, interpretivism, post-positivism and critical theory. Interpretivism deals 

with the individual’s perceptions from their subjective experiences, including interviews 

with and observations of people. The critical theory consists of a complicated range of 

approaches such as postmodernism and critical feminism. The interpretivist and 

positivist research traditions have been considered as being different since the mid-

nineteenth century (Hammersley, 1992). 

Table 3.1:  Philosophical assumptions with implications 

Assumption Question  Characteristic 
Implications for 

Practice 

Ontological 1. What is the nature of 

reality? 

Every eye perceives its 

own reality.  

The researcher reports 

different theories to 

meet the research 

objectives. 

Epistemological 1. What counts as 

knowledge? 

2. How are knowledge 

claims justified?  

3. What is the 

relationship between the 

researcher and that 

being researched? 

This was an online survey; 

the researcher has no 

connection with the 

participants and does not 

collect any personal 

information. 

The researcher relies on 

the study questionnaire, 

and the data were 

collected using a 5-point 

Likert scale. The 

emphasis is on the 

knowledge derived from 

personal experiences. 

Axiological 1. What is the role of 

values? 

Value-free research: the 

researcher is detached, 

neutral and independent of 

what is researched.  

The researcher maintains 

an objective stance. 

Methodological 1. What is the research 

process and the 

language of research? 

The researcher uses a 

deductive approach.  

The researcher builds 

the hypotheses after 

reading the literature on 

the basis of theory. 

In the scientific research process, there are two common types of reasoning methods; 

deductive and inductive reasoning. Before explaining the reasons behind choosing the 

positivist research approach over interpretivism, it is crucial to explore deductive and 

inductive reasoning.  

3.4.1 Deductive reasoning 

The deductive approach begins with the theory, and the hypotheses are developed from 

the theory. Deductive reasoning is associated with the hypothesis testing research 

approach. After setting up hypotheses on the basis of the theory, data collection is 
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conducted, followed by analysis. In the deductive reasoning research approach, the 

discussions move from principles to specific instances. To illustrate:  

1. People who exercise four times a week are less likely to get heart disease than 

people who do not do any activity. 

2. Josh exercises daily. 

3. Therefore, Josh is less likely to get heart disease than someone who does not do any 

exercise. 

In the above example, the first two statements are the premises that contain the general 

and precise statement. The third statement is the conclusion. Positivist researchers often 

infer hypotheses from past literature for testing in their research. In summary, in a 

deductive approach, the researcher reads about the existing theories and studies what 

others have done in relation to any phenomenon they are exploring and then tests the 

hypotheses that emerge from those theories.   

3.4.2 Inductive reasoning 

Inductive reasoning includes illustrations and results with more general statements, for 

instance, Josh, Kevin and Mark. They exercise daily and are very much less prone to get 

heart disease. In addition, if there are many other identical cases, then the results can be 

explained thus: People who exercise daily are less likely to get heart disease. Inductive 

reasoning begins with sets of empirical observations, outlines the patterns among the 

observations and then theorises about those patterns.   

The inductive reasoning approach is linked with a group of hypotheses and complex 

theories, as occurs in grounded theory. In the inductive research approach, initially, the 

fieldwork and observations are completed, and the hypotheses or theory is developed 

next. Therefore, if the data shows that people who exercise daily are less likely to get 

any heart disease as compared to those who do not do any physical activity, it could be 

hypothesised that people who do exercise daily are less likely to get any heart disease as 

compared to the people who do not do any exercise. If variations were found according 

to a series of factors, a theory could be generated for better understanding and as a 

source for future research. 
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3.5 Positivism 

The great philosopher and a founding father of sociology, Auguste Comte, was the first 

person to use the term positivism in 1830 (Williamson, 2018). The Vienna Circle was 

the first group that utilised logical positivism in the 1930s, applying the method to the 

social sciences (Cecez-Kecmanovic, 2011). In the same way as scientific researchers, 

positivist researchers explore cause-and-effect relationships and contemplate that 

knowledge can only be constructed on what can be experienced (empiricism) and 

observed.  

The positivist research method integrates deductive logic with explicit empirical 

observations of people’s behaviour to perceive and establish the likelihood of the causal 

laws used to predict human activities. The main objective of positivist researchers is to 

validate their hypotheses. Further, the hypotheses are considered accurate and can only 

be rejected if they are proven false. 

Positivist research uses is an experimental approach that emphases cause and effect, and 

primarily this current study was carried out using this scientific method. In positivism 

research, the sample needs to be randomly selected so that all respondents carry an 

equal chance of being selected (Straub et al., 2004). Figure 3.3 illustrates the positivist 

research process. 
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Figure 3.3: Positivist research process 

3.6 Research design  

Choosing the right research design is a crucial part of every research study. Several 

research designs, including descriptive, correlational, causal-comparative, quasi-

experimental and experimental research were studied for their appropriateness before 

choosing the right one for this study. There is consensus on each of these four main 

research design types about the characteristics that distinguish them from each other. 

Additionally, in order to test the hypotheses and answer the research questions for the 

researcher, it is generally essential to build or create in specific design in a study 

(Dulock, 1993). 

Existing knowledge influences the research design of any field being researched. 

Several definitions of descriptive research can be found in the literature. The descriptive 

research design can be defined as “to explain scientifically and precisely the 

characteristics also the facts of a given population or area of interest” (Bell, 1982). 

Further, it is defined as only “to represent the characteristics of individuals, groups or 
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situations and the frequency with which certain events happen” and “to identify the 

associations among the variables” and “to respond to the questions built on the current 

events of the present” (Dempsey & Dempsey, 1992). 

The above definitions provide a more comprehensive picture and explication of the 

descriptive research purpose. The exact and scientific description of the population of 

the area of interest is the backbone of any research design. Those interest areas might be 

any event, characteristic (attitudes and behaviours or voting preference), or phenomena 

(psychological, cultural or physiological). The variable of interest might be a single or a 

group of different variables (such as capturing the reasons for teens having different 

HIV viruses), or the research interests could be finding the possible association among 

two or more variables (such as the impact of green products on the environment) 

(Dulock, 1993). 

This research used the web-based online survey instrument design using Qualtrics, and 

the questionnaires were distributed via a paid service by the panel provider. The online 

survey was used to gain a better understanding of the cybersecurity practices adopted by 

microbusinesses. This survey design allows data to be collected from multiple 

participants from across Australia in an efficient manner.  

3.6.1 Characteristics of descriptive research 

The descriptive research design characteristics include, but are not limited to, the 

following: 

• determining if there is any relationship between two or more variables where the 

cause-and-effect (causal) relationship is not a primary intention 

• observing, describing or recording the current state of phenomena in a realistic 

environment while also taking account of data collected in the past (for example, 

data from medical record reviews)  

• developing a good description of the database, which can generate hypotheses and 

be tested in future studies 

• selecting subjects on the basis that they possess the information or characteristics 

that are the focus of the research (such as feelings, values, attitudes or health status) 

(Dulock, 1993). 
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3.6.2 Common types of descriptive studies 

There are several types of descriptive studies. 

First, in the descriptive research design, information is collected from the target 

population to explain the practices, commonalities or variances in the behaviour being 

examined. The advantage of using a survey to collect the information is that data on 

limited variables can be obtained from many topics and can be used for many different 

topics and populations.  

Second, research can have a descriptive correlational design, which simply defines the 

association or relationship between one variable and another variable.  

Third, the study design for descriptive longitudinal studies uses repetitive data 

collection points (repeated measures) to record and define stability, changes or trends 

over time. The benefit of this design is that it has multiple observations or data points 

and only one observation at a time point. The disadvantage is the dropout rate or loss of 

subjects. 

Finally, the case study approach is suitable for studying phenomena or life events of one 

or more topics over time. 

3.6.3 Research methods for descriptive research design 

In order to design the research process and select the proper analysis technique, this 

research took direction from (Menard et al., 2017; Rogers, 1983; Sproull, 2002). This 

approach facilitated the identification of the factors affecting cybersecurity practices. 

Depending on the research design used (quantitative or qualitative), the data are 

propagated from descriptive research (Mateo & Kirchhoff, 1991).  

The numerical data generated by applying a descriptive research approach need to be 

systematised and presented via one or more descriptive methods:  

• to explain the variables used in the study 

• to explain the relationships between the variables  

• to define distributions.  

In this study, statistical tools like mean, median and mode were used to describe the 

measures of central tendency and to determine the measures of variation range; standard 
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deviation was also used. In addition, correlation analysis was used to determine the 

relationships between the variables, as well as using frequency tables, percentage 

distributions, and graphs or pie charts to describe distributions in table form or 

graphically. Reliability and validity were checked by testing Cronbach’s alpha. Finally, 

SEM was applied to test the relationships between the variables.  

3.6.4 Research questions, variables and constructs 

At the beginning of a study, the research questions and the contract descriptions are 

vital for any research project. Research questions help the researcher to stay focused 

and gather data systematically. Specified constructs provide the researcher with 

assistance in shaping the preliminary research design. This method is helpful for the 

researcher to obtain empirical justifications for emergent theory (Eisenhardt, 1989). 

The research questions for this research study were explained in Chapter 1, and the 

scope was described in Chapter 2. In addition, the conceptual framework, which is vital 

to the research project, was also defined in Chapter 2, based on a combined model of 

PMT and the user acceptance theories. The research framework describes the research 

components and constructs that were adopted from prior studies to help in data 

collection and analysis (see the questionnaire in Appendix 3)  

3.6.5 Instrument design 

The measurement scales and indicators used in this study have been validated in prior 

research on secure behaviours. The self-efficacy, threat susceptibility and response 

efficacy scales come from Johnston et al. (2015), and the response cost scale was 

adapted from Ifinedo (2012). Safe cybersecurity practices were taken from Claar and 

Johnson (2012). The measurement scale for PU and PEU was taken Davis (1989), while 

the past experience scale was adapted from a study by Safa et al. (2015). Behavioural 

intention to avoid harm was taken from studies by Gochman (1997); Rogers (1983); 

Tunner Jr et al. (1989). The adverse event scale came from a study by Lee et al. (2008). 

Finally, the attribution scale was adapted from Markland and Hardy (1997). 

The data were collected using a 5-point Likert scale as it was determined as being more 

convenient and accessible for the respondents to record the responses. The Likert scale 

is a primary scale used among researchers for measuring opinions, attitudes and 

preferences (Leung, 2011). The Likert scales are often used by researchers and consist 
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of scales using 4, 5, 6 or 7 points or categories. The most common Likert scales used in 

the social sciences are the 7-point and 5-point Likert scales. Although the Likert scales 

are quite popular, several problems need to be pointed out in terms of their reliability 

and validity. For instance, Wyatt and Meyers (1987) investigated four differently 

characterised 5-point Likert scales and concluded that there might be a change in 

variability but not reliability. Nevertheless, there is no consensus among researchers in 

choosing the number of scale points.  

The study questionnaire consisted of 57 statements requiring respondents to answer on a 

5-point Likert scale in the ordinal format: 1 = Strongly Disagree, 2 = Disagree, 3 = 

Neutral, 4 = Agree, 5 = Strongly Agree. The study questionnaire is copied in Appendix 

3. 

3.7 Target population and sample 

It is important to have the right population and sample size to achieve the required 

results and to ensure the data points are gathered sufficiently to answer the research 

questions and accurately test the research hypotheses. This section outlines details about 

the population understudy, as well as the demographic profile of the sample and the 

sample size. 

3.7.1 Population 

The target population for this research was Australian microbusiness owners who do not 

employ more than two workers. The results of this study will interest cybersecurity 

practitioners and professionals, as well as those who make cybersecurity decisions in 

business organisations. This research was conducted to lessen the gap between what 

needs to be done and what is currently being done in terms of information security, and 

how we can determine the factors affecting cybersecurity practices.  

Many owners of microbusinesses use the same IT as they would in the home but for 

more sophisticated commercial reasons, and with cyber risks for the business being 

high, riskier transactions. Users are generally concerned about their privacy and 

security. Moreover, an understanding of how microbusiness owners understand and 

assess cyber risk will be particularly useful for better codes of practices and social 

marketing campaigns aimed at making Australian businesses more resilient to cyber 
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attacks. In addition, it is essential for microbusinesses to adopt safe cybersecurity 

practices and always seek improvements for improved cybersecurity compliance. 

3.7.2 Sample 

The sample frame for the current study was Australian microbusiness owners who do 

not employ more than two workers in their business. The demographic of the selected 

sample is as follows: 

• both male and female individuals, with participants able to select ‘other’ if they do 

not want to disclose their birth gender  

• aged 18 and over 

• do not employ more than two people in their business 

• are not currently studying at Charles Sturt University. 

3.7.3 Sample size 

GPower3 statistical software was used to determine the minimum sample size required 

for this survey. The minimum sample size was based on an F-test, a fixed effects model, 

multiple linear regression and the coefficient of determination deviation from point zero. 

In order to measure the minimum sample size for this survey, the type1 error was 0.05, 

power 0.95, and a medium f2 effect size of 0.3. Using the Gpower3 parameters 

suggested the minimum sample size for this survey should be 65, which was achieved. 

After determining the minimum sample required for this survey, a sample size of 500 

microbusiness owners was taken. After excluding the outliers from the data, 420 

questionnaires were found valid. The sample achieved in this research project is reliable 

and represents the population with credibility and reliability. 

3.8 Procedure 

The data were collected online through panel provider Dynata Australia. The company 

was selected due to its good reputation and high reach. In conjunction with the web-

based survey, Qualtrics was used for the development of a web-based questionnaire 

(Qualtrics, 2013). Further, the online panel provider, Dynata, was paid to collect the 

survey sample data and recruit the participants from their available panels. Dynata is the 

world’s largest third-party panel data provider.  
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The data were collected from urban and regional areas across Australia. The responses 

from the individuals were in a coded format so the data and the individuals were non-

identifiable in the dataset. Participation of the individuals in this project was voluntary. 

The information shared with the participants was accurate and clear. Before beginning 

the survey, the consent form (see Appendix 2) and the project information form (see 

Appendix 1) were shared with each participant, providing them with a brief overview of 

the research project. As this was an online survey, it was possible for respondents to 

withdraw at any time during the survey, and any incomplete questionnaires would not 

be included in the results.  

The participants were first identified with respect to the inclusion criteria to complete 

the survey. There were filter questions at the start of the survey. Once participants met 

the matching criteria, the survey started. The participant information and consent form 

were presented to the participants first. Once they consented, the survey was launched. 

The questions relating to demographics were placed at the end of where their responses 

were recorded.  The filter questions are stated below 

• Are you 18 years or older? 

o Yes 

o No (survey will end if this is selected) 

• Do you own a business? 

o Yes 

o No (survey will end if this is selected) 

• Number of employees/workers you have 

o Myself only 

o Two or less than two (excluding myself) 

o Three or more (survey will end if this is selected) 

• Are you a Charles Sturt University student? 

o Yes (the survey will end if this is selected) 

o No 
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3.9 Analysis 

During the analysis process, the responses to the questionnaire items were collected via 

Qualtrics and then processed into the computer. The online survey approach was 

adopted to reduce errors by eliminating the intermediary steps (Zikmund, 2000).  

The survey data for this research was collected online, and the whole data collection 

process took four-week time. The data were processed using SPSS 26.0 for Windows 

for the preliminary analysis. SEM was used for the hypothesis and validity testing using 

AMOS for windows. The data were then prepared for analysis, and the data quality was 

checked during this phase. The data were screened, and the outliers were removed for 

reliability purposes. The incomplete questionnaires were not included in the survey for 

examination, and there were no missing values in the data due to the Qualtrics “no skip 

logic” used where participants do not have the option to skip or bypass any survey 

question once it started.  

Furthermore, suitable data analysis techniques were selected according to the study 

purpose, and several steps were considered to ensure the validity and reliability of the 

data. The following section will summarise the data analysis process used in this study, 

starting from the descriptive analysis, reliability and validity analysis, then the EFA and 

CFA analysis to further check the reliability and validity of the constructs, and lastly, 

the SEM is explained. Chapter 4 presents a detailed analysis and research results.  

3.9.1 Initial data analysis  

Firstly, the descriptive statistics were analysed to see the population sample' frequency, 

mean, percentage, variance and standard deviation. The descriptive statistic explains the 

data description and provides a brief picture of the dataset used in the study (Hair et al., 

2010). 

3.9.2 Reliability 

Reliability tests are used to check the measurement error in construct, and it can be 

checked in several ways, such as testing the alpha model (Cronbach), split-half model, 

Guttman model, parallel and strict parallel model (Becker, 2000; Brown, 2002). In this 

study, the Cronbach alpha model was used to check the internal consistency of the 

measurement model. 
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The higher the Cronbach alpha value represents the high reliability among the 

constructs. Moreover, it is also subject to the measurement scale, the higher the 

measurement scale, the higher the correlation among the items, resulting in high 

reliability and Cronbach alpha value (Brown, 2002). The measurement scales should be 

consistent and repeatable and produce a similar result to show reliability (Flynn et al., 

1990). Moreover, reliability tests are used to measure the internal consistency among 

the constructs and to check whether the measurement items produce consistent 

deviations during the repeated measurements.  

The coefficient of the Cronbach alpha test is highly recommended to check the 

reliability and internal consistency of the construct (Heo et al., 2015; Tavakol & 

Dennick, 2011). If the correlation among the items increases, then the reliability and 

quality of the instrument also rise. So, a high Cronbach alpha value means the scale is 

consistent and reliable similarly, and a low Cronbach alpha value means the scale is 

unreliable and unable to capture the same structure (Tavakol & Dennick, 2011). If the 

items score low Cronbach alpha values, then it raises concerns; however, the results can 

be improved by omitting the inconsistent items to improve the reliability of the 

construct (Brown, 2002).  

To ensure reliability, the researcher needs to check the construct's Cronbach alpha value 

(Akhter et al., 2021; Jamil & Akhter, 2016; Taber, 2018). The acceptable Cronbach 

alpha value should be above 0.7. However, researchers debated on this, and some 

suggest that the minimum threshold should be 0.60 for exploratory studies (Flynn et al., 

1990; Nunnally, 1994). Moreover, the Cronbach alpha value should be tested first and 

before running any further statistical analysis (Brown, 2002). Therefore, the Cronbach 

alpha value was tested in this research.  

3.9.3 Validity 

The validity test checks the instrument's extent of what should be measured and how 

well it can be measured. Even if the measurement scale has shown some reliability, it 

does not mean the measurement is also valid (Iacobucci & Churchill, 2018). Therefore, 

the research validity stresses the entire measurement model and determines whether or 

not the construct is valid and meets all the requirements (Cronbach & Meehl, 1955; 

O'Leary-Kelly & Vokurka, 1998). 
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Moreover, there are other aspects to determining the measurement instrument validity, 

such as predictive validity, face validity, construct validity and concurrent validity. The 

face and the content validity are the foundation of measuring validity (Flynn et al., 

1990). The content and face validity are checked by examining the content of the 

measurement scale and whether the scales are measuring what they are designed to 

measure. If there is low content validity of the measurement scale, the scale cannot be 

considered reliable or valid. The content validity cannot be assessed statistically. 

However, it can only be determined through professional advice or by examining the 

literature (Flynn et al., 1990).  

In this research, the measurement scales were taken from the previous peer-reviewed 

research and then reviewed to check the content validity by the academic reviewers. 

Based on the feedback provided by the academic reviewers, the final questionnaire and 

the order of the measurement items were confirmed.  

Moreover, there is a direct relationship between the construct validity and the 

theoretical correlations among the variables (Flynn et al., 1990). The correlation shows 

whether the measurement scale measures the variable or not. There are two types of 

construct validity tests which are discriminant and convergent validity; both are used for 

examining construct validity (Strauss & Smith, 2009).  

However, factor analysis is a suitable technique to determine the construct validity 

(Flynn et al., 1990), factor analysis can be performed in two ways which are 

Exploratory Factor Analysis (EFA) and Confirmatory Factor Analysis (CFA). The EFA 

is used to identify the uncertain dimensions of the scare and determines which items of 

the measurement scale need to be removed to increase the reliability and validity. At the 

same time, the CFA is used to test the construct validity of the measurement scales.  

3.9.4 Detecting common method bias 

In empirical research, failure to carefully address the common method effects can lead 

to several negative consequences for interpreting research findings, such as biased 

reliability and validity estimates (Aguirre-Urreta & Hu, 2019). Podsakoff et al. (2003) 

define the common method variance as “variance that is attributable to the measurement 

method rather than to the constructs the measures represent.” The common method bias 

is a potentially critical problem, and behavioural researchers often need to provide 
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evidence that their results are not affected by the common method (Aguirre-Urreta & 

Hu, 2019; Fuller et al., 2016). Therefore, checking the common method bias problem is 

vital before running any other statistical analysis.  

There are many techniques available to detect the common method bias problem; 

however, post hoc Harman’s one-factor analysis is generally used to check whether or 

not the majority of the variance is attributed to a single factor (Chang et al., 2020). The 

acceptable range of the total variance explained by the single factor should be less than 

50% (Podsakoff et al., 2003). The research used Harman’s one-factor test to check the 

common method bias to address the issue, and the results are presented in chapter 4.  

3.9.5 Exploratory factor analysis 

The EFA is used to determine the basic structure and dimensions of the measurement 

scale (Byrne, 2005). This study used the EFA test to determine the motivational factors 

affecting individuals' cybersecurity compliance behaviour. 

The EFA checks the possible interrelationships and analyses the structures among the 

factors. The EFA test is a convenient method to determine the number of frameworks 

that build large item sets (Hair et al., 2010). EFA is a widely used tool by researchers to 

develop scales and is often used with CFA side by side for scale validity and reliability 

purposes (Byrne, 2005; Hair et al., 2010).  

Moreover, the EFA can be performed in several ways, including alpha factor analysis, 

principal component analysis, maximum likelihood and principal factor analysis. The 

extraction methods may not be so critical for conducting EFA if the sample size is 

above 200 (Gerbing & Hamilton, 1996). However, in this research, the researcher chose 

the maximum likelihood method to conduct the EFA, as it is recommended by Fabrigar 

et al. (1999). Therefore, the EFA was applied using SPSS 26.0 for windows. 

Furthermore, the study used the ProMax rotation method to improve the correlation, 

scientific applicability and interpretability among the factors and variables. For 

retaining the factor, the factor loading value of 0.5 or higher in EFA is considered an 

acceptance criterion, as Hair et al. (2010) recommended.  

3.9.6 Confirmatory factor analysis 

The CFA and the EFA are quite similar in several ways, for instance, both define the 

primary structure of the variables by correlation examination and are used to reduce the 
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dataset to a controllable size (Hair et al., 2010). CFA is used to confirm the association 

between the observed variables  (Fabrigar et al., 1999; Hair et al., 2010). Since the 

present study is based on empirical theory, the CFA was used to analyse the factors and 

the association among the factors. 

The CFA validates the real factor loadings and how well the factors fit in the specified 

pattern (Gerbing & Hamilton, 1996). In this research, CFA was used to examine the 

validity of the survey instrument. The discriminant and convergent validity were tested 

by performing CFA and for the investigation of the primary survey data. The maximum 

likelihood method was used to run the CFA, and the analysis of moments (AMOS) 26.0 

was used to conduct the CFA and to test the overall model fit for factor loadings.  

3.9.7   Structural equation modelling 

Structural Equation Modelling (SEM) statistically explains the relationship between 

several variables (Hair et al., 2010). Researchers mainly use the SEM to evaluate and 

explore the association between the independent and dependent variables. The SEM is a 

modelling tool and cannot be used for descriptive analysis; further, it fits the model to 

the data (Barrett, 2007). It is comprised of two models, the measurement model and the 

structural model, mainly used to confirm the consistency between the estimated and 

theoretical models constructed on the overall model fitting.  

The SEM has several benefits compared to other multivariate analyses; primarily, the 

SEM is the confirmatory method used for data analyses. The descriptive nature of other 

statistical multivariate analyses makes them harder to test the hypothesis (Byrne, 2001). 

Moreover, traditional multivariate statistical analysis cannot correct or assess 

measurement errors. The SEM analysis can minimise the measurement error and avoid 

the inaccuracies caused by the measurement error (Byrne, 2001). Moreover, the SEM 

can measure the association between observed and unobserved variables and handle 

large datasets of exogenous and endogenous variables (Hair et al., 2010).  

3.9.8 Model fit 

There are several techniques in the statistical process used to analyse the model fit. 

However, four conditions should be a point of focus while applying CFA and SEM 

analysis, the Chi-square test, Adjusted Goodness of Fit Index (AGFI), Goodness of Fit 

(GFI), Root Mean Square Error Approximation (RMSEA) and Comparative Fit Index 
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(CFI) (Byrne, 2001; Hair et al., 2010). In addition, Tucker-Lewis Index (TLI) and 

Normed Fit Index (NFI) are also generally used to examine the model fit. Therefore, 

this study used seven fit indices for the CFA and SEM tests.  According to Hair et al. 

(2010), the acceptable ranges are listed below in Table 3.2. 

Table 3.2:  Model fit assessment criteria 

Model fit indices Recommended value 

GFI More than 0.90 

More than 0.80 

More than 0.90 

More than 0.80 

Less than 0.80 

More than 0.90 

AGFI 

CFI 

TLI 

RMSEA 

NFI 

CMIN/DF Less than 3 

Note: GFI = goodness of fit; AGFI = adjusted goodness of fit; CFI; comparative fit index; TLI; Tucker-Lewis index; 

RMSEA = root mean square error approximation; NFI = normed fit index; CMIN/DF = minimum discrepancy 

divided by degrees of freedom. Adapted from  (Hair et al., 2010) 

3.9.9 Hypothesis tests 

The final step is to run the SEM to test the hypotheses. The SEM combines unique 

statistical tools that incorporate multiple multivariate and regression analyses (Hair et 

al., 2010). Moreover, the SEM is a vital tool for analysing structural relationships. The 

SEM analysis combines multiple regression and factor analysis and is widely used to 

analyse the structural relationships between latent and measured variables (Hair et al., 

2010). Thus, the research incorporates an SEM-based analysis technique to measure the 

relationships among the variables using standardised estimates, critical value (p-value) 

and critical ratio (t-value).  

3.10  Ethical considerations 

Before the start of the research project, ethical considerations were established 

(Creswell & Creswell, 2017). The process was as follows: 

• before starting the research, ethics approval was attained by Charles Sturt 

University’s Human Research Ethics Committee (see ethics approval at the 

beginning of this thesis)  
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• before beginning the survey, the consent form (Appendix 2) and participant 

information (Appendix 1) were shared with each participant to provide them with a 

brief overview of the research project  

• the estimated time to complete the survey questionnaire was expected to be 15 

minutes  

• as this was an online survey, the respondents were able to withdraw at any time 

during the survey 

• incomplete questionnaires were not included in the final project  

• the data are intended for academic use and for the completion of this PhD study 

only  

• no personally identifiable and confidential information was collected during the 

survey, with all responses in a non-recognisable coded format 

• the reporting of the results was completed reliably, evading the issue of misleading 

information, authorships, results or conclusions 

• research principles were followed throughout the project, and plagiarism avoidance 

was taken into consideration.  

The participant information and consent form are attached in Appendices 1 and 2, 

respectively. 

3.11  Chapter summary 

This chapter explained the research methodology used for this research project. The 

step-by-step methods and approaches used to carry out this survey were defined. While 

using the quantitative research approach, the research used the positivist research design 

in the interpretive framework. The chapter explained the development of the online 

survey, the selection procedure, and how the survey was conducted to reach the required 

sample size. The power analysis used for the calculation of the minimum sample size 

was explained, along with the procedures for selecting the sample size randomly, 

including the step-by-step process for data collection. A description of how the data 

were analysed was provided. Finally, details of the ethical considerations that were 

needed were discussed.   

The next chapter will explicate the results of the data collection methods, and the 

relationships between the variables will be described. 
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4 RESULTS 

4.1 Introduction 

The chapter explains the findings and results of the data collection process. Section 4.2 

presents the survey findings. Section 4.3 presents the reliability analysis, including 

exploratory factor analysis (EFA), and confirmatory factor analysis (CFA) is presented 

in Section 4.4. Section 4.5 explains the results of the path analysis from the SEM. The 

statistical analysis was conducted using Statistical Package for the Social Sciences 

(SPSS) version 26 and Analysis of Moment Structure (AMOS) software. Initially, the 

demographics of the Australian microbusinesses surveyed and the descriptive analysis 

are discussed in detail. The EFA and CFA were performed to establish the factors. The 

reliability analysis and tests for the normality (skewness and kurtosis) are also 

discussed, along with information regarding missing data and screening the outliers 

from the data. In addition, correlations between the variables are also discussed. The 

SEM results were performed after screening the data and confirming the factors 

between the variables. Finally, the hypotheses results are discussed.  

Figure 4.1 presents the chapter structure. 
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Figure 4.1: Chapter roadmap 

4.2 Survey findings 

The data were collected through an online survey. The survey questionnaire included 53 

items designed around the conceptual framework to determine the safe cybersecurity 

practices of the microbusiness owners and user perceptions about the usability and 

adoption of cybersecurity software. In addition, demographic information was collected 

to get a better picture of the sample population. 

4.2.1 Descriptive information 

The descriptive and demographic characteristics of the participants were collected to 

provide a clear understanding about the sample population and to help future 

researchers. The respondents were asked for general demographic information, 

including information about their income, education, location, gender and age. The 

demographic information was also collected to check eligibility for participating in the 

survey. Eligibility questions established that participants were aged 18 years old or 

older, owned a business and currently employed no more than two people.  
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Table 4.1 depicts information about the business location of the participants. The data 

show that the population sample represents microbusinesses from all over Australia, 

with a total of 502 valid respondents from all Australian states and territories. The 

largest group of respondents had their business in Victoria, representing 28.5% of the 

sample population (143 microbusiness owners). The second-largest group was from 

New South Wales, representing 26.5% of the sample population (133 microbusiness 

owners). The third-largest group was from Queensland, representing 19.9% of the total 

sample (100 microbusiness owners). Sixty-two respondents were from South Australia, 

and 42 respondents were from Western Australia, representing 12.4% and 8.4%, 

respectively. A further 3% of the respondents were from Tasmania, and 1% were from 

the Australian Capital Territory (15 and 5 respondents, respectively). Two respondents 

were recruited from the Northern Territory, representing 0.4% of the sample. 
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Table 4.1:  Descriptive statistics 

    Frequency Per cent Valid 

Per cent 

Cumulative 

Per cent 

Business 

Location 

  

  

  

  

  

  

  

  

  

New South Wales  133 26.5 26.5 26.5 

Victoria 143 28.5 28.5 55 

Queensland 100 19.9 19.9 74.9 

Western Australia 42 8.4 8.4 83.3 

South Australia 62 12.4 12.4 95.6 

Tasmania 15 3 3 98.6 

Australian Capital 

Territory 

5 1 1 99.6 

Northern Territory 2 0.4 0.4 100 

Total 502 100 100   

Gender 

   

Male 286 57 57 57 

Female 216 43 43 100 

Total 502 100 100   

Age (years) 

  

  

  

  

  

  

  

  

18–24 5 1 1 1 

25–34 37 7.4 7.4 8.4 

35–44 70 13.9 13.9 22.3 

45–54 105 20.9 20.9 43.2 

55–64 144 28.7 28.7 71.9 

65–74 119 23.7 23.7 95.6 

75–84 20 4 4 99.6 

85 or older 2 0.4 0.4 100 

Total 502 100 100   

Education 

  

  

  

  

  

  

  

  

Went to high school 

but did not finish year 

10 

15 3 3 3 

Year 10 22 4.4 4.4 7.4 

Year 11 20 4 4 11.4 

Finished high school 

(year 12) 

105 20.9 20.9 32.3 

Some university 95 18.9 18.9 51.2 

University degree 173 34.5 34.5 85.7 

Master’s degree 57 11.4 11.4 97 

Doctorate 15 3 3 100 

Total 502 100 100   

Table 4.1 also depicts that in the total sample population of 502 respondents, 57% (286) 

were male, and 43% (216) were female. The results show that more men owned a 
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business compared to women. This finding is similar to the findings of the Australian 

Bureau of Statistics (2015). In addition, most of the population sample respondents 

belonged to 55–64 and 65–74-year age groups representing 28.7% (144) and 23.7% 

(119) of respondents, respectively. The third-largest age group was aged 45–54 years, 

representing 20.9% (105) of the sample. Those aged 35–44 and 25–34 years represented 

13.9% (70) and 7.4% (37) of respondents, respectively. Just 4% (20) of the respondents 

were aged 75–84, and 1% (5) 18–25 years. The smallest group, 0.4% (2) was aged 80 

years or older. 

4.2.2 Education 

Table 4.1 shows that 34.5% (173) of the total sample population had a university 

degree. Another 20.9% (105) of participants had finished their high school education 

(year 12), while 18.9% (95) had undertaken some university education but had not 

enrolled in any degree program. Some 11.4% (57) had a master’s degree and 4.4% (22) 

completed year 10, while 4% (20) completed year 11. The smallest groups consisted of 

the 3% (5) who went to high school but had not finished, and the 3% (5) with a 

doctorate. 

4.2.3 Response rate 

The survey data were collected from Australian microbusiness owners who employ no 

more than two people in their business. The survey questionnaire was distributed online 

using Qualtrics software and through hiring a panel data provider, Dynata Australia 

services. This survey method was adopted due to the low cost per survey and having 

less chance of survey bias. The data were collected from microbusiness owners 

operating in Australia. Only completed questionnaires were included in the survey.  

Table 4.2:  Survey response rate 

Surveys Frequency Per cent 

Distributed 924 100.00 

Returned 502 54.33 

Useable 420 45.67 

A total number of 924 questionnaires were distributed for this research study, out of 

which 502 respondents were qualified to participate as shown in Table 4.2. Eighty-two 

survey questionnaires were discarded as those respondents failed to meet the selection 
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criteria. After these outliers were removed, 420 survey questionnaires were found 

completed and included in the survey for analysis. The justification for the sampling 

frame and its validation was discussed in Chapter 3.   

4.2.4 Missing values 

The data were collected online through Qualtrics software, and therefore, no skip logic 

was used to avoid missing values. The data were screened for analysis, and none of the 

values was recorded as missing.  

4.2.5 Outliers 

The data were further screened by performing the analysis to identify outliers in the 

given data in the SPSS software. Initially, the total number of qualified recorded 

responses was 502 before removing the outliers. After performing the outlier analysis in 

the SPSS the data from 82 respondents were detected and excluded from the survey.  

4.3 Reliability analysis 

Table 4.3 indicates that the reliability analysis for all the factors – threat severity, threat 

susceptibility, response efficacy, self-efficacy and response cost – is consistent with 

having good internal reliability scores of Cronbach’s alpha coefficients of 0.925, 0.811, 

0.891, 0.9 and 0.84, respectively. Cronbach’s alpha values of 0.7 or higher indicate 

higher internal reliability. Similarly, the other factors – behavioural intention to avoid 

harm, safe cybersecurity practices, PU and PEU – showed internal consistency with the 

values of Cronbach’s alpha coefficients of 0.823, 0.836, 0.927 and 0.935, respectively. 

In addition, prior experience has Cronbach’s alpha value of 0.91, which shows the 

scales are reliable and have good internal consistency.  
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Table 4.3:  Reliability analysis 

Factor 

Reliability Statistics 

Cronbach’s 

Alpha 

Cronbach’s Alpha 

Based on 

Standardised Items 

Cronbach’s 

Alpha 

Threat Severity 0.925 0.926 3 

Threat Susceptibility 0.811 0.813 3 

Response Efficacy 0.891 0.891 3 

Self-efficacy 0.900 0.902 3 

Response Cost 0.840 0.840 5 

Behavioural Intention to 

Avoid Harm 
0.823 0.823 3 

Computer Security Usage 0.836 0.837 3 

Perceived Usefulness 0.927 0.929 6 

Perceived Ease of Use 0.935 0.935 6 

Prior Experience 0.911 0.911 5 

4.3.1 Common method bias 

The common method bias is a significant problem that usually occurs in behavioural 

research. It arises when the variation in responses is caused by the measurement tool 

rather than the respondents' actual predispositions that the measurement instrument 

attempts to uncover (Podsakoff et al., 2003).  

The simplest way to check the common method bias in the data is to test the Harmans 

single factor score where the measurement scale items are loaded under one scale. The 

acceptable value of the total variance for a single factor should be less than 50%, and if 

the value of the total variance of the single factor model is greater than 50%, then this is 

a sign of the common method biasedness problem in the measurement scale (Podsakoff 

et al., 2003).  

In table 4.4, the Harmans single-factor test scores are presented. The table shows that 

the percentage of the variance of the measurement scale is 27.95%, less than 50%. So, it 

is confirmed that the common method biased problem is not present in the survey 

instrument.  
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Table 4.4:   Harmans single factor test  

Component 

Initial Eigenvalues Extraction Sums of Squared Loadings 

Total 
% of 

Variance 

Cumulative 

% 
Total 

% of 

Variance 

Cumulative 

% 

1 11.180 27.950 27.950 11.80  27.950 27.950 

2 3.865 9.662 37.612       

3 3.012 7.529 45.141       

4 2.454 6.134 51.276       

5 2.250 5.624 56.899       

6 1.904 4.761 61.660       

7 1.549 3.873 65.533       

8 1.276 3.189 68.722       

9 1.221 3.052 71.775       

10 0.901 2.253 74.027       

 

4.3.2 Exploratory factor analysis 

EFA was conducted before performing CFA. EFA was conducted on 40 items, 

including factors from the PMT and TAM, behavioural intention to avoid harm, and 

prior experience. The factors were extracted using the maximum likelihood extraction 

method and Promax rotation. The maximum likelihood extraction method was used as it 

is recommended by Fabrigar et al. (1999). This method endorses the computation of 

goodness of fit (GFI) measures and tests the correlations between the factors and the 

significance of the loadings. In addition, Fabrigar et al. (1999) also recommend that the 

researcher should first examine the distribution of the measured variables for normality 

to ensure there are no problems in the dataset, such as kurtosis being > 7 or skewness 

being  > 2, then the maximum likelihood method can be used; otherwise, the principal 

factoring method is more appropriate. As shown in Table 4.5, the data were only mildly 

skewed and kurtosis values are also mild and within the range –0.848 to 1.27 and –

0.656 to 2.753 respectively.   
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Table 4.5:  Skewness and kurtosis 

Descriptive Statistics 

Factor  N Skewness Kurtosis 
 

Statistic Std. 

Error 

Statistic Std. 

Error 

THSV1 420 1.020 0.119 0.624 0.238 

THSV2 420 1.017 0.119 0.256 0.238 

THSV3 420 1.256 0.119 1.604 0.238 

THSU1 420 –0.038 0.119 –0.656 0.238 

THSU2 420 –0.309 0.119 0.036 0.238 

THSU3 420 0.236 0.119 –0.474 0.238 

RE1 420 0.100 0.119 –0.298 0.238 

RE2 420 –0.108 0.119 –0.562 0.238 

RE3 420 –0.012 0.119 –0.525 0.238 

SE1 420 –0.549 0.119 –0.414 0.238 

SE2 420 –0.231 0.119 –0.317 0.238 

SE3 420 –0.049 0.119 –0.011 0.238 

RC1 420 –0.186 0.119 0.137 0.238 

RC2 420 –0.138 0.119 0.050 0.238 

RC3 420 –0.339 0.119 0.087 0.238 

RC4 420 –0.170 0.119 –0.444 0.238 

RC5 420 –0.179 0.119 –0.313 0.238 

BIAH1 420 0.486 0.119 –0.296 0.238 

BIAH2 420 0.349 0.119 –0.345 0.238 

BIAH3 420 0.478 0.119 –0.155 0.238 

CSU1 420 1.271 0.119 0.774 0.238 

CSU2 420 0.566 0.119 –0.692 0.238 

CSU3 420 0.598 0.119 –0.681 0.238 

PU1 420 0.026 0.119 0.000 0.238 

PU2 420 0.093 0.119 –0.033 0.238 

PU3 420 0.039 0.119 0.015 0.238 

PU4 420 0.094 0.119 –0.263 0.238 

PU5 420 0.114 0.119 –0.450 0.238 

PU6 420 0.164 0.119 –0.610 0.238 

PEU1 420 0.430 0.119 –0.035 0.238 

PEU2 420 0.334 0.119 0.135 0.238 

PEU3 420 0.163 0.119 –0.121 0.238 

PEU4 420 0.000 0.119 –0.028 0.238 

PEU5 420 0.213 0.119 –0.311 0.238 

PEU6 420 0.168 0.119 –0.354 0.238 

PE1 420 0.502 0.119 0.227 0.238 

PE2 420 0.411 0.119 –0.040 0.238 
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Descriptive Statistics 

Factor  N Skewness Kurtosis 
 

Statistic Std. 

Error 

Statistic Std. 

Error 

PE3 420 0.273 0.119 –0.075 0.238 

PE4 420 0.440 0.119 0.205 0.238 

PE5 420 0.351 0.119 0.033 0.238 

Valid Number 

(listwise) 

420         

Note: N = number surveyed; THSV = threat severity; THSU = threat susceptibility; RE = response efficacy; SE = 

self-efficacy; RC = response cost; BIAH = behavioural intention to avoid harm; CSU = computer security usage; PU 

= perceived usefulness; PEU = perceived ease of use; PE = prior experience  

4.3.3 Adequacy 

The Kaiser-Mayer-Olkin (KMO) and Bartlett’s test of sphericity were used to check the 

magnitude of the correlations between the variables. In addition, the adequacy between 

the variables can be examined by using the KMO statistic, which measures the paired 

correlations of the variables explained by other variables. Further, the KMO statistic is 

one of the essential conditions to support the presence of the underlying factor structure. 

According to Kaiser (1974) ranks, the KMO statistic is as follows: 

• KMO > 0.9 = Marvellous 

• KMO 0.8–0.9 = Meritorious 

• KMO 0.6–0.7 = Middling  

• KMO 0.5–0.6 = Miserable 

• KMO < 0.5 = Unacceptable. 

In Table 4.6, the high KMO value of 0.898 suggests that there is an underlying factor 

structure in the data. In addition, Bartlett’s test of sphericity shows that the correlation 

matrix above has a chi-square value of 10522.331 with the degree of freedom being 741 

and a significance level of 0.000, suggesting that there are large correlations between 

the variables. 
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Table 4.6:  Kaiser-Mayer-Olkin and Bartlett’s Test of sphericity 

Kaiser-Meyer-Olkin and Bartlett’s Test 

Kaiser-Meyer-Olkin Measure of Sampling 

Adequacy 

0.898 

Bartlett’s Test 

of Sphericity 

Approximate chi-square 10522.331 

df 741.000 

Sig. 0.000 

Note: Sig level = 0.05; df = degrees of freedom 

In Table 4.7, one or more communality estimates greater than 1 were encountered 

during iterations. The resulting solution should be interpreted with caution. 

Another method of assessing the strength of the correlation between the variables is by 

having a look at the commonalities table. The initial column included the values of the 

variance explained in a single variable by all the other variables, while the extraction 

column includes the values of variance explained in a single variable by the extracted 

factors. If the values are higher than 0.30, then the results suggest there are high 

commonalities among the variables. In Table 4.7, most of the communality values are 

above 0.3, so it is justified that all the items are included in the EFA.  



 
 

83 
 

 

Table 4.7:  Communalities scores 

Factor  Initial Extraction 

THSV1 0.666 0.738 

THSV2 0.699 0.817 

THSV3 0.562 0.600 

THSU1 0.498 0.547 

THSU2 0.526 0.721 

THSU3 0.435 0.509 

RE1 0.611 0.663 

RE2 0.688 0.830 

RE3 0.600 0.643 

SE1 0.646 0.676 

SE2 0.692 0.813 

SE3 0.666 0.690 

RC4 0.525 0.548 

RC5 0.451 0.544 

BIAH1 0.541 0.613 

BIAH2 0.508 0.582 

BIAH3 0.576 0.702 

CSU1 0.562 0.625 

CSU2 0.538 0.592 

CSU3 0.629 0.767 

PU1 0.568 0.541 

PU2 0.759 0.792 

PU3 0.821 0.855 

PU4 0.828 0.872 

PU5 0.748 0.784 

PU6 0.545 0.544 

PEU1 0.698 0.709 

PEU2 0.666 0.690 

PEU3 0.687 0.689 

PEU4 0.597 0.570 

PEU5 0.704 0.689 

PEU6 0.746 0.756 

PE1 0.629 0.592 

PE2 0.686 0.693 

PE3 0.635 0.686 

PE4 0.643 0.688 

PE5 0.628 0.649 

Note: Extraction method: maximum likelihood 

THSV = threat severity; THSU = threat susceptibility; RE = response efficacy; SE = self-efficacy; RC = response 

cost; BIAH = behavioural intention to avoid harm; CSU = computer security usage; PU = perceived usefulness; PEU 

= perceived ease of use; PE = prior experience  
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4.3.4 Pattern matrix 

The pattern matrix in Table 4.8 shows the factor structure of the variables and the 

intercorrelations between them. Table 4.8 shows that all 11 factors are loading 

precisely, and there are no cross-loadings in the pattern matrix. This shows the high 

convergent and discriminant validity of the data and that there are high loadings within 

the factors. The absence of cross-loading is evidence of higher convergent and 

discriminant validity.  
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Table 4.8:  Pattern matrix 

Factors  Pattern Matrix 

1 2 3 4 5 6 7 8 9 10 

 

THSV1         0.858             

THSV2         0.906             

THSV3         0.766             

THSU1                 0.635     

THSU2                 0.851     

THSU3                 0.720     

RE1       0.790               

RE2       0.897               

RE3       0.738               

SE1               0.761       

SE2               0.934       

SE3               0.657       

RC4                   0.553 

 

RC5                   0.684 

 

BIAH1             0.727         

BIAH2             0.752         

BIAH3             0.842         

CSU1           0.784           

CSU2           0.735           

CSU3           0.881           

PU1 0.616                     

PU2 0.858                     

PU3 0.914                     

PU4 0.973                     

PU5 0.909                     

PU6 0.575                     

PEU1   0.786                   

PEU2   0.900                   

PEU3   0.762                   

PEU4   0.562                   

PEU5   0.815                   

PEU6   0.849                   

PE1     0.629                 

PE2     0.793                 

PE3     0.861                 

PE4     0.817                 

PE5     0.728                 

Note: THSV = threat severity; THSU = threat susceptibility; RE = response efficacy; SE = self-efficacy; RC = 

response cost; BIAH = behavioural intention to avoid harm; CSU = computer security usage; PU = perceived 

usefulness; PEU = perceived ease of use; PE = prior experience 
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The pattern matrix in the EFA showed acceptable results and was constructed on shared 

variance without removing any items by utilising the maximum likelihood extraction 

method (Byrne, 2005). The factors are described below. 

• Factor 1 (PU) is the degree of perception that using the system will improve job 

performance. Moreover, PU represents the capability of using a system 

advantageously in an organisation. 

• Factor 2 (PEU) refers to the personal perception of using any specific system or 

program free of effort.  

• Factor 3 (prior experience in cybersecurity) shows the individual’s comfort with, 

and their perceptions about, safe cybersecurity practices. In addition, the factor 

loadings show high correlation scores.  

• Factor 4 (response efficacy) is the individual’s perception that the suggested action 

will evade the threat. It shows that the individual is confident about the 

effectiveness of a particular act performed to avoid the threat. 

• Factor 5 (threat severity) refers to the amount of damage that could be possible 

through any specific behaviour.  

• Factor 6 (computer security usage) is the individual’s intention to adopt safe 

cybersecurity practices. This represents the individual’s actual usage of computer 

security software.  

• Factor 7 (behavioural intention to avoid harm) is simply the individual’s intention 

to avoid any harm. Information security is more dependent on the secure 

behaviours of the users.  

• Factor 8 (self-efficacy) is the individual’s belief that they are capable of dealing 

with threats.  

• Factor 9 (threat susceptibility) is an individual’s perception of how vulnerable they 

are to the threat. All the factor items in the pattern matrix are loaded finely on the 

desired factor, which shows high convergent validity.  

• Factor 10 (response cost) is the perceived costs that are incurred for performing a 

certain behaviour. The factor initially consisted of five items; however, only the 

reflective measures were included in the EFA analysis.  

The factors in Table 4.8 represent the PMT, TAM, and prior experience in terms of 

behavioural intention to avoid harm and computer security usage. Most of the factors in 
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the pattern matrix loaded the PEU items strongly as one factor and appeared to be one 

vital factor. Furthermore, all the factor loadings values are above 0.3, which shows a 

high correlation, and none of the items was deleted. 

Table 4.9 shows the total variance explained by each of the factors in all the other 

factors. In addition, the eigenvalues show the ratio of contribution by the factor in the 

explanation of variances. If the factor has a low eigenvalue, it can be ignored and may 

be considered redundant. 

Table 4.9:  Total variance explained 

Factor 

Initial Eigenvalues 
Extraction Sums of Squared 

Loadings 

Rotation 

Sums of 

Squared 

Loadings 

Total 
% of 

Variance 

Cumulative 

% 
Total 

% of 

Variance 

Cumulative 

% 
Total 

1 10.775 29.121 29.121 10.192 27.546 27.546 5.807 

2 3.742 10.113 39.235 3.659 9.890 37.436 8.204 

3 2.891 7.814 47.049 2.543 6.872 44.309 6.778 

4 2.384 6.443 53.492 1.961 5.300 49.609 4.530 

5 2.112 5.707 59.198 1.806 4.880 54.489 2.743 

6 1.816 4.907 64.106 1.506 4.069 58.558 3.824 

7 1.504 4.065 68.171 1.294 3.497 62.055 5.850 

8 1.225 3.311 71.482 0.894 2.416 64.471 6.150 

9 0.923 2.495 73.977 0.633 1.712 66.183 2.010 

10 0.895 2.418 76.395 0.513 1.387 67.571 4.286 

11 0.571 1.544 77.939     

Note: Extraction method: maximum likelihood. 

When factors are correlated, sums of squared loadings cannot be added to obtain a total variance. 

Table 4.9 shows that the 10-factor model depicts 67.57% of the variance. Factor 1 

presents 27.54% of the total variance, while Factor 2 presents 9.89%, Factor 3 presents 

6.87%, Factor 4 presents 2.30%, Factor 5 presents 4.88%, Factor 6 presents 4.06%, 

Factor 7 presents 3.49%, Factor 8 presents 2.41%, Factor 9 presents 1.71% and Factor 

10 presents 1.38% of the total variance. The EFA analysis was performed using the 

Oblimin rotation method and the maximum likelihood method with the rotated solution 

showing strong factor loadings with a simple structure. Whereas table 4.10 shows the 

correlations among the factors.  
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Table 4.10:  Factor correlation matrix 

Factor 1 2 3 4 5 6 7 8 9 10 

1 1.000 0.356 0.214 0.238 0.076 0.291 0.242 0.444 0.069 0.127 

2 0.356 1.000 0.634 0.350 0.078 0.240 0.514 0.603 –0.123 0.475 

3 0.214 0.634 1.000 0.368 0.149 0.355 0.533 0.304 –0.116 0.371 

4 0.238 0.350 0.368 1.000 0.171 0.249 0.367 0.459 0.019 0.382 

5 0.076 0.078 0.149 0.171 1.000 0.124 0.318 0.102 0.172 0.145 

6 0.291 0.240 0.355 0.249 0.124 1.000 0.415 0.251 –0.108 0.240 

7 0.242 0.514 0.533 0.367 0.318 0.415 1.000 0.395 –0.070 0.497 

8 0.444 0.603 0.304 0.459 0.102 0.251 0.395 1.000 –0.022 0.473 

9 0.069 –0.123 –0.116 0.019 0.172 –0.108 –0.070 –0.022 1.000 –0.170 

10 0.127 0.475 0.371 0.382 0.145 0.240 0.497 0.473 –0.170 1.000 

Note: Extraction method: maximum likelihood   

Rotation method: promax with Kaiser normalization  

4.4 Confirmatory factor analysis 

The CFA was applied to the data to test the overall model fitness determined by the 

EFA. The CFA analysis helped test the measurement model that predicted each item 

would only be loaded on its expected latent variable. The analysis started with 

examining the one-factor model and with latent (unobserved) variables. In the CFA 

analysis, the model should show a significant value, except the root mean square error 

approximation (RMSEA) value, which should be insignificant (<0.05) for a model fit. 

In addition, the chi-square’s p-value needs to be significant.  

Nevertheless, the CFA model would be unidentifiable if the variable consisted of three 

or less items (Hair et al., 2014). While it is acceptable to have at least a three-item scale, 

having less than three items should be avoided (Hair et al., 2014).  

However, behavioural scientists often use scales that contain less than three items if 

there is solid theoretical support available (Gosling et al., 2003). For instance, Robins et 

al. (2002) used a single-item scale in a web-based survey to find scores related to the 

self-esteem of survey participants who were unlikely to stay at the website for a long 

time to complete a long questionnaire. Similarly, Burisch (1997) states that depression 

scales that are simple with fewer items scales could be as reliable and valid as lengthy 

scales. 

The CFA analysis provides the basis for conducting a final SEM analysis. Before 

conducting a SEM analysis, its assumptions of sample size, normality, multicollinearity 
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and the scale of measurement was tested. The CFA was used as a representative scale 

signifies the latent variables. First, the single-factor CFA was tested before performing 

it with the whole latent variables. 

4.4.1 Single-factor confirmatory factor analysis for threat severity 

The CFA model for threat severity and behavioural intention to avoid harm was 

conducted. Threat severity consisted of only three items; thus, it resulted in a saturated 

model that was unidentifiable but could be used for analysis (Hair et al., 2014). Though 

the threat severity variable from the PMT consists of only three items, the sample 

correlations, covariances and regression weights were used to determine if the variables 

are interrelated or not.  

The first step in the CFA analysis was to check the correlations between the variables to 

identify if they were related to each other. Table 4.11 shows high correlations between 

the three threat severity constructs (0.762–0.697), supporting that these constructs 

appear to be one factor. 

Table 4.12 shows the squared multiple correlations used to determine the variance of 

the factor variance. Just as in the EFA analysis, the variance is explained in that variable 

by its constructs. The low value shows poor fit, and the items may be dropped from the 

analysis. Table 4.12 shows that all the items are greater than 0.5, so all the items reflect 

each measured variable quite well. 
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Table 4.11:  Sample correlation 

Factor  THSV1 THSV2 THSV3 

THSV1 1.000 
 

  

THSV2 0.762 1.000   

THSV3 0.653 0.697 1.000 

Note: THSV = threat severity 

Table 4.12:  Squared multiple correlation 

Factor  Estimate 

THSV1 0.722 

THSV2 0.806 

THSV3 0.591 

Note: THSV = threat severity 

Since this appears to be an unidentified model and the AGFI value is less than 0.00, the 

regression weight and standardised regression weight critical ratio is used to determine 

that all the constructs are a predictor of the latent variable.  

Table 4.13 and Table 4.14 show the regression weight and standardised regression. The 

composite reliability (CR) value is not in the range of ±1.96, so all the items are 

significant (p < 0.05) in interpreting the latent variables. In addition, the regression 

weights shown in Table 4.14 are from 0.898 to 0.769, representing that the constructs 

significantly represent the latent variable.   
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Table 4.13:  Regression weights 

Factor  Arrow  Factor  Estimate Std. 

Error 

CR p 

THSV3 ← THSV 1.000 
   

THSV2 ← THSV 1.064 0.059 18.010 *** 

THSV1 ← THSV 1.147 0.065 17.707 *** 

Note: CR = composite reliability; THSV = threat severity 

Table 4.14:  Standardised regression weights 

Factor  Arrow  Factor  Estimate 

THSV3 ← THSV 0.769 

THSV2 ← THSV 0.898 

THSV1 ← THSV 0.849 

Note: THSV = threat severity 

4.4.2 Confirmatory factor analysis for threat susceptibility 

Threat susceptibility is part of PMT, and it was measured by only three items, so in the 

CFA analysis, it resulted in a saturated model. Correlations and standardised regression 

weights were used to identify the factors. Table 4.15 and Table 4.16 demonstrate the 

correlations and the squared sample correlations. The correlation matrix between the 

items shows an acceptable correlation (0.586–0.470), further the squared sample 

correlations are in the adequate range (0.721–0.476), and they reflect the construct well. 
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Table 4.15:  Sample correlation 

 Factor THSU1 THSU2 THSU3 

THSU1 1.000 
 

  

THSU2 0.579 1.000   

THSU3 0.470 0.586 1.000 

Note: THSU = threat susceptibility 

Table 4.16:  Squared multiple  

correlation 

 Factor Estimate 

THSU1 0.465 

THSU2 0.721 

THSU3 0.476 

Note: THSU = threat susceptibility 

The threat susceptibility variable contained three items, which resulted in an 

unidentified model with the adjusted goodness of fit (AGFI) less than 0.000. The 

regression weight critical ratio is used to identify the factors. Table 4.17 presents the 

regression weights of all the latent constructs. The critical ratio does not fall in the range 

of ±1.96 and is considered significant at a p-value < 0.05. Further, Table 4.18 shows the 

standardised regression weights (0.84–0.68), which also signifies the items represent the 

latent factor.  

Table 4.17: Regression weights 

Factor  Arrow  Factor  Estimate Std. 

Error 

CR 

THSU3 ← THSU 1.000 
  

THSU2 ← THSU 1.172 0.102 11.439 

THSU1 ← THSU 1.013 0.087 11.582 

Note: CR – composite reliability; THSU = threat susceptibility 

Table 4.18: Standardised regression weights 

Factor Arrow  Factor  Estimate 

THSU3 ← THSU 0.690 

THSU2 ← THSU 0.849 

THSU1 ← THSU 0.682 
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4.4.3 Confirmatory factor analysis for response efficacy 

The response efficacy variable is part of PMT and consists of three items, which results 

in an unidentified model. The sample correlations shown in Table 4.19 for the variable 

response efficacy are high (0.724–0.638), and in Table 4.20, the high squared multiple 

correlations (0.815–0.632) reflect that the items are significantly related to the latent 

variable of response efficacy.  

Table 4.19:  Sample correlation 

Factor  RE1 RE2 RE3 

RE1 1 
 

  

RE2 0.724 1   

RE3 0.638 0.718 1 

Note: RE = response efficacy 

Table 4.20:  Squared multiple correlation 

 Factor     Estimate 

RE1 
 

  0.643 

RE2 
 

  0.815 

RE3     0.632 

Note: RE = response efficacy 

The CFA results for response efficacy give an unidentified model so the regression 

weight critical ratio is used to identify the factor constructs. The critical ratios presented 

in Table 4.21 do not fall in the range of ±1.96 at the significant level of p < 0.05, which 

represents that all the items are a significant predictor of the latent variable. The values 

of the items are shown in Table 4.21 and Table 4.22, respectively.   
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Table 4.21:  Regression weights 

Factor   Arrow Factor  Estimate Std. 

Error 

CR p 

RE3 ← respefficacy 1 
   

RE2 ← respefficacy 1.122 0.061 18.253 *** 

RE1 ← respefficacy 1.048 0.06 17.331 *** 

Note: CR = composite reliability; RE = response efficacy 

Table 4.22:  Standardised regression weights 

 Factor Arrow

  

Factor  Estimate 

RE3 ← respefficacy 0.795 

RE2 ← respefficacy 0.903 

RE1 ← respefficacy 0.802 

Note: RE = response efficacy 

4.4.4 Confirmatory factor analysis for self-efficacy 

A single-factor CFA was done using AMOS. The self-efficacy variable belongs to 

PMT, and was measured by three items, which resulted in a saturated model in AMOS 

(Hair et al., 2010). The item correlation and the regression weight were used to identify 

the factors.  

Table 4.23 and Table 4.24 show the correlations and the squared sample correlations 

between the variable items, respectively. High correlation (0.731–0.680) in Table 4.23 

and squared multiple correlations in Table 4.24 (0.772–0.667) are evident. Both tables 

depict high correlations between the factor items, which shows that all three items 

significantly represent the latent variable of self-efficacy.   
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Table 4.23:  Sample correlation 

Factor  SE1 SE2 SE3 

SE1 1.000 
 

  

SE2 0.731 1.000   

SE3 0.680 0.717 1.000 

Note: SE = self-efficacy 

Table 4.24: Squared multiple  
correlation 

Factor  Estimate 

SE1 0.693 

SE2 0.772 

SE3 0.667 

Note: SE = self-efficacy 

Table 4.25 and Table 4.26 show regression weight and standardised regression weight 

respectively. The critical ratio shown in Table 4.25 is not outside the range of ±1.96, at 

the significant level of p < 0.05. The standardised regression weight of each item of 

self-efficacy (Table 4.26) shows that all the indicators (0.816–0.879) significantly 

represent the latent variable of self-efficacy.  

Table 4.25:  Regression weights 

Factor  Arrow  Factor  Estimate Std. Error CR p 

SE3 ← selfefficacy 1 
   

SE2 ← selfefficacy 0.962 0.05 19.098 *** 

SE1 ← selfefficacy 0.866 0.047 18.513 *** 

Note: CR = composite reliability; SE = self-efficacy 

Table 4.26:  Standardised regression weights 

 Factor Arrow   Factor Estimate 

SE3 ← selfefficacy 0.816 

SE2 ← selfefficacy 0.879 

SE1 ← selfefficacy 0.832 

Note: SE = self-efficacy 

4.4.5 Confirmatory factor analysis for response cost 

The variable response cost was measured initially by five items, including two reflective 

and three formative questions. In the CFA analysis the researcher should only be 

concerned with the first-order constructs (reflective constructs), and also, to avoid 
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multicollinearity issues, there is no need to include the formative constructs in the CFA 

(Collier, 2020). However, these constructs can be included in the final structural model.  

The AMOS results were unidentified and appeared as a saturated model. Table 4.27 

shows the sample correlations between the items. In addition, Table 4.28 shows the 

AMOS output with two items resulting in an unidentified result. However, those 

constructs were already validated in the EFA analysis and are significantly related to the 

latent variable of response cost.  

Table 4.27:  Sample correlation 

 Factor RC4 RC5 

RC4 1.000   

RC5 0.610 1.000 

Note: RC = response cost 

Table 4.28:  Regression weights 

Regression Weights: (Group number 1 - Default model) 

RC5 ← response_cost   
 

RC4 ← response_cost unidentified 
 

Note: RC = response cost 

4.4.6 Confirmatory analysis for behavioural intention to avoid harm 

The behavioural intention to avoid harm variable was comprised of three items. Table 

4.29 and Table 4.30 contain the values of the sample correlations (0.628–0.597) and 

squared sample correlations (0.659–0.594) respectively. The high correlations between 

the factor items show that the items are significantly related to the latent variable of 

behavioural intention to avoid harm.  
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Table 4.29 Sample correlation 

Factor  BIAH1 BIAH2 BIAH3 

BIAH1 1.000 
 

  

BIAH2 0.597 1.000   

BIAH3 0.626 0.628 1.000 

Note: BIAH = behavioural intention to avoid harm 

 

Table 4.30:  Squared sample correlation 

 Factor     Estimate 

BIAH1 
 

  0.594 

BIAH2 
 

  0.599 

BIAH3     0.659 

Note: BIAH = behavioural intention to avoid harm 

Table 4.31 represents the regression weight values (0.957–0.934), and the standardised 

regression weight is shown in Table 4.32 (0.812 to 0.774). In addition, the CR is also 

not in the range of ±1.96 and the high regression weights values show the items are 

significantly related to the latent variable of behavioural intention to avoid harm. 
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Table 4.31: Regression weights 

Factor   Arrow Factor  Estimate 
Std. 

Error 
CR p 

BIAH3 ← beh_intention 1.000 
      

BIAH2 ← beh_intention 0.957 0.066 14.485 *** 

BIAH1 ← beh_intention 0.934 0.065 14.464 *** 

Note: CR =composite reliability; BIAH = behavioural intention to avoid harm 

Table 4.32: Standardised regression weights 

 Factor Arrow   Factor Estimate 

BIAH3 ← BIAH 0.812 

BIAH2 ← BIAH 0.774 

BIAH1 ← BIAH 0.771 

Note: BIAH = behavioural intention to avoid harm 

4.4.7 Confirmatory factor analysis for computer security usage 

The computer security usage variable was measured by three items. Table 4.33 and 

Table 4.34 show the sample correlations and the squared sample correlations between 

the items respectively. The high correlation values in both tables portray that the items 

are related to the latent variable of computer security usage. 
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Table 4.33:  Sample correlation 

 Factor SCP1 SCP2 SCP3 

CSU1 1.000 
 

  

CSU2 0.599 1.000   

CSU3 0.680 0.658 1.000 

Note: CSU = computer security usage 

Table 4.34:  Squared sample correlation 

 Factor     Estimate 

CSU1 
 

  0.618 

CSU2 
 

  0.580 

CSU3     0.748 

Note: CSU = computer security usage 

The regression weights (0.862–0.838) and the standardised weights (0.865–0.761) are 

shown in Table 4.35 and Table 4.36. Further, the CR is not in the range of ±1.96, 

representing that the constructs significantly represent the latent variable of computer 

security usage.   

Table 4.35: Regression weights 

Factor   Arrow  Factor Estimate SE CR p 

CSU3 ← security_usage 1 
   

CSU2 ← security_usage 0.862 0.055 15.611 *** 

CSU1 ← security_usage 0.838 0.053 15.944 *** 

Note: SE = standard error; CR =composite reliability; CSU = computer security behaviour  

Table 4.36: Standardised regression weights 

Standardised Regression Weights  

 Factor  Arrow Factor  Estimate 

CSU3 ← security_usage 0.865 

CSU2 ← security_usage 0.761 

CSU1 ← security_usage 0.786 

Note: CSU = computer security behaviour 

4.4.8 Confirmatory factor analysis for perceived usefulness 

The PU variable is part of the TAM and was measured by six items. Figure 4.2 shows 

the values of GFI and AGFI with the values of 0.999 and 0.996, which represent a good 

model fit and satisfies the threshold criteria defined by Hair et al. (2010).  
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Figure 4.2: Confirmatory factor analysis for perceived usefulness 

Note: chi-square = 0.789, degrees of freedom = 3, p-value= 0.852, chi-square fit statistic = 0.789, goodness of fit = 

0.999, adjusted goodness of fit = 0.996, Tucker-Lewis index = 1.005, comparative ft index = 1, root mean square 

error of approximation = 0.001, pClose = 0.916  

In addition, Table 4.37 and Table 4.38 show the sample correlations and the squared 

sample correlation respectively. The high correlation between the items and the squared 

sample correlations showing acceptable values portray that the items are related to the 

latent variable of PU.  

Table 4.37: Sample correlation 

Factor  PU1 PU2 PU3 PU4 PU5 PU6 

PU1 1.000 
    

  

PU2 0.66 1.000 
   

  

PU3 0.634 0.827 1.000 
  

  

PU4 0.603 0.780 0.851 1.000 
 

  

PU5 0.59 0.689 0.741 0.826 1.000   

PU6 0.516 0.522 0.552 0.595 0.607 1.000 
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Table 4.38: Squared multiple  
correlation 

 Factor Estimate 

PU1 0.451 

PU2 0.761 

PU3 0.899 

PU4 0.804 

PU5 0.614 

PU6 0.345 

Note: PU = perceived usefulness 

Table 4.39 and Table 4.40 represent the regression and standardised regression weights. 

The values of the regression estimates in Table 4.39 are high, and in Table 4.40 the 

standardised regression weights values (0.948–0.547) are also showing high values. In 

addition, the critical ratio of all items does not fall in the range of ±1.96, which shows 

that all of the items are significantly related to the latent variable of PU.  
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Table 4.39:  Regression weights 

 Factor  Arrow Factor  Estimate Std. 

Error 

CR p 

PU6 ← perc_usefulness 1 
   

PU5 ← perc_usefulness 1.272 0.089 14.3 *** 

PU4 ← perc_usefulness 1.409 0.098 14.332 *** 

PU3 ← perc_usefulness 1.398 0.102 13.669 *** 

PU2 ← perc_usefulness 1.318 0.101 13.188 *** 

PU1 ← perc_usefulness 0.977 0.079 12.356 *** 

Note: CR = composite reality; PU = perceived usefulness 

Table 4.40:  Standardised regression weights 

 Factor Arrow   Factor Estimate 

PU6 ← perc_usefulness 0.587 

PU5 ← perc_usefulness 0.784 

PU4 ← perc_usefulness 0.897 

PU3 ← perc_usefulness 0.948 

PU2 ← perc_usefulness 0.872 

PU1 ← perc_usefulness 0.671 

Note: PU = perceived usefulness 

4.4.9 Confirmatory factor analysis for perceived ease of use 

Figure 4.3 represents the CFA model for PEU, which consists of six items. The value of 

the chi-square was 13.4, with the degree of freedom being 7 and the p-value for the 

model fit was 0.061, which is insignificant. Further, the values of GFI, AGFI, CFI and 

Tucker-Lewis index (TLI) all meet the minimum threshold criteria as defined by Hair et 

al. (2010). 

Moreover, Table 4.41 and Table 4.42 illustrate the sample correlations and squared 

sample correlations, respectively. The sample correlations among the survey items show 

high correlations between the constructs. The high values of squared sample 

correlations in Table 4.42 also illustrate that the constructs are related to the latent 

variable of PEU.  
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Figure 4.3: Confirmatory factor analysis for perceived ease of use 

Note: chi-square = 13.4; degrees of freedom = 7; p-value = 0.061; chi-square statistic = 13.476; goodness of fit = 

0.989; adjusted goodness of fit = 0.968; Tucker-Lewis index = 0.992; confirmatory fit index = 0.996; root mean 

square of approximation = 0.047; pClose = 0.497  

Table 4.41: Sample correlation 

Factor  PEU1 PEU2 PEU3 PEU4 PEU5 PEU6 

PEU1 1.000 
    

  

PEU2 0.713 1.000 
   

  

PEU3 0.684 0.713 1 
  

  

PEU4 0.584 0.569 0.653 1 
 

  

PEU5 0.639 0.628 0.654 0.566 1.000   

PEU6 0.734 0.674 0.68 0.576 0.783 1.000 

Note: PEU = perceived ease of use 

Table 4.42:  Squared multiple correlation 

Factor  Estimate 

PEU1 0.68 

PEU2 0.696 

PEU3 0.729 

PEU4 0.523 

PEU5 0.588 

PEU6 0.645 

Note: PEU = perceived ease of use 

Table 4.43 represents the regression weight of the measurement model. The high 

regression weight (1.190–0.912) and the critical ratio value not falling in the range of 

±1.96 illustrates that the measurement model is related to the latent variable of PEU. 

Table 4.44 portrays the standardised regression weights and high regression estimates, 

showing that the constructs are related to the latent variable of PEU. 
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Table 4.43:  Regression weights 

Factor  Arrow  Factor  Estimate Std. Error CR p 

PEU6 ← perceived_ease_use 1.000 
   

PEU5 ← perceived_ease_use 0.997 0.044 22.538 *** 

PEU4 ← perceived_ease_use 0.912 0.058 15.753 *** 

PEU3 ← perceived_ease_use 1.114 0.057 19.393 *** 

PEU2 ← perceived_ease_use 1.143 0.061 18.839 *** 

PEU1 ← perceived_ease_use 1.190 0.056 21.058 *** 

Note: CR = composite reality; PEU = perceived ease of use 

Table 4.44:  Standardised regression weights 

Factor

  

 Arrow  Factor Estimate 

PEU6 ← perceived_ease_use 0.803 

PEU5 ← perceived_ease_use 0.767 

PEU4 ← perceived_ease_use 0.723 

PEU3 ← perceived_ease_use 0.854 

PEU2 ← perceived_ease_use 0.834 

PEU1 ← perceived_ease_use 0.824 

Note: PEU = perceived ease of use 

4.4.10 Confirmatory factor analysis for prior experience 

The prior experience variable was measured by five items, and the CFA model is 

represented in Figure 4.4. The results in Figure 4.4 show the values of AGFI and GFI as 

a good fit with the value of chi-square being 7.19, degrees of freedom being 4, p < 0.05. 

In addition, the values of TLI, CFI, and RMSEA with the values of pClose are 0.992, 

0.991, 0.048 and 0.497 respectively, which meets the threshold criteria developed by 

Hair et al. (2010).  

 



 
 

105 
 

 

Figure 4.4 Confirmatory factor analysis model for prior experience 

Note: chi-square = 7.917, degrees of freedom = 4, p-value = 0.095, chi-square statistic =7.917, goodness of fit = 

0.992, adjusted goodness of fit = 0.971, Tucker-Lewis index = 0.992, confirmatory fit index = 0.997, root mean 

square error of approximation = 0.048, pClose = 0.497  

In addition, Table 4.45 and Table 4.46 represent the sample correlation and squared 

sample correlation between the measurement items. Table 4.45 displays high sample 

correlations and Table 4.46 displays the squared sample correlations between the 

variables, which lie within the acceptable range, representing that the items represent 

the latent variable of prior experience. 
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Table 4.45:  Sample correlation 

 Factor PE1 PE2 PE3 PE4 PE5 

PE1 1.000 
   

  

PE2 0.722 1.000 
  

  

PE3 0.538 0.664 1.000 
 

  

PE4 0.59 0.65 0.676 1.000   

PE5 0.541 0.62 0.675 0.69 1.000 

Note: PE = prior experience 

Table 4.46:  Squared sample  
correlation 

Factor Estimate 

PE1 0.456 

PE2 0.611 

PE3 0.677 

PE4 0.699 

PE5 0.665 

Note: PE = prior experience 

Table 4.47 represents the regression weight values (1.062–0.826), and the standardised 

regression weight is shown in Table 4.48 (0.836–0.676). The critical ratio is also not in 

the range of ±1.96, and high regression weight values show the items are significantly 

related to the latent variable of prior experience. 
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Table 4.47:  Regression estimates 

Factor   Arrow Factor  Estimate Std. Error CR p 

PE5 ← prior_experience_cyber 1.000 
   

PE4 ← prior_experience_cyber 0.985 0.052 18.868 *** 

PE3 ← prior_experience_cyber 1.062 0.057 18.514 *** 

PE2 ← prior_experience_cyber 0.912 0.053 17.341 *** 

PE1 ← prior_experience_cyber 0.826 0.058 14.348 *** 

Note: SE = standard error; CR = composite reliability; PE = prior experience 

Table 4.48:  Standardised regression weights 

Factor

  

Arrow

  

Factor  Estimate 

PE5 ← prior_experience_cyber 0.815 

PE4 ← prior_experience_cyber 0.836 

PE3 ← prior_experience_cyber 0.823 

PE2 ← prior_experience_cyber 0.782 

PE1 ← prior_experience_cyber 0.676 

Note: PE = prior experience 

4.4.11 Confirmatory factor analysis with all factors 

The CFA model was tested, including all 10 factors. The CFA was tested by including 

all 37 survey items. First, the model was tested without any modification. However, it 

was necessary to respecify the model to get a better fit. 

The results of the CFA analysis are shown in Figure 4.5. As a few of the scores showed 

unsatisfactory values, it was essential to respecify the model to achieve the best model 

fit. The detailed values of the CFA are also highlighted in Table 4.49. 
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Table 4.49:  Confirmatory factor analysis 

Fit statistic Acceptable Level Initial Model 

Chi-square/df p ≥ 0.05 0.000/584 

CMIN ≤ 3.00 2.183 

GFI ≥0.90 0.856 

AGFI ≥0.80 0.827 

TLI ≥0.90 0.921 

CFI ≥0.90 0.931 

RMSEA ≤0.05 0.053 

pClose ≥0.05 0.096 

Note: df = degrees of freedom; CMIN = chi-square statistic; GFI = goodness of fit; AGFI = adjusted goodness of fit; 

TLI = Tucker-Lewis index; CFI = confirmatory factor index; RMSEA = root mean square of approximation 

 

Figure 4.5: Confirmatory factor analysis results 

Note: chi-square = 1274.654; degrees of freedom = 584; p-value = 0.000; chi-square statistic = 2.183; goodness of fit 

index = 0.856; adjusted goodness of fit index = 0.827; Tucker-Lewis index = 0.921; comparative fit index = 0.931; 

root mean square error of approximation = 0.053; pClose = 0.096 

The researcher respecified the model and the modification indices in AMOS after 

adjusting the modification indices and the standard errors in AMOS.  
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4.4.12 Confirmatory factor analysis after modification 

Before running the SEM analysis on a complete model, it is vital to test the reliability 

and validity of the constructs with the CFA analysis. Table 4.50 represents the final 

factor scores along with the average variance extracted (AVE) values and the CR 

values. The value of AVE should be above 0.5 and the CR for all constructs should be 

above 0.7 (Fornell & Larcker, 1981). The variable measures for all items show 

discriminant validity, with the values of AVE and the CR values falling within the 

acceptable range as described by Fornell and Larcker (1981).  
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Table 4.50:  Factor scores, reliability and validity 

Factor Arrow Factor Estimate AVE CR 

THSV3 <--- thrt_svt 0.769   

THSV2 <--- thrt_svt 0.898   

THSV1 <--- thrt_svt 0.848 0.705 0.877 

THSU3 <--- thrt_sus 0.683   

THSU2 <--- thrt_sus 0.837   

THSU1 <--- thrt_sus 0.703 0.55 0.786 

RE3 <--- resp_eff 0.802   

RE2 <--- resp_eff 0.899   

RE1 <--- resp_eff 0.799 0.696 0.872 

SE3 <--- self_eff 0.841   

SE2 <--- self_eff 0.856   

SE1 <--- self_eff 0.831 0.71 0.888 

RC5 <--- resp_cost 0.66   

RC4 <--- resp_cost 0.832 0.56 0.718 

SCP1 <--- Csu 0.788   

SCP2 <--- Csu 0.768   

SCP3 <--- Csu 0.857 0.648 0.846 

BIAH1 <--- Biah 0.779   

BIAH2 <--- Biah 0.77   

BIAH3 <--- Biah 0.808 0.617 0.828 

PE3 <--- cyber_exp 0.81   

PE4 <--- cyber_exp 0.83   

PE5 <--- cyber_exp 0.82   

PE2 <--- cyber_exp 0.791   

PE1 <--- cyber_exp 0.699 0.626 0.893 

PU4 <--- perc_usef 0.9   

PU5 <--- perc_usef 0.804   

PU6 <--- perc_usef 0.634   

PU3 <--- perc_usef 0.931   

PU2 <--- perc_usef 0.88   

PU1 <--- perc_usef 0.707 0.666 0.921 

PEU4 <--- perc_eofu 0.725   

PEU5 <--- perc_eofu 0.776   

PEU6 <--- perc_eofu 0.831   

PEU3 <--- perc_eofu 0.843   

PEU2 <--- perc_eofu 0.818   

PEU1 <--- perc_eofu 0.842 0.651 0.917 

Note: AVE = average variance extracted; CR = composite reliability; THSV = threat severity; THSU = threat 

susceptibility; RE = response efficacy; SE = self-efficacy; RC = response cost; BIAH = behavioural intention to 

avoid harm; PE = prior experience; PU = perceived usefulness; PEU = perceived ease of use; PE = prior experience  
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Figure 4.6 shows the final CFA, including all the constructs. The results indicate that 

the constructs show good internal consistency. Table 4.51 shows the fit indices of the 

model fit summary before and after the specification. 

 

Figure 4.6: confirmatory factor analysis results after modification 

Note: chi-square = 1122.075, degrees of freedom = 580, p-value = 0.000, chi-square statistic =1.935, goodness of fit 

= 0.901, adjusted goodness of fit = 0.894, Tucker-Lewis index = 0.938, comparative fit index = 0.946, root mean 

square error of approximation = 0.047, pClose = 0.863 

The value of the chi-square statistic is dependent on the sample size and is no longer 

dependent on acceptance or rejection (Schermelleh-Engel et al., 2003; Vandenberg, 

2006). The values after the specification of the model of chi-square, GFI, AGFI being 

1.952, 0.901, 0.894, respectively fall within the acceptable range. Moreover, the values 

of TLI, CFI, RMESA and pClose are 0.938, 0.946, 0.047, and 0.863, respectively 

falling within the acceptable range as described by Hair et al. (2010).  
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Table 4.51:  Model fit summary 

Fit statistic Acceptable Level Initial Model Respecified model 

Chi-square/df p ≥ 0.05 0.000/584 0.000/580 

CMIN ≤3.00 2.183 1.952 

GFI ≥0.90 0.856 0.901 

AGFI ≥0.80 0.827 0.894 

TLI ≥0.90 0.921 0.938 

CFI ≥0.90 0.931 0.946 

RMSEA ≤0.05 0.053 0.047 

PCLOSE ≥0.05 0.096 0.863 

Note: df = degrees of freedom; CMIN = chi-square statistic; GFI = goodness of fit; AGFI = adjusted goodness of fit; 

TLI = Tucker-Lewis index; CFI = confirmatory factor index; RMSEA = root mean square of approximation 

Now, the constructs of the measurement model show reliability and validity. Further, 

the results of AVE and CR are consistent with Cronbach’s alpha values of each 

construct.  

4.5 Structural model 

The structural models illustrate the relationships between the constructs. While making 

the structural models, it is vital to note that the model supports the relationships 

theoretically (Hair et al., 1998). In addition, programs like AMOS and SPSS can 

provide significant results but with no theoretical background, which makes no sense. 

However, it is possible to make models that are consistent with theory. This section 

discusses the research model that was used to answer the research questions and the 

research hypotheses. 

The research project was based on the PMT model and the TAM, so all the relationships 

were represented in the structural model.  

Table 4.52 represents the fit indices used in the measurement model. Table 4.52 also 

shows the fit statistics along with the acceptable ranges for the model fit. The values of 

the chi-square statistic, CFI, RMSEA and pClose are 7.023. 0.998, 0.031, and 0.680, 

respectively, which are in the acceptable range, and the data meet the minimum 

acceptable criteria. 
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Table 4.52:  Fit indices for structural model 

Regression Weights    

Factor Arrow Factor Estimate 
Std. 

Error 
CR p 

Behavioural intention 

to avoid harm 
← Threat susceptibility –0.053 0.041 –1.316 0.188 

Behavioural intention 

to avoid harm 
← Self-efficacy 0.201 0.055 3.679 *** 

Behavioural intention 

to avoid harm 
← Response efficacy 0.161 0.053 3.018 0.003 

Behavioural intention 

to avoid harm 
← Threat severity 0.375 0.066 5.695 *** 

Behavioural intention 

to avoid harm 
← Response cost –0.203 0.056 –3.614 *** 

Computer Security 

Usage 
← 

Behavioural intention 

to avoid harm 
0.341 0.072 4.719 *** 

Computer Security 

Usage 
← Perceived usefulness 0.255 0.057 4.496 *** 

Computer Security 

Usage 
← Prior experience 0.354 0.087 4.076 *** 

Computer Security 

Usage 
← Perceived ease of use –0.165 0.085 –1.938 0.053 

Note: CR = composite reliability 

Figure 4.7 presents the full structural model, and the links represent a hypothesised 

relationship. While the research hypothesis was stated precisely and analysed, a precise 

summary of the complete model is presented here.  

The standardised regression weights are represented in Table 4.53. The results in Table 

4.53 show that there is a strong positive relationship between self-efficacy and the 

behavioural intention to avoid harm (0.201). However, threat susceptibility does not 

have any significant effect on the behavioural intention to avoid harm. Moreover, 

response efficacy has a small positive significant influence on the behavioural intention 

to avoid harm. In addition, threat severity has the strongest positive significant 

relationship with the behavioural intention to avoid harm (0.375). Besides this, response 

cost has a strong negative significant impact on behavioural intention to avoid harm (–

0.203). The behavioural intention to avoid harm has a strong positive impact. In 

addition, PU has a strong positive significant relationship with computer security usage. 

Similarly, prior experience has a strong positive relationship with computer security 

usage. However, PEU has a weak negative significant impact on computer security 

usage.  



 
 

114 
 

Table 4.53 below depicts the estimates and their relationships with the dependent 

variables in terms of their size, sign (positive or negative) and significance. 

Table 4.53:  Standardised regression weights 

Note: SE = standard error; CR = composite reliability 

Regression Weights    

Factor Arrow Factor Estimate SE CR p 

Behavioural intention to 

avoid harm 
← Threat susceptibility –0.053 0.041 –1.316 0.188 

Behavioural intention to 

avoid harm 
← Self-efficacy 0.201 0.055 3.679 *** 

Behavioural intention to 

avoid harm 
← Response efficacy 0.161 0.053 3.018 0.003 

Behavioural intention to 

avoid harm 
← Threat severity 0.375 0.066 5.695 *** 

Behavioural intention to 

avoid harm 
← Response cost –0.203 0.056 –3.614 *** 

Computer Security 

Usage 
← 

Behavioural intention to 

avoid harm 
0.341 0.072 4.719 *** 

Computer Security 

Usage 
← Perceived usefulness 0.255 0.057 4.496 *** 

Computer Security 

Usage 
← Prior experience 0.354 0.087 4.076 *** 

Computer Security 

Usage 
← Perceived ease of use –0.165 0.085 –1.938 0.053 
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Figure 4.7: Structural model with standardised path coefficients 

Note: chi-square = 1122.075, degrees of freedom = 580, p-value = 0.000, chi-square statistic 

=1.935, goodness of fit = 0.901, adjusted goodness of fit = 0.894, Tucker-Lewis index = 0.938, 

comparative fit index = 0.946, root mean error of approximation = 0.047, pClose = 0.863 

4.6 Hypothesis testing 

The pathways developed in the structural model were based on the specific hypotheses 

extracted from the literature review in Chapter 2. This section discusses the results of 

each hypothesis proposed in Chapter 2. The first six hypotheses are based on PMT and 

its relationship with the behavioural intention to avoid harm. Hypotheses 7 and 8 are 

related to the TAM and its relationship with computer security use. Finally, Hypothesis 

9 is related to the relationship between prior experience and computer security usage.  

H1:  Perceived threat severity will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

There is a significant positive relationship between threat severity and behavioural 

intention to avoid harm from a cyber incident. The relationship magnitude for threat 

severity is 0.375, which suggests a moderate significant relationship between the 

variables. The p-value is less than 0.001. Therefore H1 is accepted.  
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H2:  Perceived threat susceptibility will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

The results show that the p-value was insignificant, having a value which is greater than 

0.01. Thus, H2 is not accepted.  

H3:  Perceived self-efficacy will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

The results indicate that perceived self-efficacy has a small significant effect on the 

user’s behavioural intention to avoid harm. The p-value of that relationship is less than 

0.001, with an estimated value of 0.201. Thus, H3 is accepted. 

H4:  Perceived response efficacy will have a positive relationship with behavioural 

intention to avoid harm from a cyber incident. 

The SEM results show that there is a small significant positive effect of response 

efficacy on the user’s behavioural intention to avoid harm. The p-value of that 

relationship is less than 0.001, with an estimated value of 0.161. Therefore, H4 is 

accepted.  

H5:  Perceived response cost will have a negative relationship with behavioural 

intention to avoid harm from a cyber incident. 

The results in Table 4.53 indicate that response cost has a moderate negative significant 

impact on a user’s behavioural intention to avoid harm. The p-value is less than 0.001, 

and the estimated value is –0.203. Therefore, H5 is accepted.  

H6:  Behavioural intention to avoid harm will be positively related to computer 

security usage. 

The results of the SEM test indicate that user intention to avoid harm has a moderate 

positive relationship with computer security usage, with an estimated value of 0.341 and 

a p-value is less than 0.001. Therefore, H6 is accepted.  

H7:  Perceived usefulness of PMS will be positively related to computer security 

usage. 
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The results indicate that the perceived usefulness of PMS has a moderate significant 

positive impact on computer security usage. The p-value of the relationship is less than 

0.01, with an estimated value of 0.255. Therefore, H7 is accepted.  

H8:  Perceived ease of use of PMS will be positively related to computer security 

usage. 

The SEM results in Table 4.53 indicate that the p-value of the relationship is greater 

than 0.01, and it is not highly significant. Therefore, H8 is not accepted.  

H9:  Users’ prior cyber experiences will positively impact computer security usage.  

The results indicate that there is a moderate positive significant relationship between the 

user’s prior experience and computer security usage, with a p-value less than 0.01 and 

an estimated value of 0.354. Thus, H9 is accepted.  

In summary, most of the hypotheses based on the structural model were accepted. Table 

4.53 summarises the results for each hypothesis. 
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Table 4.54: Summary of supporting hypothesis 

Hypothesis Sig. Size Sign Accept/ 

Reject 

H1 Perceived threat severity will have a positive 

relationship with behavioural intention to avoid harm 

from a cyber incident. 

Yes Moderate Positive Accept 

H2 Perceived threat susceptibility will have a positive 

relationship with behavioural intention to avoid harm 

from a cyber incident. 

No   Reject 

H3: Perceived self-efficacy will have a positive 

relationship with behavioural intention to avoid harm 

from a cyber incident 

Yes Small Positive Accept 

H4: Perceived response efficacy will have a positive 

relationship with behavioural intention to avoid harm 

from a cyber incident. 

Yes Small Positive Accept 

H5: Perceived response cost will have a negative 

relationship with behavioural intention to avoid harm 

from a cyber incident. 

Yes Small Negative  Accept 

H6: Behavioural intention to avoid harm will be 

positively related to computer security usage 

Yes Moderate Positive  Accept 

H7:  Perceived usefulness of PMS will be positively 

related to computer security usage. 

Yes Small Positive Accept 

H8: Perceived ease of use of PMS will be significantly 

related to computer security usage. 

No   Reject 

H9: Users’ prior cyber experiences will positively 

impact computer security usage.  

Yes Moderate Positive  Accept 

4.7 Chapter summary 

This chapter presented the statistical findings from the data collected from survey 

questionnaires completed by microbusiness owners in Australia. The results of the data 

give insights into the user’s security perceptions and acceptance of security software.  

The first section of the chapter included descriptive statistics of Australian 

microbusinesses, those microbusiness owners who do not employ more than two 

people. The second section included the survey response rate and the reliability analysis 

of each construct used in this survey. In the reliability analysis, Cronbach’s alpha values 

of each construct were discussed. The third section included the tests of normality, 

missing values and an explanation of outliers in the data. Further, it discussed the 

statistical assumptions for testing, so the data are not violated. The fourth section 

included the results from the EFA and CFA of each construct. Those analyses were used 

to identify the overall structure of the survey model. Construct validity and discriminant 

reliability were also discussed in this section. Finally, in the fifth section, the final SEM 
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analysis, used to test the relationships between the survey variables and to provide the 

hypotheses results, was discussed.  

The data were collected through a web-based survey questionnaire. The survey provides 

a broader perspective of a user’s cybersecurity behaviours and their adoption of security 

software. The survey is based on the theoretical backgrounds of the widely used PMT 

and the TAM. A total of 10 themes were identified:  

1. threat severity 

2. threat susceptibility 

3. self-efficacy 

4. response efficacy 

5. response costs  

6. user’s intentions to avoid harm  

7. perceived usefulness of PMS 

8. perceived ease of use of PMS  

9. user’s prior cybersecurity experience 

10. computer security usage. 

The analysis indicated that four of the five indicators from PMT impact a user’s 

intention to avoid harm from cyber incidents. Variables from PMT, including threat 

severity, self-efficacy, response efficacy and response costs, were found significant; 

however, threat susceptibility had no relationship with the user’s intention to avoid 

harm. In addition, the user’s intention to avoid harm further leads to increased computer 

security usage. All the significant constructs from the PMT impact positively on the 

user’s intentions to avoid harm from cyber incidents except response cost, which 

impacts negatively on the user’s intention to avoid harm. 

The analysis also proved that the PU of PMS positively impacts a user’s computer 

security usage. However, the PEU was not found significant, having a p-value of 0.053. 

The p-value of the PEU of PMS is not highly significant but is approaching it, with a 

significance level of 5% and having a negative relationship with computer security 

usage. In addition, the user’s prior experience in cybersecurity also impacts positively 

on their computer security usage.  

Chapter 5 discusses the triangulation of these results with the literature to provide 

recommendations. 
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5 DISCUSSION OF 

RESULTS 

5.1 Introduction 

Microbusinesses have been required to develop alternative solutions to cope with 

existing cyber threats and adopt prevention and detection instruments to protect their 

information assets. Many SMEs need to develop compliance standards in order to test 

technical controls and have adequate protection installed to counter malicious attacks.   

However, most SMEs do not properly understand the information security risks and the 

vulnerabilities linked with those risks. In addition, many microbusinesses do not 

understand how cyber risk can lead to business risk.  

This chapter discusses the results presented in Chapter 4. First, the conceptual 

framework is analysed before the hypotheses are discussed. Support for the research 

model follows, and the chapter concludes with a discussion about how the research 

questions were answered. Figure 5.1 presents the structure of the chapter. 
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Figure 5.1: Chapter roadmap 

Note: BIAH = behavioural intention to avoid harm; CSU = computer security usage; PU = perceived usefulness; PEU = 

perceived ease of use 

5.2 Evaluation and conceptual framework analysis 

As discussed in Section 2.6 of Chapter 2, the research model was based on PMT and the 

impact of a user’s intention to avoid harm. Further, it was modelled on the proposition 

that user intention will have an impact on actual security use, as proposed by Davis 

(1989). The PMT-based model contains five components and six influence assumptions, 

as shown in Figure 5.2, which were investigated.  
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Figure 5.2: Proposed research model 

Note: BIAH = behavioural intention to avoid harm; CSU = computer security usage; PU = perceived usefulness; PEU = 

perceived ease of use 

The FAM was used in this study, extending the TAM, to address the usability and 

adoption of PMS. The study also examined the role of a user’s prior information 

security experience and its impact on computer security usage. The study revealed 

several key findings regarding the usage of the FAM in the area of human factors in 

cybersecurity.  

The results indicate that the variables of PMT do have an impact on a microbusiness 

owner’s intention to avoid harm from a cyber incident. The results of this study offer 

better insights towards understanding the inconsistent results attained by researchers 

when applying PMT in the context of cybersecurity. In addition, motivation was 

demonstrated as having an influence on both behavioural intention and actual 

behaviours.  

The research also discovered the relationship threat susceptibility (vulnerability) has 

with a user’s intention to avoid harm from cyber incidents. These research results are 

similar to the findings of Menard et al. (2017); Rogers (1983); Vance et al. (2012); 

however, other researchers have found a significant relationship between threat 

susceptibility and information security compliance (Giwah et al., 2019; Ifinedo, 2012). 

There is a need to further explore the role of threat susceptibility in the field of 

information security.  
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In addition, the model incorporates user intention to avoid harm from a cyber incident. 

The studies based on the PMT model had mixed findings related to perceived 

susceptibility and its influence on information security behavioural intentions (D'Arcy 

et al., 2014; Rippetoe & Rogers, 1987; Vance et al., 2012; Zhang & McDowell, 2009). 

Likewise, using the TAM, usability and the adoption of PMS were investigated. The 

TAM was based on two variables that have an impact on the user’s computer security 

usage. Further, a user’s experience in cybersecurity has an influence on the individual’s 

security usage (PU and PEU).  

Th next section analyses the relationships between the variables and the literature in 

relation to the hypotheses before reaching coming to a conclusion.  

5.3 Discussion of hypotheses 

This section includes a discussion on the hypotheses related to the research model 

presented in the study. Table 4.53 in Chapter 4 outlined the hypotheses and their 

relationships, indicating which relationships were found significant and which were not. 

In addition, the reasons for significant or insignificant results were explored.  

5.3.1 Effect of self-efficacy on user intention to avoid harm from a 

cyber incident 

As hypothesised (H3), it was found that self-efficacy significantly impacted user 

intention to avoid harm from a cyber incident. The findings reveal that when users are 

confident enough in their abilities, they can better perform secure behaviours. The 

findings further suggest that if users believe they can remember strong passwords, they 

will be more likely to conform to password guidelines. In addition, self-efficacy 

improves compliance with organisational policies. These findings are consistent with 

the studies of Menard et al. (2017); Siponen et al. (2014); Vance et al. (2012) that reveal 

that strengthening a user’s beliefs about their ability is vital to tackle attacks and 

applying recommended safe cybersecurity practices within organisations. In addition, in 

relation to the SME sector, these findings are consistent with the study of Browne et al. 

(2015), who found that self-efficacy is a key motivational driver for users to perform 

secure behaviours. Moreover, other information security studies also demonstrate that 

self-efficacy has a significant relationship with safe cybersecurity behaviours with 

respect to personal protection (Crossler, 2010a; Gillam & Foster, 2020). 
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5.3.2 Effect of response efficacy on intention to avoid harm from 

cyber incidents 

As hypothesised, response efficacy positively impacts the user’s intention to avoid harm 

from cyber incidents (H4). After realising the cyber threat, users conduct a perceptive 

assessment regarding mitigating that threat. As the individual’s perceptions about the 

effectiveness of the recommended response increases, then their ability and intention to 

perform the recommended response also increases. This study found that microbusiness 

owners can perform the recommended behaviours in response to cyber threats.  

The results indicate that Australian microbusiness owners have higher perceptions about 

the execution of cyber threats, and their response to avoid those threats (e.g., installing 

PMS, antivirus software, and strong passwords) will lessen the cyber threats. The results 

also show that the microbusiness owners are aware of those threats and know the 

consequences, encouraging them to adopt protective behaviour. The findings further 

corroborate the former research results of Johnston and Warkentin (2010); Menard et al. 

(2017), and Ifinedo (2012).  

5.3.3 Effect of threat severity on user intention to avoid harm from a 

cyber incident  

As per the proposed hypothesis (H1), threat severity was found to significantly impact 

the user’s intention to avoid harm from a cyber incident. The results suggest that the 

degree to which microbusiness owners believe that a cyber threat would be damaging 

and more harmful increases their intention to avoid harm from those threats. As a result 

of higher threat-severity perception, microbusiness owners comply with the security 

measures and increase protection levels by installing PMS and antivirus software.  

The study revealed that users are aware of the potential targeted threats, and the 

consequences to their systems raise their intention to avoid harm and adopt certain 

behaviours. These findings are opposite to the findings of Siponen et al. (2014), where 

no significant relationship was reported. However, these findings are identical to 

previous findings in the cybersecurity domain, for example, Herath and Rao (2009); 

Vance et al. (2012); Zong et al. (2019) found that perceived severity plays a key role in 

motivating users to adopt secure behaviours.  

The Australian microbusiness owners who participated in this survey were motivated by 

strong fear appeals and have relatively high vulnerability and severity perceptions. 



 
 

125 
 

Accordingly, the microbusiness owners felt more exposed to cyber threats if they did 

not act responsibly and install security protocols in their systems. It could be contended 

that cyber threats were taken as a given, and thus microbusiness owners are more 

concerned about the consequences of the threats and thus take security measures. This 

finding could help business owners design security messages highlighting the severity 

of the threats to encourage users to increase their computer and network security.  

5.3.4 Effect of response cost on user intentions to avoid harm 

As hypothesised, the results of this study show that response cost had a negative impact 

on the user’s intention to avoid harm (H5). Response costs include the perceived efforts 

in acclimatising themselves to secure behaviours, such as remembering strong 

passwords and installation of PMS or other security software on their systems. These 

results are similar to previous research in information security research. Zhang et al. 

(2009) found that perceived costs negatively impact user intention to follow security 

measures. Other studies have also found a negative impact of perceived cost on user 

intention to comply with security precautions (Menard et al., 2017; Vance et al., 2012).  

This result indicates that response costs are related to both intrinsic and extrinsic 

individual costs of performing a recommended adaptive behaviour. The individuals may 

infer response cost in several forms, including money, effort or time. Crossler and 

Bélanger (2010b); Herath and Rao (2009); Lee and Larsen (2009) also found a negative 

relationship between response cost and the intention to adopt secure behaviour.  

While struggling to remember passwords and making strong passwords have been 

vulnerable for users (Bonneau, 2012; Inglesant & Sasse, 2010; Menard et al., 2017), 

other determinants related to password costs have also been attributed to poor password 

practices. In addition, when individuals have less time to memorise passwords, they 

tend to make weak passwords (Tam et al., 2010). However, usability issues are another 

factor that can arise for users and can have a negative impact on password quality, such 

as mistyped password errors (Grawemeyer & Johnson, 2011).  

5.3.5 Impact of threat susceptibility on intention to avoid harm 

This study posited that threat susceptibility would significantly impact the intention to 

avoid harm (H2). However, it was found that a user’s perceived threat susceptibility 

does not have any impact on their intention to avoid harm. These results parallel prior 
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research findings in the information security sector (Crossler et al., 2014b; Johnston et 

al., 2015; Vance et al., 2012).  

The population sample used in this survey shows that microbusiness owners have low 

threat susceptibility perceptions. It is possible that many microbusiness owners think 

their business is too small to attract hackers or cyber attackers. Awareness about 

information security is still a major issue, as microbusiness owners are unaware of the 

existing risks the cyber world holds. Microbusinesses need proper cyber awareness and 

guidance to reduce cyber risks – no business wants its data to be compromised. In this 

study, threat susceptibility was the microbusiness owner’s assessment of cyber threats; 

whether their business was vulnerable to those threats or not, and if not, preventive 

actions are taken. Vance et al. (2012) also report the same results and argue that threat 

susceptibility (vulnerability) does not have any impact on the user’s intention towards 

information security compliance. 

The results of this study are not consistent with PMT; however, these findings are 

consistent with studies that incorporated PMT in information security. Workman et al. 

(2008) and Witte and Allen (2000) incorporated PMT in their studies and claimed that 

threat susceptibility does have an impact on user security compliance behaviours; 

however, the impact is small and they reported the path coefficients were too small to 

bring any meaningful results.  

Hackers target microbusinesses with the intention of stealing their data and then using it 

for their own personal benefit or selling it on the dark market. However, 

microbusinesses do not consider themselves at risk, and wonder why someone would 

launch a cyber attack on them. Proper steps should be taken by the government and 

cybersecurity practitioners to raise public awareness about current cyber threats. This 

may increase users’ susceptibility perceptions, which will ultimately impact on their 

information security compliance.  

5.3.6 Impact of behavioural intention to avoid harm on computer 

security usage 

This study proposed that the user’s intentions to avoid harm would positively impact 

actual computer security usage (H6). The results suggest that the user’s behavioural 

intentions have a significant impact on their computer security usage. These findings are 

similar to the findings of Claar and Johnson (2012); Thompson et al. (2017). 
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The results indicate that users have the intention to avoid harm from cyber threats, 

which motivates them to install PMS or security software into their systems. The 

findings provide empirical evidence that the user’s behavioural intention to avoid harm 

significantly increases their secure cyber usage.  

The results further suggest that microbusiness owners who have high fear perceptions 

are more likely to install PMS and other security software. The findings from this 

survey fill the research gap by integrating cybersecurity behaviour with actual 

cybersecurity usage by expanding the user’s personalised cybersecurity adoption 

models.    

5.3.7 Prior cyber experience impact on computer security usage 

This study proposed that the user’s prior experience in cybersecurity will positively 

impact their actual computer security usage (H9). The results show that microbusiness 

owners do have knowledge and computer security experience, significantly impacting 

their actual security usage. These findings are similar to prior research by Claar and 

Johnson (2012); (Safa et al., 2015); Tsai et al. (2016). 

It was observed that users who have experience and prior knowledge about safe 

cybersecurity practices are more likely to install PMS in their business. These results 

also indicate that users with prior knowledge and exposure to cyber threats and who 

know the risks associated with password hacks are more likely to install PMS. Users 

who have greater computer literacy skills and experience are more likely to install 

computer and password software (Fagan et al., 2017). Studies also indicate that 

experienced users have a greater perception of information security usage and perform 

less risky behaviours (Alodhyani et al., 2020).  

Moreover, the results reveal that education, training, and awareness schemes increase 

users’ self-efficacy and help those who do not know how to adapt to new technologies. 

A user’s experience in the domain of cybersecurity has a direct impact on their 

perceptions and attitude related to information security usage. This research found that 

the user’s prior experience in cybersecurity directly predicts their cybersecurity usage. 

5.3.8 Impact of perceived usefulness on computer security usage 

As hypothesised, the study indicates that the PU of PMS is directly related to a user’s 

CSU (H7). The users perceived that having PMS is useful and can indemnify against 
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password leaks and threats concerning password security. These findings support 

previous studies by Yeou (2016), who checked the usefulness of the Moodle learning 

system and its usage among students. In addition, Morosan (2012) used the TAM to 

check user adoption and usage of biometrics authentication and found usability to be 

one of the contributing factors. Alkaldi and Renaud (2016a) found that usability is one 

of the contributing factors in the adoption and usage of PMS by users.  

Moreover, Abramson et al. (2015) used the TAM to check user intention to use Moodle 

learning software and found perceived usability a driving factor. Hassan et al. (2014) 

also found a significant impact of PU in the adoption of mobile applications by 

individuals. These studies suggest that microbusiness owners find installing and using 

PMS useful to mitigate password-related hacks. 

5.3.9 Impact of perceived ease of use on computer security usage 

In this research, it was hypothesised that the PEU of PMS would significantly impact 

the actual usage of PMS (H8). However, the results indicate an insignificant 

relationship between PEU and CSU. There might be the possibility that most 

microbusiness users did not find PMS easy to use. According to temporal construal 

theory (Trope & Liberman, 2000) feasibility will be preferred when individuals make 

decisions in the near future. Feasibility is referred to as ease or difficulty in achieving 

the required goal.  

The same results were indicated by Shen and Chiou (2010), who tested the adoption of 

the internet and the impact of PEU. They found that users are less likely to use internet 

services when the authentication process is difficult. Likewise, most Australian 

microbusiness owners find PMS complicated to use and difficult to install, which may 

be a reason for the insignificant relationship. In addition, Liébana-Cabanillas et al. 

(2017) checked user attitudes towards using mobile commerce and found PEU impacted 

insignificantly or had no impact on user intention to use. Moreover, Kamdjoug Kala et 

al. (2017) checked the adoption of social media in the workplace environment and 

found no impact of PEU on user intention to use it.  

In contrast, training programs and user awareness campaigns can be used to increase the 

efficacy of users, which might be helpful in the adoption of security technologies. 
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Moreover, a Pew Research Center (2021) report indicates that users find it difficult to 

use PMS and are less likely to it to store their passwords.  

Moreover, having PMS is always recommended by cybersecurity experts; however, its 

ease of use is a challenging issue. The standard guidance for users is to remember their 

passwords; however, having a PMS is handy and can mitigate password leaks. There are 

many password managers in the market these days, for example, LastPass, Dashlane, 

Password Boss, Agilebits 1password, Keeper Password Manager and Digital Vault, and 

mostly they also offer free basic services to users.  

Most PMS users have rough patches while using the software, particularly when adding 

information from all of their existing accounts. Most password managers have tools to 

import user data from different web browsers and applications; however, these may 

require some extra steps to be performed by the individual. 

5.4 Support for the research model 

The complete final proposed model is shown in Figure 5.3 below, showing the 

hypothesised relationships with the integration of PMT and the TAM to explain fear 

appeals in information security and the actual usage of PMS. 

 
 

Figure 5.3: Final research model 
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Note: BIAH = behavioural intention to avoid harm; CSU = computer security usage; PU = perceived usefulness; PEU = 

perceived ease of use 

p ≤ 0.001*** 

p ≤ 0.01** 

p ≤ 0.05* 

p > 0.05 

The results from this study depict that the proposed model fits well with a large 

proportion of the variance in behavioural intention to avoid harm from a cyber incident 

and CSU. The association between threat susceptibility and behavioural intention to 

avoid harm and PEU with CSU was found to be insignificant. Only two of the 

hypotheses were rejected (H2 and H8). Therefore, the model used in this study provides 

considerable contributions to the applicability of PMT and the TAM in the adoption of 

secure behaviours in cybersecurity.  

The results suggest that motivation has proven to be a significant factor that influences 

both intention and behaviour, as suggested by several researchers (Crossler & Bélanger, 

2014; Vallerand, 1997). Consistent with PMT, threat severity, response efficacy 

regarding virus threats, response cost and self-efficacy beliefs were found significant in 

performing a recommended protected behaviour. However, threat susceptibility was 

found insignificant and had no impact on users’ intentions to act in a recommended 

way, which further leads to CSU. But the results still propose interesting implications in 

identifying the key motivators for protective behaviour. More importantly, the intention 

to perform a recommended behaviour predicts the actual behaviour, rather than the 

attitude towards the behaviour or a collection of beliefs about the specific behaviour 

(Davis, 1989).  

In addition, SMEs are more susceptible to cyber-attacks because of a lack of awareness 

and fewer technological solutions. In this study, the TAM was used to check the 

adoption of the PMS by Australian microbusiness owners. It was found that PU has a 

positive impact on the actual usage of PMS. The results of the study indicate that users 

do find having an antivirus program or PMS increases their job performance, as they 

may find it hard to remember long and complex passwords.  

The results indicate that PU is the main component that impacts user security usage and 

adoption of PMS in work settings. In addition, no significant relationship between PEU 

and the usage of PMS was found. This may be because most of the users are not well 
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aware of PMS. There are studies that indicate that the PEU relationship does not 

directly impact usage behaviour through PU, but not directly (Venkatesh et al., 2003). 

The use of PMS in the work environment can be considered partly adequate as it does 

not directly increase job productivity or performance; however, it is useful in protecting 

against password breaches and leaks. For example, MS Office is software that might 

directly impact job performance or task completion and increase user productivity. 

Contrarily, the PMS is software that works behind the scenes in order to protect the 

individual’s system all the time. In cases where users get prompted by the PMS for user 

authentication through the internet, these tasks could be interpreted as a barrier to the 

user’s performance and productivity in the workplace. In this scenario, it could be 

considered that the technology might not fulfil the individual's functionalities and task 

requirements. In this context, the use of PMS satisfies non-functional security 

requirements.  

5.5 Research questions 

This section discusses the contribution of the current study in order to answer the 

research questions raised in this research. 

The first research question in this study was: How does PMT impact user intention to 

avoid harm from a cyber incident? 

The results in this study indicate that most of the components of PMT impact user 

intention to avoid harm from a cyber incident. Self-efficacy and response efficacy 

directly impact user intention to avoid harm from cyber incidents. However, threat 

susceptibility does not directly influence user intention to avoid harm. 

Interestingly, perceived costs are negatively related to cybersecurity compliance 

behaviour when cyber threats occur. PMT supports the notion that if users feel 

inconvenienced with organisational security guidelines and evaluate the compliance 

cost as high, they are less, or not, likely to conform with the security policies (Vance et 

al., 2012). The findings demonstrate the intricate nature of the variable relationships 

between response cost and security behaviour and raise questions about organisational 

and individual domains.  
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In addition, threat severity was found to significantly impact user intention to avoid 

harm from cyber incidents. It is quite fascinating that threat severity was found to be 

significant while threat susceptibility was found to be insignificant. This discrepancy 

shows that most microbusiness owners believe that cyber threats are severe and their 

impact would be high if they were attacked. On the other hand, they might also believe 

that their business size is too small to attract cyber attackers.  

The second research question addressed in this research was: If so, do these intentions 

further lead towards computer security usage? 

This study found that the FAM effectively impacts user intention to avoid harm from a 

cyber incident. Overall, the survey findings reveal sufficient evidence that these 

intentions further lead towards the overall security usage of users. 

As a follow-up to the first research question, this question also discovered that these 

intentions have a positive impact on the security usage of users and that those who have 

high intentions are more like to use computer security software.  

The third question that was explored in this study was the adoption and actual usage of 

PMS by the user at their workplace: Do users find PMS usable and easy to use? 

While users do consider PMS usable and a vital tool that can mitigate threats related to 

password hacks, they may find it difficult to use. The results indicate the need for 

security training programs and awareness campaigns that can increase user intention to 

comply with password guidelines. However, there is a need for longitudinal studies to 

discover the impact of that training on user intention to comply with password 

guidelines.  

5.6 Chapter summary 

This chapter discussed the study results in detail and provided some possible 

explanations for the main findings. This study provides insights into threat perceptions 

and their adoption of computer security.  

The study determined that threat appeals can raise user concerns about their compliance 

with cybersecurity and password guidelines. More importantly, the results show that 

raising a user’s threat perception and efficacy perception significantly improves their 

compliance with security protocols and further encourages them to install security 
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software. However, threat susceptibility from the threat appraisal part of PMT was 

found to have an insignificant impact on user intention to avoid harm. Further, the 

coping appraisal variables of PMT significantly impacted user intention.  

This study contributes to the increasing knowledge of threat and fear appeals grounded 

research in the cybersecurity area. To the best of the researcher’s knowledge, this 

research is among the few that has tried to explore actual CSU in the microbusiness 

domain and highlights the need for a continued higher level of cyber awareness training 

to cope with cyber threats. Training increases user acceptability of new technologies; 

more importantly, this study draws attention towards the significance of longitudinal 

studies in the cyber sector.  

The next chapter discusses the conclusion and the implications for future research in the 

cyber domain.  
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6 CONCLUSIONS 

This chapter provides a brief overview of the study and summarises the research 

contribution and practice. First, the key findings of the study are discussed, followed by 

the implications for future research and for practitioners. Finally, the future direction 

and the limitations of this research are presented.  

6.1 Summary of study findings 

This study addressed the key research questions. The first research question was: How 

does PMT impact user intention to avoid harm from a cyber incident? PMT deals with 

threat perceptions and fear appeals. In information security, those fear appeals are the 

cyber threat messages that users receive. While the threat appraisal (threat perceptions) 

contributes to compliance with security and password guidelines, only threat severity 

was found to have a significant direct impact on a user’s intention to avoid harm from a 

cyber incident. The results of coping appraisals (efficacy perceptions) suggest that self-

efficacy, response efficacy and response costs are better predictors of user intention to 

avoid harm from a cyber incident in information security research. Further, an 

investigation of fear appeal communication and its effectiveness found that fear appeal 

developers often underestimate the importance of coping appraisal (efficacy-inducing) 

components.  

Further, the primary objective of using PMT was to investigate whether fear appeals can 

minimise the frequency of threats and boost efficacy perceptions and in return, improve 

security and password compliance. The Fear Appeal Model (FAM) used in this study 

indicated a significant increase in the level of perception of threat severity, response 

efficacy, self-efficacy and response cost. However, threat susceptibility was found to be 

insignificant. Moreover, individuals who responded strongly to the fear appeal were 

more motivated to adopt security compliance and create strong passwords. Hence, the 

study reveals that fear appeal communication can alter an individual’s security 

perceptions and improve compliance with security policies.  
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Moreover, the research explored to what extent fear appeals influence user perceptions 

and how these are maintained over time. While the current study had little to do with the 

long-term effects of fear appeals on compliance with safe cybersecurity practices and 

information security policies, it does make a significant contribution and highlights the 

need for conducting a longitudinal study in cybersecurity.  

The sample population for this research was microbusiness owners, and the possible 

reason for the lack of compliance with cyber security practices is that microbusiness 

owners believe that their businesses are not so big and that the attackers or hackers will 

not generate any attack on them. However, future research could be done to explore 

further the impact of their perceived vulnerability in the information security area.  

The second research question was: Does user behavioural intention lead to computer 

security usage? The survey findings support that user behavioural intentions impact 

individuals' security compliance. The result of the study indicates that individuals who 

are more concerned about cybersecurity risks are more likely to install security-related 

applications such as antiviruses, password managers, anti-malware software etc. This 

highlighted the importance of creating cybersecurity threat awareness and educating 

people about the recent risks and dangers of the cyber world For the organisation, 

legislators and businesses. Such awareness campaigns should focus on building public 

and user understanding about how cyber risks are significant, why they are vulnerable 

to such threats, the consequences if they get attacked, and why cybersecurity 

compliance is essential.  

In addition to that, the theoretical framework in this survey incorporated the path 

between behavioural intention and actual computer security usage. The study provides 

sufficient support for an extension of PMT to comprise a link between intention and 

actual usage behaviour.  

The third research question of the study was: Do users find password manager software 

usable and easy to use? the TAM was used to test the adoption of PMS by 

microbusiness owners and to answer the research question. The TAM model consists of 

two variables: PU and PEU. 

The survey results show that PU was a significant factor that can motivate users towards 

implementing password compliance, and installing PMS, and can encourage users 

towards secure computer usage. The results show that most microbusiness owners 
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perceive that having a password manager on their systems will build up an extra layer of 

security. These findings are interesting and show that most microbusiness owners 

recognise the importance of having PMS. The findings reveal that PU appears to be a 

critical factor in the adoption of PMS. PU has shown a significant impact on user 

intention to adopt PMS, meaning that the more users are concerned about password 

security, the more likely they are to install it.  

With respect to PEU in the TAM, no significant impact was found on the user’s 

computer security usage. These results reveal that microbusiness owners face 

difficulties with having password managers in their systems. Effort expectancy could be 

another possible reason for the insignificant results for this factor. Moreover, another 

possible reason for the insignificant results could be that this model was tested on 

microbusiness owners who are not expected to have such technical skills. 

Microbusiness owners might feel that installing a password manager requires too much 

effort, is time-consuming and requires technical skills. The study by Davis (1989) also 

reported the weak PEU relationship with user intention to adopt computing 

technologies. Igbaria and Iivari (1995) also found no direct relationship between PEU 

and computer usage. More studies are required to further explore the effect of PEU on 

computer security adoption behaviour. 

Finally, the role of prior experience in cybersecurity was investigated. Prior experience 

in cybersecurity was found to impact computer security usage significantly. Prior 

experience in cybersecurity is an important variable to investigate because of its direct 

and personal nature. The findings of this survey reveal that those microbusiness owners 

who have experience with cybersecurity are more likely to install antivirus, antimalware 

and PMS on their systems. Microbusiness owners who have prior experience in 

cybersecurity are more likely to have positive perceptions and beliefs about utilising 

secure technology because of their belief in their capabilities to master the challenge 

and adopt countermeasures for any possible threat. These findings are opposite to the 

findings of Hill et al. (1987), who found that prior experience does not have any impact 

on the usage of technology; however, they found prior experience indirectly impacted 

computer technology usage.  
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6.2 Contributions 

This research makes important contributions to information security researchers and 

information security professionals. The research results will help behavioural 

researchers and social scientists to understand human cybersecurity-related behaviours 

better.  

The study revealed that the adopted PMT and TAM-based model explains a significant 

amount of information about individual security behaviours, which further helps to fill 

the gap in cybersecurity-related research. Although not all hypotheses were supported in 

the model, the SEM-based study results still bring some critical insights about the 

motivational factors related to cyber security compliance behaviours. Future researchers 

can benefit from this research and use these findings as a base for expanding the PMT 

in the context of cybersecurity research. This will help further understand the users' 

cybersecurity behaviours and how they perform and respond to fear appeals in different 

working environments. Further research can be done by combining PMT with other 

theories, such as General Detterance Theory, Self-Determination Theory, Theory of 

Planned Behaviour and Perceived Behavioural Control, to understand cyber behaviours 

further. The research incorporated the TAM model to determine PMS's adoption factors 

and also tested the impact of prior cyber-related experience on users' computer security 

usage.  

The study discloses some interesting insights about PMS and individual security usage 

behaviour. For software developers and security professionals, the extended TAM 

model would be helpful for further understanding the security usage behaviour, which 

ultimately provides a broader picture of what drives individual behaviours.  

The human factors in cybersecurity are often considered the weakest link, and the study 

findings provide the importance of cyber training and awareness campaigns to 

information security managers and practitioners. Concerning password managers, the 

study highlighted that most users do not find them easy to use; however, they still 

consider them a vital tool for password protection. Cyber training and awareness 

campaigns would help in increasing the usage of PMS.  
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6.3 Implications 

This research provided a better and deeper understanding of motivational factors 

affecting user intention to avoid harm and the adoption factors leading to password 

manager uptake. The FAM and its impact on information security research were also 

explored based on the key research findings. Menard et al. (2017) highlighted the 

importance of using the fear appeal model to analyse adaptive and maladaptive 

behaviours in the field of information security. The findings of the study suggest that 

PMT is an effective model for investigating individuals' motivations toward 

cybersecurity compliance.  

This work adds some unique and insightful contributions to cybersecurity research. 

Firstly, the study utilised PMT based on the fear appeal mechanism designed by Rogers 

(1975) in the context of cybersecurity threats faced by microbusinesses. Only a few 

studies have incorporated the fear appeal model to analyse cybersecurity compliance 

behaviour in microbusinesses. Based on our research, the following contributions have 

been made. 

The present study reveals that response costs are negatively impacting the 

microbusiness owners' security behaviours, this indicates that the microbusinesses 

might have low resources for managing their cyber risks, and they feel those costs as a 

barrier to cybersecurity compliance. This also indicates that because of microbusiness' 

budget constraints, the owners feel cybersecurity costs are a significant barrier in 

adopting a secure behaviour. The results indicate the need for appropriate government 

support to the microbusinesses to counter the threats and make proper security 

arrangements.  

The study also reports the importance of threat severity within the final model. Threat 

severity was the only threat appraisal construct that significantly impacted the 

behavioural intentions to avoid harm from the cyber incident. The lack of susceptibility 

in the PMT model left severity as a sole threat appraisal influencing the microbusiness 

owners' security-related behavioural intentions.  

Also, threat severity was found highly impact on compliance behaviour. In other words, 

cybersecurity managers, practitioners, and policymakers can intervene and encourage 

users by telling them about recent cyber threats and by creating cyber awareness.  
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In addition to that, the research incorporated the TAM model to investigate the adoption 

factors of password managers. The results show that the PU of password managers 

significantly impact usage behaviours, although the PEU factor was found insignificant. 

The results indicate that microbusiness owners find password managers as a useful tool 

for storing and remembering complex passwords in an encrypted form however, they 

also find them difficult to use. The microbusiness owners highlighted the ease of use 

factor of the password managers software needs an intention and an area of concern. 

The developers and security experts should focus more on the password manager 

software interface to make it more useful.  

Password managers sometimes do not interact well on different systems, and for 

instance, some password managers work well on Windows systems; however, they 

might have some compatibility issues if someone uses macOS, Linux or any other 

operating system. Mobile users can face the same problem if they use the same 

password manager for working on a Desktop and mobile phone.  

Whereas experience users indicate high compliance behaviour, this finding can help 

security practitioners and managers consider the importance of prior cyber knowledge 

and experience. Cyber education and knowledge gap campaigns need to be initiated for 

capacity building. Further, experienced users reflect the high computer security usage 

because of high computer efficacy and have prior knowledge of risks associated with 

cybersecurity.  

 A series of future research directions are also discussed in this section.  

6.3.1 Future research should focus more on information security 

behaviour than on intentions 

In the PMT-based model, the individual’s threat perception was modelled as fear and 

was found to have a significant effect on the user’s intention to avoid harm. The results 

reveal that the PMT's coping elements are more significant than the threat appraisal 

elements. The findings of this survey are fascinating, given that the PMT framework 

theorises that threat severity has an influence on the user’s protective intentions; 

however, threat susceptibility was found insignificant. This finding is similar to the 

findings of (Rogers, 1983; Witte & Allen, 2000), suggesting that threat susceptibility 

has a weak relationship with preventive behaviours. Interestingly, the PMT literature 

has focused more on threat appraisal and mostly ignored positive coping, including self-
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efficacy and response efficacy (Burns et al., 2017). The study indicates that 

microbusiness owners have learned to protect themselves from cyber misadventures. 

However, microbusiness owners take cyber costs as a barrier that requires attention 

from practitioners. 

The dominant viewpoint in information security research is that severity perception 

significantly influences protective behaviour. In contrast, threat susceptibility was found 

to be insignificant. The inconsistency in the fear appeal results needed more attention 

and more research needed on how individuals respond to the threat messages. The 

results of this study and the findings from the studies of Zhang and McDowell (2009) 

validate that fear appeals play a vital role in predicting user security behaviours.  

6.3.2 Individuals may behave in a different way in the information 

security context 

The study also reveals that users might behave differently in changing information 

security scenarios. The research raises new fascinating questions about threat perception 

and how the application of PMT comes up with different results in different scenarios. 

The results of this study suggest that individuals comply with security policies and 

adopt protective behaviours emotionally if they feel their actions are for their personal 

protection. 

The PMT model outlines an understanding of why and how people's behaviours can 

change when they are confronted with fears and threats. The individuals’ choice of 

protective action relies on their perception of threat severity because they believe the 

threats are real and can be harmful. This threat appraisal motivates users to initiate the 

coping process. In order to adopt the recommended coping response, an individual must 

believe that performing the specific behaviour will mitigate the threat, and these 

considerations must outweigh the costs associated with the recommended response. 

The study shows that the coping variables have a significantly more robust relationship 

with adaptive behaviour (security compliance) than the threat variables. It was also 

found that the threat severity positively relates to adaptive behaviour, but threat 

susceptibility was found insignificant. This may indicate that microbusiness owners 

believe that the threats are real; however, because of their small size and business 

volume, they believe they are not prone to cyber-attacks. Additional interventions are 
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needed to counter the latest cyber threats, for instance, creating awareness about cyber 

risks in a business context and building the necessary security skills and training.  

Liang and Xue (2010) suggest that users respond positively to security 

recommendations if they feel nervous or threatened. The findings of all this research 

together reveal that emerging cyber threats are changing users’ intentions to perform 

securely and that PMT is efficiently predicting the user’s motivational factors that 

encourage users to adopt secure behaviours.  

This study also reveals an interesting finding related to protection motivation in the 

context of vulnerability and how individuals assess their vulnerability to security 

threats. This study assessed protection motivation with the intention of complying with 

password protection. The study reveals such motivation in the context of personal 

protection and the degree to which they follow password security standards. 

Interestingly, the prior studies of (Ifinedo, 2012; Siponen et al., 2014) found evidence of 

the relationship between perceived susceptibility and security intentions. However, this 

study is consistent with the findings of Crossler (2010b); Johnston et al. (2015); Liang 

and Xue (2009); Zhang and McDowell (2009), and no such link was found. The 

findings corroborate the notion that users generally perceive others as having a greater 

risk of exposure to threats.  

The study findings report that susceptibility constructs have little impact on the user’s 

protective behaviour after analysing the effect size of the variable and were unable to 

explain the possibility of omitting security policies by their staff. In this research, it 

appears that the microbusiness owners usually did not believe that they could be 

subjected to any information security threats if they did not comply with the security 

policies.  

Moreover, in the PMT model, the coping appraisal variables show a strong influence on 

the user’s behavioural intentions. Coping appraisals are the extrinsic and intrinsic 

measures available to avoid the threat and include the individual’s perception of the 

threat that either the threat is preventable or not. For instance, individuals normally take 

action to avoid the threat when they perceive it is real and impending, so long as they 

perceive that they have the skills and tools to cope with it.  
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The efficacy part of the PMT-based model has shown a greater significant impact on the 

user’s protective intentions. The results of this study are consistent with the findings of 

Siponen et al. (2010); Tsai et al. (2016); Vance et al. (2012).  

Response costs were found to have a negative impact on user behavioural intentions. 

The results clearly demonstrate the reason why users feel inconvenienced in following 

security policies. This result is also consistent with PMT. Further research is needed to 

establish the exact reasons, and more empirical research is needed to configure the other 

cost-related factors that users perceive as a barrier to complying with security policies. 

However, this study has extended the PMT-based model to configure actual user 

behaviours and found that security intentions significantly lead to greater security 

usage.  

6.3.3 Adoption factors for password managers 

This study investigated the adoption factors of PMS by microbusiness owners. Based on 

the findings of the study, the TAM successfully sheds light on the uptake of PMS, with 

the survey focusing on usage behaviour rather than an intention to use a password 

manager.  

The results indicate that the PU of PMS has a significant impact on user security usage 

behaviour. The microbusiness owners surveyed perceived PMS as a vital tool to 

increase their password security. Users with high computer proficiency and better 

computer experience found password managers convenient and secure. These findings 

support Fagan et al. (2017), and the results show microbusiness owners have sufficient 

computer knowledge and experience to use PMS successfully. These findings are 

interesting for cybersecurity practitioners and developers and provide them with 

important knowledge about the level of efficacy and literacy related to the computer-

based applications microbusiness owners have. Further, microbusiness owners 

understand the importance of strong passwords and thus install PMS because of its 

effectiveness.  

The findings further reveal that microbusiness owners think having a password manager 

is useful, and usefulness appears to be a vital factor in choosing a password manager. 

This means they consider having a password manager a helpful tool for creating and 

storing long passwords in an encrypted format. 
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However, the results indicate that the PEU of PMS does not have any impact on 

security usage. The results indicate that users perceive password managers as not being 

easy to install, and the lack of immediacy and time restraints are possible reasons 

behind not having or installing a password manager application. Aurigemma et al. 

(2017) investigated the home user’s perceptions related to password managers and 

argued that users often find them cumbersome and tricky or difficult to use. Another 

possible reason for the insignificant results related to PEU is trust, for example the risk 

of the password manager database being hacked or the password being discovered by 

accident (Gao et al., 2018). Moreover, autofill browser password managers do not 

address the issue of password reuse (Gao et al., 2018; Wang et al., 2009). Several other 

studies on password managers found that current password managers do not address 

weak passwords and password reuse (Lyastani et al., 2018; Pearman et al., 2017; Wash 

et al., 2016).  

In general, it is argued that the PMS needs to be useful and easy to use so that users can 

take maximum advantage of such tools to make their systems more secure from 

password breaches. The results indicate that the users have shown their concerns about 

the ease of use of the password managers. This means they often find difficulties in 

using the password manager software interface or have faced some problems in 

software integration with their systems.  

The findings of this study set up interesting research questions and potential horizons 

for future research. There is a need for future research to further investigate trust issues 

and the efficacy of password managers.  

6.3.4 Experienced users handle cyber threats better 

The survey findings depict that microbusiness owners who have prior experience in 

cybersecurity and have good computer literacy skills are more likely to adopt secure 

behaviours. User prior experience in cybersecurity has a significant direct impact on 

computer security usage. Other researchers have also mentioned past cybersecurity 

experience (Carroll, 2013; Grobler et al., 2021; Renaud & Flowerday, 2017). These 

findings are interesting for cybersecurity practitioners, managers and developers, 

providing them with better insights into inherent cyber risks and cyber issues. The 

findings show that experienced users do not compromise on system security and install 

antivirus/password manager or other security-related software more than inexperienced 
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users. User experience in technology is an important component in cybersecurity as it 

helps users assess security applications and helps to increase their ability to handle 

cyber risks. Users who have good computer literacy skills are better at security 

management. Experienced users are more aware of cyber risks and, therefore, they are 

better at security management and can perform security-related functions better way 

compared to inexperienced staff. 

Overall, the survey findings in this study introduce a set of interesting questions and 

potential avenues for further research in the cybersecurity research domain. Based on 

the survey findings in terms of using a PMT-based model in cybersecurity, the role of 

perceived threat susceptibility needs to be discerned further. With respect to the TAM, 

there is a need for the PEU of password managers to be further investigated. Concerning 

PMT, there is a possibility that individuals are motivated through an emotional response 

to cyber threats. Moreover, the microbusiness owners in this study unrealistically 

showed low perception of susceptibility to cyber threats. This lack of perception may be 

because microbusiness owners think that their businesses are too small to gain the 

attention of any potential hacker. More research should be undertaken to further explore 

user security behaviours, mainly in their threat appraisal process, in different 

information security contexts. This would provide more insights into why the threat 

appraisal part of PMT gives different results in diverse settings.  

So far, the use of PMT in security research has been largely adopted by information 

security researchers. The theory successfully addresses fear appeals by proposing 

perceived severity, perceived susceptibility (vulnerability), response cost, response 

efficacy, and self-efficacy as key security behavioural factors. The PMT-based model 

used in this study proposed that threat appraisal and coping appraisal both have a direct 

independent impact on user’s information security intentions; however, the results, 

particularly the threat appraisal component, provide different results from study to 

study. This not only challenges the results of research using PMT across studies, but 

also means the applicability of the theory in information security is an open question, 

and more research is needed to explore its role.  

The TAM successfully addresses user technology adoption factors. The findings from 

this study suggest that microbusiness owners believe that having better password 

security is integral to having better security. However, there is a need to further 
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investigate the role of perceived ease of use of password managers. Users showed 

concerns about the interface of PMS. Trust might be another possible issue because past 

research has shown user concern about security because the password manager’s 

database might come under attack, and passwords might be compromised. 

6.3.4.1 Experienced users are more aware of cyber risks 

The study further highlighted the importance of cybersecurity experience and its 

relationship with security usage. Pósa and Grossklags (2022) have shown the same 

findings in their studies, where they tested the impact of work experience as a factor in 

cybersecurity awareness. Individuals that have prior cyber experience are more aware of 

the risks associated with information security. 

The study findings of this research bring some important insights to the cyber 

practitioners and stakeholders. The security perceptions of experienced users and users 

with no prior cyber knowledge will differ. Security experts can intervene and increase 

the users' cyber experience by initiating awareness programs to make them more aware 

of the risks linked with the cybersecurity environment.  

Cyber attacks are often blended with several other methods of attack. For instance, a 

phishing attack can be blended with some kind of social engineering attack. 

Experienced users are more aware of such types of attacks, and they can handle such 

kinds of attacks adequately. Cyber security experts can increase user knowledge by 

educating users and by initiating awareness campaigns to improve information security 

compliance behaviour.    

6.4 Implications for practice 

This section discusses the practical implications of the study findings. This study 

demonstrates that proper management and guidance such as cyber training, awareness 

campaigns and the necessary skills to implement better cybersecurity practices, can 

significantly improve cyber practices. The study examined individuals’ compliance with 

password policies and users’ risky cybersecurity practices, which can have serious 

implications for any business or service organisation (Ives et al., 2004). Thus, the study 

includes not only implications for personal users and SMEs but also for large 

organisations, including cybersecurity practitioners. Large organisations can reduce tons 
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of budgets by employing better cyber interventions and launching cyber gap knowledge 

and awareness campaigns.  

SMEs are high on hackers’ target list because they generally have fewer security 

measures and lower security awareness. Their online accounts and other sensitive 

information, including business transactions and financial information, are at risk. The 

study reveals that the coping mechanism of the PMT has a significant impact on 

cybersecurity compliance behaviour. This indicates that cyber security compliance 

behaviour can be improved by simply creating public awareness, providing better cyber 

knowledge and giving them improved cyber support at low costs.  

In comparison, threat severity is the only threat appraisal variable significantly 

impacting user security behaviours. The results indicate that most small business 

owners do not believe they are susceptible to cyber-attacks. This may be because they 

believe they are small businesses and the cybercriminals will not attack them. Cyber 

practitioners and legislators are needed to build better public awareness that the threats 

are real and that cybercriminals can attack not only big organisations but also small 

businesses. However, More research is needed to better understand the fear appeals 

model and threat perceptions.  

Despite extensive use of weak and repeated passwords on the internet (Karole et al., 

2010; Lyastani et al., 2018), only a few microbusiness owners are concerned that 

someone can hack their online or financial accounts (Benz & Chatterjee, 2020). This 

study validates the notion that providing support and guidance to users is vital for 

implementing safe cybersecurity practices; however, businesses that are dealing with 

other businesses outside their organisation could be a challenge. Third-party vendors 

and websites usually rely on password security and quality. However, password 

guidelines on their own are not enough. The findings of this study therefore have 

important implications for developers and practitioners in making improvements to 

cybersecurity.  

Cybersecurity awareness and training have been proven effective for better information 

security compliance with security policies. Training strategies must communicate the 

reality and the vulnerability of the threats (D'Arcy et al., 2014), ensuring that 

individuals and microbusiness owners are aware of suitable response mechanisms 

(Vance et al., 2012).  
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This study demonstrated that password security training has a significant impact on 

threat awareness; further, it also raised the issue of the user’s threat and security 

perceptions and their relationship to compliance with security policies. Business 

organisations and cyber practitioners should convince individuals that the threats are 

real and prevalent and should also highlight the magnitude of the severity of the threats 

that are putting their organisations at risk. One of the biggest challenges in password 

security compliance is convincing users to comply with security guidelines.  

6.5 Future directions and research limitations 

The study results depict that those having a greater perception of coping appraisal (self-

efficacy, response-efficacy, response costs) are more likely to comply with security and 

password guidelines. This research was focused only on Australian microbusinesses; 

however, future research could be undertaken on larger organisations or industries to 

explore the individual’s risky behaviours. Further research could be conducted on how 

the practice of regulatory requirements and controls encourages to comply with 

information security procedures.  

Moreover, the empirical findings of this study are derived from Australian 

microbusinesses, and further research could incorporate comparative studies with other 

countries to better understand individuals' cybersecurity behaviours.  

The study model was based on the PMT; however, expanding the PMT model can give 

further insights to improve cybersecurity strategies. Cyber threats are increasing and 

changing at a rapid pace. Further, the awareness readiness gap in users' coping strategies 

is slowly narrowing compared to the number of resources invested to counter and fix 

this trend. The extended PMT model and the inclusion of adaptive responses and 

response choices would bring interesting insights into individuals' adaptive and 

maladaptive responses.   

This research was carried out to examine user motivation to comply with information 

security compliance and to test the adoption of PMS by small business organisations. 

The primary strength of this study is that it focused on password security behaviour. 

The study's primary limitation is that it used behavioural intentions from PMT based on 

FAM rather than incorporating the actual behaviours.  
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Moreover, we tested the fear appeals-based model on the microbusiness owners; 

nevertheless, the fear appeals model might behave differently in different organisation 

settings. Menard et al. (2017) also highlighted the complexity of different organisational 

settings. Individuals may react to coping and fear appeals differently. In this study, we 

did not identify or include any organisational factors that may influence individuals' 

security perceptions. Future research can be done by including organisational factors 

and characteristics.  

Certainly, this research aimed to uncover the motivating factors behind cybersecurity in 

microbusinesses; however, one limitation is the finding about the lack of support of 

perceptions about threat susceptibility and its impact on users’ behavioural intentions. 

This finding may be because the chosen sample was microbusiness owners, and the 

majority of owners believe that their business is too small to attract cyber criminals.  

This research on secure behaviours was analysed by investigating the installation and 

use of PMS, which was selected due to its low adoption rate. However, several secure 

behaviours could be analysed by using different security appeals, such as antimalware 

installation, firewalls, VPN’s (Virtual Private Network) and so on. More research is 

needed to discover the role of fear appeals and their long-term effects on cybersecurity. 

For instance, individuals who have low self-control have the propensity to ignore an 

organisation’s long-term security implications. Hence, they make risky decisions in the 

short term. 

There is limited research available on the PMT-based model and the effectiveness of 

fear in information security research. In this research, fear appeals were not measured 

separately, and further, none of the research considered the impact of fear appeals in 

information security research after the intervention. Also, there is less research available 

that has assessed human emotions in an information security area. Future research could 

implement more empirical studies to broaden the scope of fear elements. While PMT is 

based on the FAM and successfully predicts security behaviours, PMT is derived from 

the health research field, where the threats are directly related to an individual’s health. 

In cybersecurity, threats are not personal, so, as suggested by Menard et al. (2017), the 

use of self-determination theory or the inclusion of psychological ownership would be 

beneficial in cybersecurity when applying it to large organisations. Further, the 

emotional connection (relatedness) that an employee perceives towards the company’s 
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data shows a user’s intrinsic motivation is a significant factor in organisational 

behaviours related to cybersecurity, which needs to be investigated further. Moreover, 

further research could be undertaken using alternative theories, such as the unified 

theory of acceptance and use of technology, deterrence theory, and social dominance 

theory. The unified theory of acceptance and use of technology focuses on effort and 

performance expectancy. Using that theory could provide better insights into the 

effective implementation of cyber defence in commercial industries.  

There is also the need to investigate the role of insiders in cybersecurity. Insiders are the 

trusted employees of any organisation who have access to the organisation’s system that 

the average employee does not have. Most cyber breaches these days have been 

achieved with the help of insiders. Deterrence theory could be useful in addressing these 

issues. The main objective of deterrence theory is to eliminate the attacks by making the 

costs and consequences outweigh the benefits of committing a crime.  

6.6 Chapter summary 

This research demonstrates the impact of protection motivation on cybersecurity 

behavioural intentions to implement safe cybersecurity practices. Further, it illustrates 

user acceptance of password managers and identifies the challenges faced by 

microbusiness owners in the adoption of password managers. In addition, the study 

utilised the TAM to analyse the impact of PEU and PU on the adoption of PMS. 

Further, the findings resulted in recommendations and provided practical implications 

of the research to industry, government and business organisations.  

The investigation also offers contributions to theory, specifically in understanding the 

human factors in cybersecurity. The present research also adds to the knowledge base of 

user password management practices based on the conceptual framework. The 

limitations of the present research were discussed in this chapter. Finally, further 

research is recommended to further investigate fear appeals and human factors related to 

technology acceptance in cybersecurity.  
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Appendices 

Appendix 1: Participant information 

Project Title: Factors Affecting Users Cyber Security Practices: A Study of Australian 

Microbusinesses 

Chief Investigator: 

Hassan Jamil, PhD student Charles Sturt University, Master in Management Sciences, Master in Actuarial 

Sciences, Bachelor of Commerce 

Project Supervisors: 

Dr Tanveer Zia, School of Computing, Mathematics and Engineering, Charles Sturt University, Wagga 

Wagga 

Dr Tahmid Nayeem, School of Business, Charles Sturt University, Albury 

Dear Participant, 

You have been invited to take part in this online survey titled “Factors Affecting Users Cyber Security 

Practices: A Study of Australian Microbusinesses” 

Study Purpose:  

This survey is a part of an academic study, and the purpose of this study is to identify and explore why 

small businesses/microbusinesses (a microbusiness is a very small company especially a family-owned 

company employing not more than two people) often fail to adopt safe computing practices.  

What does this study involve? 

If you agree to participate in this survey, you will be asked about your experiences associated with 

cybersecurity practices. The survey should take 15 minutes to complete. The survey should take 15 

minutes to complete.  

Are there risks and benefits to me in taking part in this study? 

There are no physical risks and harms involved in this study to our knowledge. Moreover, there may or 

may not be any direct benefits to you. However, some latest cybersecurity reports suggest that 

improvement in cybersecurity can come from better integration of people and systems within 

organisations. In this regard, your opinion is important. 

What if I don’t want to take part in this study?  

Participation in this research is voluntary. If you don’t wish to take part, you don’t have to. Only those 

people who give their informed consent will be included in the project.  

What if I participate and want to withdraw later? 

As this is an online survey, the participants can withdraw at any time only during the survey, and their 

data will be excluded from the survey. However, once you have completed and submitted the survey, 

any withdrawal request cannot be performed because all the respondents would be non-identifiable.  

How will my confidentiality be protected? 

No personal information will be collected that will identify who you are. Further, your responses will be 

stored in password-protected coded e-files.  

What should I do if I want to discuss this study further before I decide? 
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If you would like further information, please contact Prof Tanveer Zia by email at tzia@csu.edu.au. 

Alternatively, you may contact the Charles Sturt Ethics Committee at (02) 6933 4213 or 

ethics@csu.edu.au by quoting ethics reference number 19097.  

 

Note: Charles Sturt University’s Human Research Ethics Committee has approved this project. If you 

have any complaints or reservations about the ethical conduct of this project, you may contact the 

Committee on (02) 6933 4213 or ethics@csu.edu.au. Any issues you raise will be treated in confidence 

and investigated fully, and you will be informed of the outcome. Thank you for considering this 

invitation. 

  

mailto:tzia@csu.edu.au
mailto:ethics@csu.edu.au
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Appendix 2: Consent form 

Project Title: Factors Affecting Users Cyber Security Practices: A Study of Australian Microbusinesses 

Chief Investigator: 

Hassan Jamil, PhD student Charles Sturt University, Masters in Management Sciences, Masters in 

Actuarial Sciences 

Project Supervisors: 

Professor Tanveer Zia, School of Computing, Mathematics and Engineering, Charles Sturt University, 

Wagga Wagga PhD 

Dr Tahmid Nayeem, School of Business, Charles Sturt University, Albury PhD 

• The purpose of the research has been explained to me and I completely understand the 

information sheet given to me. 

• I understand that any information or personal details gathered during this research about me is 

confidential and that neither my name nor any other identifying information will be used or 

published without any written permission. 

• I understand that I am free to withdraw my participation in the research at any time during the 

survey and if I do, I will not be subjected to any penalty or discriminatory treatment. 

• I understand that in this survey questionnaire, I will be asked questions related to my 

cybersecurity practices and virus experiences. 

• I agree to participate in this research project and to give my consent freely.        

• I understand that the project will be conducted as described in the Information Statement.  

Note: Charles Sturt University’s Human Research Ethics Committee has approved this project. If you 

have any complaints or reservations about the ethical conduct of this project, you may contact the 

Committee at (02) 6933 4213 or ethics@csu.edu.au. Any issues you raise will be treated in confidence 

and investigated fully, and you will be informed of the outcome. 

Any issues you raise will be treated in confidence and investigated fully, and you will be informed of the 

outcome.        
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Appendix 3: Questionnaire 

Dear Respondents! 

The topic of our research is "Factors Affecting Users Cyber Security Practices: A Study of Australian 

Microbusinesses”. 

 Please read each question statement carefully and tick the option that best describes your response. 

Your cooperation is very important for the success of this study. 

• Are you 18 years or older? 

o Yes 

o No (survey will end if this is selected) 

• Do you own a business? 

o Yes 

o No (survey will end if this is selected) 

• Number of employees/workers you have 

o Myself only 

o Two or less than two (excluding myself) 

o Three or more (survey will end if this is selected) 

• Are you a Charles Sturt University student? 

o Yes (the survey will end if this is selected) 

o No    

Section 1: 

Please indicate the extent you agree or disagree with the following statements.  

[1 = Strongly Disagree,2 = Disagree,3 = Neutral,4 = Agree, 5 = Strongly Agree].  
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Threat Severity 

1:  If my online passwords were discovered 

by hackers, it would be severe 
1 2 3 4 5 

2: If my online passwords were discovered 

by hackers, it would be serious. 
1 2 3 4 5 

3: If my online passwords were discovered 

by hackers, it would be significant. 1 2 3 4 5 
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Threat Susceptibility 

4: My online passwords are at risk for 

becoming compromised. 
1 2 3 4 5 

5: It is likely that my online passwords will 

be breached. 
1 2 3 4 5 

6: It is possible that my online passwords 

will be compromised. 
1 2 3 4 5 

Response Efficacy 

7: Password manager software works for 

protection. 

1 2 3 4 5 

8: Password manager software is effective 

for protection. 
1 2 3 4 5 

9: When using password manager software, 

online accounts are more likely to be 

protected. 

1 2 3 4 5 

Self-efficacy 

10: Password manager software is easy to 

use. 
1 2 3 4 5 

11: Password manager software is 

convenient to use. 

1 2 3 4 5 

12: I am able to use a password manager 

without much effort. 
1 2 3 4 5 

Response Cost 

13: Using password manager software is 

time consuming for me. (formative) 
1 2 3 4 5 

14: Using password manager software is 

burdensome for me. (formative) 
1 2 3 4 5 

15: Using password manager software is 

financially costly for me. (formative) 
1 2 3 4 5 

17: Installing password manager software 

would require too much from me. 

(reflective) 

1 2 3 4 5 

18: Installing password manager software is 

not worth it. (reflective) 
1 2 3 4 5 

Behavioural Intention to avoid harm 

19: I intend to protect my organisation from 

its information security threats 
1 2 3 4 5 

20: My intentions to prevent my 

organisation’s information security threats 
1 2 3 4 5 
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from being successful are high. 

21: It is likely that I will engage in activities 

that protect my organisation’s information 

and information systems from security 

threats. 

1 2 3 4 5 

Computer security usage 

22: I use add-on antivirus software on my 

computer(s) 
1 2 3 4 5 

23: I use add-on firewall software on my 

computer (s) 
1 2 3 4 5 

24: I use add-on anti-spyware software on 

my computer (s) 
1 2 3 4 5 

Perceived Usefulness 

25: Using password manager software in my 

job would enable me to accomplish tasks 

more quickly 

 

1 2 3 4 5 

26: Using password manager software would 

improve my job performance 
1 2 3 4 5 

27: Using password manager software in my 

job would increase my productivity  
1 2 3 4 5 

28: Using password manager software would 

enhance my effectiveness on-the-job. 
1 2 3 4 5 

29: Using password manager software would 

make it easier to do my job 
1 2 3 4 5 

30: I would find password manager software 

useful in my job. 
1 2 3 4 5 

Perceived ease of use 

31: Learning to operate password manager 

software would be easy for me 
1 2 3 4 5 

32: I would find easy to get password 

manager software to do what I want to do 
1 2 3 4 5 

33: My interaction with password manager 

software would be clear and understandable 
1 2 3 4 5 

34: I would find password manager software 

to be flexible to interact with 
1 2 3 4 5 

35: It would be easy for me to become skilful 

at using password manager software 
1 2 3 4 5 

36: I would find using password manager 1 2 3 4 5 
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software easy to use. 

Prior experience 

37: My experience increases my ability to 

have a safe behaviour in terms of 

information security 
1 2 3 4 5 

38: My experience helps me to recognise 

and assess information security threats 
1 2 3 4 5 

39: I can sense the level of information 

security threat due to my experience in this 

domain 

1 2 3 4 5 

40: My experience helps me to perform 

information security conscious care 

behaviour 

1 2 3 4 5 

41: I have a suitable capability in order to 

manage information security risk due to my 

experience 

1 2 3 4 5 
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Appendix 4: PMT Literature table 

Summary of Protection Motivation Research 

Reference N Sample frame Threat 

Target 

Results 

Giwah et 

al. (2019) 

390 Web-based survey using 

convenient sampling  

Mobile 

users 

Threat severity and response 

cost have no impact on 

protection motivation  

De Kimpe 

et al. 

(2022) 

967 Web-based survey Internet 

users 

All level of messages 

including coping appraisal 

and threat appraisal were 

found significant 

Wu (2020) 386 Web-based survey including 

using convenient sampling 

Internet 

users 

excluding 

students 

Perceived severity and 

susceptibility positively 

impacting attitude 

Response efficacy and self-

efficacy positively 

impacting attitude 

Hina et al. 

(2019) 

301 Online survey via simple 

random sampling 

Employees 

of higher 

education 

institutes 

Response efficacy found 

insignificant  

Threat appeals have 

significant impact on 

information security policies 

Anderson 

and 

Agarwal, 

2010 

594 Undergraduate students and 

internet subscribers in a rural 

area 

Home users The stronger an individual's 

attachment to his or her 

computer, the more 

determined he or she is to 

protect it. 

Boss et al., 

2015 

S1:104 

 

S2:327 

S1: MBA students in an 

introductory information 

systems course 

S2: Psychology students in a 

large university 

Students All level of messages: only 

response efficacy and 

response cost showed 

significant impact on intent. 

High level threat messages: 

all paths significant to intent 

Claar and 

Johnson, 

2012 

184 Snowball sample starting 

with undergraduate students 

at a Western US university 

Students and 

undefined 

Severity not supported. 

Crossler 

and 

Belanger, 

2014 

81 Non-information systems 

graduate students 

Students Response costs showed no 

significance on the 

dependent variable (unified 

security practices). 

Crossler et 

al., 2014 

444 Undergraduate and graduate 

students, white collar workers 

Mixed Threat susceptibility and 

response cost not supported. 

Self-efficacy and response 

efficacy showed significant 

impact on compliance. 

Gurung et 

al., 2009 

232 Business undergraduate 

students at three different 

universities 

Students Neither vulnerability nor 

response costs showed 

significant impact on use of 

anti-spyware tools. 

Herath and 312 High-level information Employees Neither perceived 
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Rao, 2009 systems managers in 

approximately 690 

organizations 

vulnerability (probability) 

nor severity were 

significant. 

Herath et 

al., 2014 

134 Under-grad students of 

mainstream public university 

Students internal coping mechanism 

appraisal and threat 

appraisal both found 

significant. 

Ifinedo, 

2012 

124 Non-information systems 

managers in Canadian 

organizations from 

InfoCANADA and 

information system 

professionals 

Employees Perceived security and 

response cost were not 

predictors of information 

systems security policy 

compliance. 

Johnston 

and 

Warkentin, 

2010 

215 Faculty, staff, and students 

from multiple units at one 

large university 

Employees 

and students 

Threat susceptibility did not 

have significant effect on 

intent. 

Johnston et 

al., 2015 

559 Government employees from 

a city government in Finland 

Employees Thereat susceptibility was 

not a significant determinant 

in intentions to comply with 

recommended protective 

strategies. 

LaRose et 

al., 2008 

206 College students from an 

introductory mass 

communication class. 

Employees Personal responsibility for 

Internet safety and self-

efficacy demonstrated 

significant impact on safety 

intentions. 

Lee et al., 

2008 

273 Undergraduate students at a 

large midwestern US 

university 

Students Perceived severity did not 

demonstrate significant 

impact on intention. 

Lee, 2011 218 Faculty members working at 

US universities 

Faculty Response cost and self-

efficacy not significant for 

actual behavior. 

Lee and 

Larsen, 

2009 

239 Small and medium-sized 

business executives in the US 

Executives Response efficacy, self-

efficacy, and perceived 

vulnerability lacked 

significant impact on 

intention to adopt anti-

malware in multi-group 

analysis. 

Ng et al., 

2009 

134 Employed part-time students 

in two computing classes at a 

large public university, 

employees of three 

information technology-

related organizations 

Employees Perceived severity showed 

no significant impact on 

computer security behavior. 

Posey et 

al., 2015 

380 “Organizational insiders” in 

the USA recruited using an 

external panel provider 

Employees Fear did not play a 

significant role in 

motivating users. 

Siponen et 

al., 2010 

917 Employees in Finland Employees Response efficacy did not 

have a significant impact on 

intent to comply. 
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Vance et 

al., 2012 

210 A large organization Employees Vulnerability had an 

insignificant impact on 

employees. 

Yoon et al., 

2012 

202 Business students from a 

South Korean university 

Students Response-efficacy and self-

efficacy had a strong impact 

on students’ intention and 

behavior. 

Zhang and 

McDowell, 

2009 

182 Students from three 

universities in the US 

Students Neither severity nor 

vulnerability supported. 

 


