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Abstract 

The purpose of this dissertation was to outline the security risks of run-time application in 

the cloud as well as to design strategies to mitigate such. This study has extensively investigated 

the security risks associated with run-time applications in the cloud environment. The risk to 

Health Information Exchange (HIE) continues to grow. A notable example as reported by 

Kutcher (2016, p87) involves “a vendor using a Boston clinic employee's credential 

inappropriately access patient data.” The incident involved unauthorized access to patient 

information. The information that was accessed included “information about payment for 

medical services, name, and address, date of birth, gender, medical services consumer 

information and medical insurance coverage information” (Johnson, 2016, p88). “Some patients’ 

social security numbers were also stolen” (Hue, 2016, p41). However, “the information accessed 

was not illegally used” (James, 2016, p47).  

Different instances of customer data breach demonstrate how vulnerable cloud run-time 

applications are. To mitigate such issues, Boston Clinic has instituted policies that ensure access 

to patient information is granted only to employees with a need-to-know, access is regularly 

monitored and revoked if there is no longer need to access such records. This policy is fully 

enforced and in the event of a breach, the employee(s) involved may have their access revoked 

and maybe terminated depending on how negligent they have been adhering to the policy.  

This research studies various companies; both cloud providers and cloud consumers 

using a qualitative research methodology. The findings describe some of the security risks for 

run-time applications in the cloud, how that risk is analyzed, and what steps are taken to mitigate 

such risks.  
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To protect data integrity in the cloud, we propose the use of two-factor authentication as 

well as encrypting the data both at rest and in transit. To ensure reliability and availability of 

data, we propose that the availability requirement be defined in the Service Level Agreement 

(SLA) and a redundant method should be established to connect to both the wired and wireless 

services in the network.  

To match performance requirement, the researcher suggests that performance and 

availability should be specified in the SLA and performance monitoring tools, such as, BMC 

Software APM should be used. To avoid the risk of losing data in the cloud, we recommend the 

use of multiple cloud service providers. For enterprise data to be compliant, cloud service 

providers must be compliant with available standards, such as FIPS 140-2. 
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CHAPTER ONE: INTRODUCTION 

Until recently, there has been no integrated vulnerability analysis and mitigation solution 

for run-time applications in the cloud. Existing solutions focused either on analysing or 

mitigating vulnerabilities. dynamic, static and hybrid approaches were used for vulnerability 

analysis. The National Institute of Standards and Technology (NIST) runs a security analysis tool 

known as Software Assurance Metrics and Evaluation (SAMATE) Project. Included in the 

SAMATE project are requirements that should be adopted by any source code analysis tool. “A 

new SQL injection vulnerability technique based on tainting” was recently introduced (Zen, 

2014, p62).  

This technique identifies “trusted strings in an application that will be used to create 

certain parts of the SQL query” (Simms, 2016, p62). A program query language (PQL) was 

introduced to identify risk. The query is based on applications that run on the java platform. 

“Using W3C recommendations, a technique was used to find XSS attacks based on security 

policies” (Schotman, Shahims & Mitwalli, 2014, p74). “Using Context Free Grammar (CFG) to 

represent sets of possible string values, a string-taint analysis enforced on web pages to assure no 

untrusted scripts” (Salman, 2014, p124). “A string constraint solver was introduced to check if a 

given string has a substring with a given set of constraints, a string constraint solver was used” 

(Garfinkel & Rosenblum, 2014, p29).  

Incorporating the cloud into the day to day business operations may inspire some 

employees to think of the cloud the way they think of their life outside of work that is, selecting 

and using applications when needed. Common examples of these are employees’ who uses work 

and personal email anytime anywhere. 
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Cloud computing has been around for a long time, and can be defined as “a model for 

enabling on-demand network resources that can be provisioned and released with minimal 

management effort” (Mell & Grance, 2012, p12).  

More data means more requirements for IT to manage and expand data protection 

services (Salman, 2014, p33). The development of run-time applications in the cloud will keep 

IT staff free from tasks that can now be done directly by the user. It gives users the ability to 

consume applications without the intervention of IT personnel. This occurs because the cloud 

works on the concept of shared services, which are highly automated, presenting greater 

efficiency. Currently, enterprises want to move more operations to the cloud to become agile and 

they want to do so at a reasonable cost and with minimal disruption and complexity. They 

understand the appeal of freeing applications from a static infrastructure to the cloud where they 

can easily share across the enterprise. Organizations, both large and small are looking at ways to 

use the cloud to take the IT advantages, such as storage, server and applications. They are 

looking for various ways to manage increased data flow with minimal burden on already 

stretched IT resources, and with cost effectiveness a key objective.  

Research Challenges 

Cloud computing is Internet-based computing whereby shared resources, software and 

information are provided on-demand based on a pay-as-you-go business model, as is currently 

done with utilities. While the benefits of cloud computing are clear, the public nature of Cloud 

computing has presented opportunities for cybercriminals to conduct their activities with relative 

impunity.  Recent reports have noted that cloud computing platforms are already a target for 

malicious activities which becomes pervasive and fast-evolving on the Cloud, every computer 

linking to cloud-based applications faces the security risks of malicious run-time attacks. The 
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increased proliferation of security attacks in Cloud computing increases risks to Cloud service 

providers and their online customers. Research community are working to mitigate the security 

risks associated in could computing environment, however, there are still ongoing security 

challenges facing by the cloud users. Some of these challenges are –  

 The absence of overall service visibility and the associated lack of control relating to 

public, private as well as hybrid cloud environment.  

 Vendor lock-in is another challenge and it can be very difficult to make tactical decisions 

if critical business applications are locked by a single vendor.   

 Insecure Application Programming Interface (API) is another challenge if the client 

company has built its own application layer on top of compound APIs. Therefore, the 

security vulnerability will then exist in the customer’s own application which can 

potentially expose private data. 

 Some other potential security challenges for instances, the man-in-the-middle attacks, 

service transparency, and visibility need to be fully addressed and evaluated before 

making a commitment to a specific cloud vendor. 

Therefore, effective and efficient mitigating techniques are of critical importance to protect cloud 

computing and customers. 

1.1 Research Questions 

Types of security risks confronting run-time applications in the cloud and how can we design 

strategies to mitigate these risks?  

The following sub-questions provided additional context to the main research questions: 

 Why do these security risks occur? 
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 How is the risk detected? 

 How do you respond when an incident occurs? 

 Do you have a formal incident response plan in place? 

 How long does it take you to notify the consumer?  

1.2 Research Objectives 

Design strategies to mitigate the security risks of run-time applications in the cloud. 

Through the sub-questions, the research aimed at determining why these security risks occur and 

how we can mitigate them. This study is interesting, not only because it enumerates some of the 

numerous attacks that have been happening in the cloud, but also because it outlines strategies to 

mitigate such security risks. Cloud consumers rely on cloud providers to provide security of their 

applications, while they reside on the providers’ servers. However, it is not always the case, as 

seen in recent attacks. Cloud consumers need to know about the various security risks that their 

application faces while on a cloud platform. We have chosen to write about this topic, because 

we want to understand some of the security risks associated with run-time applications in the 

cloud and design strategies to mitigate those risks.  

1.3 Research Scope 

The scope of the research is as follows: Participation in this study is limited to security 

professionals, who 

a) work in a cloud computing environment,  

b) in the United States metropolitan area of Washington DC and the state of Virginia, and  

c) have worked in cloud computing for more than two years.  

Security professionals who meet all other qualifications but do not reside in Maryland, 

Virginia or Washington DC in the United States were excluded from the study. The research 
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covered cloud computing companies (providers and consumers). All the participants that took 

part in this study are employed in the cloud computing industry. The research had one hundred 

participants. Fifty participants came from cloud provider companies and fifty came from cloud 

consumer companies. 

1.4 Statement of the Problem 

It is now obvious that the number of security breaches affecting run-time applications is at record 

high (Zen, 2016, p129). Recent data breaches that have occurred in recent times have made 

enterprises skeptical about running their applications in the cloud (Gorman & Vascello, 2010, 

p88). These problems can only go away if enterprises know the various risks in run-time 

application in the cloud and how to mitigate such risks. Some of the recent security breaches are 

listed below:  

 Yahoo Inc. reported that it believes that “hackers stole data on about 500 million users” 

(Harrison, 2014, p69). This is probably the biggest cyber-attack in recent times.  

 “Confidential drug-testing results for four U.S. Olympic athletes was released by a 

suspected Russian hacking group” (James, 2016, p155). The World Anti-Doping Agency 

(WADA) spoke openly against the attack (Anthony, 2016, p97).  

 The leak adds to what's been an unprecedented run of high-profile leaks with seeming 

political intent that have come to light in the past three months, starting with the 

Democratic National Committee (DNC) (Anthony, 2016, p49).  

The leak comes from the Anti-Doping Administration & Management System (ADAMS) 

database, which as of July 2014, contained profiles on more than 264,000 athletes and was 

actively used by 50,000 athletes worldwide (Johnson, 2016, p184). On Aug. 13, 2015, WADA 

warned that the ADAMS password for Yuliya Stepanova had been obtained and her account was 

https://www.wada-ama.org/en/media/news/2016-08/wada-confirms-illegal-activity-on-yuliya-stepanovas-adams-account?_ga=1.15942513.618515718.1473806992
https://www.wada-ama.org/en/media/news/2016-08/wada-confirms-illegal-activity-on-yuliya-stepanovas-adams-account?_ga=1.15942513.618515718.1473806992
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illegally accessed (Palmer, 2016). Stepanova, a runner, participated in a German documentary 

broadcast in late 2014 that alleged systemic doping by Russia, which caused WADA to launch 

its investigation (Bridgewater, 2014, p84).  

Staples, a retail company in U.S said in 2014 hackers broke “into their network and stole 

millions of credit cards information” (Hue, 2016, p47). Similarly, Home Depot, a retail store in 

United States said “about 56 million payment cards were stolen between April through 

September 2014” (Palmer, 2016, p46).  

JPMorgan Chase, a financial institution in the United States, claims “information of about 

83 million customers were stolen” (Simms, 2016, p78). In this attack, “the hackers got access 

only to customer email addresses, home addresses and phone numbers” (Simmons, 2015, p94). 

This means, customer’s social security number or birthdates were not compromised.   

Community Health Systems announced in 2014 that personal information for millions of patients 

was compromised (Raj & Schwan, 2014, p33).  

Michael in 2016 claimed that data from three million customers' payment cards was 

compromised (Simms, 2016, p58). Similarly, millions of Target’s customers payment cards were 

compromised (Kutcher, 2016, p18). 

1.5 Significance of the Research 

The study undertaken is of importance to cloud computing industry in particular and IT 

professionals in general as it enumerates the security risks associated with the cloud technology.  

Many scholars have highlighted the risks associated with run-time applications in the cloud, yet, 

until this research, few studies have described how to mitigate these security risks. As a result of 

recent cyber-attacks, risk management was an integral part in the literature reviewed because it is 

easy to demonstrate the impact of not mitigating these risks in the cloud. By identifying 
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similarities between past cyber-attacks in the cloud and the consequences to enterprises and 

governments today, this research will outline strategies that enterprises and governments could 

adopt to mitigate these risks on run-time applications.  

This research study could provide information on the issues of run-time applications in the cloud, 

particularly on the security risks on these applications and provides mitigating strategies.  

1.6 Conclusion 

Chapter 1 has provided the research problem, detailing the research questions, objectives, scope 

and significance of the research conducted.  

Chapter 2 examines the literature, identifying the security risks highlighted by authors and the 

gaps in the literature with regard to what is actually done to mitigate these risks. Furthermore, 

recent security attacks are identified, as well as risk management practices.  

Chapter 3 describes the research methodology and approach, including data collection processes, 

sample and instruments used. It also describes data analysis techniques, interviews, document 

review, research steps as well as research trustworthiness. Chapter 4 describes the findings. 

Chapter 5 provides recommendations.  
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CHAPTER TWO: LITERATURE REVIEW 

2.1 Introduction to the Literature 

“Code modification guidelines, server-side mitigation and client browser approaches 

describes the three methods for current vulnerability management” (Anderson, 2010, p79). 

“SWAP has been introduced as a client browser solution for detecting and preventing cross-site 

scripting (XSS) attacks” (Aspen, 2011, p67). “SWAP works as a reverse proxy intercepting 

HTML response and forward them to a java-script detection component” (Carlin & Curran, 

2013, p67). However, there are other approaches that has been introduced in recent times to 

detect and mitigate XSS. We will briefly discuss two of these approaches. The first one is “a 

server-side approach that intercept requests and perform string analysis looking for XSS 

signatures” (Chen, Paxton & Katz, 2012, p102). The second approach is “a browser-based that 

replaces java related keywords in the response body with other words that have the same 

pronunciation” (Burrows, 2013, p132). Another approach could block XSS. “By tracking the 

flow of sensitive information inside the web browser, XSS could be blocked on the client-side” 

(Vega, 2013, p89).  
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Figure 1: The NIST cloud definition framework (Mell & Grance, 2012, p29). 

 

In a cloud model, IT resources, such as applications “as services, resources are accessed on 

demand from a shared pool over the Internet in a cloud model” (Morsy, Grundy & Muller, 2013, 

p72). “Provisioning of cloud resources is fast and the consumer does not have to do much” 

(Mather, Kumaraswamy, & Atif, 2012, p74). There are five essential characteristics of cloud 

computing (Mell & Grance, 2012, p29):  

 

Figure 2: Essential characteristics of cloud computing (Mell & Grance, 2012, p29). 
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  “Broad network access – cloud computing is a web-based user interface which can be 

accessed through the Internet anywhere” (Mell & Grance, 2012, p29).  

 “Rapid elasticity – resources are delivered rapidly and elastically in the cloud” (Mell & 

Grance, 2012, p29). 

  “Measured Services – providers have the capability to automatically control and 

measure resource used by using a metering approach” (Mell & Grance, 2012, p29). 

 “On-demand self-service – customers can provision resources without support from 

service provider” (Mell & Grance, 2012, p29).  

 “Resource pooling – resources from providers are pooled to satisfy consumers through a 

multi-tenant platform consisting of many virtual and physical machines” (Mell & Grance, 

2012, p29).  

The cloud can be deployed in four different ways:   

 

Figure 3: Deployment models (Mell & Grance, 2012, p31). 

 

The public cloud is provided as a service to “many enterprises or the general public via the 

public Internet which is owned by the company offering the service” (Mell & Grance, 2012, 

p29). While private cloud is provided as a service to “a group of consumers or to a single 

consumer could be managed by the enterprise or third party and could be available either on 

premise or off premise” (Sala & Sgandurra, 2014, p75).  
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Figure 4: Public cloud (Serverpath, 2011, p103). 

A community cloud is “shared by a community that supports a society that has shared interest” 

(Svantesson & Clarke, 2011, p82). While, hybrid cloud is “a combination of more than one cloud 

deployment model” (Sherr & Wingfield, 2011, p83).  

 

Figure 5: Hybrid cloud (Serverpath, 2011, p127). 
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Virtualization technologies are the core technologies behind cloud infrastructure (Serverpath, 

2011, p132). Virtualization provides “flexibility to move virtual machines to any location” 

(Matthew, 2014, p105). Despite its benefits, virtualization creates security challenges and 

compliance policy issues because consumers are uncertain of the actual physical location of their 

data.  

 

Figure 6: Cloud computing security challenges (Schotman, Shahim & Mitwalli, 2014, p79). 

 

2.2 Recent Security Attacks 

Yahoo Inc. in 2016 reported a breach that happened in 2014 involving “a state sponsored 

hacker stealing data on about 500 million users, the breach included swatches of personal 

information, including names and emails, as well as unencrypted security questions and answers” 

(Gorman & Vascello, 2010, p31). According to Yahoo, “eight million user accounts were 

compromised in the hack in the UK” (Forster, 2015, p33). Similarly, “Google lost intellectual 

property after its systems were compromised by an exploit on a zero-day vulnerability in Internet 

Explorer (IE)” (Lazaro, 2015, p37).  

Findings in the newly released Government Accountability Office report about the 

undercover test conducted by the watchdog agency during the 2016 open-enrollment period for 

http://www.gao.gov/assets/680/679671.pdf
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Affordable Care Act (ACA), are similar to Government Accountability Office (GAO) earlier 

findings in similar tests conducted in 2014 and 2015 (James, 2016, p44).  

Four United States athletes’ personal information was leaked by a Russian hacking group 

a month after the World Anti-Doping Agency’s database was illegally breached (Lekwall, 2014, 

p62). “The Anti-Doping Administration and Management System was compromised by a 

Russian hacking group known as fancy bear” (Kirk, 2016). The World Anti-Doping Agency 

where not happy about the attacks and condemned the attackers. “Meanwhile, the attackers, who 

referred to themselves as, the Fancy Bears' Hack Team, warned of more releases” (Kirk, 2016).  

“The leak adds to what's been an unprecedented run of high-profile leaks with seeming political 

intent that have come to light in the past three months, starting with the Democratic National 

Committee (DNC)” (Kirk, 2016). “That organization's internal emails, believed to have been 

compromised by Fancy Bear, were passed on to WikiLeaks, causing a scandal within the 

Democratic Party and leading to the resignation of DNC chair Debbie Wasserman Schultz” 

(Kirk, 2016). 

The Anti-Doping Administration & Management System (ADAMS) database, “which as 

of July 2014, contained profiles on more than 264,000 athletes and was actively used by 50,000 

athletes worldwide was compromised” (Kirk, 2016). “Launched in 2005, the database was 

intended to simplify drug-testing coordination by allowing all agencies testing athletes to have 

access to a secure reporting system” (Kirk, 2016). “Athletes must keep it up-to-date on their 

whereabouts so that they can be available for testing” (Kirk, 2016). “ADAMS also holds 

information on results, testing schedules and processes for hearings and appeals if an athlete tests 

positive” (IDC, 2012, p72). “On August 13, 2015, ADAMS password for Yuliya Stepanova had 

been obtained and her account was illegally accessed” (Kirk, 2016). “Stepanova, a runner, 
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participated in a German documentary broadcast in late 2014 that alleged systemic doping by 

Russia, which caused WADA to launch its investigation” (Jackson, 2014, p25). “Other ADAMS 

users received suspicious emails that were designed to appear to have come from WADA, and 

these emails tried to convince recipients to click on a link and then enter their account 

credentials, through spear phishing” (Kirk, 2006).   

“In 2015, cyber criminals attacked Primera Blue Cross, a health insurer based in 

Washington State, in the United States (U.S), and compromised about 11 million customers 

information” (Simms,2016, p71). “The hackers gained access to the company’s computers on 

May 5, 2015 and the breach was not discovered until Jan. 29, 2016” (Palmer, 2016, p80).  

2.3 Related Work 

Many companies have started hosting some of their applications in the cloud to save 

money (Carr, 2013, p62). However, organizations should be aware that the service models do not 

have identical security risks. Each model has its distinct security challenges. These “service 

models can be classified as: Software-as-a-Service (SaaS), Platform-as-a-service (PaaS) and 

Infrastructure-as-a-Service (IaaS)” (Davis, 2014, p55).  

 

Figure 7: Cloud Service Models (Carr, 2013, p55) 
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Figure 8: Identified Risk in the Service Models (Gay, 2012, p29). 

 

Security and reliability concerns are ranked the most important considerations for 

enterprises that run their applications in the cloud. However, cloud providers continue to sell 

cloud solutions to consumers on the pretext that they are taking good care of this worry (Cloud 

Council, 2013, p26).  Despite this reassurance, there is an inherent risk in any new technology 

coming to the market. Besides these security risks that cloud vendors and consumers focus on as 

the most important vulnerability, there are other risks that they do not consider. On its own, an 

enterprise cannot achieve the level of security, as the one offered by a cloud provider (Avanade 

Global Survey, 2014, p149).  
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However, if an enterprise wants to achieve an acceptable level of risks as provided by the 

cloud provider, they must adopt an approach that could identify, asses and mitigate associated 

risks (Cloud Service Alliance, 2014, p52), as well as adopt a structured governance strategy to 

mitigate any perceived risks associated with running their applications in a cloud platform 

(Dikaiakos, Katsaroa, Mehra, Pallisss & Vaka, 2014, p37). There have been recent events that 

have revealed how vulnerable the cloud could be for its consumers. Events such as the recent 

Amazon’s EC2 cloud service partial outage and Sony’s play station incidents are two examples 

depicting flaws with this emerging technology. Despite the allegations from industry experts 

that: 

there are no indications that businesses are delaying running their applications in a cloud 

platform (Espiner 2007, p66), however, there is an urgent need for cloud consumers to 

perform better due diligence as well (Bridgewater, 2014, p31).  

There should be a standard set of best practices which could instil confidence to cloud consumers 

that their data is: 

secured, reliable and in compliance while in a cloud provider’s data centre (Gay, 2012, 

p192).  

Despite these concerns, enterprises are still running applications in the cloud. However, 

with the recent security breaches involving, for example, Amazon’s outage and Sony’ breach, 

enterprises have started asking if they need to change anything in their deployment strategy 

(Davis, 2014, p22). However, cloud providers have a long way to go to provide reliability and 

security to their customers. Moreover, cloud providers still fall short in providing the ability to 

recover from events such as a significant outage (Peterson, 2014, p72). For example, it took 

Google a significant amount of time to recover from a Gmail outage earlier in 2013. Cloud 
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providers needs to be more transparent with consumers on how they secure, manage, delete, and 

even provision systems (Suskie, 2009, p35).   

The effect of the Sony breach was that it took just one hack to collect millions of 

identities. A similar example is with Office of Personnel Management (OPM) in the United 

States, where a single hack got so many personal identifications. Cloud providers needs to start 

addressing these flaws in order to gain the much-needed attention the cloud needs with not only 

enterprises but the public at large (Lindner, 2014, p126).  

“Sharing of resources in a multi-tenant environment increases the risk of compromise” (Marcus, 

2014, p19). This means that, a malicious tenant could exploit vulnerabilities that require higher 

privileges.  

From a providers’ way of reasoning, “multi-tenancy is designed to provide efficacy of 

resources” (Marshal, 2014, p31). These resources are share with many consumers on the same 

server. “Depending on the cloud provider, multi-tenancy can also take on different definitions” 

(Preeces, 2012, p28). The risks in multi-tenancy should be considered when discussing the risks 

of run-time applications in the cloud. Many regulations including PCI, ISO 27001 and FISMA 

require enterprises to regularly test for vulnerabilities (Robson, 2012, p44). In addition to risk 

management strategies, we recommend a vulnerability analysis tool that would “check the 

environment in which applications are running, ensure the integrity of execution at run-time and 

respond proactively to attacks” (Jinpeng, 2014, p.33). 

Over the past decade, run-time applications in the cloud have become fundamental to 

how business operates. Companies of all sizes and types now employ Software-as-a-Service 

(SaaS) applications that enable employees to engage with their work from multiple devices and 

locations (Kvale & Brinkman, 2014, p66). SaaS applications are generally seen as a money-saver 
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for businesses and ensure that multiple parties can access the same information in real time 

(Leary, 2011, p72). However, applications hosted in the cloud come with inherent security risks. 

In order to mitigate these risks, enterprises will need to know what they are (Cloud Standards 

Customer Council, 2014, p82).  

Multi-tenancy in cloud service models implies a need for policy-driven enforcement, 

segmentation, isolation, governance, service levels, and chargeback/billing models for different 

consumer constituencies (Cloud Standards Customer Council, 2013, p26).  

 
Figure 9: Multi-tenancy environment in real world. (CSA, 2012, p26). 

 

“In a multi-tenancy platform, web application attacks are higher “(Davis, 2014, p82). 

“Commercial vulnerability scanners such as IBM-AppScan, HP-Web inspect and McAfee tools 

focus mainly on black-box vulnerability analysis to avoid being limited to specific programming 

languages or platforms” (Forster, 2015, p44). None of these vulnerability scanners detect all 

forms of cloud attacks (Hue, 2016, p39). Current efforts on curbing security risks in run-time 

applications concentrates on specific vulnerability types including SQL Injection (SQLI) 

(Esterberg, 2002, p73), Cross-site scripting(XSS) (Lekwall, 2014, p89), or input sanitization 

(Gay, 2012, p59) using static analysis (Johnson, 2016, p73), dynamic analysis (Kopytoff, 2014, 

p44), or hybrid techniques (Bridgewater, 2014, p47).  
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The public accessibility of run-time applications in the cloud coupled with the “sharing of 

resources” with multiple tenants increases the security risks of run-time applications in the cloud 

(Dikaiakos, Katsaros, Mehra, Pallis, & Vaka, 2014, p210). Thus, run-time applications in the 

cloud requires both a risk management approach and an online vulnerability patching device that 

detects, blocks and report on vulnerabilities.  

In this thesis, we have introduced VAM-aaS (Vulnerability Analysis and Mitigation-as-a-

Service), a novel integrated solution to run-time application vulnerability analysis and Mitigation 

as a service device. Our approach is focused on an innovative model that uses vulnerability 

signatures as well as actions to block such vulnerabilities. Vulnerability signatures can be relied 

upon to be true during execution of a run-time application. When a signature is detected in a 

specific run-time application, it means the specified vulnerability exist in that application under 

analysis. In order for us to capture vulnerability signatures, we adopted “object constraint 

language (OCL), as a declarative and formal language based on first order logic and set theory” 

(Gay, 2012, p19). The signatures were validated against a comprehensive system description 

meta-model (represents language semantics) covering most of the object-oriented program 

concepts and entities.  

We developed a vulnerability analysis tool that locates OCL-based vulnerabilities’ 

signatures in an application’s source code. The repository for this tool has to be updated 

regularly with new signatures to keep it up to date. The tool could analyze both applications 

running in the cloud and also in-house applications. The tool has the capability of letting us 

know of the configurations and rule needed for activating our security controls.  

Data is normally lost when laptops or USB flash drives are lost, stolen or destroyed. This 

could be a problem if sensitive applications are stored on this flash drive (Jackson, 2014, p104). 
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Statistics data illustrate that “77% of Universal Serial Bus (USB) sticks are lost and around 57% 

of those lost contain sensitive data” (Jackson, 2014, p102). Avanade commissioned a survey of 

573 business and information technology (IT) executives in 18 countries to understand how 

security risks associated with the cloud is affecting their decision to run applications in a cloud 

environment. The survey concluded that, although “74 percent of enterprises are using some 

form of cloud computing, the perceived risks associated with cloud computing is a troubling 

factor to them” (Avanade Global Survey, 2014, p183). For both the private and public sector 

considering hosting their applications in the cloud, the concept of security risks is hindering them 

from cloud adoption. Most businesses focus on the security challenges, rather than looking at the 

risks from a holistic picture. Other risks vectors, such as enterprise, environmental and political 

should be accessed as well. To reduce the risks associated with the cloud, an enterprise will need 

to understand the security risks associated with the different service delivery models. 

 

Figure 10: Cloud delivery models (Avanade Global Survey, 2014, p183) 

 

The advent of cloud computing has transformed not only enterprises worldwide but 

governments as well. The cloud service delivery models have been instrumental in transforming 

how technology is used in both the private and public sector. Swiping from traditional IT model 

to cloud service delivery model has significantly changed the way applications run in a cloud 
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platform. However, including emerging risks, this transformation has brought about some major 

security challenges. Adopting a shared responsibility strategy may resolve this threat. This 

means, consumers and providers in a cloud platform should work together to safeguard not only 

applications but data in a cloud environment.  

2.4 Conclusion 

This review of the literature shows that security risks of run-time applications in the cloud is 

a concern. Research indicates that by better understanding the security risks associated with run-

time applications in the cloud, mitigation strategies could be developed. Unfortunately, research 

that examines the security risks of run-time applications in the cloud in extremely limited.  

Additional research is needed to further our knowledge of some of the sophisticated attacks 

that occurs in the cloud for security professionals to design strategies to mitigate these attacks. A 

thorough study of the security risks of run-time application in the cloud should lead to the 

development of strategies to mitigate these risks that could potentially lead to an increase of 

applications deployed in the cloud.  
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CHAPTER THREE: RESEARCH METHODOLOGY  

3.1 Question Design 

The proposed study was aimed at addressing a gap currently in the literature concerning 

risks and mitigating strategies for cloud-based applications. The purpose was to identify these 

risks and then propose mitigating strategies. As cloud computing gains popularity and it is being 

rapidly adopted not only be governments around the world but by organizations as well, it is 

important to design strategies to mitigate these risks.  

The research question as part of the literature review was formulated because it was 

evident that little literature on mitigating risks in the cloud was available. From the literature, it 

was obvious that many security risks exist. This led to the formulation of the primary research 

question: What type of security risks confronts run-time applications in the cloud and how can 

we design strategies to mitigate these risks? The research question was focused on mitigating 

strategies. Furthermore, common threats were identified and investigated to determine their 

impact on organizations. As a result, sub-questions were developed to provide further 

clarification to support the primary research question.  

3.2 Research Framework 

3.2.1 Research Approach 

Both qualitative and quantitative research approaches were selected for this study 

because the study involved both qualitative and quantitative information. “Mixed research 

approach, using both qualitative and quantitative approaches have gained popularity in recent 

times in human and social sciences” (Creswell, 2009, p203). “This popularity is because research 

methodology continues to evolve and develop” (Anderson, 2010, p63).   
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The research focused on studying the perception of cloud consuming and provider 

employee’s regarding security risks and how they mitigate these risks. A survey was conducted 

to provide valuable information and to assist the researcher to make an informed decision. The 

survey used a sample of the population to generate ideas that were used throughout the research 

and case study.  

A survey was conducted which allowed for the collection of data and the survey was self-

administered to reduce any likelihood of bias and allowed for one hundred participants to be 

surveyed across multiple states in the United States of America. The data collected from the 

survey was collated and analyzed to provide statistical information for measuring security risks 

and then supplemented with additional literature.  

3.2.2 Research Case Study  

Robson (2012, p78) proposed that when using the case design approach, a single case 

could be selected if specific conditions needed to be met for the testing of the theory. However, 

in this study, multiple case study examples have been cited and discussed. The primary findings 

of this research where validated through the case study approach and provided evidence that 

security risk in the cloud is more than a theory; it exists. The theories that constitute security 

risks were formulated using quantitative data from the survey conducted and the analysis of the 

literature.  

The case study was important because it reflects the increased number of risks associated 

with cloud applications, and the concept was validated. “To increase the reliability and internal 

validity of their findings, case study researchers must provide the external observer with 

sufficient relevant information so s/he can follow the derivation of any evidence from initial 

questions to ultimate conclusions and vice-versa” (Robson, 2012, p79). 
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For example, LinkedIn confirmed in 2016 that, a breach that happened in 2012, led to 

more than 100 million of its users' passwords being compromised (Anthony, 2016, p61). 

“Application attacks against clouds jumped 45 percent last year” (Palmer, 2016, p39). This 

report was based on “attacks that occurred in 2016” (James, 2016). The increase of attacks is not 

surprising because many organizations, including government entities are moving applications to 

the cloud, making the cloud a juicy target for cyber criminals.  

Cloud environments also saw a “36 percent increase in suspicious activity, such as 

attempts to scan the infrastructure, and 27 percent increase in brute force attacks” (Hue, 2016). 

Though there has been a rise in cloud application attacks, these attacks cannot be compared with 

on-premise application attacks” (Johnson, 2016). For example, “the average cloud customer saw 

68 incidents of Trojan attacks in 2016, compared to 108 incidents for on-premises customers in 

2014” (Korolov, 2015). A lot of enterprises are moving their sensitive applications to the cloud, 

making the cloud a target for criminals. There's not enough security built into these run-time 

applications in the cloud. “Heavy equipment industries are attacked more because they have 

limited interaction with customers” (James, 2016).  

Organizations where attacks were common were advertising, computer services, 

manufacturing, real estate, retail, and transportation (James, 2016). “In the accounting and 

healthcare industries, brute force was used more by cyber attackers” (Gay, 2016, p83). In the 

financial sector, for example, “brute force accounted for 33 percent of attacks and 18 percent 

were application attacks. Reconnaissance and other types of suspicious activity account for 37 

percent and Trojans for 17 percent” (Johnson, 2016). In the mining industry, “attackers used 

trojan more” (Gay, 2016, p84).  
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3.3 Data Collection 

3.3.1 Procedure 

The survey in this research was conducted through Survey Monkey, which was the main 

tool used to gather the required information. The survey consisted of questionnaires which where 

formulated in a way that ensured the outcomes were addressed and the survey questions reflected 

the research questions. The survey questions and invitation letters were distributed to the 

participants via mail.  

The researcher selected surveying as the primary data collection method. Cloud 

consuming companies had seven questions. There were three general questions and four specific 

questions that will assist the researcher to resolve the research question. (See appendix A). 

Similarly, cloud provider companies had four questions, of which, one was a general question 

and three specific questions related to the research question. (See appendix B). All the questions 

were open-ended. Ethics approval for this research was granted following data collection.  

Document Analysis:  

Document analysis is a form of qualitative research in which the documents are interpreted by 

the researcher and it is vigorous in qualitative research to ensure the effective outcomes. A 

document can be simply defined as “any archived source of information, including writings, oral 

testimonies, photographs, or archaeological remains (Carr, 2013, p142). Document analysis is a 

low-cost way to obtain empirical data from interviews and observation,  as part of a process that 

is inconspicuous and mostly non-sensitive. The data collection from primary sources, such as 

through interviews, is minimising the bias and establish credibility. Although document analysis 

has been used extensively in disciplines such as history, anthropology, and sociology, it has also 



  

26 
 

been adopted in a variety of other disciplines and fields of study in response to the cost and time 

involved in collecting and analysing survey data (Simmons, 2015, p59).  

As implied by its name, document analysis, also commonly referred to as content analysis or 

extant data analysis refers to the process of locating and analysing facts or trends in already 

existing documents (Simms, 2016, p99). This method of data collection is cheaper because it 

does not involve collecting new information. The researcher collected information from a 

plethora from existing work-related documents and artefacts, ranging from agendas, manuals, 

academic papers, textbooks and brochure, journals, newspapers, letters, and memoranda from 

colleagues, radio and television scripts, and press releases. While the strengths of document 

analysis are considerable, however, the qualitative research community need to determine not 

only the existence and accessibility but also the authenticity and usefulness of data, their context, 

and the intended audience. 

The researcher was able to triangulate relevant data and conclude that security risks exist that 

solely affects run-time applications. Document analysis can serve as either a stand-alone data 

collection procedure or as a precursor to collecting new data using other methodologies (Simms, 

2016, p147). Questionnaires were used to collect new data from research participants. During the 

document analysis, the researcher was looking at outcomes and problems and used this 

information to write the research. In recent years, there has been an increase in the number of 

research reports and journal articles that mention document analysis as part of the methodology 

(Simms, 2016, p99).  By triangulating data, the researcher attempts to provide ‘a confluence of 

evidence that breeds credibility (Lazaro, 2015 p103). Triangulation helps the researcher guard 

against the accusation that a study’s findings are simply an artefact of a single method, a single 

source, or a single investigator’s bias (Simmons, 2015, p102).  
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In this research, we have collected data through interviews. The focus has been given on 

identifying what is being studied, for example, cloud consuming participants wanted a solution 

to access control.  We have been aligning our survey questions with transforming the ideas into a 

tangible element in the field of cloud computing.   

3.3.2 Survey Design  

The Survey Monkey tool was used by the Chief Investigator of this research study to 

conduct the survey. The survey method was selected to maintain a consistent response across all 

one hundred participants. The questionnaires were mailed to all participants and the conference 

call that lasted thirty minutes was conducted from the researcher’s office.  

One of the primary goals of this study was to understand how the participants (cloud consuming 

and providing companies) made meaning of their experiences in the security risks of run-time 

applications in the cloud.  

Questionnaires were mailed in May 2016 by the researcher to each of the one hundred 

participants for the study. Participants were expected to dial-in to the conference call. The 

conference call lasted for thirty minutes. Data was obtained from both the cloud consuming 

companies and cloud providing companies. (See Appendix C and D). One week later, an 

invitation reminder (Appendix G) was sent to each recipient of the questionnaire. Two weeks 

following the date of the initial questionnaire, a follow-up invitation and a replacement 

questionnaire was mailed to all non-respondents. One week later, after the replacement 

questionnaire was sent out, another replacement and a final invitation to participate letter were 

mailed out to all participants.  



  

28 
 

The aim of this study was to analyse the security risks through the opinion of cloud 

security employees. As a result, the selection process was tailored towards employees who have 

at least two years’ experience in the cloud computing industry.  The sample group used for this 

research study was homogeneous sampling.  

3.3.3 Survey Instrument 

The conference call used in this study addressed two purposes: The first purpose was to 

understand some security risks confronting run-time applications in the cloud and to design 

strategies to mitigate these security risks. The second purpose was to collect additional 

information. The responses to the questionnaire were recorded using a voice recording device 

and handwritten notes were also taken by the researcher.  

The participants were aware of the recording device and consent was obtained to use the 

device from the participants. The survey instrument was divided into four sections.  

Section One: Existing literature, addressed what is already known about the study. 

Textbooks, journal articles and newspapers were used to gather this information. The 

survey questions are noted in Appendix A. 

Section Two: Demographic Information is information about the selected company 

employees who participated in the conference call. We had one hundred participants from 

fifty cloud computing companies. The geographic regions of the participants were the 

states of Maryland, Washington DC and Virginia in the United States.  

Section Three: Issues, measures the respondent’s indication of the top three pressing 

concerns within their state and was not information used for the purpose of this study. 

According to Suskie (2009, p62), a perfectly reliable questionnaire elicits consistent 

responses.  
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Reliability and validity are important aspects of questionnaire design. “Although it is 

difficult to develop, it is reasonable to design a questionnaire that approaches a consistent level 

of response” (Leary, 2011, p18). When respondents are provided with the same questions, it is 

possible to receive a high reliability result.  

Considering these principles, the researcher asked a panel of experts, including a former 

Chief Information Officer (CIO) at the Cloud Computing Bulletin Board, the current CIO of 

United States Department of Defence and the Cloud Security Lead at the United States 

Department of Labour to respond to a survey response instrument and the proposed 

questionnaire. Each panellist was first asked “What do you see as the major security risks 

confronting run-time applications in the cloud?” The panellists were then asked to review the 

conference call questionnaire and to complete the survey response instrument. Responses to the 

instrument were grouped as follows:  

1) clarity of directions;  

2) clarity of questions;  

3) relevance of the question as an important aspect of a major security risks; and  

4) narrowness or constraint of response.  

Finally, the panellists were asked, “Are there any other issues that you think should be 

included in the survey?” Results of the responses and questions were collected and analysed. 

The questionnaire was reviewed and approved by the research department of The Cloud 

Computing Bulletin Board. These procedures resulted in the questionnaire used in this study.  

3.4 Research Sampling Method 

Homogenous sampling was the tool used to determine the sampling group for this 

research study. The objective of this research was to capture and analyse the security risks 
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associated with applications in the cloud and design strategies to mitigate them. To achieve this 

outcome, the sample group was required to consist of individuals working in the cloud 

computing industry, with at least two years’ experience.  

For this study, two states and the District of Columbia in the United States were 

identified by the researcher. The methodology for this study was a probability sampling of cloud 

computing professionals in Maryland, Washington DC and Virginia in the United States. Gay 

(2012, p102) asserts that, homogenous sampling is the best way to obtain a representative 

sample.  

A mailed invitation was sent to cloud computing companies in Maryland, Washington 

DC and Virginia in the United States. This invitation is indicated below and was developed from 

the subscription list of The Cloud Computing Bulletin Directory (Table 1). Only employees who 

have been working in the field of cloud computing for at least two years were included for the 

purpose of this conference call.  

3.5 Research Sample Spread 

The profiles of the selected research participants assisted in carrying out the data analysis 

for this study. The profiles of the participants for this research study are outlined as follows: 

 Industry – all participants are cloud computer security professionals. 

 Experience – all participants have at least two years’ experience in cloud computing 

security. 

 Gender – participants were composed of both men and women. 

3.6 Research Interview Procedure 

One hundred participants were interviewed for this research. The research project 

participants were interviewed on May 20th, 2016. For convenience, the conference call was 



  

31 
 

conducted at the researcher’s home office and the participants just had to dial-in. The interview 

lasted thirty minutes. The interview was taped and handwritten notes where taken during the 

interview process.  

The researcher used a semi-structured interview approach and a uniform set of open-

ended questions to obtain: (a) security risks of run-time applications in the cloud, and (b) how to 

mitigate these security risks on run-time applications in the cloud (See Appendix A: Cloud 

Consumer Questionnaire). Open-ended questionnaires were used throughout the interviews to 

encourage participants to respond freely and openly to queries.  

The transcription process began after the interview on May20th, 2016, and was 

completed by July 20th, 2016. To ensure transcript accuracy, the researcher reviewed each 

transcript while listening to the audiotapes. 

3.6.1 Tasks of the Research 

The research questionnaires were divided into two; one questionnaire targeted the cloud 

consumer companies and the other the cloud provider companies. These are the survey 

questions: 

1) How do you look at cloud computing? 

2) Do you think the cloud provides a secure platform as compared to a traditional platform? 

3) What general concerns do you have about the cloud and any risk management 

methodology in place? 

4) What specific concerns do you have about the cloud? 

5) Do you trust the cloud for managing your applications? 

6) Do you think your applications are secure on a cloud platform? If not, why not? If yes, 

why? 
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7) What strategies do you have in place to mitigate security risks?  

8) The cloud providers’ questionnaire was tailored as follows: 

9) What do you think of the cloud? 

10) What are the top cloud threats in enterprise environments? 

11) What sort of security risks has your customers reported in association with run-time 

applications in your cloud platform? 

12) What strategies can you advise on mitigating risks in the cloud?  

Responses to these questions helped the researcher gather relevant information to write on the 

topic and in the data analysis phase. 

3.7 Research Document Review 

The following security risks of run-time applications in the cloud documents were reviewed: 

1. Survey on applications hosted on the cloud 

2. Cloud migration: The problem with running applications 

3. Securing applications in the cloud 

4. Cyber-attacks on the rise 

5. Coding transcripts: A holistic approach 

6. Guidelines for designing a successful questionnaire 

7. Understanding data breaches in a cloud environment 

8. Managing cloud risk: A critical approach 

3.8 Ethical Considerations 

The risk of ethical issues had limited impact on this research project because controls 

were implemented to minimise any risk. During the planning phase of this research, were 
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considered and mitigating strategies were implemented. All potential ethical issues were 

addressed as part of the Charles Sturt University’s ethics application and approval process. 

Table 1: Potential Ethical Issues 

Issue Impact Mitigating Strategy 

Research bias While interpreting the 

responses, the researcher 

could be influenced by bias. 

The Chief Investigator knew exactly what 

information he needed to accomplish the 

research project. As a result, he interpreted the 

responses accurately to reflect the aim of the 

research. 

Participant’s 

time 

Participants could have 

concerns regarding the 

amount of time the 

conference call might take. 

The participants were informed that the 

conference call will last thirty minutes. In 

addition to that, anyone can drop out of the call 

at any time. 

Identity of 

participants 

Participants could have 

concerns that their names 

will be published in this 

thesis. 

Participants were assured that their names will 

not be mentioned in this thesis.  

 

3.9 Research Implications 

It was predicted that governments and enterprises would benefit from the findings of this 

research project. The findings would improve not only governments but organizations’ 

knowledge and understanding of how security risks can affect their applications in the cloud and 

the impact it could have. This research project will provide security experts in both the private 

and public sector with skills on mitigating risks to their applications in the cloud. Now that 

enterprises understand these risks and how to mitigate them, this could enable other companies 

and government agencies to consider hosting more applications in the cloud.  

The research project will help eliminate the ‘fear factor’ that some enterprises have about 

cloud computing technology. This study would be of benefit, for example, to the Commission of 

Audits in Australia, as the study will enhance the knowledge of the different security risks to 

users of the cloud technology.  
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Furthermore, this study would be beneficial to cloud providers and consumers as it would 

provide the necessary information on different threats and attacks in the cloud. This would 

expectedly heighten the awareness of cloud providers and consumers to implement 

countermeasures to possible threats. To future researchers, this study can provide baseline 

information on the status of the cloud technology.  

3.10 Research Methodology 

This research project was completed in the following phases: 

3 Planning 

This phase entails identifying potential cloud computing companies and participants, as 

well as obtaining a formal consent for Charles Sturt University’s ethics committee.   

4 Data collection 

In this phase, the researcher conducted the conference call with the one hundred 

participants. The participants dialed in. The researcher administered this call from his 

home office and the call lasted for thirty minutes.  

5 Data analysis 

The researcher used the data analysis phase to identify relevant data obtained during the 

conference call to start the research project development.  

6 Research development 

In this phase, the researcher submitted the research project for multiple reviews. 

7 Review and closure of the research 

This was the final phase of this research project. In this phase, the researcher after 

incorporating the multiple recommendations from the multiple reviews was ready to 

submit the work for examination.  
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3.11 Research Steps 

The interviews were conducted with participants from the researcher’s home office via a 

conference call that lasted 30 minutes. Interviews were audio-recorded and transcribed within a 

day of the interview. Documents were reviewed by the researcher and the data was coded to 

identify repeated responses.  

Correlation between Risks with Consumers and Systems 

Cloud Computing as a technology innovation has been gaining grounds since its 

inception. With mounting security issues being discovered, Gay (2012, p128) asserts that, “we 

are far from the promised world of completely cloud-based IT due to the security risks and 

challenges faced by businesses”. However, a recent survey conducted by Cloud Security 

Alliance concluded that almost 70% of companies in the world hosts applications in the cloud 

(Matthew, 2014, p86) and a Cloud Security Spotlight report indicates that 90% of businesses are 

concerned about cloud systems security (Matthew, 2014, p87). 

On the other side of the coin, Salman (2014, p125) argued that, there was a recent survey 

that found out that 55% of the respondents had not had any security breach. This undoubtedly 

would be a surprise to consumers, especially considering the many reported risks that comes 

with cloud computing. “The survey, which gathered responses from 2,200 professionals from the 

Information Security Community on Linked, also found that over half (52%) of respondents 

believe that cloud apps are as secure as or more secure than on-premises applications” (Salman, 

2014, p125). 

“To determine the cost and impact of evolving threats, the Ponemon Institute, a 

preeminent research center dedicated to data privacy and protection, surveyed 665 IT and 

security leaders. Their responses indicated that today’s organizations are struggling to secure 
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their endpoints, and paying a steep cost for each successful attack - $5 million for a large 

organization or an average of $301 per employee” (Salman, 2014, p123). In recent times, there 

has been an increase in cloud adoption by enterprises world-wide, however, the confidence that 

organizations have for the cloud to provide security to their applications is increasing as well, 

especially considering the recent attacks on cloud-based applications world-wide.  

Cloud Security is a worrisome topic as attacks on run-time applications continues to be a 

major concern to business executives in the developed world. Simmons (2015, p64) concluded 

that risks to cloud computing applications will continue to grow as run-time applications are 

deployed by organizations. Simms (2016, p83) postulates that risks exposure to cloud-based 

applications are likely to grow as companies become more dependent on technology. 

Large companies need to understand an attacker’s objectives could include; theft of 

customer data, unauthorized modification of data, or data leakage for reputation damage. Due to 

the large number of attackers wanting to steal data running in the cloud, protecting this data is 

fast becoming a major risk to manage.  

Simms (2016, p102) stated an analyst’s prediction that the takedown of a single cloud 

provider’s system could cost between $50 billion U.S dollars to $120 billion U.S dollars of 

economic damage, a loss somewhere between hurricane Sandy and hurricane Katrina. The cost 

of cloud-based attacks on systems will keep increasing if adequate measures are not taken to 

curb this.  

Schotman et al (2014, p102) argues that, the infrastructure in place to manage and 

mitigate cloud-based risks on applications running on the platform is not at the same scale as the 

one in place for managing natural disaster. Information available for managing and mitigating 

the impact on an attack to a cloud-based application are only starting to emerge as more 
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companies deploy applications in the cloud. There are currently no sanctions for non-compliance 

and this information has only been endorsed by a few countries.    

Simmons (2015, p82) argued that businesses need to focus their resilience to cloud-based 

attacks by rebalancing their initiatives from prevention to response. When there are extreme 

weather conditions, especially in the developed world, firms have adequate response plans 

available to handle the situation, however, this may not the same with attacks on applications 

running in the cloud. Simms (2016, p89) postulated that only one third of companies have 

prepared an incidence response plan for a major attack on their cloud – based applications.  

Why the researcher did not use multi-choice questions?  

To categorise and analyze responses from survey participants, the researcher opted to use 

coding; an analytical process in which data is categorized to facilitate analysis. The coding 

technique assisted the researcher to discover the relationship that exists between cloud security 

risks and consumers’ behaviour. The analysis was carried out stage-wise using hybrid coding, 

which is a combination of deductive and inductive coding. Furthermore, the categories and 

themes developed were coded holistically.  

 Why data mining is not suitable for this study?  

Data mining techniques is a broad area of research which is primarily used in many 

applications to extract useful knowledge from raw data. The integration of data mining 

techniques into normal day-to-day activities has become common place. The key focus of the 

work related to cloud-based data mining is the application that fits the needs of several data-

intensive scientific applications. For instance, cloud computing infrastructures, SaaS and IaaS 

applications, the discovery of services and cross-platform interoperability.  
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However, everyday people are confronted with targeted advertising, and data mining 

techniques help businesses to become more efficient by reducing costs. The implementation of 

data mining techniques through Cloud computing will allow the users to retrieve meaningful 

information from a virtually integrated data warehouse that reduces the costs of infrastructure 

and storage  

However, data mining techniques have brought some limitations in the cloud 

environment and was deemed unsuitable because there was limited published data on current 

run-time application security risks as reported by cloud consuming companies (Matthew 2014, 

p111). Data mining is carried out over large volumes of data in order to pull “new information 

out of them that will be the basis for making better business decisions (Carr, 2013, p84). The 

data that was used for this study was small. Though data mining has many benefits, the research 

participants’ privacy and security were also the main concern why the researcher did not use data 

mining in this research.  For example, the user cannot run the same mention in the local server 

and in the cloud. 

Furthermore, vendor lock-in is not yet mature enough and considered as another 

paradigm which considers as another bottleneck cloud-based data mining. On the other hand, 

researchers also argued that data mining in itself does not carry any ethical implications, 

however, in practice, the procedure has been used in a variety of ways that threaten individual 

privacy (Matthew 2014, p113). One of the key issues raised by data mining technology is not a 

technical or business one, but a social one, with the issue of individual privacy. Though, data 

mining while useful on large datasets was not employed as the collected data was small and 

easily computed by the researcher. 
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3.12 Data Analysis  

Responses to the interview questionnaires were analyzed using a technique called coding. 

This approach is recommended by Carlin and Curran (2013, p77). This enabled the researcher to 

identify relevant patterns in the data. The coded data were later grouped into categories, and 

then, linked to general themes and theoretical concepts. Qualitative research can be 

accomplished by many methods. “It is a creative process, not a mechanical one” (Salman, 2014, 

p102). Similarly, “a qualitative study capitalizes on ordinary ways of making sense” (Matthew, 

2014, p69). He further reminded qualitative researchers that:  

The data analysis consisted of examining answers to the survey questionnaires for 

correctness and completeness, coding and keying data into a database in Number Cruncher 

Statistical System (NCSS), and performing an analysis of descriptive responses according to the 

frequency of responses and descriptive statistics. Frequency tables were constructed to display 

results with respect to each of the two research questions.  

3.12.1 Coding Process 

The analysis was carried out stage-wise, using a combination of deductive and inductive 

coding, also called hybrid coding (Carr, 2013, p176). Furthermore, the categories and themes 

that were developed were coded holistically. The final code list had the following categories 

derived from the questionnaires: 

 General concerns 

 Specific concerns 

 Trust in the cloud 

 Data security  

 Mitigating strategy  
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Each of these categories had a number of sub-categories and codes (Carr, 2013, p178). The most 

important categories were “specific concerns”, “security” and “mitigating strategies”. The other 

categories, “general concerns” and “trust in the cloud” were less important in this research 

project, however, provided additional information that could help the three main categories.  

3.12.2 Benefits Categories 

The following interpretation of the data analysis is based on the responses provided by 

the one hundred research participants. Participants spoke positively about the codes.  

Specific Concerns about the Cloud 

The participants had some specific concerns about the cloud. The researcher coded these 

concerns as follows: 

 Shared access 

 Virtual exploit 

 Availability 

“Specific concerns about the cloud” is one of the main categories found in the interviews. All the 

codes were found, but “authentication, authorization and access control”, “data location” and 

“ownership” are mentioned less by participants than the other codes in this benefit category.  

Shared Access 

Participants mentioned shared access in different context and quite often. They described 

shared access as sharing their data with other companies. They all said they were initially scared 

that their data could be stolen or manipulated by adversaries. However, they spoke about the 

benefits. 

Examples: 

 We get our applications up and running within hours (FB_0). 
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 We do not have to order and configure new servers (JN_2). 

 As of now, our employees can access our data from any device connected to the Internet 

from anywhere (BD_1). 

Virtual Exploit 

To fully utilize hardware resources, many companies not only in the United States, but 

around the world has started incorporating virtualization systems in their data centers. As a 

result, there has been a spike in attacks on virtual systems. The participants overwhelmingly 

spoke of the benefits they get from virtual exploits.  

Examples: 

 The cost of operating our data center has reduced (GK_9) 

 We have security appliances on each of our virtual machine (HC_4) 

 Each virtual machine runs without knowledge of other virtual machines. This means an 

attacker cannot compromise all the virtual machines if one machine is compromised 

(TM_3).  

Data Availability 

The participants said they have never had a situation where their data has been 

unavailable while in the cloud. Some said they had a few occasions where their data was 

unavailable, but it was due to electricity failure. Overwhelmingly, they spoke of the advantages 

that they get from their data being stored in the cloud. 

Examples: 

 When I am on vacation in the UK, I usually travel with my work laptop. I am able to 

access my emails and send emails when necessary (PT_7) 
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 At times, I management work to do. I wake up at midnight to work. I have never had any 

issues accessing my data (YN_3). 

 I work from home four days a week. I have never had issues accessing my apps (DB_1).  

Data Security 

Interviewees described data security as the prevention of unauthorized access to 

information. The majority of participants mentioned security as their main focus while hosting 

their applications in the cloud. They mentioned certain benefits of data security. 

Codes: 

Yes 

No 

Example: 

 Yes, because with the outsourcing industry being transformed by cloud computing, IT 

service providers can differentiate through adding value in areas such as security (PT_0). 

 Yes, because today’s cloud-based security capability embeds state-of-the-art cyber and 

physical security that most company would find prohibitively expensive if implemented 

on premise (JJ_2). 

 Yes, applications are more secure in a cloud platform because the cloud provider’s sole 

responsibility is to ensure that our data is secured (KB_1).  

 No because I do not even know what security measures are implemented (NN_0). 

 No because security is often regarded as an inhibitor to cloud adoption (FV_9). 

3.13 Mitigating Strategies 

The participants described mitigating strategies as a platform to implement actions to 

reduce identified risk. They provided the benefits to reduce risks in the cloud.  
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Codes:  

Monitor apps 

Scan apps 

Patch management 

3.13.1 Monitor Applications 

The participants mentioned that, they perform application monitoring to ensure that their 

applications work as intended. They outlined some of the benefits they achieve from monitoring 

their applications. 

Example: 

 Our services are always available because we report issues timely, resulting in faster 

resolution (DM_13) 

 We always maintain peak application performance (UB_19). 

 We maintain a high network and application security (DF_49).  

3.13.2 Scan Applications 

The interviewees said they scan their applications to uncover vulnerabilities and to 

identify how to remediation strategies. They listed some benefits derived in scanning of their 

applications as: 

Example: 

 We identify misconfigured device in the network (HN_19). 

 We uncover unauthorized access to applications (GN_44). 

 We see attempted access to information (UM_26).  
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3.13.3 Patch Management 

The participants re-iterated that, they patch their software in order to apply recent updates 

for their applications and operating systems. This, they said, is intended to keep their software 

secure. They outlined certain benefits derived from this strategy: 

Example: 

 We address data breaches that might occur due to bad software (FH_41). 

 After scanning, any weaknesses found are immediately patched, to stop any unauthorized 

access (RT_8).  

3.14 Conclusion  

This chapter discusses the methodology used for this research; both qualitative and 

quantitative approaches.  The study involved one hundred (100) participants who completed a 

survey which focused on cloud computing and its perceived security risks to the enterprise. Data 

mining while useful is not used in this study because the data collected was easily computed by 

the researcher.  

Survey Monkey was the primary tool used in capturing study participants’ responses to the 

questionnaire. Participants were invited via mail. Homogenous sampling was introduced to 

group participants for this research study. Target companies were geographically located in the 

State of Maryland, Virginia and the District of Columbia in the continental United States of 

America. Survey responses were analysed using a coding technique. 

Chapter 4 describes the research, focusing on the research scope, enterprise risk management, 

security risk and mitigating strategies. 
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CHAPTER FOUR: DATA ANALYSIS AND DISCUSSION 

4.1 Research Coverage  

One hundred employees from cloud computing companies took part in this research. 

Fifty participants were selected from cloud consuming companies and the remaining fifty were 

selected from cloud providing companies. These companies are based in Maryland, Virginia and 

Washington DC in the United States. They range in age from twenty-five to sixty-five years old; 

thirty-eight were female, and sixty-two were men. 

All the participants had at least two years’ experience in the field of cloud computing. 

Participants were given the choice to dial-in into a conference call, moderated by the researcher. 

Only employees who have been working in the field of cloud computing for at least two years 

were selected to participate in the conference call but no upper age limit was imposed. The 

technique resulted in a broad age representation; the median age of 28. 3% of participants did not 

have any formal training in cloud computing, while 47.7% had some form of training in cloud 

computing. 
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Figure 11: Demographic Characteristics 

 

The figure above illustrates that;  

 53.8% of the research participants are male, while 46.2% were female.  

 Sixty participants reported over eighteen years’ experience in cloud computing.  

 Twenty participants claimed ten to fifteen years’ cloud computing experience, while 

fifteen participants had 5 years’ experience.  

 Only 5 participants had three years’ experience.  

 Sixty participants had formal training in cloud computing while forty participants had on-

the-job training.  

 All the participants had a university degree. 
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Figure 12: Participants Experience 

 

The figure above indicates that, sixty participants had over eighteen years experience, 

twenty had over ten years but less than eighteen years, fifteen participants had five years 

experience, while five had three years experience in the field of cloud computing. All the 100 

participants are educated, sixty had formal education and forty had on the job training.  

Each participant self-identified as working in cloud computing security in their respective 

company. Each administrator worked on securing applications hosted in the cloud.  

When the research project started, 68% cloud consuming companies, and 89% cloud providing 

companies were implementing vulnerability management programs, a program to manage 

vulnerabilities to cloud based applications.  
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Of the 100 research participants, 30 came from Maryland, 30 came from Virginia and 40 came 

from Washington DC in the United States. 

 

Figure 14: Research Participant by Location 

In 2014, thirty-one cloud consuming companies adopted the Federal Information Systems 

Management Act of 2002 (FISMA), mandating a plan of action and milestones (POA&M) on 

applications and systems. POA&M is a corrective action plan, designed for tracking and 

Figure 13: Vulnerability Management Program Percentage 
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planning the resolution of information security weaknesses. When this study was conducted, 

thirteen of the cloud consuming companies were conducting training to implement cyber security 

assessment and management (CSAM) certification. This is a program by the United States 

Department of Justice (DOJ) Information Technology Security Staff (ITSS) Certification & 

Accreditation (C&A) Web (SBU) application privacy assessment (PIA) initiative. Though this 

program was initially for United States Federal agencies, it has been widely adopted by private 

enterprises. During their interview, several study participants referenced some of these 

initiatives.  

In addition to vulnerability management, CSAM and FISMA initiatives, two other 

initiatives taking place in the participating companies at the time of data collection could impact 

or influence study results. First, seven of the cloud consuming companies in the study recently 

implemented a new approach to monitor applications while in the cloud. Secondly, 28 cloud 

providing companies started including certain demands from cloud consuming companies in the 

service level agreement (SLA).  

3.2 Enterprise Risk Management  

Managing risk to cloud based applications is critical for the availability of that 

application to end users. Managing cloud computing risks is not about eliminating all risk. “It is 

an on-going process that requires an organization to understand what type of events can have a 

negative impact on operations, how likely those events are to occur and what impact would be if 

the event does occur” (Svantesson & Clarke, 2010, p54).  

Recently, the number of reported security incidents, such as the breach of cloud-based 

applications, reported in newspapers, radios and television is on the rise. Though this number of 

incidents are on the rise, cloud providing enterprises are putting-in more efforts to mitigate these 
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risks. While cloud provider companies are adopting more strategies to mitigate risk, enterprises 

consuming cloud products should also put-in more efforts to mitigate risk to their applications. A 

robust risk management solution will help mitigate some of the risks encountered in the cloud. 

Simmons (2015, p51) argued that: 

…companies with effective risk management methodologies enjoy successful business 

operations and their security risks are reduced. 

This research has proven that many cloud consuming companies are not paying attention 

to recent security incidents. They turn to let the cloud providing companies handle the security of 

their applications. Both cloud consumers and providers needs to work together in order to reduce 

the spike in security incidents. Schotman et al (2014, p74) argued that: 

…the main goal of risk management is to obtain benefits and sustainable values within 

each activity and across all of them and it is an integral part of an organization’s strategic 

management.  

Cloud computing companies were asked what strategy they use for managing risk in their 

environment. Alarmingly, 30% of the respondents said they have an in-house risk management 

framework for managing their risk. However, 40% of the respondents said they are using the 

generic publicly available risk management methodology, and, shocking, 30% of these 

respondents accepted that, currently, they do not have any risk management methodology in 

place. This suggests that; these employees do not understand how risk management works. 

According to Simms (2016, p35):  

…risk management should be integrated in the day-to-day operations of an enterprise’s 

culture, with every employee in the enterprise responsible for managing their own risk.  
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The findings, however, from the survey participants indicates that this is not happening in 

the real world. There are two possible reasons why 30% of the survey participants do not have 

any risk management methodology: 1) the senior management do not care about risk 

management, or 2) the senior management does not have sufficient fund to invest in risk 

management. These findings are concerning because it indicates an alarming trend in the cloud 

consuming companies based in Maryland, Washington DC, and Virginia in the United States. 

Most of the respondents said they utilize generic publicly available risk management 

methodology over the in-house framework and a large portion indicated of not utilizing any risk 

management methodology.  

4.3 Security Risks  

Carlin & Curran (2013, p33) summarized some cloud application risks as follows:  

Risk One – data integrity: There is a risk that unauthorized persons can access sensitive 

information. This can be achieved through the concept of multi-tenancy. This might slow down 

production operations. 

Risk Two – reliability and availability: The Internet is considered not reliable enough and even 

the use of remote computing has so many security concerns. Cloud computing may be regarded 

as a concept that may not provide reliability and availability.  

Risk Three – matching performance requirements: When using cloud services, an enterprise’s 

application requirements may not correspond with the requirements offered by the service 

provider. It may end up not being consistent because it is not controlled by the enterprise that 

owns the application, but rather by the service provider.  

Risk Four – migration cost: Sufficient funds may not be available for an enterprise to migrate to 

the cloud. For example, expenses on data migration, equipment, software and training.  
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Risk Five – data recovery: The remote storage of data may have some security concerns; 

specifically, while installing the data; it could be damaged or destroyed. The recovery of such 

data will be difficult.  

Risk Six – compliance: Cloud service providers who rely on the public cloud for their services 

may not be compliant because they rely on unqualified sharing of resources. 

4.4 Designed Mitigation Strategy 

Strategy 1: Data Integrity 

Due to distributed resources associated with cloud computing services, the risk of the 

systems being compromised by an attacker increases. The range of threats includes the 

intentional and unintentional exposure of data to inappropriate use (Carlin & Curran, 2013, p58).  

In a recent survey on cloud security and risk conducted by Information Week of 341 

business technology executives, using, planning to use, or considering public cloud services, the 

survey found that 55% of respondents shared this same concern (Chen, Paxon & Katz, 2012, 

p80). We have designed the following strategies to control access and authorization: 

 Encrypt data both at rest and in motion 

 Redundant data storage and availability 

 Two-factor authentication 

If these actions are implemented, then it is likely that the cloud provider will create a defensive 

approach to security that surpasses what an enterprise can provide on its own.  

Strategy 2: Reliability and Availability 

Remote computing resources and the availability of the Internet has been linked to major 

security concerns in modern times. The need to offer high availability of data is well understood 

by cloud service providers, and their practices have led to high availability (Cloud Council, 
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2013, p27). However, in order to produce a higher level of availability, we have proposed the 

following requirements: 

 Define the availability requirements in the Service Level Agreement (SLA) 

 Provision multiple clouds to achieve the same redundancy as an on-premise 

redundant environment 

 Establish a redundant method to connect to both the wired and wireless services 

in the network 

Strategy 3: Matching Performance Requirements 

Business executives consider performance and availability as key concerns about cloud 

computing (Cloud Council, 2013, p27). We propose that enterprises should specify both 

performance and availability in the SLA to attain better levels of both. However, the number of 

users using a particular application hosted in the cloud will affect performance. Despite this fact, 

the whole concept of cloud computing is to provision additional resources (Cloud Council, 2013, 

p27).   

Performance in the cloud is dependent on the following (Cloud Council, 2013, p28): 

 The software application 

 The user’s hardware capacity 

 The bandwidth provided by the Internet provider 

How will the application be distributed? 

In cloud computing, performance can be made consistent if the resources are tied to 

specific purposes. Though this approach may not have the economic benefit that comes with 

cloud computing, it may provide the much-needed expectations. The use of performance 
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monitoring tools, to measure performance has reduced this risk, because the tool will send out 

alerts when performance is low, and the incident can be investigated.  

Strategy 4: Migration Cost 

Funds for training, including software, equipment and migrating data may not be 

available. Due to the benefit of cost savings associated with cloud computing, there is a potential 

to forget about essential details (Carr, 2013, p77). Similarly, there may be significant cost 

incurred when moving a large data from a file in a server to the cloud. We propose that 

enterprises should review the cost model from different cloud providers to determine the actual 

cost of hosting applications in the cloud or rather hosts these applications on-site.  

Strategy 5: Data Recovery 

The recovery of lost or destroyed data stored in the cloud has significant risks. Protecting 

against data loss from natural disasters, such as; a storm or when the cloud provider goes out of 

business is of great importance to enterprises and a concern for cloud providers. We propose that 

enterprises should use multiple service providers, this way; their data will be backed up in 

another provider’s datacentre in an event of any disaster. Cloud computing brokers have made 

managing multiple cloud service providers easier (Cloud Council, 2013, p49).  

Strategy 6: Compliance 

The sharing of resources by cloud providers has some compliance issues. Providers may 

not comply with an enterprises security requirement because the cloud does not host applications 

in a continent. For example, a company based in Australia could have their data hosted in Japan.  

Table 2: Security Risks and Designed Mitigating Strategies 

Security risks Proposed mitigating strategies 

Data Integrity Adopt strategies to control access and authorization. For example: 

 Encrypting data both at rest and in transit. 

 Two-factor authentication.  
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Security risks Proposed mitigating strategies 

Reliability and Availability Define the availability requirements in the SLA. 

Provision multiple clouds. 

Establish a redundant method to connect to both the wired and 

wireless services in the network. 

Matching performance 

requirements 

Use of a performance monitoring software. 

Specify both performance and availability in the SLA. 

Contract resources for specific purposes. 

Migration Cost Conduct a cost comparison with different vendors. 

Data Recovery Using multiple cloud service providers. 

Adopting data recovery strategies. 

Compliance The service provider must comply with all available standards, 

such as, FIPS 140-2. 

 

 

4.5 Conclusion 

Chapter 4 outlined the research coverage, focusing on the participants for this research 

project, their demographic characteristics as well as experience. The chapter also discusses 

enterprise risk management, emphasizing on managing risk in the cloud. Finally, the chapter 

ends with strategies to mitigate risk in a cloud platform. Chapter 5 discusses the aim of this 

research, the research findings and analyzing the significance of the research findings.  



  

57 
 

CHAPTER FIVE: CONCLUSION AND IMPLICATIONS 

5.1 Aim of the Thesis 

The objective for this research was to investigate major security risks that affecting run-

time applications in the cloud. The research process proved effective in detailing some of the 

major security breaches to applications in modern times. Furthermore, the research aimed at 

designing strategies to mitigate the security risks to run-time applications in the cloud.  

After deep reflection, though the security risks are now understood, signifying that, the 

purpose of this research has been achieved, the findings indicate that, enterprises are still 

struggling with designing mitigating strategies. Moreover, some of the more serious security 

risks that plagued enterprises in recent times, such as, Authentication, authorization and access 

control, was not made a top priority by most of the respondents.  

5.2 Findings 

Results of the data obtained for a sample of 100 participants in Maryland, Washington 

DC and Virginia in the United States were analyzed to determine some of the security risks that 

confront a run-time application in the cloud. The research questions for the study assumed that 

security risks and vulnerabilities exist in a cloud platform.  

In this sample of 50 participants, the cloud vendors were asked: “what sort of security 

risks has your customers reported in association with run-time applications in the cloud”? The 

highest number of respondents (sixteen) reported that access control was a major security risk to 

run-time applications in the cloud (see Appendix F). 

However, other participants reported different security risks, such as, nine respondents 

reported data loss while eight reported unauthorized access. There are no similar populations to 

compare these findings to, but the results of this study agree with those in the Avanade Global 
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Survey (2014) study in which not controlling access in a multi-tenancy environment could lead 

to an adverse impact in a cloud platform.  

Though the participating companies for this research were spread out over multiple 

geographic areas, the employees reported similar security risks. Participants received the 

questionnaires two weeks before the conference call and one week before the conference call 

they also received a reminder, thus they had time to think about their responses. A positive 

implication from this study is that though it was a conference call setting, majority of 

respondents overwhelmingly reported access control as a major security risk for run-time 

applications in the cloud. 

Results show that cyber-attack is a growing concern for run-time applications in the 

cloud. When asked “what general concerns do you have about the cloud”? Thirteen of the 

respondents reported cyber-attack (Appendix E). This is the highest number of respondents to 

this question according to the frequency of responses to questions. Eleven participants, however, 

reported someone else taking care of their data and eight reported access control as concerns for 

run-time applications in the cloud. In frequency response, we count the number of answers we 

get from each question (Anderson, 2010). This finding is similar to a previous work which says 

that cyber-attacks will continue to increase over time (Avanade Global Survey, 2014). 

However, the finding lends further support to the theoretical concept that cyber-attacks 

are tied directly to cloud computing. Participants were currently employed in the field of cloud 

computing and they have been working there for over two years and so they have the expertise. 

An implication of the finding is that cyber experts should continue to research novice ways to 

detect and deter cyber-attacks as these attacks will only keep growing. 
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This hypothesis was tested with a question regarding concerns about cloud computing. 

When asked “what specific concerns do you have about the cloud”? Twenty-two participants 

reported shared access (Appendix E). However, ten participants reported availability issues while 

six reported virtual exploits. This finding is similar from results from three previous studies, in 

which it was discovered that multi-tenancy could lead to serious security issues in a cloud 

platform (Bridgewater, 2014). However, some commentators regard multi-tenancy as an 

important feature of cloud computing (Cloud council, 2013). The implication from the findings 

in this study was that, though multi-tenancy is an integral part of cloud computing, it could have 

adverse consequences. 

This question was directed to the cloud provider companies. When asked “what strategies 

can you advise on mitigating risks in the cloud”? In this sample (Appendix E), fifteen out of the 

fifty cloud provider participants recommended vulnerability scanning and patches. This is the 

majority of respondents. However, fourteen participants recommended solid Internet connection, 

while twelve recommended access control. Since the majority recommended vulnerability scans 

and patches, the research hypothesis was supported. This finding was similar to the findings of 

Avanade Global Survey (2014) who discovered that vulnerability management is critical for 

remediating application flaws. 

Another implication of the findings in this project was that enterprises should perform 

vulnerability scans and patch management as requested so as to lessen security risks to their 

applications. The implication is supported by the theoretical assumption that vulnerability 

management and patch management are critical in reducing application security risks even when 

it resides in-house or in the cloud. 
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All the responses received indicated that access control needs to be enforced to run-time 

applications in the cloud and also those applications needs to be scanned regularly. When flaws 

are detected in the applications, the flaws should be patched immediately. Based on the interview 

responses gathered, the findings indicate that cyber-attack is on the rise.  

As a consequence, strategies to mitigate security risks are needed urgently. Therefore, 

designing solutions to mitigate security risks associated with run-time applications in the cloud 

could serve as the basis for combatting cyber-attacks to applications. 

The results presented in this study show that a solid Internet connection is a good strategy 

to mitigate security risks for run-time applications in the cloud. Mitigating strategies that can be 

put in place to secure run-time applications in the cloud may involve the use of two-factor 

authentication to access the application and also establishing a redundant method to connect to 

both the wired and wireless services in the network. The study findings provide practical 

solutions to mitigate security risks of run-time applications in the cloud. 

Recently, there has been an increased interest in the topic of security risks in run-time 

application in the cloud, and studies show that run-time applications in the cloud due to an 

increase in cyber-attacks. However, there is no research that looks specifically at mitigating the 

security risks of run-time applications in the public cloud. This research is designed as to 

understand the security risk of run-time applications in the cloud and to propose strategies to 

mitigate these security risks.  

5.3 Significance of the Findings 

This research project contributes significantly to the professional literature by providing 

strategies on mitigating security risks plaguing run-time applications in the cloud, thereby, filling 

the gap into the industry’s literature. We do not only understand the various security risks, but 
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also recent attacks to cloud based applications. The findings provide organizations with 

strategies for mitigating risk. 

The use of past security events on cloud-based applications will provide organizations the 

opportunity to understand what could happen to their applications. Empirical evidence was used 

in this research project to further reveal evidence that was not available in the literature, and, 

moreover, the findings demonstrate that enterprises should do more to mitigate the security risks 

to cloud based applications. 

Throughout this thesis, strong evidence on security risks was presented, based on strong 

evidence, this will assist organizations to address risks as they arise in their respective 

organizations. This research discovered evidence that concepts and methodology are not used 

adequately especially when mitigating these risks. This has significant consequences, not only to 

enterprises, but also to government agencies that fail to mitigate risks to cloud based 

applications. The impact of not mitigating risks has a negative impact on applications, such as 

data loss or even unauthorized access to data.  

5.4 Research Contribution: Theoretical and Practical 

5.4.1 Theoretical Contribution 

Since its inception, cloud computing has received increasing interest from the enterprise. 

The focus of this section is to provide a theoretical contribution regarding security risks 

mitigating strategies for run-time applications in the cloud as there are significant 

concerns regarding keeping data secure while in the cloud.  

There are a number of ways to mitigate security concerns. An organization will need to 

maintain strong ties with its service provider. If there is a strong concern about the quality 
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of service, the company should ensure that the level of access they want is built into the 

service level agreement (SLA); uptime must be audited regularly to ensure that it 

conforms to the SLA. The inability to physically touch servers brings uncertainty. 

However, offloading a large proportion of maintenance and monitoring activities allows 

the information technology team to work closely with other business units on strategic 

issues, rather than tactical ones.  

Though virtualization is making multi-tenancy (the hosting of multiple companies’ 

information on a single server) easier, organizations can still ask service providers to 

keep their servers separate. Virtualization also allows data availability and backup 

systems less expensive to maintain, while broadband is becoming less expensive and 

reliable.  

This study presents a systematic literature review to explore the current security issue in 

run-time cloud applications. Our study suggests that organizations should ensure that 

service providers are educated about their company’s specific regulatory needs, and those 

needs are addressed accordingly, to avoid the chance of a problem. The finding of this 

study will add to the body of literature and may guide future researchers to enhance their 

understanding and implementation of cloud computing applications. 

5.4.2 Theoretical Framework 

The main theoretical framework of this research is based on the shared responsibility 

model proposed by Chen, Paxton & Katz (2012, p196). This model has been tested by many 

cloud computing researchers. In this model “the customer is responsible or has shared 

responsibility for securing and managing the operating system, network configuration, 



  

63 
 

applications, identity, clients, and data” (Carlin & Curran, 2013, p97). In this research, we are 

examining the security risks of run-time applications in the cloud and proposing solutions. Other 

scholars have addressed this problem.  

Yahoo Inc. in 2016 reported a breach that happened in 2014 involving “a state sponsored 

hacker stealing data on about 500 million users, the breach included swatches of personal 

information, including names and emails, as well as unencrypted security questions and answers” 

(Gorman & Vascello, 2010, p31). According to Yahoo, “eight million user accounts were 

compromised in the hack in the UK” (Forster, 2015, p33). Similarly, Google reported losing 

intellectual property after its systems were compromised by a zero-day exploit in Internet 

Explorer (Lazaro, 2015, p37).  

The public accessibility of run-time applications in the cloud coupled with the “sharing of 

resources” with multiple tenants increases the security risks of run-time applications in the cloud 

(Dikaiakos, Katsaros, Mehra, Pallis, & Vaka, 2014, p210). Thus, run-time applications in the 

cloud requires both a risk management approach and an online vulnerability patching device that 

detects, blocks and report on vulnerabilities.  

In this thesis, we have introduced VAM-aaS (Vulnerability Analysis and Mitigation-as-a-

Service), a novel integrated solution to run-time application vulnerability analysis and 

Mitigation. The approach is focused on an innovative model that uses signatures along with rules 

to block identified vulnerabilities. 

Gay (2012, p19) proposed Object Constraint Language (OCL), which can be used as a 

formal and declarative language to capture vulnerability signatures. During execution of a run-

time application, when a signature is detected, it means the specified vulnerability exist. In the 
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shared responsibility model, previous studies, indicated that security risks in the cloud occurs 

primarily due to a breach in the cloud provider’s platform.  

This assertion is supported by the fact that not having the ability and visibility, makes it 

very hard for the cloud consuming companies to make sure that all proper steps are taken by the 

provider to mitigate such risks (Lekwell, 2014, p72). 

Run-time applications needs to be monitored regularly for unauthorized access. This includes 

regular security audits and scanning of applications using different security tools. Access to 

applications can be enhanced if two-factor authentication is deployed. This means users have to 

have a unique key that is generated randomly each time access is required. 

5.4.3 Practical Contribution 

Firstly, this thesis investigates the security risks in the cloud associated with run-time 

applications, using a survey that had one (100) hundred participants in the study. The study 

demonstrates the impact of cloud-based security risks to cloud consumers. The thesis also 

compares the responses provided by the respondents of cloud consuming companies with that of 

provider companies, to examine how security risks is perceived on both sides. 

Secondly, this research provides strong empirical evidence showing the rise of cloud-

based application attacks. The results, basically indicates that access control is the greatest threat 

to run-time applications in the cloud. However, a significant number of respondents reported 

other security risks such as data availability. Therefore, the empirical evidence showing the rise 

of cloud-based security attacks is significant. 

Finally, based on the analysis, the thesis provides some recommendations that an 

organization can deploy to avoid pitfalls. From an organizational point of view, the results of the 
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findings demonstrate that controlling access in a multi-tenancy environment could lead to a more 

secure run-time application on a cloud-based platform. 

5.5 Research Implications 

Implications for scholars:  

It is expected that the research will have implications for cloud security research on at 

least two levels. Firstly, the research is expected to change the outcomes and value of findings 

with cloud security studies. The research outlines some strategies to mitigate risk for applications 

hosted in the cloud. Furthermore, the relevance of the data collected from participants will help 

future researchers to understand how consumers and providers perceive risks for cloud-based 

applications. Simms (2016, p61) postulated that, enormous information can be gathered from 

employees working in the area of study. If access to applications in the cloud could be 

controlled, this might lead to a reduction of attacks in the cloud.  

Secondly, the research may change perception from both consumers and providers on run-time 

applications attack in the cloud. By understanding why these attacks occur, the research might 

reduce the fear some consumers have for hosting their applications in the cloud. For example, in 

a shared space, if consumers know that their applications could not be attacked by an adversary 

sharing the same space, they will have more confidence in the cloud provider. Simms (2016, 

p51) concluded that, consumers need to be assured that their applications in a shared space could 

not be tampered with by an unauthorized person.  

Implications for future research: 

Due to increasing acceptance (e.g., more organizations are hosting their applications in the 

cloud) cloud security will gain even greater prominence in information technology research. 

Access control, an area of security that has been debated and is still being debated on, would take 



  

66 
 

a more prominent role in addressing run-time application risk in the cloud. Future research is 

needed to advance understanding about data availability in the cloud. In general, how can data be 

available one hundred percent in a cloud platform? This question was not answered in the 

research; however, it will allow such investigation. 

5.6 Limitations of The Research 

The research conducted was limited to the United States. The basis for the research was 

on security risk in the cloud and mitigating strategies. The research only covered cloud 

computing companies, and, enterprises that do not host applications in the cloud were not 

involved. Since Washington DC, Maryland, and Virginia (DMV) area has most of the cloud 

computing companies in the United States, all the participants that took part in this study came 

from this area. Since many companies and government agencies are increasingly adopting cloud 

computing, all of the sample group in this study are employees with at least two years’ 

experience in cloud computing. 

The sample size for the research was limited to one hundred participants (100) and, a 

homogenous sampling was used in this study because of the strict requirement (must work in 

cloud computing, must have at least two years’ experience) of selecting the participants. There 

was limited data available in the literature for this research. This is why the survey was 

conducted, to gain more information, followed by an investigation to further design and develop 

the outcome for this research project. 

Finally, the research project was limited to security risk and mitigating strategies for 

enterprises, however, using historical evidence to provide mitigating strategies could be used for 

any discipline.  
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5.7 Future Research 

This study to examine the security risks of run-time applications in the cloud and to 

design strategies to mitigate these security risks for run-time applications in the cloud. 

Previously, the general lack of securing run-time applications has led to significant application 

breaches in the world. These breaches have caused both psychological and financial loses to 

affected companies. 

Although this study represents a start for developing a larger body of research on the 

relationship between data collection practices of cloud computing professionals and security of 

run-time applications in the cloud, further research is necessary. Firstly, a future study should 

focus on examining security professionals understanding of risks affecting their applications in 

the cloud.  

Secondly, it would be prudent to examine company’s top management efforts to 

implement a systematic approach to securing run-time applications in the cloud. Training topics 

offered to cloud professionals are worthy of research, since they would seem to define cloud 

professional’s perceptions of the value of the data, they collect from run-time application 

anomalies.  

Thirdly, research should be conducted regarding cloud security professionals’ perception 

about successful mitigation strategies on run-time application security risks in the cloud. For 

example, a successful strategy that participants mentioned, mitigating the security risks of run-

time applications in the cloud was access control. The participants claim that if access is granted 

only to those who need access to the application, the application could be secured.  
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5.8 Recommendations  

There may be some hurdles associated with run-time applications in the cloud. However, 

by following these recommendations, an organization can avoid pitfalls: 

 Enterprises should implement solutions that provide management and reporting 

capabilities.  

 Enterprises should enforce the use of portable devices because they can be 

centrally managed.  

 Access control should be enforced to limit access to information.  

 Enterprises should look for a solution that provides high availability. 

A solution that leverages low-cost data and storage servers to make scalability possible 

should be used. Solutions offering FileStore capabilities that help customers build and manage 

internal cloud storage should be implemented.  

5.9 Conclusion  

All the study objectives have been achieved and addressed. Actually, the study found out 

that all the participants understood the concept of cloud computing and also the security risks 

associated with run-time applications in the cloud. In addition, it was actually found out that 

understanding the security risks associated with run-time applications in the cloud, enables 

security practitioners to design strategies to mitigate these risks.  

Moreover, the impact of the security risks in run-time applications in the cloud has well 

been outlined. This study can help the cloud consumer understand both the security risks of their 

run-time applications in the cloud and how to mitigate these risks. The hosting of applications in 

the cloud enable employees to create, store, and control more data. Cloud customers are very 
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concerned about the security risks of cloud computing and the loss of direct control over the 

security of systems for which they are accountable.  

Specifically, the study can contribute to bringing awareness in that it was conducted to 

understand the security risks of run-time applications in the cloud and also strategies to mitigate 

these security risks. The study can also help enterprises to understand the various security risks 

that could affect their applications in the cloud. Hence, the study can empower business leaders 

and businesses to attain their information technology goals. 
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Appendix A : Cloud Consumer Questionnaire. 

1. How do you look at cloud computing? 

2. Do you think the cloud provides a secure platform as compared to a traditional platform? 

3. What general concerns do you have about the cloud and any risk management 

methodology in place? 

4. What specific concerns do you have about the cloud? 

5. Do you trust the cloud for managing your applications? 

6. Do you think your applications are secure on a cloud platform? If not, why not? If yes, 

why? 

7. What strategies do you have in place to mitigate security risks? 

Figure 15: Cloud Consumer Questionnaire 
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Appendix B : Cloud Provider Questionnaire 

1. What do you think of the cloud? 

2. What are the top cloud threats in enterprise environments? 

3. What sort of security risks have your customers reported in association with run-time 

applications in your cloud platform? 

4. What strategies can you advise on mitigating risks in the cloud? 

Figure 16: Cloud Provider Questionnaire 
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Appendix C : Cloud Consumer Data Collection 

Captured below are the Cloud consumers’ perspective to the survey questions. 

Question 1: How do you look at cloud computing? 

Respondent Response 

1 Cost was the major factor why we adopted cloud computing. 

2 We got rid of our datacenter, thereby, reducing the number of employees, and 

saving money for the enterprise. 

3 We now have to pay only for what we need. 

4 The pay as you go model provided by our cloud provider was very attractive to 

our core business needs. 

5 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

6 Users can access files  

7 We can now use mobile devices through our company’s ‘bring-your-own-

device policy’.  

8 Our cloud service provider allows us to increase our existing resources to 

accommodate change. 

9 Cloud computing allows us to upscale or downscale our IT requirements. 

10 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

11 Cost was the major factor why we adopted cloud computing. 

12 Cost was the major factor why we adopted cloud computing. 

13 Cost was the major factor why we adopted cloud computing. 

14 Cost was the major factor why we adopted cloud computing. 

15 Cost was the major factor why we adopted cloud computing. 

16 We now have to pay only for what we need. 

17 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

18 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

19 The pay as you go model provided by our cloud provider was very attractive to 

our core business needs. 

20 The pay as you go model provided by our cloud provider was very attractive to 

our core business needs. 

21 The pay as you go model provided by our cloud provider was very attractive to 

our core business needs. 

22 Cost was the major factor why we adopted cloud computing. 

23 Cost was the major factor why we adopted cloud computing. 

24 Cost was the major factor why we adopted cloud computing. 

25 Cost was the major factor why we adopted cloud computing. 

26 Cost was the major factor why we adopted cloud computing. 

27 The pay as you go model provided by our cloud provider was very attractive to 
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Respondent Response 

our core business needs. 

28 Cloud computing allows us to upscale or downscale our IT requirements. 

29 The pay as you go model provided by our cloud provider was very attractive to 

our core business needs. 

30 We now have to pay only for what we need. 

31 Cloud computing allows us to upscale or downscale our IT requirements. 

32 Cloud computing allows us to upscale or downscale our IT requirements. 

33 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

34 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

35 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

36 We now have to pay only for what we need. 

37 Cost was the major factor why we adopted cloud computing. 

38 Cost was the major factor why we adopted cloud computing. 

39 We got rid of our datacenter, thereby, reducing the number of employees, and 

saving money for the enterprise. 

40 We got rid of our datacenter, thereby, reducing the number of employees, and 

saving money for the enterprise. 

41 We got rid of our datacenter, thereby, reducing the number of employees, and 

saving money for the enterprise. 

42 We now have to pay only for what we need. 

43 Cost was the major factor why we adopted cloud computing. 

44 Cost was the major factor why we adopted cloud computing. 

45 Cost was the major factor why we adopted cloud computing. 

46 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

47 Employees are more flexible both in and out of the office, as a result of us 

hosting our applications in the cloud. 

48 Cost was the major factor why we adopted cloud computing. 

49 Cost was the major factor why we adopted cloud computing. 

50 Cost was the major factor why we adopted cloud computing. 

 

Question 2: Do you think the cloud provides a secure platform as compared to a traditional 

platform? 

Respondent Response 

1 The argument about security and privacy in the cloud comes often.  With us, 

the location of our application in the cloud matters less than accessibility.  

2 There is emotion and politics when it comes to cloud versus traditional IT, 

however, accessibility is more important than location. 

3 I have been finding that clouds very secure. 
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Respondent Response 

4 The Internet is not secure.   

5 Location of our application in the cloud matters less than accessibility. 

6 Location of our application in the cloud matters less than accessibility 

7 Location of our application in the cloud matters less than accessibility 

8 There is a myth that cloud computing is less secure that traditional IT. This is 

because an enterprise’s data is stored on servers and systems they don’t own or 

control. 

9 You should know that control does not mean security. The physical location of 

your data matters less than the means of access.  

10 Location of our application in the cloud matters less than accessibility. 

11 Our data is stored on servers and systems they don’t own or control. 

12 Our data is stored on servers and systems they don’t own or control. 

13 Our data is stored on servers and systems they don’t own or control. 

14 Controlling access is more important than the location of data.  

15 Our data is stored on servers and systems they don’t own or control. 

16 Location of our application in the cloud matters less than accessibility. 

17 Location of our application in the cloud matters less than accessibility. 

18 Location of our application in the cloud matters less than accessibility. 

19 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

20 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

21 On-premise environment users suffer more attacks compared to service 

provider environments. 

22 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

23 On-premise environment users suffer more attacks compared to service 

provider environments. 

24 Location of our application in the cloud matters less than accessibility. 

25 Anything that can be accessed from outside, whether enterprise or cloud has 

equal chances of being attacked. 

26 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

27 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

28 Location of our application in the cloud matters less than accessibility. 

29 Enterprise IT needs to be educated about the real issues and risks involved in 

both. 

30 On-premise environment users suffer more attacks compared to service 

provider environments. 

31 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

32 On-premise environment users suffer more attacks compared to service 

provider environments. 
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Respondent Response 

33 Location of our application in the cloud matters less than accessibility. 

34 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

35 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

36 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

37 Location of our application in the cloud matters less than accessibility. 

38 On-premises environment customers suffer more incidents than those of service 

provider environments. 

39 On-premises environment customers suffer more incidents than those of service 

provider environments. 

40 Location of our application in the cloud matters less than accessibility. 

41 On-premise environment users suffer more brute force attacks compared to 

service provider environments. 

42 On-premises environment customers suffer more incidents than those of service 

provider environments. 

43 On-premises environment customers suffer more incidents than those of service 

provider environments. 

44 Our data is stored on servers and systems they don’t own or control. 

45 With us, the location of our application in the cloud matters less than 

accessibility. 

46 On-premises environment customers suffer more incidents than those of service 

provider environments. 

47 On-premise environment users suffer more attacks compared to service 

provider environments. 

48 Anything that can be accessed from outside, whether enterprise or cloud has 

equal chances of being attacked. 

49 Location of our application in the cloud matters less than accessibility. 

50 On-premise environment users suffer more attacks compared to service 

provider environments. 

 

Question 3: What general concerns do you have about the cloud and any risk management 

methodology in place? 

Respondent Response 

1 We use generic publicly available risk management methodology.  

2 Someone else is looking after my data. No risk management methodology.  

3 We use generic publicly available risk management methodology.  

4  No risk management methodology.  

5 Users trust their data for someone else to look after – scary. We use a generic 

publicly available risk management methodology. 

6 We use in-house risk management methodology.  

7 No risk management methodology.  
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Respondent Response 

8 Some providers are not always looking for my best interest. No risk 

management methodology.  

9 No risk management methodology.  

10 Providers may not look after my best interest. We use a generic publicly 

available risk management methodology.  

11 Cyberattacks become sophisticated as technology advances. In-house risk 

management methodology. 

12 We use generic publicly available risk management methodology. 

13 We use a generic publicly available risk management methodology. 

14 Cyberattacks become sophisticated as technology advances. In-house risk 

management methodology.  

15 No risk management methodology. 

16 Someone else is looking after my data. We use a generic publicly available risk 

management methodology. 

17  We use in-house risk management methodology. 

18 Some providers are not always looking for my best interest. We use a generic 

publicly available risk management methodology.  

19 Users trust their data for someone else to look after – scary. No risk 

management methodology.  

20 We use in-house risk management methodology. 

21 We use generic publicly available risk management methodology.  

22 No risk management methodology. 

23 Cyberattacks become sophisticated as technology advances. In-house risk 

management methodology. 

24 Users trust their data for someone else to look after – scary. No risk 

management methodology.  

25 We use in-house risk management methodology. 

26 The latest risks to using the cloud for business are compliance, legal liability 

and business continuity. No risk management methodology.  

27 Users trust their data for someone else to look after – scary. We use a generic 

publicly available risk management methodology.  

28 Someone else is looking after my data. In-house risk management 

methodology. 

29 No risk management methodology. 

30 We use generic publicly available risk management methodology. 

31 Cyberattacks become sophisticated as technology advances. No risk 

management methodology.  

32 We use in-house risk management methodology. 

33 No risk management methodology.  

34 We use in-house risk management methodology.  

35 In-house risk management methodology. 

36 In-house risk management methodology. 

37 We use generic publicly available risk management methodology. 

38 In-house risk management methodology. 
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Respondent Response 

39 We use generic publicly available risk management methodology.  

40 In-house risk management methodology.  

41 In-house risk management methodology. 

42 No risk management methodology.  

43 We use generic publicly available risk management methodology. 

44 We use a generic publicly available risk management methodology. 

45 We use a generic publicly available risk management methodology. 

46 No risk management methodology. 

47 We use a generic publicly available risk management methodology. 

48 We use a generic publicly available risk management methodology. 

49 We use a generic publicly available risk management methodology.  

50 We use a generic publicly available risk management methodology. 

 

Question 4: What specific concerns do you have about the cloud? 

Respondent Response 

1 Shared access 

2 Virtual exploit 

3 Virtual exploit 

4 Shared access  

5 Shared access 

6 Shared access 

7 Virtual access 

8 Shared access 

9 Authentication, authorization and access control 

10 Shared access 

11 Virtual exploit 

12 Shared access  

13 Authentication, authorization and access control 

14 Shared access 

15 Virtual exploit 

16 Virtual exploit 

17  Shared access 

18 Availability  

19 Availability  

20 Shared access 

21 Data location 

22 Shared access 

23 Availability 

224 Availability 

25 Availability 

26 Shared access  

27 Ownership 
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Respondent Response 

28 Ownership 

29 Availability 

30 Ownership 

31 Shared access 

32 Data location 

33 Ownership 

34 Shared access 

35 Data location 

36 Shared access 

37 Ownership 

38 Availability 

39 Availability 

40 Shared access 

41 Shared access  

42 Shared access 

43 Shared access 

44 Ownership 

45 Authentication, authorization and access control 

46 Availability 

47 Availability 

48 Shared access 

49 Shared access 

50 Shared access  

 

Question 5: Do you trust the cloud for managing your applications? 

Respondent Response 

1 Yes, because the cloud provider has stronger security control. 

2 Yes, because the cloud provider has stronger operational control. 

3 No, because I do not know where my data is located. 

4 Yes 

5 Yes 

6 Yes 

7 Yes, because the security of my data is stronger in the cloud. 

8 Yes 

9 Yes 

10 Yes 

11 No because I do not know the encryption method used for my apps while in the 

cloud. 

12 Yes 

13 Yes 

14 Yes 

15 Yes 
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Respondent Response 

16 No 

17 No 

18 No 

19 Yes 

20 Yes 

21 Yes 

22 Yes 

23 Yes 

24 Yes 

25 Yes 

26 No 

27 No 

28 No 

29 Yes 

30 Yes 

31 Yes 

32 Yes 

33 Yes 

34 Yes 

35 No 

36 No 

37 No 

38 No 

39 Yes 

40 Yes 

41 Yes 

42 Yes 

43 No 

44 No 

45 No 

46 No 

47 Yes 

48 Yes 

49 Yes 

50 Yes  

 

Question 6: Do you think your applications are secure in a cloud platform? If not, why not? If 

yes, why? 

Respondent Response 

1 No, because I do not even know what security measures are implemented. 

2 Yes. 

3 No. 
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Respondent Response 

4 Yes. 

5 Yes. 

6 No, because I do not even know what security measures are implemented. 

7 Yes. 

8 Yes. 

9 Yes. 

10 No 

11 Yes. 

12 Yes 

13 Yes. 

14 Yes. 

15 Yes 

16 Yes, applications are more secure in a cloud platform because the cloud 

provider’s sole responsibility is to ensure that our data is secured. 

17  Yes. 

18 Yes, applications are more secure in a cloud platform because the cloud 

provider’s sole responsibility is to ensure that our data is secured. 

19 Yes. 

20 Yes, because in the old days, companies were more concerned about the public 

cloud not being secure. Today, most of their security breaches are internal. 

They now view the cloud as more secure than their own facilities.  

21 Yes, applications are more secure in a cloud platform because the cloud 

provider’s sole responsibility is to ensure that our data is secured. 

22 Yes. 

23 Yes, applications are more secure in a cloud platform because the cloud 

provider’s sole responsibility is to ensure that our data is secured. 

24 No, because I do not even know what security measures are implemented 

25 Yes. 

26 Yes, applications are more secure in a cloud platform because the cloud 

provider’s sole responsibility is to ensure that our data is secured. 

27 Yes.  

28 No 

29 No, because I do not even know what security measures are implemented 

30 Yes 

31 Yes. 

32 Yes 

33 No, because I do not even know what security measures are implemented 

34 Yes 

35 Yes. 

36 No 

37 Yes. 

38 Yes 

39 Yes 

40 Yes. 
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Respondent Response 

41 Yes 

42 Yes 

43 Yes. 

44 Yes 

45 Yes. 

46 No 

47 Yes. 

48 No 

49 Yes 

50 Yes. 

 

Question 7: What strategies do you have in place to mitigate security risks? 

Respondent Response 

1 We regularly monitor our applications 

2 We regularly scan our applications 

3 Frequently perform patches 

4 Scanning 

5 Patching 

6 Perform patches 

7 Frequently perform patches 

8 Frequently perform patches 

9 Frequently perform patches 

10 Frequently perform patches 

11 Frequently perform patches 

12 We regularly monitor our applications 

13 We regularly monitor our applications 

14 We regularly monitor our applications 

15 We regularly monitor our applications 

16 We regularly monitor our applications 

17 We regularly monitor our applications 

18 We regularly monitor our applications 

19 We regularly monitor our applications 

20 We regularly monitor our applications 

21 We regularly monitor our applications 

22 We regularly monitor our applications 

23 We regularly monitor our applications 

24 Frequently perform patches 

25 Frequently perform patches 

26 Frequently perform patches 

27 We regularly monitor our applications 

28 We regularly monitor our applications 

29 We regularly monitor our applications 
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Respondent Response 

30 We regularly monitor our applications 

31 We regularly monitor our applications 

32 We regularly monitor our applications 

33 We regularly monitor our applications 

34 We regularly monitor our applications 

35 We regularly monitor our applications 

36 Frequently perform patches 

37 Frequently perform patches 

38 Frequently perform patches 

39 We regularly scan our applications 

40 We regularly scan our applications 

41 We regularly scan our applications 

42 We regularly scan our applications 

43 We regularly scan our applications 

44 We regularly scan our applications 

45 We regularly scan our applications 

46 We regularly monitor our applications 

47 We regularly monitor our applications  

48 We regularly monitor our applications  

49 We regularly monitor our applications  

50 We regularly monitor our applications  
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Appendix D: Cloud Provider Data Collection 

Captured below are the survey responses collected from a cloud providers’ perspective. 

Question 1: What do you think of the cloud? 

Respondent Response 

1 Practice of using remote servers hosted on the Internet 

2 Servers hosted outside my firewall 

3 Remote servers 

4 Internet-based computing that provides shared resources on demand 

5 Cloud computing relies on shared resources rather than local servers to handle 

applications 

6 Cloud computing means storing and accessing data over the Internet instead of 

your computer’s hard drive 

7 Cloud computing lets you use files and applications over the Internet 

8 Cloud computing refers to sharing resources, software and information via a 

network 

9 It provides a simple way to access servers, storage, databases and a broad set of 

application services over the Internet 

10 A type of Internet-based computing 

11 Internet-based computing that provides shared resources on demand 

12 Practice of using remote servers hosted on the Internet 

13 Internet-based computing that provides shared resources on demand 

14 Practice of using remote servers hosted on the Internet 

15 Internet-based computing that provides shared resources on demand 

16 It provides a simple way to access servers, storage, databases and a broad set of 

application services over the Internet 

17 Practice of using remote servers hosted on the Internet 

18 Practice of using remote servers hosted on the Internet 

19 Practice of using remote servers hosted on the Internet 

20 It provides a simple way to access servers, storage, databases and a broad set of 

application services over the Internet 

21 Practice of using remote servers hosted on the Internet 

22 It provides a simple way to access servers, storage, databases and a broad set of 

application services over the Internet 

23 Practice of using remote servers hosted on the Internet 

24 Cloud computing refers to sharing resources, software and information via a 

network 

25 A type of Internet-based computing 

26 Practice of using remote servers hosted on the Internet 

27 It provides a simple way to access servers, storage, databases and a broad set of 

application services over the Internet 

28 A type of Internet-based computing 

29 Practice of using remote servers hosted on the Internet 
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Respondent Response 

30 Internet-based computing that provides shared resources on demand 

31 Practice of using remote servers hosted on the Internet 

32 A type of Internet-based computing 

33 A type of Internet-based computing 

34 Practice of using remote servers hosted on the Internet 

35 A type of Internet-based computing 

36 A type of Internet-based computing  

37 Cloud computing refers to sharing resources, software, and information via a 

network 

38 Practice of using remote servers hosted on the Internet 

39 A type of Internet-based computing 

40 It provides a simple way to access servers, storage, databases and a broad set of 

application services over the Internet 

41 A type of Internet-based computing 

42 It provides a simple way to access servers, storage, databases and a broad set of 

application services over the Internet 

43 A type of Internet-based computing 

44 Cloud computing refers to sharing resources, software and information via a 

network 

45 Cloud computing relies on shared resources rather than local servers to handle 

applications 

46 Cloud computing relies on shared resources rather than local servers to handle 

applications 

47 Cloud computing relies on shared resources rather than local servers to handle 

applications 

48 Internet-based computing that provides shared resources on demand 

49 Provides an easy way to access our apps 

50 Internet-based computing 

 

Question 2: What are the top cloud threats in enterprise environments? 

Respondent Response 

1 An attacker can steal a user’s cookie to use the application in the name of the 

user – session riding 

2 Virtualization as a technology could be a threat because a bad guy can exploit a 

hypervisor by exploiting a vulnerability.  

3 It is not a guarantee that cloud services will be available at all times because 

there could be instances of lightening or thunder that could disrupt services. 

4 Cryptography algorithms require random number generators. If the random 

number generators are providing only a small entropy pool, the numbers can be 

brute forced.  

5 Always address the problem of data movement and deletion when switching 

from one cloud provider to another.  

6 Choose a cloud provider that allows you to move easily to another provider 
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Respondent Response 

7 Internet disruption could impact on cloud service operation.  

8 It is easy for anyone to setup a cloud account. This means even bad guys can 

open accounts and attempt to attack other consumers of cloud services. 

9 Not all communication is encrypted.  

10 Malicious folks could attack the API, which is critical in cloud services.  

11 Employee personal information may not be deleted, allowing for a possible 

compromise.  

12 The cloud service SaaS/PaaS/IaaS providers use scalable infrastructure to 

support multiple tenants which share the underlying infrastructure, which is 

susceptible for attack.  

13 What if the hard drive fails?  

14 Data breach could occur 

15 An attacker with access to a cloud virtual machine hosting business website can 

inject a malicious code into a web page.   

16 If the Internet fails, the client would not be able to access cloud services. 

17 A service provider could accidentally delete the data. 

18 APIs are accessible from anywhere on the Internet; malicious attackers can use 

them to compromise the confidentiality and integrity of the enterprise 

customers 

19 An attacker can steal a user’s cookie to use the application in the name of the 

user 

20 A service provider could accidentally delete the data. 

21 If the Internet fails, the client would not be able to access cloud services. 

22 APIs are accessible from anywhere on the Internet; malicious attackers can use 

them to compromise the confidentiality and integrity of the enterprise 

customers. 

23 An attacker can steal a user’s cookie to use the application in the name of the 

user 

24 A service provider could accidentally delete the data. 

25 If the Internet fails, the client would not be able to access cloud services. 

26 A cookie session can be obtained unauthorized and be used.  

27 Cloud providers use scalable infrastructure to support multiple tenants. All 

layers of shared technology can be attacked to gain unauthorized access to data. 

28 An attacker having access to the cloud virtual machine hosting business website 

can include a malicious code into the web page to attack users visiting the 

webpage. 

29 Cloud providers use scalable infrastructure to support multiple tenants. All 

layers of shared technology can be attacked to gain unauthorized access to data. 

30 All layers of shared technology can be attacked to gain unauthorized access to 

data. 

31 A service provider could accidentally delete the data. 

32 All layers of shared technology can be attacked to gain unauthorized access to 

data. 

33 Cloud providers use scalable infrastructure to support multiple tenants. All 
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Respondent Response 

layers of shared technology can be attacked to gain unauthorized access to data. 

34 All layers of shared technology can be attacked to gain unauthorized access to 

data. 

35 All layers of shared technology can be attacked to gain unauthorized access to 

data. 

36 When a virtual machine is able to access data from another virtual machine on 

the same physical host, a data breach occurs 

37 Cloud providers use scalable infrastructure to support multiple tenants. All 

layers of shared technology can be attacked to gain unauthorized access to data. 

38 When a virtual machine is able to access data from another virtual machine on 

the same physical host, a data breach occurs 

39 When a virtual machine is able to access data from another virtual machine on 

the same physical host, a data breach occurs 

40 A service provider could accidentally delete the data. 

41 When a virtual machine is able to access data from another virtual machine on 

the same physical host, a data breach occurs 

42 APIs are accessible from anywhere on the Internet; malicious attackers can use 

them to compromise the confidentiality and integrity of the enterprise 

customers 

43 All layers of shared technology can be attacked to gain unauthorized access to 

data. 

44 Cloud providers use scalable infrastructure to support multiple tenants. All 

layers of shared technology can be attacked to gain unauthorized access to data. 

45 When a virtual machine is able to access data from another virtual machine on 

the same physical host, a data breach occurs 

46 An attacker having access to the cloud virtual machine hosting business website 

can include a malicious code into the web page to attack users visiting the 

webpage. 

47 A service provider could accidentally delete the data. 

48 When a virtual machine is able to access data from another virtual machine on 

the same physical host, a data breach occurs 

49 A malicious code could be injected on a web page 

50 Scalable infrastructure can be attacked.  

 

Question 3: What sort of security risks has your customers reported in association with run-time 

applications in your cloud platform? 

Respondent Response 

1 Are my applications safe in the cloud? 

2 They complain that they are unable to access their data. 

3 Some are worried about not knowing where their data is located 

4 Who else have access to the data 

5 Others will want to know other tenants in the shared platform (multi-tenancy 

environment). 
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Respondent Response 

6 What authentication methods are implemented on their data 

7 How is their data protected 

8 User access to the data 

9 How are user accounts managed in the cloud 

10 How can data be protected from unauthorized access 

11 How can data loss be prevented 

12 User access 

13 70% of complaints we receive involves inaccessibility to data 

14 User access to the data 

15 User access to the data 

16 User access to the data 

17 User access to the data 

18 Data inaccessibility 

19 Data inaccessibility 

20 Data inaccessibility 

21 Data inaccessibility 

22 Data inaccessibility 

23 Who else have access to the data 

24 Who else have access to the data 

25 Who else have access to the data 

26 Who else have access to the data 

27 Who else have access to the data 

28 Who else have access to the data 

29 How can data loss be prevented 

30 Are my applications safe in the cloud? 

31 Are my applications safe in the cloud? 

32 What authentication methods are implemented on their data 

33 What authentication methods are implemented on their data 

34 How can data loss be prevented 

35 What authentication methods are implemented on their data 

36 How can data loss be prevented 

37 What authentication methods are implemented on their data 

38 What authentication methods are implemented on their data 

39 How is their data protected 

40 What authentication methods are implemented on their data 

41 What authentication methods are implemented on their data 

42 What authentication methods are implemented on their data 

43 How can data loss be prevented 

44 Are my applications safe in the cloud? 

45 Data inaccessibility  

46 Are my applications safe in the cloud? 

47 Are my applications safe in the cloud? 

48 Are my applications safe in the cloud? 

49 Are my applications safe in the cloud? 
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Respondent Response 

50 Who are the other tenants who share the platform with me?  

 

Question 4: What strategies can you advise on mitigating risks in the cloud? 

Respondent Response 

1 Very strong Internet connection is necessary. 

2 Strong Internet connection is necessary.  

3 Perform some due diligence 

4 Large broadband width is necessary.  

5 Vulnerability scanning and patching 

6 Perform some due diligence 

7  Robust Internet connection 

8 Your WAN should be considered.  

9 How you upload and retrieve data should be considered.  

10 Perform some due diligence 

11 Do some due diligence.  

12 Vulnerability scanning and patching 

13 Perform some due diligence 

14 Do some research on the cloud provider 

15 Perform some due diligence  

16 Ensure you know enough about any 3rd party that your cloud provider might 

use.  

 

17 

 

Vulnerability scanning and patching 

18 Vulnerability scanning and patching 

19 Vulnerability scanning and patching 

20 Check if your provider does background check for its employees.  

21 Vulnerability scanning and patching 

22 How good is the Internet provider? 

23 Consider solutions that provides good security.  

24 Try to control your data.  

25 Vulnerability scanning and patching 

26 Vulnerability scanning and patching 

27 Vulnerability scanning and patching 

28 Implement access control mechanisms. This way only authorized employee 

will gain access to the application. 

29 Implement access control mechanisms. This way only authorized employee 

will gain access to the application. 

30 Vulnerability scanning and patching 

31 Implement access control mechanisms. This way only authorized employee 

will gain access to the application. 
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Respondent Response 

32 Vulnerability scanning and patching 

33 Implement access control mechanisms. This way only authorized employee 

will gain access to the application. 

34 Implement access control mechanisms. This way only authorized employee 

will gain access to the application. 

35 How good is the Internet provider? 

36 How good is the Internet provider? 

37 Vulnerability scanning and patching 

38 Vulnerability scanning and patching 

39 How good is the Internet provider? 

40 How good is the Internet provider?  

41 Implement access control mechanisms. This way only authorized employee 

will gain access to the application. 

42 How good is the Internet provider? 

43 Encrypt the data and split the encryption keys, this way, the cloud consumer 

knows no other perform could tamper with their application while in the 

cloud 

44 Implement access control mechanisms. This way only authorized employee 

will gain access to the application. 

45 How good is the Internet provider? 

46 How good is the Internet provider? 

47 Vulnerability scanning and patching 

48 Vulnerability scanning and patching 

49 How good is the Internet provider? 

50 How good is the Internet provider? 
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Appendix E: Cloud Consumer Data Analysis 

Captured below is the Cloud Consumer Data Analysis from data gathered during the 

questionnaire. 

Question 1: How do you look at cloud computing? 

Responses Frequency 

Cost savings 34 

Provides work flexibility 10 

Enables the use of mobile devices 1 

Provides the opportunity to either upscale or downscale 5 

 

Question 2: Do you think the cloud provides a secure platform as compared to a traditional 

platform? 

Responses Frequency 

Yes, because location matters less than accessibility 17 

Yes, cloud is more secure than traditional IT 01 

No, because anything that can be accessed from outside can be attacked 3 

No, because data is stored in servers that we cannot control 8 

Yes, because brute force attacks are common with traditional IT 21 

 

Question 3: What general concerns do you have about the cloud? 

Responses Frequency 

Cloud environment not completely safe 7 

My interest may not be extremely important to my cloud provider 5 

Cyber attack 13 

Someone else is taking care of my data 11 

Compliance, legal liability and business continuity 6 

Access control 8 

 

Question 4: What specific concerns do you have about the cloud? 

Responses Frequency 

Shared access 22 

Virtual exploit 6 

Ownership 6 

Data location 3 

Authentication, authorization and access control 3 

Availability 10 
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Question 5: Do you trust the cloud for managing your applications? 

Responses Frequency 

Yes 30 

No 20 

 

Question 6: Do you think your applications are secure on a cloud platform? If not, why not? If 

yes, why? 

Responses Frequency 

Yes 39 

No 11 

 

Question 7: What strategies do you have in place to mitigate security risks? 

Responses Frequency 

Continuous monitoring 27 

Patch management 14 

Scanning 9 
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Appendix F: Cloud Provider Data Analysis 

Captured below is the Cloud Provider Data Analysis from data gathered during the 

questionnaire. 

Question 1: What do you think of the cloud? 

Responses Frequency 

Remote servers hosted on the Internet 15 

Internet-based computing 16 

Relies on shared resources 4 

Storing and accessing data over the Internet 19 

 

Question 2: What concerns do you have about the cloud? 

Response Frequency 

Session riding 4 

Virtual machine escape 1 

Reliability and availability of service 1 

Insecure cryptography 1 

Data protection and portability 1 

CSP lock-in 1 

Internet dependency 4 

Ease of use 1 

Secure data transmission 1 

Insecure APIs 1 

Malicious insiders 4 

Shared technology issues 1 

Data loss 12 

Data breach 13 

Account/service hijacking 1 

Unknown risk profile 4 

 

Question 3: What sort of security risks has your customers reported in association with run-time 

applications on your cloud platform? 

Responses Frequency 

How safe is the application 4 

Location of the application 1 

Unauthorized access 8 

Data loss 5 

Authentication mechanisms 9 

Inaccessibility of data 7 
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Responses Frequency 

Access control 16 

 

Question 4: What strategies can you advise on mitigating risks in the cloud? 

Responses Frequency 

Solid Internet connection 14 

Due diligence 6 

Cloud provider employee background check 1 

Encrypt data and split encryption keys 3 

Vulnerability scan and patches 15 

Access control 12 
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Appendix G: Invitation to Participate 

Letter of Invitation to potential participants 

Fidel Ikundi                                                     May 15th, 2016 

625 E Monroe Ave 

Alexandria, VA 

United States 

 

Dear Sir/Madam 

 

Mitigating the Security Risks of Run-time Applications in the Cloud 

 

I am a Doctor of Information Technology student from Charles Sturt University in Australia. I 

am very interested in knowing some of the security risks on the run-time application in the cloud 

and design strategies to mitigate these risks. I would like you to take part in a project called 

Mitigating the Security Risks of Run-time Applications in the Cloud.  

 

The study aims to find out what security risks confront run-time applications in the cloud and 

how we can design strategies to mitigate these risks. We hope to use the information from this 

research to educate senior executives in the field of cloud computing to make an informed 

decision.  

 

You are a very important person; you have worked in the field of cloud computing for over 2 

years and we will like to find out more about what security risks you have encountered and how 

you mitigated the risk.  

 

If you take part in this research, you will be given a movie ticket for you and your family. The 

movie ticket is worth $100. The research will be conducted via a conference call. You can dial-in 

from your office. I have included a detailed information booklet about the study with this letter. 

 

Yours Sincerely, 

Fidel Ikundi 

Figure 17: Invitation to Participate 


