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Abstract 

Sharing on online social networks, such as Facebook, Twitter, and YouTube, has 

become a global phenomenon and is rapidly emerging as a new social norm. Billions 

of users worldwide post or share diverse content containing information about 

themselves (self-disclosure) or about other people (other-generated disclosure). 

Disclosed information can pose risks, harm, or threats to personal or informational 

privacy.  

While information disclosure and privacy on online social networks have been studied 

extensively, most studies focus on self-disclosure and emphasize independent privacy. 

However, sharing on interconnected environments like online social networks 

involves multiple shareholders in which individuals’ sharing decisions and privacy 

preferences affect other people’s privacy and vice versa. Privacy interdependence in 

this context has been ignored. There is a need to protect privacy not only from self-

disclosure but also from individuals’ social connections. To date, other-generated 

disclosure associated with interdependent privacy has not been explored. 

Other-generated disclosure has great impacts on one’s desired self-image, impression 

formation, and identity. Information disclosed by others, particularly from insiders or 

friends is less deceptive and more credible than self-disclosure, as friends often have 

intimate details of their friends. In online social networks, details of this information 

can be searched and disseminated very quickly. While self-disclosure can be inhibited 

and managed through privacy settings and tools offered by social network service 

providers, other-generated disclosure is beyond an individual’s control. Currently, 

privacy controls and management strategies on online social networks are insufficient 

to prevent and mitigate risks from other-generated disclosure. Thus, other-generated 

disclosure can potentially raise serious privacy challenges. 

The purpose of this qualitative phenomenological study was not only to fill the gap in 

the literature on information disclosure on online social networks, but also to provide 

an in-depth understanding of other-generated disclosure associated with 
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interdependent privacy in OSNs, based on insiders’ lived experiences. This study 

explored other-generated disclosure on Facebook from multiple aspects, including 

motives (Research Question 1), perceptions (Research Question 2), types of disclosed 

content (Research Question 3), management strategies (Research Question 4), to both 

online and offline impacts (Research Question 5). In particular, the study used 

observations and semi-structured in-depth interviews with a purposive sample of 21 

participants recruited from an online survey. These participants were adult Facebook 

users aged between 25 and 65 years, who had engaged in other-generated disclosure 

on Facebook – both those who disclosed about others (the disclosers) and those who 

others disclosed about (the disclosees).  

A qualitative data analysis revealed six motives for sharing content concerning others: 

to share moments in life, to share funny things, to seek attention, to share or seek 

information, to express pride in someone, and to receive or provide support. The 

disclosers and the disclosees shared a common belief in the notion of independent 

privacy but in different aspects. In other words, both engaging parties focused on their 

own individual rights (either my rights or your rights) and neglected interdependent 

privacy (our rights). While the disclosers felt they had sufficient control over the 

disclosure, the disclosees felt they had little or no control. Other perceptions of other-

generated disclosure include parts of life, death of privacy, and selective sharing. The 

disclosers in this study perceived other-generated disclosure, particularly by the 

insiders or Facebook friends, as an individual right to freedom of opinions and 

expression, selective disclosure that was within control, a part of life on online social 

networks, or simply as the nature of online social networks. In contrast, the disclosees 

regarded other-generated disclosure as an individual property right over which they 

lacked control and trusted their Facebook friends. 

Moreover, the qualitative findings indicated four major types of other-generated 

disclosed content: co-owned content, on-behalf content, pass-along content, and 

tagging. The participants employed both technical and behavioral strategies to manage 

other-generated disclosure. Other-generated disclosure has an impact on both online 
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and offline relationships, emotions, and behaviors. The degree of impact varies and 

depends on the relationship between the disclosers and the disclosees.  

This study fills a gap in the privacy literature on online social networks and provides 

an important opportunity to understand information disclosure beyond self-disclosure. 

The findings highlight the significance of other-generated disclosure and contribute to 

a comprehensive understanding of interdependent privacy and other-generated 

disclosure, including motives, perceptions, types of disclosed content, privacy 

management strategies, and online and offline impacts on relationships. These 

multiple aspects offer valuable insights for online social network service providers to 

offer more effective services and applications to users as well as to provide 

collaborative privacy settings. This study also increases users’ awareness about 

interdependent privacy and concern about collective privacy. Finally, the findings call 

for scholars’ attention to the challenges of interdependent privacy regarding other-

generated disclosure in online social networks. 

Keywords— Facebook, privacy, other-generated disclosure, online social networks 

(OSNs), social network sites (SNSs) 
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CHAPTER 1  

Introduction 

A mother posted an old photo of her 18-year-old son as a little boy dressed in a funny 

costume on Facebook. The photo was then tagged and became accessible to the son’s 

entire Facebook friend network with a corresponding newsfeed of the action. The son 

quickly responded to the posting by un-tagging and disassociating the photo from his 

identity. He also made it clear to his parents that there needed to be a mutually agreed-

upon posting criterion, so this kind of privacy invasion did not occur again. This 

example shows that privacy in online social networks (OSNs) depends not only on 

one’s own actions but also on the actions of others. Information disclosed by others 

(other-generated disclosure) is complicating and challenging privacy in OSNs. 

Other-generated disclosure is the main issue covered in this thesis. Chapter 1 begins 

with a brief overview of OSNs, privacy, and disclosure on OSNs as well as a 

description of the problem. The chapter then addresses the purpose of this study and 

presents the research questions. It addresses the significance of the study, and its 

contribution, assumptions, limitations, and scope. The last section in this chapter 

briefly provides a definition of key terms.  

1.1  Background 

This section discusses the rise of OSNs, why Facebook was chosen as the study topic, 

and introduces the notion of privacy on OSNs. 

1.1.1 The rise of online social networks  

Computer-mediated communication has revolutionized social interaction and become 

a pervasive means of communication in the 21st century. Interpersonal 

communication and interactions between individuals take place online through 

different forms, including e-mail, instant messaging, webchats, and on OSNs. Online 
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communication overcomes several barriers, such as distance, age, gender, race, 

physical appearance, and characteristics like shyness. Therefore, people can not only 

establish new, or maintain existing, relationships, they can also freely express their 

ideas, interests, thoughts, opinions, or feelings with little or no pressure. However, 

many people immerse themselves excessively online, particularly in OSNs, to the 

extent that they gradually become less present in the real world. 

OSNs such as Facebook, Twitter, and YouTube have become a global phenomenon 

and have attracted billion of users worldwide. As of January 2019, the number of OSN 

users worldwide was 3.48 billion (9% growth since January 2018), about 79% of all 

internet users1. The world’s most popular OSNs ranked by number of monthly active 

users, as of July 2019, are Facebook (2.4 billion), YouTube (2 billion), WhatsApp (1.6 

billion), Facebook Messenger (1.3 billion), WeChat (1.12 billion), Instagram 

(1 billion), QQ (823 million), and Twitter (330 million)2. Facebook was the first OSN 

to surpass 1 billion registered accounts3. Over the past decade, the number of OSN 

users worldwide has grown exponentially from 0.97 billion in 20104 to 2.4 billion in 

20195. And still, the number of OSN users continues to increase. 

Furthermore, significant breakthroughs in mobile computing and smart devices with 

access to the internet have had a great influence on OSN adoption and usage. The era 

of mobile computing offers ‘always-connected’ and ‘share-as-you-go’ services, 

leading to pervasive use of OSNs. Many devices are preloaded with OSN applications 

like Facebook, so individuals can enjoy instant access at their convenience. Never in 

the history of human civilization, have individuals been so connected and accessible 

to others in real time. OSNs have continued boosting and broadening their horizons. 

In the last three years, the number of mobile OSN users has consistently increased 

 

1 https://wearesocial.com/blog/2019/01/digital-2019-global-internet-use-accelerates 
2 https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/ 
3 https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/ 
4 http://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/ 
5 https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/ 
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from 1.97 billion in January 20166, to 2.55 billion in January 20177, to 2.96 billion in 

January 20188, to 3.26 billion9 as of January 2019 (93% of active global OSN users). 

Within a relatively short period, OSNs have become part of everyday life, providing 

indispensable channels for communication, networking communities, self-

presentation tools, repositories for online information, information resources, and 

enabling life-books, personal diaries, and marketing or political campaigns. Extensive 

research has shown that OSNs can play crucial roles in emergency, disaster, or crisis 

responses (Al-Saggaf & Simmons, 2015; Liu, Rui, & Cui, 2017; Min & Wohn, 2018), 

social support (Chun & Lee, 2017; Li, Chen, & Popiel, 2015; Lin, Hsu, Cheng, & 

Chiu, 2015; Lönnqvist & große Deters, 2016; Nolan, Hendricks, Ferguson, & Towell, 

2017; Rozzell et al., 2014; Yoo et al., 2014), political campaigns and civic 

participation (Al-Saggaf & Chutikulrungsee, 2015), self-presentation (Bareket-

Bojmel, Moran, & Shahar, 2016; Lee-Won, Shim, Joo, & Park, 2014; Lowe-Calverley 

& Grieve, 2018; Rui & Stefanone, 2013), job recruitment (Humbert, Studer, 

Grossglauser, & Hubaux, 2013), online education, and e-commerce (Vilnai-Yavetz & 

Levina, 2018).  

Accordingly, OSNs have emerged as powerful platforms for contemporary 

communication. These multi-functional, all-in-one platforms were embedded with 

several features and applications to offer several services to their users. Users can 

instantaneously communicate or interact with individuals or multiple groups of users 

ranging from friends to strangers. Unlike other communication channels, OSNs 

“enable users to articulate and make visible their social networks” (boyd & Ellison, 

2008, p. 211) and to generate content (user-generated content). As such, users play a 

double role as both content consumer and content provider in the same account, known 

as users’ profiles. In the latter role, not only can users freely generate, publish, and 

 

6 https://datareportal.com/reports/digital-2016-global-digital-overview 
7 https://datareportal.com/reports/digital-2017-global-digital-overview 
8 https://datareportal.com/reports/digital-2018-global-digital-overview 
9 https://datareportal.com/reports/digital-2019-global-digital-overview 
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share, they can also distribute information, thoughts, ideas, feelings, expressions, or 

even personal life matters to other social network users. Through these actions, a large 

amount of information is made available on OSNs. 

OSNs have become invaluable resources for user-contributed information, which can 

be general, private, personal, or sensitive. Such information can be searched, retrieved, 

collected, compiled, distributed, inferred, or misused by third parties (other people, 

organizations, and governments), resulting in security and privacy invasion. 

1.1.2  Why study Facebook? 

This study focused on Facebook because it is a long-term survivor in competitive OSN 

platforms, the world’s most popular OSN, and the world’s second most visited website 

(after Google.com). To date, Facebook is the largest and most popular OSN with 

2.4 billion monthly active users as of January 2019, with 96% of active users accessing 

Facebook through smartphones and tablets10. 

Facebook has become one of the most prominent OSNs since its creation in 2004. 

Facebook also accounts for approximately 75% of time spent on social networking 

sites and one in every seven minutes spent online (Lampe, Ellison, & Steinfield, 2007; 

Nabi, Prestin, & So, 2013). Facebook users engage in this OSN to foster a sense of 

community and connectedness (Sheldon, 2008), which reflects Facebook’s mission 

statement: “give people the power to build community and bring the world closer 

together” (Facebook, 2017) and “to give people the power to share and make the world 

more open and connected” (Facebook, 2014). Facebook’s power to build community 

and power to share is of particular interest to this study, and also to much of the extant 

Facebook research that has also centered on OSN users’ understanding of issues 

relates to maintaining and negotiating disclosures and privacy. 

 

10 https://wearesocial.com/blog/2019/01/digital-2019-global-internet-use-accelerates 
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1.1.3 Privacy in online social networks 

Privacy is a key issue in information and communications technology, particularly in 

the era of OSNs. The virtually interconnected and context-collapsed environments 

(Marwick & boyd, 2011) in OSNs make privacy more complicated and challenging. 

Privacy in OSNs has been a primary concern and of great interest to various people 

including users, IT professionals, software developers, application developers, and 

researchers from diverse disciplines.  

Over the past decade, extensive research on OSNs has been conducted on this much-

debated topic, ranging from privacy awareness (Mohamed & Ahmad, 2011; Acquisti 

& Gross, 2006), privacy concerns (Krasnova, Günther, Spiekermann, & Koroleva, 

2009; Liang, Liu, Lu, & Wong, 2015; Mohamed & Ahmad, 2012; Staddon, Huffaker, 

Brown, & Sedley, 2012; Taddicken, 2014), privacy-preserving mechanisms or tools 

(Jeckmans, Tang, & Hartel, 2011; Parra-Arnau, Perego, Ferrari, Forné, & Rebollo-

Monedero, 2014), privacy control (Carminati, Ferrari, & Perego, 2009; Cavusoglu, 

Phan, & Cavusoglu, 2013; Pang & Zhang, 2015), to privacy management 

(Chakraborty, Vishik, & Rao, 2013; Jiang, Heng, & Choi, 2013; Lampinen, 

Tamminen, & Oulasvirta, 2009).  

However, existing studies on privacy in OSNs are largely built on the concept of 

independent privacy, whereby individuals can independently decide on and manage 

their own privacy with no influence on the privacy of other individuals, regardless of 

the complex and intertwined nature of OSNs. More recently, some studies have shown 

risks or harm to privacy due to other people’s actions and activities. One of the major 

challenges to the concept of independent privacy in OSNs is when the information of 

individuals is disclosed or shared by others. Such a phenomenon, in this thesis, is 

termed other-generated disclosure. Other-generated information is more credible than 

self-disclosed information because information provided by others is less likely to be 

manipulated and thus can have a greater impact on how profile owners are perceived 

(Walther, Van Der Heide, Hamel, & Shulman, 2009). 
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1.2  Problem statement 

Over 350,000 tweets are sent per minute, which equates to more than 504 million 

tweets per day11. Furthermore, over 95 million photos are uploaded each day on 

Instagram12 whereas 60 billion messages per day are generated though Facebook 

Messenger and WhatsApp13. The proliferation of user-generated content has raised 

important questions regarding whether OSN users are willing or not to disclose their 

information. Many studies have shown that users are willing to disclose their 

information (Chen & Michael, 2012; Shibchurn & Yan, 2015; Taddicken, 2014; 

Tufekci, 2008; E. Xie, Teo, & Wan, 2006). On the other hand, several researchers 

argue that users unwillingly reveal their information (Ahmadinejad & Fong, 2014; 

Cheng, Park, & Sandhu, 2013; Mayer & Mitchell, 2012; Strauß & Nentwich, 2013).  

Regardless of users’ willingness, disclosing information in OSNs poses risks or harm 

to not only information privacy, but to personal privacy as well. To mitigate those 

risks or avoid privacy violation, most OSNs offer users privacy settings, which vary 

between OSNs. Through these settings, users can restrict access to their profile or limit 

visibility of information. In general, privacy settings in most OSNs are set to ‘public’ 

by default. The default settings can be changed as most OSNs allow users to opt-in or 

opt-out from available options from pre-defined lists, and privacy settings in most 

OSNs can be personalized to some extent. In addition to privacy settings, OSNs have 

privacy policies on content, and information in OSNs is governed by fixed rules by 

OSN service providers (Masoumzadeh & Joshi, 2013) to protect privacy. 

Many studies point out deficiencies in existing privacy settings in terms of complexity, 

ambiguity, misinformation, non-personalization, and variance (Adjerid, Acquisti, 

Brandimarte, & Loewenstein, 2013; Bevan, Gomez, & Sparks, 2014; Damen & 

 

11 https://www.brandwatch.com/blog/amazing-social-media-statistics-and-facts/ 
12 https://www.wired.co.uk/article/instagram-doubles-to-half-billion-users 
13 https://venturebeat.com/2016/09/27/facebook-60-million-businesses-have-pages-4-million-actively-

advertise/ 
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Zannone, 2014; Livingstone, 2008; Masoumzadeh & Joshi, 2013; Raad & Chbeir, 

2013; Squicciarini, Xu, & Zhang, 2011; Wang, Wisniewski, Xu, & Grossklags, 2014).  

Although Facebook provides lengthy privacy policies and fine-grained privacy 

settings, privacy conflicts can still arise when there is a difference in privacy practices 

or privacy management. Considerable attention has been given to privacy in 

complicated and interdependent environments like OSNs, extensively focusing on 

Facebook. Yet, this concept of privacy has recently been challenged by social ties 

disclosing information. 

Recent studies (Blum-Ross & Livingstone, 2017; DeGroot & Vik, 2017; Oeldorf-

Hirsch, Birnholtz, & Hancock, 2017; Wohn & Spottswood, 2016) have demonstrated 

privacy issues arising from social ties in OSNs such as ‘friends’ or ‘peers’ despite the 

availability of fine-grained privacy settings. However, existing privacy settings fail to 

deal with these privacy issues. Therefore, questions have been raised about the concept 

of independent privacy as currently used in OSNs. To date, relatively little research 

has been carried out on interdependent privacy; particularly this concept based on 

lived experiences of OSN users has not yet been examined. 

This study shone a contemporary light on the contentious issues of privacy 

interdependence in OSNs. While the concept of interdependent privacy is not new, as 

it is inborn in OSN environments, it has been ignored in practice. So far, considerable 

research on OSN privacy has discussed how to protect and manage privacy in OSNs 

based on the concept of independent privacy, rather than the concept of interdependent 

privacy. In other words, the focus in the literature is on my privacy, which is managed 

within the scopes of individuals, rather than our privacy, which is beyond the scope 

of individuals. Therefore, this study invites scholars to revisit the concept of 

interdependent privacy from insiders’ perspectives. Particularly, this study attempted 

to highlight the importance of interdependent privacy associated with other-generated 

disclosure in OSNs. This study also contributes to existing knowledge of privacy in 

OSNs by providing a deeper insight into interdependent privacy. Additional 

contributions are addressed in Section 1.6.  
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Online privacy is a global problem that is becoming difficult to ignore, with one of the 

most significant debates in law and moral philosophy being that sharing is now viewed 

as a new “social norm” (Mark Zuckerberg, Facebook CEO, 2010). Although OSNs 

aim to protect privacy and safeguard users and data against attacks from strangers, 

OSN service providers still have full access to users’ content and can access those 

data. In addition, OSNs consistently update privacy policies, change privacy settings, 

implement new features, as well as embed third-party applications. These ongoing 

changes create new privacy challenges associated with other privacy-related issues.  

These new features, functionalities, and applications entice users to socially interact 

and share more information. Through activities on OSNs, users may disclose not only 

their own information but also information about others. While self-disclosure can be 

self-censored and managed within individual control, other-generated disclosure is 

beyond individual control. Users have no control of what others will reveal. A 

phenomenon of revealing about others without consent is not uncommon on OSN 

posts, comments, videos, links, photos, and tags. Of particular concern is that there is 

little or no control on other-generated disclosure, particularly outside users’ profiles 

(Besmer & Lipford, 2010a; Patsakis, Zigomitros, Papageorgiou, & Galván-López, 

2014; Squicciarini, Shehab, & Wede, 2010; Thomas, Grier, & Nicol, 2010). For 

instance, when a user uploads a photo and tags friends who appeared in the photo, the 

tagged friends cannot restrict who can see this photo. In this case, privacy conflicts 

may arise because people have different privacy beliefs and concerns, as well as 

different privacy settings. The chance that users have the same privacy settings on 

profiles and each content is remote.  

Other-generated disclosure leads to many privacy issues, such as privacy breaches, 

privacy invasion, privacy violation, privacy infringement, privacy threats, and privacy 

risks. In such intertwined communities as OSNs, privacy leakages and risks are 

compounded due to the characteristics of OSNs (see Chapter 2). The impacts of 

privacy-related issues are likely to cause a domino effect from one domain to another, 

such as defamation, job loss, opportunity loss (scholarship, beauty contest, or 
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competition), income loss, identity loss, family problems, relationship break-up, 

distress, harassment, humiliation, identity theft, stalking, online bullying, and digital 

kidnapping.  

While managing self-disclosed content is difficult, managing other-disclosed content 

is more complicated and challenging, particularly in interconnected environments like 

OSNs. Privacy is a complicated matter, and not just of individual importance. Privacy 

of individuals depends not only on their own decisions and actions, but also on other 

users’ actions and decisions. This interdependent privacy affects not only users but 

also non-users whose content associated with them is disclosed by OSN users. 

So far, privacy in OSNs has been studied extensively, including in relation to technical 

aspects (Masoumzadeh & Joshi, 2013; Pang & Zhang, 2015; N. Wang, Xu, & 

Grossklags, 2011) such as privacy-by-design, privacy management, privacy control, 

and social aspects (Litt et al., 2014; Osatuyi, 2015; Taddicken, 2014) such as users’ 

behaviors, privacy concerns, and privacy attitudes. Most studies have tended to 

consider OSN privacy as independence at an individual level, such as self-disclosure, 

access control to prevent strangers, and attacks from malicious users to individual 

profiles. However, interdependent privacy associated with other-generated disclosure 

requires more attention. To date, relatively limited research in this area exists. 

1.3  Purpose of the study  

The purpose of this qualitative phenomenological study was to gain an in-depth 

understanding of other-generated disclosure associated with interdependent privacy in 

OSNs, based on the lived experiences and perspectives of the insiders. The first-hand 

experiences and perspectives of the insiders are of value to provide thick descriptions 

and to capture the essence of the phenomenon. In particular, the study used 

observations and semi-structured in-depth interviews to explore other-generated 

disclosure, focusing on adult users (25−65 years old) who have engaged in other-

generated disclosure on Facebook – both people who disclosed about others (the 

disclosers) and people who others disclosed about them (the disclosees). 
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1.4  Research questions 

This qualitative phenomenological study examined multi-faceted other-generated 

disclosure on Facebook focusing on motivations, perceptions, types of disclosed 

content, privacy management strategies, and impact on users’ offline and online 

relationships. The study sought to address five research questions as follows: 

• RQ1: What causes OSN users to engage in other-generated disclosure? 

• RQ2: How do OSN users perceive other-generated disclosure? 

• RQ3: What types of content are involved in the other-generated disclosure? 

• RQ4: What strategies do OSN users use to manage other-generated disclosure? 

• RQ5: What are the impacts of other-generated disclosure on OSN users’ offline 

and online relationships? 

To the best of the researcher’s knowledge, this qualitative research is the first 

phenomenological study of its kind to shine new light on interdependent privacy 

associated with other-generated disclosure, based upon lived experiences of both the 

disclosers and the disclosees. 

1.5  The need for research  

This study responds to the need to examine information disclosure (Besmer & Lipford, 

2010a; Debatin, Lovejoy, Horn, & Hughes, 2009; Raynes-Goldie 2010) by extending 

research beyond self-disclosure (Al-Saggaf & Nielsen, 2014; R. Chen, 2013; 

Hollenbaugh & Ferris, 2014; Litt & Hargittai, 2014; Utz, 2015; W. Xie & Kang, 2015) 

to examine other-generated disclosure, which is under-researched. Prior research has 

focused only on self-disclosure behaviors without considering disclosure of 

information by others. 

Privacy on OSNs has been a primary concern and of great interest among various 

people ranging from users, non-users, IT professionals, software developers, 

application developers, service providers to researchers from disparate disciplines. 
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During the past decade, considerable research on OSN privacy has been conducted 

(Bauer et al., 2013; Egelman, 2013; Javed & Shehab, 2012; Johnson, Egelman, & 

Bellovin, 2012; Liu et al., 2011; Vitak & Kim, 2014). However, there is a lack of 

research on interdependent privacy on OSNs. It has been poorly understood, scantily 

documented, and requires more attention, particularly that associated with other-

generated disclosure. 

To date, research on OSNs has mostly focused on self-disclosure (Adjerid et al., 2013; 

Bateman, Pike, & Butler, 2011; Bazarova & Choi, 2014; Posey, Lowry, Roberts, & 

Ellis, 2010; Rains, Brunner, & Oman, 2016), while other-generated disclosure has 

been overlooked and underestimated. This study provided an important opportunity to 

advance the understanding of information disclosure beyond self-disclosure to fill the 

gap in the literature. Exploring this research gap is important because only examining 

self-disclosure does not provide a complete view of user-generated information 

disclosure and privacy on OSNs. The present study is one of the first investigations to 

examine other-generated disclosure.  

Extensive studies on OSNs have been conducted on why people use OSNs (Chan, 

Cheung, Lee, & Neben, 2015; Heravi, Mubarak, & Raymond Choo, 2018; Jung & 

Sundar, 2016; K.-Y. Lin & Lu, 2011; Nadkarni & Hofmann, 2012) and why people 

disclose online. Nevertheless, those studies focused on factors or motives for self-

disclosure (Bazarova & Choi, 2014; Brandtzæg, Lüders, & Skjetne, 2010; Kwak, 

Choi, & Lee, 2014; K.-Y. Lin & Lu, 2011; Litt, 2013; Mohamed & Ahmad, 2011; 

Moore & McElroy, 2012; Nosko, Wood, & Molema, 2010; Vitak & Kim, 2014; N. 

Wang, Grossklags, & Xu, 2013). Still, several lines of evidence such as news reports 

and literature have shown privacy violation, risks and harm to privacy, or cost of 

damages from information disclosed by other users (other-generated disclosure). What 

remains unclear is why people, especially the insiders (social contacts), disclose or 

share information about others, except in the case of defamation, which is obvious and 

not focused on in this study. Hence, there is a need to better understand the motives 

associated with other-generated disclosure − the first research question (RQ1).  
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Knowing only the motives behind other-generated disclosure is not enough to fully 

explain privacy issues arising from other-generated disclosure. Individual privacy has 

been regarded differently in different contexts and other circumstances (Nissenbaum, 

2009). Moreover, people have different perceptions regardless of object, event, 

settings, references or time. To date, the perception of privacy regarding disclosure on 

OSNs has been extensively examined, mostly within the scope of self-disclosure, and 

there exists a need for additional work on privacy perception in social capital, privacy 

policies, privacy settings as well as trust (Al-Saggaf, 2013; Ayalon & Toch, 2013; 

Bazarova & Choi, 2014; Q. Hu & Ma, 2010; Malandrino, Petta, & Scarano, 2012; 

Netter, Riesner, Weber, & Pernul, 2013; Patsakis et al., 2014; Pierson & Heyman, 

2011; Taddicken, 2014; Varnali & Toker, 2015). Nonetheless, up until this writing no 

work has been conducted on perceptions of other-generated disclosure and 

interdependent privacy, especially based on insiders’ lived experiences, as in this 

present research (RQ2). 

Furthermore, collaborative activities such as tagging and group activities, raise a new 

set of privacy challenges in terms of multi-ownership of shared content within this 

context. The decision on sharing or distributing co-owned content relies on only one 

person without consensus, mutual agreement, or consent, instead of a group of people. 

This lack of collaborative privacy on ONSs can lead to the distribution of content 

beyond intended audiences as well as information leakage to the public, regardless of 

individual awareness. Although several studies have proposed access control models 

(Carminati et al., 2009; H. Hu, Ahn, & Jorgensen, 2011; Hu, Gail-Joon, & Jorgensen, 

2013), designs still have some implications for implementing in practice. Nonetheless, 

other studies have examined collaborative privacy management (Jia & Xu, 2016; 

Kolter, Kernchen, & Pernul, 2010; Anna C. Squicciarini et al., 2011; Anna Cinzia 

Squicciarini, Shehab, & Paci, 2009); however, most research have focused on co-

owned photos. So far, there is still a lack of attention on other types of content, 

especially in terms of interdependent privacy respecting other-generated disclosure as 

in this present research (RQ3). 
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Recent studies have shown that only looking at privacy at the individual level is 

insufficient to address privacy issues in OSNs (Jia & Xu, 2016). Information sharing 

on OSNs usually involves multiple stakeholders, and information on OSNs can go 

beyond one individual. While Facebook offers tagging notification as a strategy for 

users to be aware of disclosure of their photos, there is no mechanism or tool available 

at this stage to detect disclosure of other-generated content outside users’ profiles. 

Multiparty-owned content like group photos have created many privacy issues on 

OSNs and become a great challenge in privacy management. Recently, some research 

has concentrated on collaborative privacy(Hu, Ahn, & Jorgensen, 2011; Hu, Gail-

Joon, & Jorgensen, 2013; Jia & Xu, 2016; Kolter, Kernchen, & Pernul, 2010; Anna C. 

Squicciarini, Xu, & Zhang, 2011; Anna Cinzia Squicciarini, Shehab, & Paci, 2009), 

predominantly proposing novel access-control models. There is a need for tools and 

settings to protect interdependent privacy relating to these phenomena. In the absence 

of protection within this scope, users may take whatever actions necessary to safeguard 

their own privacy, or against privacy invasion. In this present research, users’ actions 

were explored from both parties involved in the phenomenon (RQ4). 

With regard to a lack of proper privacy control and privacy management in these 

phenomena, impacts both offline and online is certainly an area requiring more 

attention. Several studies have investigated the impacts of shared content on 

community responses (Howley & Newman, 2013), impacts of privacy concerns 

(Gerlach, Widjaja, & Buxmann, 2015; Taddicken, 2014; Yuan Li, n.d.), and impacts 

of friend adding (Limperos, Tamul, Woolley, Spinda, & Shyam Sundar, 2014). 

However, as of this writing no study has been conducted on how other-generated 

disclosure affects offline and online relationship (RQ5). 

This present study sheds light on the challenge of interdependent privacy in OSNs that 

is currently beyond individuals’ control with existing privacy management and 

available tools. In addition, it is an attempt to fill the void in the existing literature on 

OSN privacy, which has been a major problem for a decade and becoming increasingly 

difficult to ignore. There is a need for comprehensive understanding of interdependent 
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privacy regarding other-generated disclosure based on users’ real-life experiences as 

its multiple aspects are still unexplored.  

Concern about the amount of information young adults share on online network sites 

makes this an important area of research. However, young adults may not see these 

issues from the same perspective as more mature adults. With Facebook’s expansion 

beyond university settings, given that its largest growing demographic is people aged 

25 years and older, it is important to better understand how these factors affect 

information sharing in adults. In addition, youth are generally more technically adept 

than adults, so adults may have a harder time controlling information to the extent that 

they would like. Adults and youth, as suggested by public media and academic 

research, may also have different definitions of privacy, making it important to learn 

more about their desire for information control. 

1.6  Contribution 

The present work adds to the literature and theory in several ways as outlined below. 

This study contributes to methodology in using purposive sampling methods through 

an online survey to recruit suitable participants and then use in-depth semi-structured 

interview for data collection. Previous research studying motivation has relied only on 

users’ responses from questionnaires. However, motives are latent and subjective 

factors, so what motivates individuals may not be listed as choices in the survey 

questionnaires. Interviews give individuals an opportunity to address their thoughts, 

concerns, and experiences. Furthermore, considerable literature on OSNs and privacy 

has heavily relied on student-based samples. This study has extended the literature to 

a broader diversity of populations by focusing largely on working professionals (adult 

Facebook users). 

This study contributes to the privacy literature in several ways. First, the investigation 

of personal values in the context of online privacy represents a major and novel 

theoretical contribution to the privacy literature, which is expected to provide insight 
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into motives, perceptions, and risks to other people’ privacy. Second, it sheds light on 

possible differences in perceptions of privacy and other-generated disclosure between 

disclosers and the disclosee (RQ2). Third, it extends the explanations identified in 

previous research on privacy management related to interpersonal management of 

disclosure (Lampinen, Lehtinen, Lehmuskallio, & Tamminen, 2011; Such & Criado, 

2014; Wisniewski, Lipford, & Wilson, 2012). 

This study contributes to scant qualitative research on OSN privacy, online 

information disclosure, and social computing, but it can also draw scholars’ attention 

to tackle these interdependent privacy issues in the right direction and discover 

effective detection mechanisms towards practical solutions in the future. In addition, 

it extends research on online information disclosure, as considerable research in this 

area has exclusively focused on self-disclosure; however, this study about other-

generated disclosure complements online information disclosure and contributes to a 

lack of research in the area. 

Discovering motivation in other-generated disclosure (RQ1) would not only increase 

users’ awareness but also provide deeper understanding about it from both parties who 

experienced these phenomena. Besides, this would be useful to OSN service providers 

in terms of building privacy mechanisms, launching new features, as well as 

introducing new privacy settings to mitigate or guard against privacy-related issues 

within this present research context. On the other hand, it would also help online 

communities if novel privacy management strategies are available to reduce any risks 

or harm. 

While motivation is important as an initial cause of the phenomena, how people 

perceive these phenomena plays a significant role in privacy issues and impacts. 

Insiders’ perceptions based on lived experiences (RQ2) would be useful among users 

as it would broader audiences’ perspectives from different cultures and beliefs. This 

study provides novel perspectives from lived experiences of social contacts, rather 

than that from scenario-based or pre-defined questions. These perceptions would be 
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helpful to OSN service providers when designing new features, functionalities, and 

privacy settings for different types of content.  

A large body of existing research has commonly paid attention to information on 

users’ profiles (static data) as opposed to other content. Recent studies have explored 

photos on OSNs to some extent, as privacy-related issues about photos has emerged 

and raised privacy concerns. This present research examined the types of disclosed 

content (RQ3) to uncover other areas of attention about content besides profile data. 

This could provide more information about other content involving privacy-related 

issues in communities; accordingly, OSN service providers and scholars may find 

practical and effective solutions, such as comprehensive privacy settings or detection 

mechanisms, in the future. 

The study contributes to the literature on privacy management on OSNs and social 

computing. This present research explored those strategies from both involving 

parties’ perspectives (the disclosers and the disclosees) based upon their real-life 

experiences (RQ4), leading to an understanding of the support users need to protect 

not only their own privacy but also other people’ privacy when interacting and 

disclosing on OSNs. This could be an effective approach to fully address privacy 

concerns and conflict, which prohibits the adoption of OSNs. Moreover, the strategies 

from insiders could enhance the ability of OSN service providers and users to equip 

themselves to counterattack possible threats. These strategies may also contribute to 

building applicable privacy management tools and mechanisms that would benefit 

users and communities. 

This study identified the vulnerability of social contacts (Facebook friends) and 

highlight their importance in light of information disclosure and dissemination in 

OSNs due to social connections having legitimate access to OSN users’ profiles. 

Previous studies highlight the social tension that tags generate, finding that users are 

more concerned about the impression received from personal social circles (family 

members, friends, and employers) than that obtained from strangers (Besmer & 

Lipford, 2010a; Debatin et al. 2009; Raynes-Goldie 2010). 
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This present research is not only an attempt to fill the void in the existing literature, 

but also provides a comprehensive understanding of interdependent privacy with 

regards to other-generated disclosure from diverse aspects. These multi-dimensional 

aspects provide valuable insights for OSN service providers to offer more effective 

services and applications to OSN users, for users to increase their awareness and apply 

strategies in safeguarding privacy within this context, as well as for communities to 

enact cooperative and collaborative privacy within the scope of this present research. 

1.7 Significance of the study 

This study is significant for the reasons discussed below because it explores the 

underground, a context often hidden from view as well as not easily accessible by 

researchers, to reveal details about interdependent privacy associated with other-

generated disclosure in multiple dimensions from both disclosers and the disclosees.  

This study of other-generated disclosure is significant because information disclosure 

− either by users themselves or by other users − is a major driving force in the 

successful development of OSNs. Indeed, the existence of OSNs relies upon content 

or information that users have generated or contributed to the sites. The findings of 

this research will provide an insight into disclosure of information about others on 

Facebook and similar OSNs beyond self-disclosure, which has been extensively 

researched. The findings will assist OSN providers to improve features and social 

applications as well as offer users sufficient privacy control and management. 

Understanding another dimension of information disclosure (other-generated 

disclosure), rather than self-disclosure alone, will provide comprehensive knowledges 

to preserve social and information privacy for users.  

Other-generated disclosure has an influence on impression formation, one’s desired 

self-presentation, self-image, identity, and privacy. Disclosure by others is beyond 

individual control whereas self-disclosure is within individual control. Currently, there 

is a lack of technical control and privacy management in practice over other-generated 

disclosure, particularly outside users’ profiles (Hu et al., 2013) whereas non-technical 
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control and management is challenging. Users can abstain from revealing information 

about themselves or use selective self-disclosure; however, they cannot prohibit other 

people’s decisions and actions to reveal information about them. Moreover, it is not 

uncommon for users to manipulate information that they self-disclose for their own 

benefit, such as desired self-presentation. In these respects, information disclosed by 

others is less deceptive and more credible than self-disclosed information (Walther et 

al., 2009).  

Regardless of intention, other-generated disclosure leads to various privacy issues, 

such as privacy breaches, privacy invasion, privacy violation, privacy infringement, 

privacy threats, or privacy risks. In advanced societies, the media repetitively report 

other-generated disclosures on news stories, court cases, and in allegations. Some 

cases of other-generated disclosure, particularly defamation, can be settled under 

privacy laws, depending on the jurisdiction.  

Unfortunately, not all privacy-related issues related to other-generated disclosure can 

be legally protected. Some cases are still beyond the current scope of legislation or in 

the shadow of existing regulations, such as digital kidnapping, because the laws 

progress so slowly and some cases like digital kidnapping are relatively new. Digital 

kidnapping is a pervasive privacy issue in the era of OSNs as well as a recent trending 

phenomenon, widely reported since 2014. As of 4 August 2015, the media reported 

that hashtags involving digital kidnapping (#babyrp, #babyrpl, #adoptionrp, or 

#orphanrp) had yielded 57,000 results on Instagram14. This new phenomenon of ‘baby 

role play’15 occurs when someone steals a child’s photo available on an OSN, then 

posts that stolen photo on other websites for role-playing. In general, female digital 

kidnappers use the stolen photo to pretend to others that the child belongs to them. 

Nevertheless, some cases of digital kidnapping are much more disturbing in 

 

14 Chang, L.: Baby role-play, or virtual kidnapping, is the most disturbing Instagram hashtag ever. 

http://www.digitaltrends.com/mobile/baby-role-play-virtual-kidnapping/. Accessed 4 Aug 2015 
15 Beware: Digital kidnappers of children are lurking, 4 March 2015. http://www.kidspot.com.au/could-

digital-kidnappers-steal-images-of-your-child/. Accessed 29Jan 2016 
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communities, for example when digital kidnappers use the stolen photos in sexual and 

abusive role-playing. For instance, Mr Madill downloaded 83 pictures of a nine-year-

old girl from his friend’s Facebook and then re- posted those pictures to a Russian 

child porn web site16. Digital kidnapping is not a crime although it can lead to 

kidnapping in the real world where the worst-case scenarios may cause harm to a 

child’s life. A lack of sufficient privacy control and absolute legal protection highlight 

a need to better understand privacy interdependence in OSNs and to effectively 

manage this privacy at a group level. 

In addition, other-generated disclosure can cause either minor or major damage, 

ranging from privacy turbulence, unpleasant experiences, embarrassment, harassment, 

humiliation, bad self-image, loss-of-face threats, distress, inflammation, identity theft, 

stalking, and much more. The domino effects can lead to an extreme end such as 

suicide; for example, some people cannot cope with online or offline stalking or 

disgrace when their content is pervasively shared by others on OSNs. 

In addition to privacy turbulence, other-generated disclosure affects impression 

formation, self-presentation, desired self-image, and online identity. The disruption to 

online self-presentation generates negative feedback and also severely affects an 

individual’s perceived identity and self-concept (Lang & Barton, 2015; Strano & 

Wattai, 2010). 

1.8  Assumptions 

This study was based on several assumptions concerning the research approach, 

methodology, the online survey, survey respondents, in-depth interviews, participants, 

Facebook use, and the interviewer (the researcher). The present inquiry shared 

common philosophical assumptions underlying qualitative research and interpretive 

 

16 He took the innocence and made it disgusting, 3 February (2015). http://www.news.com.au/ 

technology/online/man-steals-pictures-from-facebook-posts-them-to-child-porn-website/ story-

fnjwnhzf-1227208112703. Accessed 29 Oct 2015 
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paradigms, such as the nature of reality (see details in Chapter 4). Considering the 

epistemological assumptions, the interviewee and interviewer were likely to influence 

one another during the discussion and influence the dialogue, but it was not expected 

to influence the subsequent descriptions of the findings.  

In terms of the choice of research design, this study also reflected fundamental 

assumptions of phenomenological inquiry. The key phenomenological assumptions 

include the consideration that data collection from a purposive sample through 

conversational interviews are valid. These data could be transformed into statements 

and analyzed for the essential structures of lived experiences of the participants. The 

process of the data analysis involves epoche, phenomenological reduction, and 

imaginative variation (see Chapter 4) to set aside prejudgments, biases, and 

preconceived ideas in order to clarify the results. An objective manner was used for 

the evaluation and analysis of this study so that trustworthiness was maintained.  

The challenge of data collection and analysis depends on rich descriptions of other-

generated disclosure in OSNs. Such descriptions of experiences emerged during the 

interviews. Thus, the researcher assumed that interview questions would unfold the 

lives and perspectives of the insiders while the descriptions of experiences emerged. 

Other general assumptions during the process of the interviews were made as follows. 

First, the researcher assumed a sample of diverse populations and an adequate 

response rate for the online survey (a recruitment process). Second, the researcher 

assumed that survey respondents answered the questions with honesty and 

truthfulness, based on their lived experiences in OSNs rather than their justified 

believes in correct answers. Third, the lived experiences of each participant were 

assumed to be independent and distinct.  

Additional assumptions were made about in-depth interviews concerning both the 

interviewer and research participants. On one hand, assumptions were made that the 

interviewer allowed the participants to freely describe their experiences without an 

attempt to influence or guide participants, except to clarify statements or keep 

participants focused on the topic. To facilitate the interviews, the researcher used 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 1: Introduction 

21  

 

open-ended questions and probes when needed. The important assumption is that the 

researcher’s bias was set aside. On the other hand, the researcher assumed that the 

participants would be open and honest, and could recall their lived experiences about 

other-generated disclosure during the interviews. On a positive note, participants felt 

comfortable not only in articulating their feelings, emotions, and experiences, but also 

in conveying their subjective essence of living through the phenomenon of interest. 

Last, participants could clarify questions if they had any doubts.  

1.9  Scope of the study 

Online social network users can control and manage their self-disclosed information 

through behavioral or technical privacy management, such as self-censorship, privacy 

settings, and privacy tools. Unfortunately, there is little or no control over information 

disclosed by other OSN users.  Users cannot control other people’s behaviors or 

actions, such as revealing or mentioning other individuals. There is little or no control 

over information disclosed by other OSN users. This study examined other-generated 

disclosure within the scope of current privacy policies, privacy settings, privacy tools, 

and privacy laws during the time of the study. It is important that the findings of this 

study be considered within this scope.  

Furthermore, this study explored multi-faceted other-generated disclosure in OSNs, 

based upon lived experiences on Facebook. As such, this study required active 

Facebook users who had experienced other-generated disclosure because active users 

would be familiar with current features, environments, and privacy settings. These two 

requirements and other constraints were integrated into the adaptive online survey. 

Inclusive criteria for active Facebook users for suitable participants included: (a) had 

at least 100 Facebook friends, (b) used Facebook more than twice per week, (c) 

uploaded or shared photos at least once a week, (c) made comments at least once a 

week, and (d) posted content at least once per fortnight. Other questions on the online 

survey were useful to screen whether or not survey respondents had experienced other-

generated disclosure. 
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So far, extensive research on OSNs has been mostly based on samples of students, 

such as undergraduates or graduates. However, relatively little research has been 

carried out on adults beyond samples of students. There is a need to understand the 

various perceptions of privacy and information disclosure in OSNs from diverse 

groups of OSN users. For this reason, the present study focused on adult Facebook 

users aged between 25 and 65 years.  

1.10  Definitions of important terms 

This section defines important terms that are used throughout this thesis. Many of the 

terms associated with social networking have been used to mean different things by 

different people. For example, several terms are used to describe the same 

phenomenon such as online social networking (see more details in Chapter 2). On the 

other hand, some terms have several meanings. For example, definitions of privacy 

vary between researchers and the time of publication in the existing literature (see 

more details in Chapter 3).  

Social connections or social circles refer to the lists of other users with whom a 

connection is shared on OSNs, for example, friends (Facebook, MySpace), followers 

(Twitter), professionals (LinkedIn), or subscribers (YouTube). They represent social 

ties on OSNs.  

Social networking sites, social network sites, online social networks (see definition 

and relevant terms in Chapter 2). 

Facebook groups are public or private groups where users can participate in collective 

interaction, such as groups about parenting (Facebook, 2015). 

Facebook profiles consist of personal information identifying a user and presenting 

them in the manner they see fit for other users (Allen, 2012). A Facebook profile 

usually includes demographic information, a photo, and a list of Facebook friends. 
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Update Status: allows an individual to directly post content on their wall, as opposed 

to the ‘share’ function. This feature can allow the user to identify friends in a photo, 

add a Global Positioning System or manual location, or provide other types of 

metadata (Facebook, Inc., 2015a) 

Like allows a user to give positive feedback and connect with the things they care 

about or enjoy. These include items such as friend’s posts or a product, service, or 

group page (Facebook, Inc., 2015a). 

News Feed is the constantly updating list of stories in the middle of the home page. 

News Feed includes status updates, photos, videos, links, app activity and likes from 

people, pages and groups that users follow on Facebook. (Facebook, Inc., 2018) 

Personally identifiable information is information that can be used to distinguish or 

trace an individual’s identity either alone or when combined with other public 

information that is linkable to a specific (Krishnamurthy & Wills, 2009) 

Sharing on Facebook is when an individual posts second-hand content, such as photos, 

text, videos, links, news articles, product feedback, or inputs other sources, such as 

friends or liked groups on their wall, causing it to be seen either publicly or by friends, 

depending on privacy restrictions (Facebook, Inc., 2015a).  

Web 1.0 was known as web of information connections and referred as the first 

generation of World Wide Web (Internet-based services) using basic Hypertext Mark-

up Language to establish an online presence. Web 1.0 consists of static or non-

interactive web pages to deliver read-only content that make information available to 

anyone at any time. 

Web 2.0 is the second generation of World Wide Web (Internet-based services) such 

as social network sites, wikis, communication tools, and folksonomies. Web 2.0, 

which is known as a read-write web, delivers dynamic content and facilitates 

interactive information sharing, interoperability, user-centered design, and 

collaboration.  
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1.11  Structure of the thesis 

Chapter 1 argued that interdependent privacy in OSN existing privacy management 

and users’ practices has been disregarded and is understudied in the literature on 

privacy in OSNs. This study calls on scholars to revisit the concept of independent 

privacy in OSN by treating privacy as interdependent involving other-generated 

disclosure. The begins with the trending phenomenon of sharenting, which is 

pervasive other-generated disclosure in the vein of less or no harm. Next, the chapter 

presented the background for the study, addressed the problem of interest, and 

presented five research questions. This chapter also stated the need, significance, 

scope, and contributions of this study, followed by the key terms. 

Chapter 2 provides background information, several definitions, characteristics, and a 

history of OSNs and Facebook. The chapter addresses the rationale for choosing 

Facebook as a platform of interest for this study. It reviews relevant literature on OSNs 

and information disclosure. 

Chapter 3 presents several concepts of privacy from different aspects, followed by 

ongoing debates about privacy issues in OSNs. The chapter discusses related research, 

ranging from privacy policies, privacy settings, and privacy controls, to privacy 

mechanisms and management in OSNs. Despite available controls and management, 

privacy issues still arise. Therefore, this chapter highlights a need to revisit the concept 

of interdependent privacy, which is inherent in the nature of OSNs but has been 

disregarded in practice. Furthermore, independent and interdependence privacy in 

OSNs like Facebook are discussed along with related literature. The discussion reveals 

the research gaps in the literature on privacy and information disclosure in OSNs. 

Further discussion focuses on interdependent privacy associated with other-generated 

disclosure. 

Chapter 4 establishes the framework of this research. It begins with philosophical 

assumptions underlying the study, paradigms, and rationales behind the philosophical 

assumptions. The chapter justifies the appropriate research approach, methodology, 
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and methods for data collection and analysis. It further discusses phenomenology used 

in this present research This chapter also includes ethical considerations, research 

process, and procedures, including recruitment and criteria for purposive sampling. A 

sample is described, and an in-depth semi-structured interview is explained, followed 

by details in conducting an analysis. 

Chapter 5−9 report the finding of this phenomenological qualitative study responding 

to the five research questions respectively. 

Chapter 10 summarizes the key research findings and further discusses how these 

findings relate to the existing literature.  

Chapter 11 outlines the limitations of the current study, explores the implications for 

practice, and suggests areas for future research. It highlights the contribution of this 

study and ends with concluding remarks. 
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CHAPTER 2  

Online Social Networks and Disclosures 

2.1  Introduction 

Chapter 2 begins with a discussion of the emergence of the network society and online 

social networking, followed by a presentation of various terms and definitions of 

online social networks (OSNs) in the existing literature. The chapter addresses the 

distinctive features of OSNs, along with their similarities and differences. It then 

provides a brief history of Facebook, which is the OSN focused on in this study. This 

chapter reviews the literature on the motives for using Facebook and other OSNs, 

information disclosure (self-disclosure and other-generated disclosure), and the 

motives for self-disclosure. Finally, this chapter highlights a need to study other-

generated disclosure to fill the gap identified in the literature. 

2.2  The interconnected world: A paradigm shift in human 

communication − the networked society 

The emergence of the internet has led to significant changes in everyday life and in 

society as a whole. Despite physical presence or distance, billions of people can 

exchange information as well as knowledge, conduct financial transactions, do 

business, transfer files, and collaborate or communicate with a large group of people 

worldwide through the internet-based application known as the World Wide Web, 

generally referred to as the Web. These online interactions have contributed to 

education, finance, healthcare, business, government, politics, economics, and 

communication. The commencement of Web 1.0 transformed traditional 

communication styles such as face-to-face, letters, and phones to online 

communication styles such as e-mail and electronic newsletters. Online 

communication overcomes several barriers, such as distance, age, gender, race, 

physical appearance, and characteristics like shyness.  
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The evolution of the second generation of the web, Web 2.0, revolutionized the static, 

non-interactive, provider-generated content in Web 1.0 to dynamic, interactive, user-

generated content on web pages. Web 2.0 contains a range of new features, but the 

most distinctive ones are:  

• user-generated content 

• maximization of the collective intelligence 

• the provision of interactive services 

• users’ ability to fully control and own their data (O’Reilly, 2005).  

With Web 2.0, individuals can create and share content with others. Individuals who 

have become members or users actively participate through newsgroups, bulletin 

boards, chat rooms, and e-mail lists.  

The evolution of Web 2.0 induced a paradigm shift not only in web services, but also 

in interpersonal interactions and communication. Online interactions and 

communication in the era of Web 2.0 has extended from a one-way to a two-way 

approach. Two-way interactive communication leads to global information exchanges 

and enables the formation of large-scale online communities. People can not only 

establish new, or maintain existing, relationships, but also freely express their ideas, 

interests, thoughts, opinions, or feelings at ease with less or no pressure. Many people 

have completely immersed themselves in this virtual world and gradually become less 

present in the real world. A large number of Web 2.0 services and applications are 

available, for example, blogs, microblogs, wikis, social bookmarking, multi-media 

sharing, and social networking websites, to name the most popular Web 2.0 services. 

This study is mainly focused on Web 2.0’s social network services like Facebook. 

2.3  The emergence of online social networking  

The internet enables diverse forms of communication, ranging from mass 

communication via the web, group discussions in internet chat forums (or in Listserv 

or Usenet groups), to person-to-person communication by e-mail. The first e-mail was 
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transmitted between networked computers in 1972 (Hafner & Lyon, 1996) and was 

originally restricted to users in the military, government, universities, and businesses. 

Online communication and interactions between individuals initially focused on text 

exchanges carried out via e-mail, instant messaging, asynchronous discussion forums, 

web pages, and the like for either business or personal purposes. Textual computer-

mediated communication has exploded in popularity after Internet Service Providers 

enabled people to go online from their homes in the late 1980s and early 1990s. Later, 

computer-mediated communication included public, multi-party textual interactions, 

which flourished on electronic mailing lists, Usenet newsgroups, and Internet Relay 

Chat. As such, online social networking is not new, but rather has been undergoing 

changes throughout the internet revolution. However, those social networking 

websites, and their content, were very different to current OSNs because they were 

static with few interactive features to enable social communication.  

The first OSN site that embraced the same characteristics as the current ones was 

SixDegrees, which was launched in 1997 (boyd & Ellison, 2008). SixDegrees allowed 

users to create personal profiles as well as a list of friends, message their friends, and 

traverse friend listings. However, SixDegrees did not offer much functionality besides 

messaging. One year later, SixDegrees had one million registered users, but users did 

not have many direct friends. Subsequently, new websites began to offer more 

functionalities beyond simply listing and browsing friends; moreover, other existing 

websites began to add more features and functionalities for social networking. Several 

websites with similar features to SixDegrees targeted different demographic groups, 

for example, AsianAvenue.com founded in 1997, BlackPlanet.com founded in 1999, 

and MiGente.com founded in 2000. While all three websites still currently exist, 

SixDegrees was unable to sustain its momentum and closed its services in 2000. 

According to the founder, the failure of SixDegrees was due to poor development of 

web technology and inappropriate implementation timing. Despite its failure, 

SixDegrees marked the beginning of a new era of OSNs.  
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Online social networking has expanded its scope and serves several purposes. While 

earlier networking sites focused primarily on personal contacts, later sites also fulfilled 

either personal or professional purposes. The first site designed for professional or 

business contacts was Ryze, founded by Adrian Scott in San Francisco. Ryze did not 

gain much popularity, but it served as a role model for subsequent professional OSNs 

like LinkedIn. Unlike Ryze, Friendster, which launched in 2002, received increased 

attention and became a well-known online dating platform. While most dating sites 

such as Match.com focused on introducing people to strangers with similar interests, 

Friendster was designed to help friends-of-friends to meet or date. Despite its rapid 

growth, Friendster lasted less than four years. Two reasons for the failure of Friendster 

were poor database maintenance and social context collapses (boyd & Ellison, 2008). 

Nevertheless, Friendster paved the way for many other networking sites (boyd & 

Ellison, 2008). Many experts acknowledge that earlier networking sites used Web 1.0 

technologies, which had some limitations in the types and quantity of information that 

could be shared between users (Anderson, 2007).  

Between 2003 and 2006, networking online experienced explosive growth due to the 

popularity of the internet. A large number, and different types, of networking sites 

existed, such as LinkedIn, MySpace, Flickr, Facebook, YouTube, Bebo, and Twitter 

(boyd & Ellison, 2008). Social networking sites were the most popular webpages on 

the internet (Krasnova, Spiekermann, Koroleva, & Hildebrand, 2010). Their 

popularity was contributed to by their embedded characteristics utilizing Web 2.0 

technologies (O’Reill, 2007). During this period, many social networking sites 

emerged, mostly used for maintaining relationships between offline contacts rather 

than for meeting new people. Moreover, many of these new services were niche groups 

and targeted specific audiences. Classmates.com, for example, provided social 

networking specifically for students according to the school they were attending or 

had completed. MySpace, which launched in 2003 allows online social interaction 

between musical bands and their fans (Oozeer, 2014). The new concept developed by 

MySpace allowed users to create customizable, personal profiles, share content like 

photographs and videos, or send other users messages. Like MySpace, Facebook 
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followed with similar features and supported connections with other users through 

‘Friend’ requests, although it was first built for Harvard University students only 

(Kietzmann, Hermkens, McCarthy, & Silvestre, 2011). During this time, many earlier 

OSNs folded.  

Twitter, founded in 2006, pioneered user-generated content and is known as a distinct 

microblogging site. Microblogging features allow users to post real-time updates to 

other connected users using short text messages or photographs. Other sites, including 

Facebook, later adopted this functionality. The microblogging messages, called 

‘tweets’ provide status updates about what users are doing, where they are currently 

located, or how they feel − similar to Facebook (Kietzmann et al., 2011). These 

features encourage more comments from users and promote continuous streams of 

communication to celebrities and public figures. Twitter connects ‘followers’ (social 

contacts) to celebrities and other popular public figures.  

2.4  What is an online social network? 

Social networking emerged online in the 1970s, but a diversity of terms and definitions 

have evolved during its exponential growth in the late 2000s. A variety of terms and 

definitions are used in the literature to describe the phenomenon of online social 

networking, such as social networking services (Adamic & Adar, 2005), social 

network sites (boyd & Ellison, 2008; Ellison & boyd, 2013), OSNs (Heidemann, Klier, 

& Probst, 2012; Schneider, Feldmann, Krishnamurthy, & Willinger, 2009), social 

media networks (Campisi, Maiorana, & Neri, 2009), social media-based systems 

(Khan, 2013), social webs (Caviglione, Coccoli, & Merlo, 2012), social media 

(Ahmed, Ahmad, Ahmad, & Zakaria, 2019; G. M. Chen, 2015; Marwick & boyd, 

2014; Min & Wohn, 2018; Pierson & Heyman, 2011), and many other terms as listed 

in Table 2-1.   
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Table 2-1: Terms and definitions describing online social networking phenomenon   

Terms Authors Definitions 

Social networking 

services  

(Adamic & Adar, 

2005) 
“Social networking services gather information on 

users’ social contacts, construct a large 

interconnected social network, and reveal to users 

how they are connected to others in the network” 

(p. 188). 

(Barker, 2008) 

 
“A website where users can create a profile and 

connect that profile to others to form an explicit 

personal network” (p .3). 

(Oh, Ozkaya, & 

LaRose, 2014) 
“Social networking sites were defined here as web-

based applications such as Facebook, MySpace, and 

Cyworld that enable people to connect with others by 

creating a profile, inviting friends to access the 

profile, and exchanging messages” (p. 72). 

Social network site  (boyd & Ellison, 

2008) 
“A web-based service that allows individuals to (1) 

construct a public or semi-public profile within a 

bounded system, (2) articulate a list of other users 

with whom they share a connection, and (3) view and 

traverse their list of connections and those made by 

others within the system” (p. 211). 

(Ellison & boyd, 

2013) 
“A networked communication platform in which 

participants 1) have uniquely identifiable profiles that 

consist of user-supplied content, content provided by 

other users, and/or system-provided data; 2) can 

publicly articulate connections that can be viewed 

and traversed by others; and 3) can consume, 

produce, and/or interact with streams of user-

generated content provided by their connections on 

the site” (p. 7). 

Social networks (Shi, Xu, & Chen, 

2013) 
“Social network sites are platforms providing users 

various features to facilitate social connectivity, 

active content sharing, and relationship development” 

(p. 35). 

Online social networks (Schneider et al., 

2009) 
“OSNs [online social networks] form online 

communities among people with common interests, 

activities, backgrounds, and/or friendships. Most 

OSNs are Web-based and allow users to upload 

profiles (text, images, and videos) and interact with 

others in numerous ways” (p. 35). 

(Ho, Maiga, & 

Aimeur, 2009) 
“An OSN is a website that provides a virtual 

community for people interested in a particular 

subject or just to ‘hang out’ together (Computer 

Desktop Encyclopedia1)” (p. 271). 
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Terms Authors Definitions 

(Mital, Israel, & 

Agarwal, 2010) 
“Online social networks are networks of relationships 

that evolve from computer mediated communication 

(Kimball and Rheingold, 2000; Wasserman and 

Faust, 1994), connecting and enabling users to 

initiate communication sans time and space 

(Raghavan, 2006)” (p. 479) 

Web-based social 

networks  

(Carminati et al., 

2009) 
“Web-based social networks (WBSNs) are online 

communities that allow users to publish resources 

and to record and/or establish relationships with other 

users, possibly of different type (‘friend’, ‘colleague,’ 

etc.), for purposes that may concern business, 

entertainment, religion, dating, and the like” (p. 6). 

Social media (Kaplan & 

Haenlein, 2010) 
“Social Media is a group of Internet-based 

applications that build on the ideological and 

technological foundations of Web 2.0, and that allow 

the creation and exchange of user generated content” 

(p. 61). 

Social media networks  (Campisi et al., 

2009) 
“Social media networks (SMNs) are essentially 

Internet based tools mainly used for entertainment, to 

facilitate people collaboration, and for instant sharing 

of content represented in different forms like text, 

audio, image, and video” (p. 1). 

Social media-based 

system  

(Khan, 2013) “Social media-based system (SMS) is the application 

of a wider range of social software and social media 

phenomenon in organizational and non-organization 

context to facilitate everyday interactions” (p. 159). 

Social web networks  (Marques & Serrão, 

2014) 
“…. the social web networks are services that are 

available online allowing users to create a public (or 

semi-public) profile, within a bounded system, 

articulate a list of other users with whom they can 

share a link, content or idea, and see what is done by 

others in the system” (p. 37). 

Social web (Taddicken, 2014) The term ‘social web’ “refers to a number of  

different Internet applications, such as social 

networking sites (OSN), blogs, wikis, as well as 

picture and video sharing platforms” (p. 248). 

(Caviglione, et al., 

2012) 
“People can create networks of relationships 

overlapped with the entire Web, while controlling 

their own privacy and data” (p. 2). 

Some of the terms used in the literature use the same abbreviation. For example, social 

networking sites, social network sites, social networking services, are all abbreviated 

as SNSs and often used interchangeably in the literature and public discussions; 

however, these terms are used in a broader scope than others (boyd & Ellison, 2008). 

While the term social networking site was widely used in the early stages of social 
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networking on websites, boyd and Ellison (2008) argue that using the word networking 

delimits the scope and emphasis of such websites because “networking emphasizes 

relationship initiation, often between strangers” (boyd & Ellison, 2008, p. 211). 

However, such sites play other important roles in addition to relationship 

establishment with strangers and offer other features and services for several purposes. 

In this respect, the term social networking sites underrepresents purposes in practice. 

Hence, boyd and Ellison (2008) coined a new term for those sites − social network 

sites with the definition as follows: 

A web-based service that allows individuals to (1) construct a public or semi-

public profile within a bounded system, (2) articulate a list of other users with 

whom they share a connection, and (3) view and traverse their list of 

connections and those made by others within the system. (boyd & Ellison, 

2008) 

Among a variety of definitions, the definition of social network site proposed by boyd 

and Ellison (2008) is the most frequently cited in the existing literature. This definition 

captures three common backbones of social network sites – profiles, a list of social 

connections, and interactions. These three commonalities in this definition correspond 

to three important aspects of social interactions that sites enable. First, profiles are 

used to identify each user on the network, so profiles emphasize online identities and 

represent users. Second, a list of contacts or social connections emphasizes 

relationships whereby users establish one-to-one connections with others. Third, 

traversing lists of contacts emphasizes community. 

In the past decades, social network sites have rapidly evolved in terms of their 

technical design, means of social interaction, and environments. Providers have 

consistently changed interfaces, updated software, implemented new add-on 

applications, and included new features as well as functionalities. The revolution of 

social network sites has had an impact on the nature of social interactions. To precisely 

describe the new landscape, boyd and Ellison proposed an updated definition: 
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A social network site is a networked communication platform in which 

participants 1) have uniquely identifiable profiles that consist of user-supplied 

content, content provided by other users, and/or system-provided data; 2) can 

publicly articulate connections that can be viewed and traversed by others; and 

3) can consume, produce, and/or interact with streams of user-generated 

content provided by their connections on the site. (Ellison & boyd, 2013, 

p. 157) 

This thesis adopts Ellison and boyd’s (2013) definition because it corresponds to the 

purpose of the present study and aligns with the scope and context of recent online 

social networking. To further illustrate, first, this definition highlights three key 

aspects of content on social network sites – user-supplied (self-generated), system-

provided data (system-generated), and user-generated content provided by their 

connections on the site. This study focused on the third aspect in Ellison and boyd’s 

definition of SNSs (2013), which is known as other-generated content in the present 

study. Second, the definition underlines the main components of social network sites 

(profiles, connections, and interactions). Third, the definition links to the dominant 

characteristics of social network sites such as replicability, scalability, and 

distribution. 

While many terms denoting online social networking have been suggested, the term 

online social network (OSN) will be used in its broadest sense throughout this thesis. 

This term is distinct because it encompasses social networking services, applications, 

blogs, and sites, as opposed to the restriction implied by the word sites in names such 

as social network sites, social networking sites, and others. Such websites offer users 

various features to facilitate social connectivity, social interactions, interpersonal 

communication, content sharing, information exchange, relationship developments, 

word-of-mouth distribution, real-time news dissemination, and crisis 

communications. 
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2.4.1  Similarities and differences between online social networks 

This section reviews the major similarities and differences between OSNs. A diversity 

of OSNs share three common elements: profiles, a list of social connections, and 

interactions (boyd & Ellison, 2008). Profiles include personal information about users 

and display a list of their social connections. To create the profiles, individuals are 

required to register for their own OSN account and to disclose personal information 

such as full name, date of birth, gender, and a valid e-mail address. Additionally, new 

members are also asked to complete other optional information, such as location, 

phone number, religion, ethnicity, personal interests, education, relationship status, 

political affiliation, and an ‘about me’ section. Most sites also encourage users to 

upload a profile photo. Users can modify their profile by adding new interests, 

changing images, or themes.  The visibility of a profile varies by site and depends on 

users’ settings. Many OSNs make profiles public by default; in other word, profiles 

are visible to anyone, regardless of whether or not the viewer has an account. However, 

OSN providers offer users the ability to restrict the visibility of profiles, social 

connections, and content through privacy settings. These settings are based on basic 

consideration of what content is to share and with whom users intend to share. In this 

fashion, users can decide what personal information, relationships, or resources can 

be accessed by other users or viewed by other people. While these approaches are easy 

to implement, they are either too restrictive or too loose; in other words, privacy 

settings that OSNs offer are coarse-grained and lack flexibility. 

After joining an OSN, users are prompted to identify other users with whom they have 

relationships. Accordingly, a list of social connections is created. Among OSNs, the 

list is termed differently, for example, ‘friends’, ‘contacts’, ‘followers’, and ‘fans’. 

These lists usually consist of traditional offline connections such as classmates, co-

workers, family, and friends. Users can create, modify, view, and traverse lists of 

social connections within the same OSN to which they share some form of connection 

(boyd & Ellison, 2008). Furthermore, users can also create groups of people with 

similar interests, announce events, or invite people to these events. Nevertheless, 
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OSNs vary in the degree of relationships; for instance, Facebook supports the options 

‘mutual friends’, ‘nearby friends’, friends-of-friends’, or ‘selected contacts’ whereas 

LinkedIn and Multiply support the option ‘my network’. Users can write status 

updates or blog entries, comments, send private messages, and post or share content 

such as photographs, videos, and audio files.  

Despite similarities, OSNs differ in several ways, such as purposes, functionalities, 

and design aspects, particularly styles, layouts, settings, and privacy control and 

management. Among the plethora of OSNs, Facebook is the focus platform of this 

thesis. To understand Facebook, one must consider the emergence and history of 

OSNs, as detailed in the following section.  

2.4.2  Why do people use online social networks? 

OSNs such as Facebook, YouTube, and Instagram have become a part of billions of 

people’s daily life. This raises an important question − why do people use OSNs? One 

motivation is the desire to do a certain thing or enthusiasm for a certain thing (The 

Oxford Dictionary, 1997). In the literature, the terms motivation, motive, and 

gratification are used interchangeably. In other words, people are motivated to do 

things to gratify their needs. Therefore, need is the common core concept in both 

motivation and gratification. This section reviews the motivation for using both 

general OSNs and specific OSNs such as Facebook, LinkedIn, and Instagram. 

To date, much of the literature on OSNs has examined why people use them. Research 

examining general OSNs has found a variety of reasons that attract people to join those 

sites − for entertainment (Karimi, Khodabandelou, Ehsani, & Ahmad, 2014; Kim, 

Sohn, & Choi, 2011; Ku, Chen, & Zhang, 2013; Leung, 2013; Whiting & Williams, 

2013), information (Chung, 2014; Karimi et al., 2014; Kim et al., 2011; Ku et al., 

2013; Whiting & Williams, 2013), seeking friends (Chung, 2014; Kim, Sohn, & Choi, 

2011), sociability (Ku et al., 2013; Whiting & Williams, 2013), convenience (Karimi 

et al., 2014; Kim et al., 2011; Whiting & Williams, 2013), passing time (Karimi et al., 

2014; Whiting & Williams, 2013), relaxation (Chung, 2014; Whiting & Williams, 
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2013), interpersonal utility (Karimi et al., 2014), relationship maintenance (Chung, 

2014; Ku et al., 2013), social support (Chung, 2014; Kim et al., 2011), or lurking 

(browsing the information of other users) (Pempek, Yermolayeva, & Calvert, 2009). 

In addition to entertainment, Leung (2013) found that users establish and maintain 

profiles to show affection, vent negative feelings, gain recognition, and fulfill 

cognitive needs. Along these lines, Orchard et al. (2014) identify other motives for 

utilizing OSNs, such as procrastination, freedom of expression, conformity, 

information exchange, new connections, ritual, social maintenance, escapism, 

recreation, and experimentation. Whiting and Williams (2013) address two other 

distinct motives − expression of opinion and surveillance.  

The survey results of 680 students from two large southeastern universities in the 

United States show four key motivations for OSN use: ability to seek information, to 

socialize, to express oneself to others, and to meet social expectations or to please 

others (James, Warkentin, & Collignon, 2015). In another respect, Miller (2015) 

identifies several motives for creating an account on an OSN, such as safety, control, 

easiness, accessibility, mobility, connectivity, and versatility. A further motive for 

users to join OSNs is peer pressure. People are attracted to OSNs simply because their 

friends like using them (Swelmiyeen & Al-Nuemat, 2017) or they were invited by 

their friends who already had Facebook accounts (K. Young, 2009). 

While there are various reasons for OSN use, gender is the only significant 

demographic variable affecting social media use. Women have been found to be four 

to five times more likely than men to use OSNs (Tufekci, 2008). Overall women are 

more likely to use Facebook for keeping relationships with family and friends, passing 

time, and entertainment, whereas men are more likely to develop new relationships or 

meet new people on Facebook (Sheldon, 2008). Women are more likely than men to 

have a personal profile on Facebook, but men are more likely than women to sustain 

a profile on LinkedIn (Duggan, Ellison, Lampe, Lenhart, & Madden, 2015). An 

ethnographic study of Saudi Arabians found that females used Facebook to maintain 

ties with their old and present friends, to express their feelings and to share their 
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thoughts through updating their status, and to have fun taking quizzes (Al-saggaf, 

2011). 

Overall, there are four major motives for using OSNs: relationship establishment, 

relationship maintenance, entertainment, and information. What drives people to join 

OSNs as addressed above are sub-reasons and can be grouped into these four motives. 

Relationship establishment includes initiating relationships, meeting new people, 

making new friends or new connections, forming relationships, friending, and meeting 

others. OSNs connect people to existing offline family and friends while also 

expanding their online networks through interactions with others from disparate 

geographic locations who share similar interests (Phua & Jin, 2011). 

In contrast, to relationship establishment, relationship maintenance includes 

sociability, social motives, social interaction, keeping in touch with friends and family, 

networking, socialization, maintaining offline relationship, and interpersonal 

communication. Most users primarily interact on OSNs to support pre-existing social 

relationships, rather than meeting new people (boyd & Ellison, 2008). Although young 

adults join Facebook for many reasons, the main one is to communicate with existing 

acquaintances who are already part of their networks (Sheldon, 2008). Likewise, 

Facebook and instant messaging are not used to meet new people but to maintain 

existing social ties (Quan-Haase et al., 2010). OSNs allow users to keep in touch with 

family and friends in an easy and convenient way (Quan-Haase et al., 2010). However, 

some users do not communicate or interact with friends and family on OSNs but spend 

much time lurking – viewing content or watching what people do without posting 

(Pempek, et al., 2009). 

Entertainment incorporates leisure, games, fun, relaxation, coolness, communicatory 

utility, passing time, procrastination, and escapism. The quantitative findings from 402 

survey respondents in Taiwan show that enjoyment is the most influential factor that 

drives the use of OSNs, followed by number of peers, and usefulness (K.-Y. Lin & 

Lu, 2011). Heritage (2014) found that entertainment, communication, and habitual 

diversion are the three main motives for using Facebook. Interestingly, a comparative 
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study, based on a survey of 589 American and Korean undergraduate students, 

identified that five similar motives for using OSNs include seeking friends, social 

support, entertainment, information, and convenience; however, it used a different 

number of respondents in each country (Y. Kim, Sohn, & Choi, 2011). While most 

Korean students (N = 240) used OSNs to obtain support from existing social 

relationships; most American students (N = 349) sought entertainment. 

The final main motivation for OSN use is information, such as seeking or obtaining 

information, information searching, social information, social browsing, social 

investigation, social searching, and curiosity about others. For instance, Orchard et al. 

(2014) found that motives for OSN use include information exchange, conformity, 

freedom of expression, social maintenance, and recreation, with the strongest predictor 

being making new connections.  

2.4.3  Social relationships: Friendship on online social networks 

As mention earlier, one of the motives for using OSNs is friendship, including seeking 

friends (Dunne, Lawlor, & Rowley, 2010), friending (Dunne et al., 2010), managing 

long-distance friendships (Tosun, 2012), keeping in touch with friends (Ezumah, 

2013; Korhan & Ersoy, 2015; Yazdanparast, Joseph, & Qureshi, 2015), finding new 

friends (Tosun, 2012), interacting or meeting friends (Tanta, Mihovilovic, & Sablic, 

2014), or seeking friends (Chung, 2014; Y. Kim et al., 2011). However, OSNs have 

expanded the concept of friendship. The word friends on OSNs has taken on a new 

meaning, which differs from the traditional meanings of friends in real life. Friends on 

Facebook and other OSNs are not necessarily someone you have a close relationship 

with, but someone you may know, should know, or want to know; thus, it may include 

hundreds of acquaintances and even strangers. Ellison et al. (2007) define friends on 

OSNs as social capital in terms of an individual’s ability to stay connected with 

members of a previously inhabited community. Facebook relationships tend to start 

offline and are then articulated online (Lampe et al., 2007). Despite the different 

meaning and scope of friendship, friendship establishment on Facebook still needs 
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mutual agreement as in real life, and can be done through the friending process starting 

from sending a friend request and completed on confirmation of approval of a 

connection. Users can easily have 300 or more friends on Facebook (Debatin, et al., 

2009; Ellison, Steinfield, & Lampe, 2011). 

Friendship on OSNs is often used to denote potential relationship ties (Barkhuus, 

2012; Limperos et al., 2014; Lowry, Cao, & Everard, 2011; Rozzell et al., 2014; 

Sleeper et al., 2013; van der Velden & El Emam, 2013; Winter et al., 2014). Limperos 

et al. (2014) uses the terms strong and weak relationships; strong ties reflect intimate 

or close social relationships containing the people with whom one is close to and has 

a strong desire to stay in touch with, whereas weak ties mirror superficial social 

relationships containing the people with whom one’s relationship is much more casual. 

A large number of friends (network size) has become problematic for users to manage 

and maintain. Although Facebook offers a feature called a friend list, which enables 

individual users to categorize Facebook friends from different social contexts, many 

users interact with large audiences simultaneously, resulting in context collapse 

(Marwick & boyd, 2011). Context collapse − a group of multiple audiences in a 

different context (Vitak, Lampe, Gray, & Ellison, 2012) − is distinct in the offline 

realm but is salient for users in online realms like OSNs (Lampinen et al., 2009). 

2.5 Facebook: A brief history 

To date, Facebook is the largest and most popular OSN, with 2.38 billion monthly 

active users on average as of March 2019 (Facebook statistics, 2019). Of those total 

users, 1.56 billion log onto Facebook every day, making it one of the most popular 

websites. 

Facebook was founded by Mark Zuckerberg and his colleagues during his study at 

Harvard University and was originally designed as a social networking website for 

Harvard students to share their status, photographs, and other details with classmates. 

It was launched as FaceMash and renamed TheFacebook on February 4, 2004 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 2: Online Social Networks and Disclosures 

41  

 

(Facebook, 2017). Within a year, it had gradually expanded to other colleges in the 

Boston area and universities across the United States and Canada, using official e-mail 

addresses from their schools. About two and a half years later (in September 2006), 

Facebook was available to anyone with a valid e-mail along with an age requirement 

of being 13 years or older. Facebook has become a social utility that connects people; 

as a result, the number of users had been rapidly increasing.  

Despite the influx of new members over this period, Facebook retained its network 

structure. Facebook had based memberships around large pre-existing organizations 

or institutions. In this fashion, users were required to join either a closed network 

through organizations or institutions or an open network based upon city, country or 

region. In 2009, however, privacy concerns associated with sharing content on large 

opened networks were raised and extensively discussed. The network features were 

no longer feasible; therefore, Facebook removed these features (Facebook, 2009). This 

change transferred Facebook from its initial structure of segregated and exclusive 

networks to a large open network connecting users from anywhere around the world. 

As such, Facebook gives “people the power to share and make the world more open 

and connected” (Facebook, 2009). The transfer was proved successful as its usage 

grew to unprecedented levels. A year later, Facebook.com was the topmost visited 

website of the year between January and November 2010 for the first time, surpassing 

Google in second and Yahoo Mail in the third17. In that period, Facebook was also 

ranked the topmost searched term of the year, followed by the second ranked term − 

Facebook login.  

Although a large number of OSNs existed, and several OSNs like MySpace and 

Friendster were popular among internet users before the arrival of Facebook, how was 

it that Facebook became successful in such a short period of time? Several reasons 

have been posited based on Facebook’s distinctions, such as its initial closed network 

 

17 https://techcrunch.com/2010/12/29/hitwise-facebook-overtakes-google-to-become-most-visited-

website-in-2010/ 

https://techcrunch.com/2010/12/29/hitwise-facebook-overtakes-google-to-become-most-visited-website-in-2010/
https://techcrunch.com/2010/12/29/hitwise-facebook-overtakes-google-to-become-most-visited-website-in-2010/
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structure (boyd & Ellison, 2008), social ties (Ellison et al., 2008), and identity-based 

nature (Kirkpatrick, 2010). For instance, boyd and Ellison (2007) believe that the rapid 

increase in users was due to Facebook’s initial closed network structure, which 

distinguished Facebook from all existing OSNs at that time. Facebook had originally 

based their membership within pre-existing organizations or institutions; therefore, 

people felt confident that their content was not viewable by people outside of these 

networks. Ellison et al. (2008) state that Facebook’s success came from its ability to 

maintain social ties in a mobile society. Kirkpatrick (2010) contributes Facebook’s 

popularity to identity-based relationships; thus, Facebook is truly a place for meeting 

friends or individuals with whom they share a real-world connection as opposed to 

virtual strangers. This contribution is in line with the way Facebook (2011) describes 

itself as “a social utility that helps people communicate more efficiently with their 

friends, family and coworkers”. During data privacy and security issues involving 

Cambridge Analytica and other parties, Facebook has changed its mission to “to give 

people the power to build community and bring the world closer together” (Facebook, 

2017); people use Facebook to stay connected with friends and family, to discover 

what is going on in the world, and to share and express what matters to them.  

2.5.1  Why do people use Facebook? 

With the exponential growth of OSNs, Facebook is the most popular OSN worldwide 

as of July 2019 with 2.38 million people actively using it every month, followed by 

YouTube with 2 billion monthly active users and WhatsApp with 1.6 billion monthly 

active users respectively. The proliferation in the use of Facebook has led to research 

examining what motivates people to use Facebook. 

The considerable amount of literature on why people use OSNs is largely based on 

samples of university students and mostly focused on Facebook. The existing literature 

identifies a variety of motives for using Facebook, such as relationship maintenance 

(Choi, Jung, and Lee, 2013; Hart, 2011; Sheldon, 2008; Tang & Brown, 2012), 

entertainment (Chan, 2014; Choi et al., 2013; Hart, 2011; Papacharissi & Mendelson, 
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2011; Park, Park & Lee, 2014; Sheldon, 2008; Zhang, Tang, & Leung, 2011), 

information (Asghar, 2015; Chan, 2014; Hart, 2011; Papacharissi & Mendelson, 2011; 

Park et al., 2009; Park & Lee, 2014; ), passing time (Papacharissi & Mendelson, 2011; 

Sheldon, 2008), socializing (Asghar, 2015; Chan, 2014; Park et al., 2009), social 

identity (Chan, 2014; Choi et al., 2013; Park et al., 2009), self-expression (Bazarova 

& Choi, 2014; Choi, Jung, & Lee, 2013; Park & Lee, 2014), companionship 

(Hollenbaugh & Ferris, 2014; Sheldon, 2008), virtual convenience (Chan, 2014), 

guidance (Chan, 2014), community (Sheldon, 2008), status seeking (Chan, 2014; Choi 

et al., 2013; Park et al., 2009), coolness (Sheldon, 2008), and more. Aside from 

entertainment, Park and Lee (2014) identify another four motives for using Facebook: 

communication, self-expression, personal use, and seeking friends, whereas Zhang et 

al. (2011) cite another five motives (social surveillance, recognition, emotional 

support, network extension, and network maintenance). Furthermore, Papacharissi and 

Mendelson (2011) posit that users are drawn to Facebook because of ‘cool’ and new 

trends, companionship, professional advancement, escape, passing time, relaxing or 

entertainment, information sharing, and escapism. In addition, two broad reasons are 

mood management (entertainment and emotional connectivity) and social action 

(expressing opinions and news, and establishing relationships) (Ancu, 2012). Recent 

research has found the attraction to Facebook use lies not only on information seeking 

but also on social searching, hedonic proclivity, social browsing, consumer trends, and 

general erudition (Asghar, 2015). 

2.5.2  Why do people use other online social networks? 

Many published studies identify a variety of reasons for people using Facebook and 

OSNs in general. As previously mentioned, the most common reasons people use 

OSNs include information, entertainment, and social interactions. While some motives 

for using Facebook are in line with what drives people to use OSNs in general, the 

reasons for using OSNs vary across platforms because of differences in design and 

usability. For instance, Joinson (2008) suggests that user demographics, site visit 

patterns, and the use of privacy settings are associated with different uses and motives.  
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While in recent years millions of people have been attracted to other OSNs such as 

Twitter, Instagram, WeChat, YouTube, Weibo, and others, much less is known about 

what drives people to use those OSNs. A few studies, however, have identified 

motives for using Twitter, Instagram, and LinkedIn. 

During the past few years, Twitter, one of the faster growing OSNs, has become 

ubiquitous among academics, students, news organizations, businesses, politicians, 

and the general public. The question has then been raised about why people use 

Twitter. Two reasons for people using Twitter are social and informational (Johnson 

& Yang, 2009). People use Twitter, a popular microblogging tool, to talk about their 

daily activities, which includes daily chatting, conversations, or reporting news, and 

to seek or share information (Java, Song, Finin, & Tseng, 2007). These reasons are 

consistent with motives for using general OSNs. The most common reasons for joining 

LinkedIn are for career development, information, interpersonal communication, and 

online identity (Florenthal, 2015), whereas the motives for registering on Instagram is 

for surveillance/knowledge about others, documentation, coolness, and creativity 

(Sheldon & Bryant, 2016). Despite this research, there is abundant room for further 

research in determining users’ motives for using other OSNs. 

2.6  Information disclosure 

The ubiquitous use of OSNs contributes to a distinction between users’ generated 

content and co-creation activities. Unlike other internet applications, individual users 

play a double role of content producers and content consumers. OSNs empower users 

with the ability to create or generate, publish, and share content. Users can post or 

share information with specific or wider audiences through social connections referred 

to as friends, followers, contacts, and others. For instance, Facebook users can send a 

direct message to specific friends, post or share multimedia content with a specific 

group of friends, post information on their own timelines to share information with 

everyone in their network, or write on a friend’s timeline to share with their networks. 

Importantly, users can post or share content that is not only owned by users themselves 
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but also owned by others. The issue is that content owned by users may contain 

information not only about themselves but also about either other users or non-users. 

Published content on OSNs reveals information about individuals, referred to as 

information disclosure. Disclosure is referred to as “the telling of the previously 

unknown so that it becomes shared knowledge” (Joinson & Payne, 2007, p. 237). This 

definition highlights the importance of the recipient (unknown) and co-ownership of 

information (shared knowledge).  

The importance of information disclosure was highlighted in Ellison and boyd’s 

(2013) definition of a social network site, stating that users’ profiles contain user-

generated, other user-provided, and/or system-provided data. The first two kinds of 

information are further discussed in the following sections. 

2.6.1  Self-disclosure 

The definition of self-disclosure varies and is derived from face-to-face settings. 

Several researchers have defined the meaning of self-disclosure (Collins & Miller, 

1994; Cozby, 1973; Greene, Derlega, & Mathews et al., 2006; Jourard & Lasakow, 

1958; McCroskey & Richmond, 1977). The definition of self-disclosure in offline 

settings has been taken into consideration in defining self-disclosure on OSNs. 

Self-disclosure in face-to-face settings is defined as “the process of making the self-

known to other persons” (Jourard & Lasakow, 1958, p. 91), “any information about 

the self that is intentionally or unintentionally communicated to another person” 

(McCroskey & Richmond, 1977, p. 40); an act of revealing private information about 

oneself to others (Collins & Miller, 1994; Greene et al., 2006); or the voluntary sharing 

of an individual’s personal information with others (Cozby, 1973).  

According to social exchange theory and social penetration theory (Altman & Taylor, 

1973) self-disclosure describes the process of sharing of different levels of information 

about oneself to others. Self-disclosure decisions are regulated by a complex 

dialectical discourse of openness–closedness (Altman, 1975) and the tension of public 
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and private persona management (Westin, 1967). The concept of a dyadic boundary 

is reflected in classic definitions of self-disclosure, such as in dyadic interactions 

(Cozby, 1973) or a small-group context (Taylor, Wheeler, & Altman, 1973). Yet, self-

disclosure can occur in interactions with strangers (Albrecht & Adelman, 1987). In 

OSNs, self-disclosure refers to any kind of information that is voluntarily and 

intentionally disclosed to others by a user about themself, that can be differentiated 

based on amount, honesty, intent, depth, and valence (Posey et al., 2010). Simply, self-

generated information is the information created by individual users themselves; users 

can post self-generated content on their own or other users’ profiles.  

Previous research has explored several dimensions of self-disclosure. Altman and 

Taylor (1973) suggest that breadth and depth are the main dimensions of self-

disclosure whereas Wheeless (1978) proposes a scale to measure self-disclosure 

according to five dimensions: amount, intent, depth, honesty, and positiveness. 

Nevertheless, information on OSNs is not only limited to self-disclosure. 

2.6.2  Other-generated disclosure 

Other-generated cues are the sources of information on a user’s profile that come from 

other users. The two types of disclosure (self and other-generated) are similar in that 

the disclosed content or information can be in any form, such as texts, pictures, or 

multimedia content. System-generated cues, on the other hand, are the information 

that the computer system chooses to show on a user’s profile, such as the number of 

friends the profile owner has gathered on their social network sites (Tong, Van Der 

Heide, Langwell, & Walther, 2008). 

This study focused on other-generated disclosure on Facebook. In this thesis, other-

generated content is defined as “content provided by other user” (Ellison & boyd, 

2013, p. 157). To date, considerable research on OSNs has mostly focused on self-

disclosure (Adjerid et al., 2013; Bateman et al., 2011; Bazarova & Choi, 2014; Posey 

et al., 2010; Rains et al., 2016). However, little is known about other-generated 

disclosure, and what motivates people to disclose about others remains unknown. To 
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fill the gap in the literature, the results of this study provide an important opportunity 

to advance the understanding of information disclosure beyond self-disclosure. 

Exploring this research gap is important because only examining self-disclosure does 

not provide a complete view of user-generated information disclosure and privacy on 

OSNs. The present study is one of the first investigations to examine other-generated 

disclosure.  

2.7  Why do people reveal information on online social 

networks? 

The existence and growth of OSNs is heavily driven by information disclosure. To use 

OSNs, individuals need to provide information for account registration (such as real 

name, date of birth, e-mail address) to create a user profile, which represents the online 

identity of individual users. Apart from providing personally identifiable information, 

OSN users reveal other private information such as hobbies, taste in music, books, and 

movies, relationship status, and sexual preferences on their profiles (Gross, Acquisti, 

& Heinz, 2005). It is also common to upload individuals’ photos. Consequently, a 

large amount of information is disclosed by users on OSNs.  

The widespread use of OSNs worldwide for decades has brought about the prevalence 

of self-disclosure. Self-disclosure is one of the most frequently stated problems among 

scholars in computer-mediated communication, social computing, and social 

networks. Researchers have shown an increased interest in why users reveal 

information about themselves on OSNs. According to empirical research from 81 

undergraduate students in the United States, self-disclosure on Facebook status 

updates, wall posts, and private messaging are motived by identity clarification, 

relational development, social validation, social control, self-expression and relief, 

information sharing, storage, and entertainment (Bazarova & Choi, 2014). Likewise, 

a survey on 59 college-age students reports that what motivates them to disclose on 

Facebook includes to share information, store information, be entertained, keep up 

with trends, and show off (Waters & Ackerman, 2011). 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 2: Online Social Networks and Disclosures 

48  

 

A considerable amount of the literature on self-disclosure on OSNs focuses on risks 

and benefits, and the motivation for using ONSs − largely on Facebook − privacy 

concerns, privacy calculus, privacy management, and factors behind individual self-

disclosure. In the literature, self-disclosure can be influenced by many factors, such as 

time spent on Facebook, number of friends, perceived risks, perceived benefits, social 

cohesion, motivation for use, enjoyment, convenience, relationship building, trust, 

social validation, self-expression, relational development, and curiosity (Hollenbaugh 

& Ferris, 2014; Krasnova et al., 2010; Kwak, Choi, & Lee, 2014). Hollenbaugh and 

Ferris (2014) found that social cohesion, Facebook motives, and personality can 

influence self-disclosure. Similarly, Chang and Heo (2014) explored information 

disclosure on Facebook and found that time spent on Facebook, number of friends, 

perceived risks, and benefits can entice users to disclose information. Likewise, Kwak, 

Choi, and Lee (2014) identify factors influencing self-disclosure on Facebook 

including enjoyment, curiosity, and time-distortion. Among the benefits of OSN use, 

Krasnova and Spiekermann et al. (2010) found convenience, relationship building, and 

enjoyment are significantly linked to information disclosure.  

While disclosure fulfills a need for belonging and social connectedness (Tamir & 

Mitchell, 2012), it imposes risks of vulnerability and information loss because 

disclosers give up some degree of privacy and personal control by sharing information 

with others (Altman, 1975). Previous studies indicate that the foremost inhibitors of 

self-disclosure are privacy-related factors, such as privacy concerns, privacy attitudes, 

and privacy practices (Chen, 2013; Zlatolas, Welzer, Heričko, & Hölbl, 2015). 

Chapter 3 reviews and discusses research on privacy related to OSNs. 

2.8  Summary 

This chapter presented the emergence of the interconnected world, which brought 

about a paradigm shift in human communication and heralded the networked society. 

Social networking has a long history; however, the advent of the internet has 

considerably changed the way people interact and communicate with each other. 
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Social networking has transformed from face-to-face to computer-mediated 

communication. This revolution has led to the exponential growth and popularity of 

OSNs including Facebook, which is the OSN focused on in this study. Researchers 

have started to examine how and why people are drawn to use OSNs. Moreover, a 

proliferation of information disclosure on OSNs has received considerable scholarly 

attention to address what motivates users to disclose information on OSNs. The 

exposure of information on OSNs has raised serious concerns about privacy, which is 

reviewed and discussed in the next chapter. 
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CHAPTER 3  

Privacy on Online Social Networks 

3.1  Introduction 

Chapter 2 presented the emergence of OSNs including Facebook (the focused platform 

of this study). It discussed history, commonalities, information disclosure, motives for 

using, and revealing information. 

This chapter first addresses various interpretations of privacy in the literature and then 

introduces and explains the notion of privacy interdependence. Next, it addresses 

privacy risks and discusses privacy awareness and privacy concerns.  

Finally, this chapter discusses the management of privacy. Privacy on social network 

sites has been one of the most significant discussions among diverse disciplines for 

over a decade. Most studies on social network sites discuss and consider privacy at the 

individual level in the context of independent privacy, despite the complicated social 

relationships that exist in these dynamic and versatile environments. 

3.2  Multi-faceted Privacy 

Privacy has received long-term attention and ongoing discussion in our global society. 

The underlying concept of privacy is not new, rather it is rooted in the origins of human 

evolution. Widely varying definitions of privacy have emerged in the literature. This 

section presents a broad range of notions and definitions of privacy from the existing 

literature and reviews related to privacy research on OSNs. 

Privacy is a multifaceted concept that can be examined from different dimensions 

(e.g., physical privacy, social privacy, and information privacy), from diverse 

perspectives (e.g., legal, societal, philosophical, and cultural), and in different 

contexts. This section provides an overview of these diverse perspectives of privacy 
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ranging from one dimensional (single meanings) to multi-dimensional (compound 

meanings) before presenting definitions of interdependent privacy, which relates to 

the phenomenon of the present study. 

3.2.1  Interpretation of privacy 

Privacy has been consistently discussed among scholars from a wide range of 

disciplines for over a century. It is one of the most significant and much-debated 

matters in legal and moral philosophy. Nevertheless, the evolution of OSNs and 

advanced mobile computing over the past decade has led to a renewed and increasing 

interest in not only offline, but also online, privacy. Privacy has thus become an 

ongoing topic of conversation in the public arena as well as an increasing public 

concern. For instance, the Snowden disclosures in 2013 (Von Solms & Van Heerden, 

2015) were one of the most important events about information security and privacy, 

sparking worldwide attention from people from all walks of life. 

Although the importance of privacy has been globally recognized, notions of privacy 

in the literature are still fragmented across diverse disciplines. Due to the lack of a 

universally standardized definition, privacy has been interpreted in various dimensions 

and described in several different terms, such as a right or an entitlement (Schoeman, 

1984; Solove, 2008; Warren & Brandeis, 1890), a claim (Schoeman, 1984), personal 

space (Mill, 1965; Smith, 2000), control (Altman, 1975; Burgoon et al., 1989; Klopfer 

& Rubenstein., 1977; Solove, 2004; Stone et al., 1983), secrecy (Solove, 2004), 

limited disclosure of personal information (Krishnamurthy, 2013; Ruebhausen & 

Brim, 1965), a personal boundary (Altman, 1977; Palen & Dourish, 2003)(Altman, 

1975; Palen & Dourish, 2003), liberty, autonomy, and solitude. 

Privacy has been an important concept in human relationships. The initial concept of 

privacy in human evolution denotes that the human need for privacy emanates from 

our animal origins (Klopfer & Rubenstein, 1977). Humans and animals share some 

common behaviors, such as claiming territory, seclusion from others, and guarding 

against intrusion. These non-verbal actions, on the one hand, are perceived as the 
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pursuit of privacy in terms of “the right to be let alone” (Warren & Brandeis, 1890, 

p. 193), upon which a conceptual scheme of privacy became law in the United States. 

On the other hand, those behavioral mechanisms are deemed to involve privacy in 

relation to personal space or territory. This individual space can be simply imagined 

as a circle around individuals where:  

there is, or ought to be, some space in human existence thus entrenched 

‘around’, and sacred from authoritative intrusion, no one who professes the 

smallest regard to human dignity will call in question: the point to be 

determined is, where the limit should be placed; how large a province of human 

life this reserved territory should include. (Mill, 1965, p. 938)     

Besides fictional spaces, individuals also desire physical spaces where they can be 

“free of interruption, intrusion, embarrassment, or accountability and the attempt to 

control the time and manner of disclosures of personal information about ourselves” 

(Smith, 2000, p. 6).   

Another perception of privacy is that individuals have the right to communicate when 

they want (Bennett, 1967) or the freedom to “pick and choose for himself the time and 

circumstances under which, and most importantly, the extent to which, his attitudes, 

beliefs, behavior and opinions are to be shared with or withheld from others” 

(Ruebhausen & Brim, 1965, p. 1189). This concept of privacy in terms of 

communication management is reproduced in a more recent definition of privacy as 

“the selective revelation of information about oneself” (Krishnamurthy, 2013, p. 14). 

While privacy is regarded as a choice in selective disclosure of personal information 

to others (Bennett, 1967; Ruebhausen & Brim, 1965), several scholars view privacy 

in terms of restrictions, including a limited access to oneself, as well as a regulation of 

information. Some privacy experts denote privacy as an access control, such as 

“selective control of access to the self” (Altman, 1975, p. 18), “selectively control 

access of external stimulation to one’s self or the flow of information to others” 

(Klopfer & Rubenstein, 1977, p.64), and ‘‘the ability to control and limit physical, 
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interactional, psychological and informational access to the self or one’s group’’ 

(Burgoon et al., 1989, p. 132).  Conversely, other scholars emphasize privacy with 

regard to the control of information, such as “the individual’s ability to control the 

circulation of information relating to him” (Miller, 1971, p. 25), the ability of the 

individual to control personal information about one’s self (Stone et al., 1983), control 

over personal information (Solove, 2002), and control over information use (Solove, 

2004).  

Early research mostly regards privacy in one dimension. However, through the advent 

of ever-changing technology as well as ubiquitous computing, perceptions of privacy 

have been transformed to embrace more breadth due to an obscure boundary between 

offline and online spheres. Subsequently, contemporary concepts of privacy have 

emerged to reveal a diverse multi-dimensional view. 

Several privacy researchers have proposed these compound privacy concepts. For 

example, Schoeman (1984, p. 2) classifies definitions of privacy in diverse aspects as 

a claim, an entitlement, a right, the measure of individual control over personal 

information, intimacy, visibility, and a state or condition of limited access to an 

individual. Furthermore, Burgoon et al. (1989) make a distinction between four 

dimensions of privacy, “the ability to control and limit physical, interactional, 

psychological and informational access to the self or one’s group” (p. 132). Similarly, 

Gormley (1992) defines four-dimensional privacy as “(1) an expression of one’s 

personhood and personality, (2) an autonomy, (3) as citizens’ ability to regulate 

information about themselves and (4) multi-dimensional notions of privacy” (p. 1337). 

Differently, DeCew (1997) asserts a three-dimensional nature of privacy as 

informational, accessibility, and expressive privacy, while Solove (2008) classifies the 

definition of privacy in six dimensions by extending the privacy belief of earlier 

scholars to include intimacy, secrecy, and personhood. 

Most privacy concepts put emphasis on individuals; however, privacy has embraced 

and dealt with other associations highlighted in Westin’s privacy definition: “the claim 
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of individuals, groups, or institutions to determine for themselves when, how, and to 

what extent, information about them is communicated to others” (Westin, 1967, p. 7). 

Privacy has been extensively discussed and differently interpreted; however, there is 

a conformity among privacy concepts that it is multi-dimensional, elastic, volatile, 

discipline-dependent, context-dependent, and culture-dependent (Altman 1977; 

Laufer & Wolfe 1977). Whereas right-based privacy (Warren & Brandeis, 1890) is 

widely acknowledged in a legal context, control-based privacy is commonly 

recognized in the information society and OSNs. Most traditional approaches view 

privacy as a social withdrawal − “the right to be let alone” (Warren & Brandeis, 1890) 

in cooperation with a personal process. But privacy goes beyond what is under 

individual control. Several studies show that privacy is deemed to be an interpersonal 

process that requires continuous negotiation and management between parties 

(Altman 1977; Palen & Dourish, 2003; Tufekci, 2008). According to Altman’s privacy 

boundary regulation theory, privacy is “an interpersonal boundary process by which a 

person or group regulates interaction with others” (Altman 1975, p. 6). Building on 

Altman’s theory, Palen and Dourish (2003) argue that personal privacy management 

is a dynamic and dialectic process. Although Altman’s privacy theory emerged from 

regulating social interactions in physical spaces or offline environments, this theory is 

often discussed in OSN privacy literature “but is rarely applied as principles of design 

for OSN interfaces” (Wisniewski, Lipford, & Wilson, 2012, p. 609). 

This present study adopted Altman’s privacy boundary regulation theory in 

conjunction with a view of a privacy management as a “dynamic and dialectic process” 

(Palen & Dourish, 2003). Privacy within this concept is dealt with at the group level 

rather than at an individual level, as it needs collaboration among parties. While 

audiences in the offline world are seen, and cooperation in physical environments is 

tangible, audiences in the online world are unbounded in company with the 

“persistence, searchability, replicability, and scalability” of online environments 

(boyd, 2008, p. 2). These characteristics promote an intricacy of social exchange and 

interactions, retain perpetual volumes of information, and increase the longevity of 
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content. Thus, it is inevitable that turbulence and privacy-related issues occur, 

particularly in the dynamic and connected world of OSNs. 

3.2.2  Interdependent privacy 

Privacy in interconnected environments like OSNs is a complicated matter more than 

just an individual importance. Privacy of individuals on ONSs depends not only on 

their own actions and decisions but also on actions/activities and decisions made by 

others. This privacy interdependence impacts both users and non-users. Privacy 

interdependence is not new as it inherently exists in the reality of interconnected 

environments like OSNs; however, it is not taken into account in the practice of 

privacy settings on OSNs. Individual users manage and control their own privacy 

individually and independently of others. Most importantly, earlier research has not 

paid attention to this issue.  

The term interdependent privacy was first coined by Biczók & Chia (2013) in a study 

on Facebook gaming permissions. They found that users’ personal information can be 

inferred from a Facebook third-party application that their Facebook friends installed. 

The interdependent privacy risk was recently put under the spotlight with “Facebook-

Cambridge Analytica data scandal”. Although the present study borrowed this term, 

the core concept of this research is different. This present study focused on disclosure 

by others, particularly by peers, rather than inference from third-party applications like 

the study by Biczók and Chia (2013). 

3.3  Interdependence: The risk to privacy 

This section reviews research findings that highlight how privacy in OSNs is 

interdependent. The interdependent privacy risks in OSNs refer to situations where the 

actions of some individuals affect the privacy of others. To date, a number of studies 

have highlighted many interdependent privacy risks, largely involving inferences on 

many data types such as profile data (Ahmadinejad & Fong, 2014; Alsarkal et al., 

2018; Biczók &Chia, 2013; Dey, Jelveh, & Ross, 2012; Kotyuk & Buttyan, 2012; 
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Zamal, Liu, & Ruths, 2011; Zhong et al., 2015; Thomas et al., 2010), location (Sadilek, 

Kautz, & Bigham, 2012; Zhong, Yuan, Zhong, Zhang, & Xie, 2015), and photos 

(Akcora et al., 2012; Henne, Linke, & Smith, 2014; Shoshitaishvili, Kruegel, & Vigna, 

2015).  

He et al. (2006) was the first to identify the interdependent privacy risks related to 

OSN data, where personal information about a user can be inferred from the data of 

their contacts (often referred to as ‘friends’). In some cases, multimedia contents can 

also leak the location, and more generally the context, of the individuals featured in 

them. Thomas at al. (2010) also considered generic attribute inference and found that 

the information about the attributes of a users’ friends substantially improves the 

accuracy of the inference process. In the same vein, Kotyuk and Buttyan (2012) 

considered the correlation between private attributes, proposing an approach to infer 

generic attributes (numerical and nominal) such as age, gender, and marital status. 

Likewise, Zamal et al. (2012) focused on the inference of three attributes (gender, age, 

and political affiliation) by combining the user’s and their friends’ data; thus, the 

inference accuracy substantially increases. The results from Dey at al. (2012) show 

that age can be inferred with an accuracy of less than two years for more than 70% of 

users. In their follow-up work, they focused on inferring information hidden by default 

on profiles from the users’ friends’ profile information (Dey et al., 2012). Moreover, 

a study by Heatherly, Kantarcioglu and Thuraisingham (2013) found that data like 

political or religious affiliation can be inferred from other information available on 

OSN profiles through friendship links, with the best way of solving this issue being to 

remove trait details and friendship; however, that is impractical because it will impact 

on the feasibility of OSN usage. In the same way, Ryu et al. (2013) found that 

analyzing link structures can extract the hidden attributes and reveal sensitive 

information. They also propose three algorithms to detect privacy breaches from 

attribute inference based on friendship links and group memberships (Ryu, Rong, Li, 

& Machanavajjhala, 2013). Zhong et al. (2015) found that sensitive personal 

information, such as demographics and sexual and political orientation, can be inferred 
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from an individual’s location data when co-location data on posts or photos is 

available.  

Several studies show that third-party applications installed by users not only collect 

data about users but also about their friends, causing major privacy implications 

(Ahmadinejad & Fong, 2014; Biczók & Chia, 2013; N. Wang et al., 2011; Y. Wang 

et al., 2011). Ahmadinejad and Fong (2014) found that third-party applications can 

jeopardize a large number of users through application programming interface attacks 

with a high success rate. The attacks can reveal information on users’ profiles as well 

as other information (Ahmadinejad & Fong, 2014). Similarly, Wang et al. (2011) point 

out that installing a third-party application on Facebook, like a calendar violates the 

user’s global privacy settings and their friends’ privacy.  

Content from smart mobile devices often feature people other than the person who 

captured them, including family members, friends, friends-of-friends, colleagues, and 

strangers. Content like photos or videos are often tagged or shared on OSNs, causing 

interdependent privacy risks associated with metadata. Research has found that photos 

and videos (media) can contain sensitive information about the individuals featured in 

them, including various personal and contextual attributes (e.g., gender, age, emotion, 

activity, ethnicity) that can be correlated with an individual’s image or speech (Fu et 

al. 2014; Levi & Hassncer, 2015; Zhong et al., 2015). As such, individuals featured in 

the media together reveals some information about their relationship (Shoshitaishvili 

et al., 2015). Henne et al. (2013) investigated issues related to user (un)awareness 

about the media content (focusing on photos) that featured them on OSNs, finding that 

52% of the respondents learned by chance about shared photos that depicted them. In 

some cases, when new content is shared by a stranger, the content cannot be removed 

because the featured user is not even aware of this content. Along these lines, Akcora 

et al. (2012) investigated a case where the privacy policies and photo-tagging actions 

of users of OSNs put the privacy of their friends at risk even though the profile or 

content set visibility to ‘friends only’. Another study about photo tagging showed that 

92% of users have access to photos that depict strangers (Ilia et al., 2015). Using a 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 3:Privacy on Online Social Networks 

58  

 

dataset of 1,357 Twitter user accounts, Alsarkal et al. (2018) found that an individual’s 

first name, age, and zip code are significantly more often self-disclosed than co-

disclosed, and that an individual’s birthday and gender are significantly more co-

disclosed than self-disclosed. However, they found no significant difference between 

co-disclosed and self-disclosed information on family relationships. They point out 

that the privacy loss caused by co-disclosure is up to two times more than that caused 

by self-disclosure in some cases. Likewise, Raynes-Goldie (2010) found 

interdependent privacy risks related to the fact that users can pass forward the content 

they can access to others (e.g., photos). This threat is very hard if not impossible to 

mitigate, but its process cannot be automated, reducing the extent of the threat. This 

present study focused on disclosure by other users, particularly by social connections, 

referred to in this present study as other-generated disclosure.  

Overall, the findings from extensive research highlights the interdependent risks on 

ONSs, mostly from self-disclosure. Limited research (Akcora, Carminati, & Ferrari, 

2012; Alsarkal, Zhang, & Xu, 2018) has highlighted the interdependent privacy risks 

associated with other-generated disclosure. 

3.4  Privacy settings, privacy policies, and privacy control 

The privacy-related issues in OSNs have been extensively studied for the past decade 

(Gail-Joon, Shehab, & Squicciarini, 2011; Ho et al., 2009; K. Li, Lin, & Wang, 2015; 

Malik, Hiekkanen, Dhir, & Nieminen, 2016). These issues involve either OSN service 

providers or users, corresponding to two major research directions. In the former 

direction, research aims to comply with current legislation, to increase end-users’ trust, 

or to provide technical safeguards to users (Guha, Tang, & Francis2008); therefore, 

most research on OSN providers has paid attention to privacy principles, privacy 

policies and cryptography. In the latter direction, considerable research has focused 

on privacy concerns, privacy practices, privacy behaviors, and privacy management 

strategies. The focal point of this study is privacy matters regarding other-generated 

disclosures (i.e., on users rather than OSN providers). 
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Increasingly, users share several types of information on OSNs, including general, 

insensitive, sensitive, personal, and private. Nonetheless, most OSNs such as 

Facebook, Twitter and Google+ provide privacy policies and features for users to 

manually customize their privacy through ‘privacy settings’. Through these settings, 

users can regulate the visibility of content regarding who can see what content and 

limit access to content; in turn, limiting information users want to disclose. This 

approach is known as ‘selective sharing’. In general, privacy settings on Facebook are 

set at the lowest level (public) by default unless users customize the settings according 

to their own privacy preferences. 

However, several scholars have pointed out a flaw in existing privacy policies and a 

shortcoming of privacy settings in terms of complexity, ambiguity, illusion of control, 

non-personalization, and variance (Anthonysamy, Rashid, & Greenwood, 2011; 

Damen & Zannone, 2014; Johnson et al., 2012; Litt, 2013; Liu et al., 2011; Madejski, 

Johnson, & Bellovin, 2012; Masoumzadeh & Joshi, 2013; Stutzman et al., 2011; Vitak 

et al., 2012). For instance, Anthonysamy, et al. (2011) found that privacy policies did 

not reflect the privacy controls offered to a user. Similarly, Madejski et al. (2011) 

conducted an empirical study to evaluate whether OSN users’ privacy settings 

matched their sharing intentions, finding that all 65 participants had at least one 

sharing violation based on their stated sharing intentions. Similarly, Liu et al. (2011) 

measured the discrepancy between users’ desired privacy and their actual privacy 

settings and found that privacy settings matched users’ expectations only 37% of the 

time; indicating that most of the time the available OSN privacy settings are 

inappropriate, exposing content to more users than expected. Stutzman et al. (2011), 

however, found that that users who customized privacy settings for published content 

were less likely to disclose more information on Facebook. In another respect, 

Masoumzadeh and Joshi (2013) argue that some content and information in OSNs 

related to users is governed by fixed rules from OSN service providers and these 

system-defined policies are either too vague or too complicated for users to fully 

understand.  
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Previous studies show that users struggle to manage and maintain privacy settings 

offered by OSNs (boyd & Hargittai, 1999; Furnell, 2015; Kuczerawy & Coudert, 

2011; Netter et al., 2013; Strater & Lipford, 2008). Strater and Lipford (2008) found 

that users had trouble understanding Facebook privacy settings and tended not to use 

them.  

Several studies show that most users rarely change privacy settings (boyd & Hargittai, 

1999; Christofides, Muise, & Desmarais, 2009; Govani & Pashkey, 2005; Tan, Qin, 

Kim, & Hsu, 2012). Govani and Pashley (2005) found that most students did not 

change their privacy settings on Facebook despite being educated on how to use them. 

In line with previous research, boyd and Hargitta (2010) found that users are not 

confident about changing the privacy settings on their Facebook accounts. Likewise, 

Tan et al. (2012) found that despite potential attacks on privacy, only a small 

percentage of students actually change their privacy settings. More recent research 

shows that Facebook users are less likely to change their default privacy settings and 

tend to disclose more information online than users of other OSNs (Christofides, 

Muise, & Desmarais, 2012; Xie & Kang, 2015).  

Due to the difficulty of configuring correct privacy settings, many researchers have 

proposed automated tools for configuring privacy setting on OSNs, largely on 

Facebook because of its popularity (Bonneau, Anderson, & Church, 2009; Liu et al., 

2011; Squicciarini, Caragea, & Balakavi, 2014). For example, Bonneau et al. (2009) 

proposed the privacy settings based on trusted friends on OSNs so that users can either 

directly choose a ‘suite’ of recommended settings or modify that suite according to 

their preferences.  

From other aspects, some research has found that some users accept a wide range of 

friends, including those they do not known well (Mahmood & Desmedt, 2012; 

Stutzman, 2006). Most users are aware of the importance of keeping their information 

private, but users still allow their friends, families, classmates, and even strangers to 

access their profile information (Stutzman, 2006). Consistent with prior work, 

Mahmood and Desmedt (2012) launched the targeted friend attack and reported 62% 
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success rate; their findings suggest that Facebook users accept a friend request from a 

person they know very little about. Accepting friend requests from strangers can lead 

to disclosure of personal information, and adverse misuse of information; as such, this 

study raises awareness of significant privacy risks. 

Recent changes to the privacy settings of Facebook have further complicated this issue 

by adding more options for users (Taraszow, Arsoy, Shitta, Laouris, 2008), or making 

much information (e.g., photographs, lists of friends) visible to the public by default 

(Houghton & Joinson, 2010). Moreover, OSNs have consistently modified and 

manipulated privacy policies (Bonneau & Preibusch, 2010).  

OSNs publish lengthy privacy policies explaining their data practices and provide 

users with extensive privacy controls so they can manage their privacy through privacy 

settings, considering what to share and with whom. However, privacy-related issues 

regarding disclosure still occurs, raising a serious concern about privacy.  

3.5  Interdependent privacy-related issues on online social 

networks 

Although users attend to privacy settings with caution, there is still a tendency for 

disclosed content to be viewed by other unintended audiences (Damen & Zannone, 

2014). Furthermore, privacy settings allow users to control the visibility of content in 

their own profiles. Hence, users have little or no control over the content or 

information on other users’ profiles, regardless of ownership.  

In addition, some OSN features, such as timeline, group comments, likes, and tags 

enable modification of content visibility; providing a chance that initial privacy 

settings can be overridden. As such, other-generated disclosure can occur in conflict 

with privacy settings. These shortcomings motivated the researcher to undertake the 

present study. 

Many studies have explored tagging on OSNs (Besmer & Lipford, 2010a; Damen & 

Zannone, 2014; Pesce, Casas, Rauber, & Almeida, 2012). For instance, a focus-group 
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study by Besmer and Lipford (2010a) showing social tension from tagging led them 

to design privacy enhancing mechanisms. Pesce et al. (2012) analyzed tagging on 

Facebook and confirmed that tags can be used to predict the user’s gender, current 

city, and current country. This finding has proved that tags convey information that 

can be used to breach one’s privacy. Damen and Zannone (2014) presented a tool for 

determining the visibility of users’ information based on their privacy settings and 

tagging. Tagging can cause other-generated disclosure. Nevertheless, the scope of this 

study went beyond tagging, such as postings, commenting, and re-sharing. In 

particular, this study concentrated on exploring phenomena from different angles 

based on users’ lived experiences, rather than investigating tagging issues exclusively. 

Hence, other features causing the phenomena apart from tagging were taken into 

consideration in this study. 

3.6  Privacy awareness 

Existing research recognizes risks to privacy for ONS users, but the question about 

whether the user knows about these risks has attracted many researchers. Earlier 

research (Strater & Lipford, 2008) has shown that users are unaware of risks to 

privacy. Yet, later research (Dey, et al., 2012; Hazari & Brown, 2013; Mohamed & 

Ahmad, 2012) has shown users are aware of risks to privacy. 

While OSNs provide users with the ability to control their privacy, many users are 

either unaware of how to restrict access to their data or are not concerned about the 

security risks (Strater & Lipford, 2008). However, the sample size used by Strater and 

Lipford (2008) was small. 

In contrast, the findings of more recent studies suggest that OSN users have become 

more aware of privacy risks, and their attitudes have shifted toward being more 

concerned about privacy (Dey et al., 2012; Hazari & Brown, 2013; Mohamed & 

Ahmad, 2012). For example, a survey study shows that more online users are now 

aware of the security risks inherent in OSN use (Madden, 2012). 
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3.7  Do privacy concerns impact information disclosure? 

To date, the literature offers contradictory findings about the impacts of privacy 

concern on privacy behavior related to information disclosure, focusing on self-

disclosure: 1) privacy concerns have relatively minimal or no impact on self-

disclosure, 2) privacy concerns impact self-disclosure, and 3) there is no association 

between privacy concern and self-disclosure. These differences are addressed below. 

3.7.1  Privacy concerns and self-disclosure 

Early studies about OSNs suggest that while users are concerned about their privacy, 

they tend to disclose personal information (Acquisti & Gross, 2005; Tufekci, 2008). 

Tufekci (2008) reports that there is little to no relationship between online privacy 

concerns and information disclosure; however, students manage their concerns about 

unwanted audiences by adjusting the visibility of information, but not by regulating 

the levels of disclosure. Later studies suggest that the explanation for the paradox 

might be because users trust OSNs (Waters & Ackerman, 2011) or perceive the access 

to such information to be limited to within the network they define (Taddicken, 2014). 

These findings are troublesome because privacy risks increase as one’s network of 

friends increases. 

Most of the later studies, however, indicate that privacy concerns negatively impacts 

on information disclosure (Krasnova et al., 2009; Stutzman, Capra, & Thompson, 

2011; Wu et al. 2012; Xu, Guo, Guo, Fang, & Li, 2015; Zlatolas et al., 2015). A few 

studies report that people with a high level of online privacy concerns disclose less 

personal information on Facebook (Mohamed & Ahmad, 2012; A. L. Young & Quan-

Haase, 2009).  

Nevertheless, recent studies show that individual privacy concerns do not predict 

privacy behavior, rather, there are other factors influencing information disclosure, 

mainly focused on self-disclosure (Baek, 2014; Cheung, Lee, & Chan, 2015; Debatin 

et al., 2009; Hallam & Zanella, 2017; Lee, Park, & Kim, 2013; Marwick & boyd, 
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2014; Taddicken, 2014; Shibchurn & Yan, 2015). Recent research found that privacy 

concerns did not predict self-disclosure (Hallam & Zanella, 2017). Similarly, Chung 

et al. (2015) applied a privacy calculus and found no relationship between privacy 

concerns and self-disclosure. In addition, Debatin et al. (2009) also found that despite 

threats to personal privacy, user gratification, pleasure, or satisfaction gained from 

using OSNs outweighed perceived threats to privacy. In accordance with prior 

research, a qualitative study by Lee et al. (2013) found that risks and benefits are two 

important factors of intention to share information on OSNs, particularly when 

expected benefits are outweighed by expected risks. In line with previous research, 

Marwick and boyd (2014) found that youth in public networks did not avoid sharing, 

rather, they used technical facilities and their social networks to achieve privacy. 

Along these lines, a web survey by Taddicken (2014) also showed that privacy 

concerns hardly affect self-disclosure; however, perceived social relevance and the 

number of other OSNs used have an effect on privacy behaviors. In this study social 

relevance mainly refers to the disclosing behavior of communication partners 

highlighting reciprocal information disclosure. Additionally, Al-Saggaf and Nielsen 

(2014) report that loneliness has a stronger influence on self-disclosure on OSNs than 

connectedness. Similarly, Shibchurn and Yan (2015) examined the correlation 

between OSN users’ disclosure intentions and intrinsic−extrinsic values. They found 

that users’ voluntary disclosures are tied to intrinsic values relating to rewards rather 

than extrinsic values. Additionally, the quantitative results show that information 

disclosure on Facebook significantly depends on the expected benefits from sharing 

content, trust in other peers, and the privacy concerns of individuals, and that privacy 

experiences and privacy awareness has an influence on individuals’ privacy concerns 

(Ozdemir, Smith, & Benamati, 2017). 

3.7.2  Privacy concerns and other-generated disclosure 

As discussed earlier, a considerable amount of literature has been published on the 

impacts of individual privacy concerns on information disclosure, exclusively focused 
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on self-disclosure. Yet, little is known about whether individual privacy concerns 

affect other-generated disclosure.  

Research on photo tagging reveals that users were more concerned about personal 

social circles (family members, friends, and employer) rather than strangers, 

associates, or OSN service providers (Besmer & Lipford, 2010; Chen et al., 2009; 

Chen; Debatin et al. 2009; Raynes-Goldie 2010). Besmer and Lipford (2010a) found 

that users worry more that their personal social circles (e.g., family members, friends, 

and employers) could find tagged photos, than strangers or the OSN service provider. 

Similarly, another study of photo tagging on Facebook found that information privacy 

concerns about peer disclosure depends on the type of content to be disclosed and the 

audience who has access to the content (Chen et al., 2015). However, tagging content 

with the identity of the target increases the perceived invasion (Chen et al., 2009). 

Recent findings show that young Facebook users are concerned about other-generated 

disclosure (Jeong & Kim, 2017). Jeong and Kim (2017) conducted a comparative 

study focused on Facebook and Twitter, finding that young Facebook users are more 

concerned about other users posting on their own timeline than other types of posting, 

but are more concerned about their own tweets than other users retweeting their tweets 

(Jeong & Kim, 2017). However, this study did not investigate whether or not privacy 

concerns about other-generated disclosure has an impact on other-generated 

disclosure, which RQ2 in the present study addresses. 

3.8  Privacy management 

Based on previous research, privacy settings on OSNs alone cannot protect users from 

breaches of privacy and privacy risks, particularly in the case of other-generated 

disclosure. Users’ information on OSNs is still vulnerable to privacy invasion. There 

are many causes and factors to be considered apart from privacy settings. To safeguard 

users’ privacy on social network sites, a considerable amount of research has been 

conducted on a wide range of privacy subjects, for instance, identity management (Ge, 

Peng, & Chen, 2014; Stutzman & Hartzog, 2012; Vitak & Kim, 2014), access-control 
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models and mechanisms (Guesmia & Boustia, 2015; Klemperer et al., 2012; 

Squicciarini et al., 2011), boundary regulation (Lampinen et al., 2011; Stutzman & 

Hartzog, 2012), information leakage (Krishnamurthy & Wills, 2009; Malandrino et 

al., 2012), and user-behavior (Johnson et al., 2012; Litt & Hargittai, 2014; Wisniewski 

et al., 2012). 

Another stream of research to defend privacy invasion is identity management 

including multiple profiles, fake IDs, and grouping (Jike et al., 2014; Stutzman & 

Hartzog, 2012; Vitak & Kim, 2014). To manage privacy on social network sites, many 

users create multiple profiles for exclusive use on several sites. For example, many 

users separate their professional contacts from personal contacts by keeping 

professional contacts on LinkedIn, personal contacts on Facebook, and followers on 

Twitter. Additionally, some users have more than one profile on the same OSN to 

segregate their online friends. Users also categorize their online friends into diverse 

groups, both default groups offered by OSNs and user-defined groups. Still, a 

possibility is that groups can overlap because some contacts belong to more than one 

group. Thus, multiple profiles cannot prevent other-generated disclosures from 

occurring.  

Alternatively, some users create their OSN accounts with a fake ID in an attempt to 

sustain their privacy online. Still, users’ identity can be revealed by their insiders 

through users’ activity on OSNs such as posts and comments. Besides, other-generated 

disclosure is based on the relationship, despite false identity. On the other hand, Jike 

et al. (2014) found that users’ information, such as age and photographic information, 

can be uncovered by creating fake IDs and establishing friendship. Although their 

work focused on Pengyou, one of the most popular OSNs in China, rather than 

Facebook, this strategy can be applied to acquire users’ information on other OSNs. 

Their work has highlighted the significance of this study and the privacy risks caused 

by OSN insiders that is the major theme of this study. 

Numerous studies have proposed strategies to regulate boundaries in OSNs (Besmer 

& Lipford, 2010a; Lampinen, 2009; Marwick, & boyd, 2011; Stutzman & Hartzog, 
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2009; Stutzman & Kramer-Duffield, 2010). Stutzman and Hartzog, (2009) and 

Stutzman and Kramer-Duffield (2010) conducted two research projects regarding 

privacy as information and boundary regulation practice. The former research aimed 

to examine the increasingly popular behavior of having a restricted Facebook profile, 

named as a ‘friend-only’ profile. The data from the web survey of 5,000 undergraduate 

participants at The University of North Carolina at Chapel Hill in the United States 

showed that “expectancy violations by weak ties and increased levels of interpersonal 

privacy management are positively associated with having a friends-only profile” 

(Stutzman & Kramer-Duffield, 2010, p. 1553). Subsequently, the latter project 

highlighted the practice of multiple profile maintenance to contextual boundary 

regulation of disclosure within social media.  

In support of their qualitative study, Stutzman and Hartzog (2012) conclude that 

multiple profile maintenance is motivated by four factors: privacy, identity, utility, 

and propriety. Although the two studies by Stutzman and Hartzog, (2009) and 

Stutzman and Kramer-Duffield, (2010) had covered larger groups in the field of 

boundary regulation and interpersonal disclosure, their focus was on static content 

acquired from any fields within the user’s profile. Other information such as posts, 

tags, comments has not yet been examined. This qualitative research demonstrates 

how these content types can stimulate unfavorable disclosure and cause privacy issues 

on OSNs through the lens of Facebook users’ lived experiences.  

While previous work has mainly emphasized individual coping strategies, Lampinen 

et al. (2009) found that users use behavioral and mental strategies to manage co-

presence in the absence of technical tools for fine-grained sharing (Lampinen, 2011) 

Subsequently, Lampinen et al. (2012) called for interest in collaborative strategies 

associated with interpersonal disclosure since they had noticed the significance of 

disclosure done by others. 

Wisniewski et al. (2012) argues that it is still unclear what coping strategies from 

existing research are readily supported by OSN interface capabilities; therefore, they 

distinguish between technology-supported boundary mechanisms, which are 
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behaviors supported through OSN interface controls, and coping mechanisms, which 

are an individual’s response outside of these confines to mitigate potential boundary 

interpersonal violations (Wisniewski et al., 2012, p. 610). The core of their work is 

mechanisms and strategies to deal with violation of interpersonal disclosures.  

Johnson et al. (2012) found that “37% raised more general concerns with sharing their 

content with friends”(p.9).Their work suggests that friends should be taken into 

consideration in terms of privacy even though they have no malicious intention. This 

work encouraged the researcher to take a closer look at privacy issues from social 

connections (Facebook friends). 

So far, a huge number of access-control mechanics have been proposed (Carminati et 

al., 2009; Egelman, 2011; Guesmia & Boustia, 2015; Fong, Anwar, & Zhao, 2009 Hu 

et al., 2013; Klemperer et al., 2012; Lamteke & Talmale, 2014;Pervez, Awan, Khattak, 

Lee, & Huh, 2012; Wang & Jin, 2011). A variety of access-control models have been 

introduced over several years, including trust-based, ontology-based, relationship-

based, contextual-based, and discretionary access-control models. Fong et al. (2009) 

argue that the existing relationship should be employed in access authorizations. Ali 

et al. (2007) point out that the approval of access to resources depends on fulfillment 

of trust requirements from the resource owner. Likewise, a rule-based approach by 

Carminati et al. (2009) differs from traditional access-control systems in term of a 

semi-decentralized architecture. Network participants own these control policies on 

the resources, associated with access to a resource being granted after providing proof 

of authorization. Authorized users are denoted in terms of the type, depth, and trust 

level of relationships. In contrast, Parra-Arnau et al. (2014) introduced collaborative 

security that allows a set of users to collaboratively partake in access-control 

enforcement. Despite proper access control, other-generated disclosure can still occur 

from social connections who have legitimate access to the disclosed content. This 

matter has not yet been resolved by using access control and is examined in this study. 

Several scholars have looked into collaborative privacy control management for co-

owned content (Guesma et al., 2014; Hu et al., 2013; Kemperer et al., 2012; Wang & 
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Jin, 2011; Zhao et al. 2012). Hu, Anh and Jorgensen (2011) studied how to 

collaboratively manage access control over shared content in OSNs. Wang and Jin 

(2011) propose attribute-based access control, which applies user attributes from 

wide-ranging collaboration activities, rather than only attributes derived from people-

tagging; this approach is suitable to mitigate the data leakage problem in collaborative 

clouds. On the other hand, Kemperer et al. (2012) studied keywords and captions that 

users tagged their photos with, suggesting that tagged-based access-control policies 

yield more accuracy; however, this approach entangles with tagging overhead, which 

could be minimized. Hu et al. (2013) propose a formal multiple access-control model, 

which they claim is better than the other models in terms of simplicity, flexibility, 

proof-of-concept implementation, and especially its ability to conduct numerous 

analysis tasks on access-control mechanisms used in OSNs.  

Furthermore, Zhao et al. (2012) developed a fine-grained access-control policy for the 

data owner to issue authorization as well as revoke a friend’s privilege. As privacy 

management is sophisticated, OSN users are struggling against configuring proper 

privacy settings to meet their preferred level of privacy. It is possible that mistakes 

can occur. Based on their findings, they designed a privacy settings interface based on 

Venn diagrams and validated it with a usability study. 

From another perspective, Guesma et al. (2014) developed a contextual access-control 

model that empowers users to manage access to their data in Facebook as well as to 

specify their privacy settings in a flexible and effective way. Moreover, Wang et al. 

(2014) developed an automated access-control policy specification tool that helps 

ordinary users to specify who should have access to what part of their data. 

Additionally, in order to provide users at ease, Carminati et al. (2009) developed a 

fine-grained OSN access-control model based on semantic web technologies to 

automatically construct access-control rules for users’ privacy settings with minimal 

effort from the user. On the other hand, Ahmad and Whitworth (2014) developed a 

distributed access control based on de-centralized architecture, so users have full 
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control to manage their privacy control. Despite Ahmad and Whitworth’s (2014) great 

contribution in the area of OSN privacy, the task remains complicated and tedious. 

3.9  Summary 

Privacy is a multidimensional concept that has long been under study. In the age of 

the internet, online privacy has been extensively studied. Yet, as OSNs have emerged 

and become a global phenomenon, privacy on OSNs is a topic of paramount 

importance for the research community and general society. However, privacy on 

OSNs has become more complicated and challenges traditional notions of privacy.  

This chapter reviewed a wide range of notions of privacy in the literature, mostly 

regarding privacy as interdependence, whereby the privacy of individuals is managed 

and depends on individuals’ actions and decisions. After revisiting the traditional 

notion of independent privacy, the chapter introduced a new view of interdependent 

privacy and discussed related privacy issues. In particular, the chapter reviewed 

previous research findings that highlight how privacy in OSNs is interdependent, 

rather than independent. Current privacy control and management is insufficient to 

preserve interdependent privacy associated with other-generated disclosure. Chapter 

4 present the research design and methodology used in this study of interdependent 

privacy associated with other-generated disclosure. 
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CHAPTER 4  

Research Design, Methodology, and Data 

Collection 

4.1  Introduction 

Chapter 1 introduced the exploratory study, including the five research questions, the 

study’s purpose, and its contributions to the literature and theory. Chapter 2 reviewed 

the relevant literature on OSNs, OSN disclosure, and other-generated disclosure (the 

phenomenon being studied). Chapter 3 discussed previous studies about privacy on 

OSNs, including interdependent privacy associated with other-generated disclosure. 

Chapter 4 provides details about the research design, ranging from the study’s 

philosophical foundations, paradigms, methodology, methods, and processes. The 

emphasis of this chapter is on the rationale for the design choice. The elements and 

processes involved in the research design are presented from general to specific, 

starting from the available design choices and progressing to the chosen designs and 

their justifications. 

The remainder of the chapter is organized in two main parts. The first half of the 

chapter highlights the selection of, and justification for, each design element. Section 

4.2 outlines the purpose of the study and Section 4.3 details the research questions 

before Section 4.4 presents the research design. Section 4.5 reviews common 

philosophical assumptions used in this study, followed by addressing common 

paradigms. Section 4.6 identifies the interpretive paradigm used for the framework of 

the study, while Section 4.7 discusses the research approaches. Section 4.8 presents 

the methodology of the study. 
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The second half of the chapter discusses the data collection and analysis procedures 

associated with the chosen designs presented in the first half of chapter, including 

justification for each data collection method used in the study. This second part 

includes the study settings, recruitment processes, the target population and samples, 

interviews, and detailed procedures while explaining the stages and processes 

involved. Trustworthiness and the role of the researcher are addressed. The chapter 

ends with a summary. 

4.2  Study purpose  

Research design choice depends on the purpose of the study and the research 

questions. The purpose of this study was to gain an in-depth understanding of other-

generated disclosure associated with interdependent privacy in OSNs, based on 

insiders’ lived experiences. According to the purpose, the voices and perspectives of 

the disclosers (people who disclosed about others) and the disclosees (people who 

were disclosed about) are important for deriving thick descriptions and uncovering 

essential meanings of the phenomenon being studied. 

In particular, this study explored Facebook users’ lived experiences of other-generated 

disclosure in multiple aspects, ranging from motives (RQ1), perceptions (RQ2), types 

of disclosed content (RQ3), privacy management strategies (RQ4), and impacts on 

online as well as offline relationships (RQ5). The following section outlines these five 

research questions. 

4.3  Research questions 

The research questions underlying this thesis were introduced in Chapter 1, and are 

re-stated in this chapter to support the discussion and justification for the research 

design because the choice of research methodology should be driven by the research 

question (Cobin & Strauss, 2008). This study sought to address five research 

questions: 
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RQ1: What motivates OSN users to engage in other-generated disclosure? 

RQ2: How do OSN users perceive other-generated disclosure? 

RQ3: What types of content are involved in other-generated disclosure? 

RQ4: What strategies do OSN users use to mitigate the risks from other-generated 

disclosure? 

RQ5: What are the impacts of other-generated disclosure on OSN users? 

To achieve the purpose of research, an appropriate research design is needed. This 

study’s research design is presented in the next section. 

4.4  Research design 

Research design plays a key role as a blueprint or a structural framework that includes 

throwing light on how a study is to be conducted. Similar to an architectural outline, 

the research design or procedure of inquiry (Creswell, 2013) shows how the major 

parts of the research work together in an attempt to address the research inquiries. 

Although research design depends on research questions and varies between 

disciplines, their core components are similar. Researchers explain their research 

designs using different terms in reference to these primary elements of research. 

Bogdan and Taylor (1975) view research design as the entire process of research from 

conceptualizing a problem, writing research questions, data collection and analysis, 

interpretation, to report writing. Yin (2009) comments, “the design is the logical 

sequence that connects the empirical data to a study’s initial research questions and, 

ultimately, to its conclusions” (p. 29). In this thesis, research design includes specific 

design features from the broad philosophical and theoretical perspectives to the quality 

and validation of a study. 

Overall, this study explored other-generated disclosure on Facebook, based on 

insiders’ lived experiences. The study was exploratory and interpretative in nature, 

and employed a qualitative, phenomenological approach. Data were collected through 

observations and semi-structured in-depth interviews from a purposive sample of 21 

participants. Those participants were recruited through an online survey on the 
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SurveyMonkey platform. Justification for each choice of the elements in the research 

design are presented in more detail in the following sections with a summary provided 

in Table 4-1. 

Table 4-1: An overview of the present study’s research design elements 

Research 

Elements 
Selection Descriptions 

Ontology Relativism 

• There are multiple realities 

• Reality can be explored, and constructed through 

human interactions, and meaningful actions 

• Discover how people make sense of their social 

worlds in the natural setting 

• Inquiry strategies through text and visual pictures 

• Many social realities exist due to varying human 

experience, including people’s knowledge, views, 

interpretations and experiences 

Epistemology Constructivism 

• Events or phenomena are understood through human 

perspectives 

• Interpretation is influenced by interaction with social 

contexts 

• Those active in the research process socially 

construct knowledge by experiencing the real life or 

natural settings 

• The researcher and participants are interrelated in an 

interactive process of talking and listening, reading 

and writing 

• The investigation or process of inquiry is personal, 

interactive 

Approach Qualitative 

• Data are collected in the form of texts using 

interviews, messages, diaries, or reflective sessions 

• Research is a product of the values of the researcher 

Paradigm Interpretivism 

• Explore the meanings constructed by human beings 

in unique ways, depending on context and 

perspectives (Crotty, 1998) 

• Subjectivity is necessary and valued 

• The findings of the study emerge from the 

interactions between the researcher and the study’s 

participants (Creswell, 1998) 

Methodology Phenomenology 
• Explore the lived experiences of a particular 

phenomenon from individuals who had engaged in 

that activity 

Methods/techniques  
Semi-structured 

Interview 

• Provide in-depth information 

• Allow for retrospective reflection and flexibility 

• Gather information from the key informants who can 

inform about the topic 
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Research 

Elements 
Selection Descriptions 

Sampling Purposive 
• Selecting information-rich cases for study in depth 

(Patton, 2001) 

Recruitment Online Survey 

• Collect information from a large audience in a short 

period 

• Overcome great geographic distances, 

inaccessibility, and biases 

Data Analysis Qualitative  

• Transcribed verbatim  

• Use epoche’, phenomenological reduction, and data 

synthesis 

The research design can be influenced by assumptions that researchers bring to the 

study. These assumptions provide and shape the direction of research as they inform 

all aspects of the research from topic selections to dissemination of the research 

findings. Myer (2002) states that “all research, whether quantitative or qualitative, is 

based on some underlying assumptions about what constitutes ‘valid’ research and 

which research methods are appropriate” (p. 5). To conduct and evaluate any research, 

it is important to know what these assumptions are. The following section introduces 

philosophical assumptions and addresses the researcher’s assumptions underlying this 

present study. 

4.5  Philosophical assumptions  

Philosophical assumptions are fundamental to research. Researchers bring certain 

assumptions to their studies whether they are aware of them or not (Creswell & 

Creswell, 2018). Typically, these assumptions are the first ideas in developing 

research, but are often left implicit in many studies. This ambiguity could be because 

philosophical assumptions are abstract ideas and challenging to explain. Another 

reason could be that these hidden assumptions can be identified from the methods used 

in the research, so it is unnecessary to address them in the research. A diversity of 

understandings exists about philosophical assumptions. 

Nonetheless, philosophical assumptions were the subject of intense debate within the 

research community during 1980s. A variety of terms, definitions, and classifications 
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were proposed. Many of these terms are used interchangeably to denote philosophical 

assumptions, such as philosophical foundations, philosophical stances, philosophical 

positions, theoretical perspectives, ontology, epistemology, paradigms, and more. 

Some terms can be used as synonyms (philosophical foundations, philosophical 

stances, and philosophical positions); other terms are related, but have distinct 

definitions. In this respect, Crotty (1998, p.1) points out that confusion may be created 

when some research terms are used comparably or interchangeably because some 

terms cannot be used as substitutes despite being closely related. For example, the 

term methods is often confused with methodologies, and interactionism is considered 

an approach. 

Philosophical assumptions can be broadly defined as a range of beliefs underpinning 

the research. These beliefs guide the research practices − from what is reality, what 

can be known, who can be a knower, how the researcher knows what they know, or 

how research should proceed. Nonetheless, the definitions of philosophical 

assumptions vary among researchers (Chua, 1986; Creswell, 2013; Crotty, 1998; Guba 

& Lincoln, 1985; Guba & Lincoln, 1994; Patton, 2002). Guba and Lincoln (1985) 

define philosophical assumptions as a basic set of four beliefs: a belief in the nature of 

reality (ontology), a belief in the nature of knowledge (epistemology), a belief in the 

process of research (methodology), and a belief in the role of values and ethics 

(axiology). Adapted from Guba and Lincoln’s framework (1985), Creswell and Poth 

(2017) proposes five philosophical assumptions, with the fifth being rhetorical 

assumptions (the language of research). However, Chua (1986) argues that 

philosophical assumptions include a set of three beliefs − beliefs about the 

phenomenon or object of study, beliefs about the notion of knowledge, and beliefs 

about the relationship between knowledge and the empirical world. Likewise, Terre 

Blanche and Durrheim (1999) promote three philosophical positions (ontology, 

epistemology, and methodology).  

While a variety of definitions of philosophical assumptions have been suggested, this 

thesis adopts the definition suggested by Creswell and Poth (2017) because the 
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definition takes into account several researchers’ perspectives, encompasses a wide 

range of philosophical positions, and highlights key questions relating to specific 

beliefs. As rhetoric is concerned with the language of research or writing, it will not 

be addressed in detail in this thesis. Thus, an overview of four philosophical 

assumptions (ontology, epistemology, methodology, and axiology) is provided in the 

following subsections. The presentation begins with general definitions and continues 

with discussion about a range of assumptions among researchers, followed by specific 

assumptions behind the present study.  

4.5.1  Ontology 

According to the online etymology dictionary, the term ontology comes from two 

Greek words: onto- and -logia. Onto- means being that which is, and logia- means 

logical discourse or science, study, or theory. In this way, ontology simply means a 

study of being, or a study about nature and the characteristics of nature (Creswell & 

Creswell, 2018). 

Multiple definitions of ontology are proposed in the research literature. Ontology is a 

branch of philosophy concerned with articulating the nature and structure of the world 

(Wand & Weber, 1993), or the very nature or essence of the social phenomenon that 

is investigated (Scotland, 2012). Alternatively, ontology can be defined as a 

philosophical belief about the nature of social reality, including what we can learn 

about this reality and how we can do so (Guba & Lincoln, 1994). Ontological 

assumptions are concerned with the existence of reality, the status of being, or the 

nature or status of entities or certain phenomena.  

Ontology is essential to a paradigm because it helps us understand the things that 

constitute the world as it is known (Scott & Usher, 2010). It seeks to identify the real 

nature of the world, or to make sense of the meaning embedded in research data. 

Ontological assumptions help researchers conceptualize the form and nature of reality 

as well as what they believe can be known about that reality. 
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Ontological questions include: 

• “What is the form and nature of reality and, therefore, what is there that can be 

known about it?” (Guba & Lincoln, 1994, p. 108).  

• Is there reality out there in the social world?  

• What is reality?  

• What is out there to learn?  

• What exists?  

• What is the nature of reality?  

• What is the nature of the situation being studied?  

• Is reality created by one’s own mind? In other words, is reality of an objective 

nature, or the result of individual cognition?  

To answer these questions, a variety of perspectives are presented in the following 

subsections. 

4.5.1.1  A Range of ontologies 

Ontology is one of the philosophical assumptions that inform a choice of research 

inquiry and evaluate a research design. Ontology is commonly discussed in two broad 

contrasting positions; realism versus relativism (Guba & Lincoln, 1994), or 

objectivism versus constructionism (Bryman, 2008; Neuman, 2003). 

On one hand, Guba and Lincoln (1994) take two extreme positions on ontology: 

realism versus relativism. In realism, there is an independent existence of a single 

reality and non-correlation between objects and human minds. In other words, the 

nature of reality is independent of human actions or observations (Blaikie, 2007). In 

the same vein, according to realist ontology, objects exist independent of the knower 

(Cohen et al., 2007). The object is viewed as it is. The validity, meaning, and property 

of objects are objective and can be measured.  

In contrast, relativism asserts that reality is a finite subjective experience (Denzin & 

Lincoln, 2005). Reality comes from an “evolved perspective or point of view” (Raskin 

& Ramani, 2008, p. 13). Relativist ontology regards that the existence of reality is 
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related to the inquirers’ senses or experiences. The external world exists only insofar 

as humans think about it (Blaikie, 2007). In other words, whether the world exists or 

not depends on human perceptions or the construction of it (Reason & Bradbury, 

2006). As reality is constructed, it varies from person to person. As such, multiple 

realities occur. Either individual or social construction of reality depends on various 

aspects, such as societies, cultures, norms, and social structures. In this way, reality is 

too complicated to measure because human perceptions are limited and biased. The 

validity, meaning, and property of reality or objects depend on individuals and can 

change over time. 

On the other hand, Neuman (2003) and Bryman (2008) support two ontological 

stances: objectivism and constructionism. Bryman (2008) states that “objectivism is 

an ontological position that asserts that social phenomenon and their meanings have 

an existence that is independent of social actors” (p. 19). Objectivist ontology believes 

that reality exists independent or separate from social actors. In contrast, Bryman 

(2008) claims that “constructionism is an ontological position (often also referred to 

as constructivism) that asserts that social phenomena and their meanings are 

continually being accomplished by social actors” (p. 19). Constructionism therefore 

assumes that reality is the product of social processes. In other words, constructionist 

ontology claims that reality is socially constructed. 

Although Neuman (2003) and Bryman (2008) use different ontological terms from 

Guba and Lincoln (1994), their ontological stances are similar. The two contrasting 

ontologies center around whether the reality exists dependently or independently from 

observers’ perspectives and experiences, or whether the reality is constructed. 

This subsection presented a range of ontologies from the different perspectives of 

researchers. The next section addresses the ontological assumptions that the researcher 

brought to the present study.  
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4.5.1.2  Rationale for relativist ontology  

Ontological assumptions that the researcher brought to the present study were 

influenced by Guba and Lincoln’s (1994) ontological conception (realism versus 

relativism). As such, the present study was underpinned by relativism (relativist 

ontology) for the following reasons. First, the researcher views that multiple realities 

exist on Facebook. OSNs like Facebook are unbounded online communities where 

users are from different backgrounds, ethnicities, unique experiences, and cultures. 

Individual users hold their own beliefs of reality and knowledge. While some users 

may share common beliefs, their beliefs may differ from other groups of users. 

Second, reality and its meaning evolve from users’ perspectives or viewpoints, 

depending on their senses and experiences. Individual user’s perceptions can be 

influenced by many factors, such as their experiences, background, culture, and so on. 

Moreover, users’ perceptions and experiences cannot be measured by tools, but can 

be explored through human interactions and meaningful actions. 

Third, although users share the same environment, in this case the same platform 

(Facebook), users make sense of their social world in natural settings by means of 

writings, conversations, multimedia, and interactions while communicating with 

others. Users perceive reality (a phenomenon, content, actions, privacy, and other 

realities) differently, even within the same reality. For example, some users disagree 

about sharing pictures of their own children among their social circles (friends, 

friends-of-friends, mutual friends) because they believe that sharing violates privacy 

and poses risks and harm to children. On the other hand, some users are willing to 

share those pictures. In this respect, the reality of the same phenomenon differs 

between users. Multiple realities of the same phenomenon can create conflicts in an 

attempt to seek common ground and make a judgment.  

Fourth, individual user’s perceptions about the same things vary over time. For 

example, research has found that users who were willing to post on Facebook later 
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have regrets (Wang et al., 2011). Similarly, some users regret sharing about others 

(Xie & Kang, 2015). 

In addition to the ontological assumptions, it is also important to know the researcher’s 

epistemological assumptions underlying this study. The next section introduces what 

epistemology is and discusses a range of well-known epistemologies from several 

philosophers, followed by the researcher’s epistemological stance underlying this 

study. 

4.5.2  Epistemology 

According to the online etymology dictionary, the term epistemology comes from two 

Greek words: episteme- and -logia. Episteme- means knowledge, and logia- means 

study, theory, or logical discourse or science. Epistemology is simply a study of 

knowledge. Schwandt (1997) defines epistemology as the study of the nature of 

knowledge and justification. Overall, epistemology is a philosophical foundation for 

deciding what kinds of knowledge are possible, what counts as knowledge within the 

world (Cooksey & McDonald, 2011), “how we know what we know” (Crotty, 1998, 

p. 8) or how do I know the world? (Denzin & Lincoln, 2005), “what is the nature of 

the relationship between the knower or would-be knower and what can be known?” 

(Guba & Lincoln, 1994, p. 108), and how knowledge claims are justified.  

Epistemology focuses on the nature and forms of knowledge, and comprehension that 

the researcher or the knower can acquire to extend, broaden and deepen understanding 

in the field of research. How do I know the world? (Denzin & Lincoln, 2005) is the 

important question for investigating truth, although it might be debatable whether 

there is such a thing as truth (Davidson, 2000). Crotty (1998) claims that epistemology 

is interrelated with ontology because “to talk about the construction of meaning 

[epistemology] is to talk of the construction of a meaningful reality [ontology]” 

(p. 10). The two are mutually dependent and difficult to distinguish conceptually when 

discussing research issues. He points out that an ontological stance implies a particular 

epistemological stance and vice versa. In this fashion, ontological assumptions and 
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epistemological assumptions complement each other. According to his example, 

realist ontology (realism) asserts that reality exists as it is, or outside the mind of 

observers, and objectivist epistemology (objectivism) believes that meaning exists in 

the object, regardless of consciousness or perceptions. This example shows the 

correlation between ontology and epistemology; if one stance is adopted, so is its 

counterpart. 

Epistemological questions include:  

• What is knowledge?  

• What is relationship between an inquirer (the knower) and an inquiry (what is 

known)?  

• Is knowledge something that can be acquired on the one hand, or, is it something 

that has to be personally experienced?  

These questions are important to position researchers in the research context, so that 

they can discover what else is new, based on what is known. The next section, 

therefore, discusses the epistemological perspectives proposed by several 

philosophers. 

4.5.2.1  A Range of epistemologies 

Epistemology is commonly discussed in two broad contrasting positions; objectivism 

versus subjectivism/constructivism (Guba & Lincoln, 1994), or positivism versus 

interpretivism (Onwuegbuzie & Leech, 2005; Thomas, 2009). On the other hand, 

Crotty (1998) denotes three positions on epistemology: objectivism, subjectivism, and 

constructivism. 

Objectivism is “the epistemological view that things exists as meaningful entities 

independently of consciousness or experience, that they have truth and meaning 

residing in them as objects” (Crotty, 1998, p. 5). In other words, reality exists 

regardless of observers’ consciousness or experience, and the meaning of reality is 

objective. The researchers and the studied subjects are considered independent of one 

another. In other words, what is being observed is not changed by the observer, and 
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the observed have no influence on the observer. To discover knowledge, objectivists 

claim to remove contextual factors or human biases.  

In contrast, Guba and Lincoln (1994) propose two epistemological positions 

(objectivism versus subjectivism/constructivism). Subjectivism views “multiple 

constructed realities that can be studied holistically; inquiry into these multiple 

realities will inevitably diverge (each inquiry raises more questions than it answers)” 

(Lincoln & Guba, 1985, p. 37). Subjectivism is the belief that knowledge is “always 

filtered through the lenses of language, gender, social class, race, and ethnicity” 

(Denzin & Lincoln, 2005, p. 21). The relationship between investigator and the studied 

subject is dependent. Along this line, subjectivism underlines constructivism, in which 

knowledge is created in interactions between investigator and respondents. 

However, Crotty (1998) argues that constructivism is one of three epistemological 

stances (objectivism, subjectivism, or constructivism). Constructivism asserts that “all 

knowledge and therefore all meaningful reality as such is contingent on human 

practices, being constructed in and out of interaction between human beings and their 

world and developed and transmitted within an essentially social context” (Crotty, 

2003, p. 42). In other words, “there is no absolute truth and that truth is contingent on 

the observer, and the time and place of the observation” (Williamson & Johanson, 

2013, p. 509). Along this line, meaning is either individually or socially constructed. 

From different researchers’ perspectives, epistemology is viewed as positivism versus 

interpretivism (Onwuegbuzie & Leech, 2005; Thomas, 2009). However, several 

researchers (Creswell, 2013; Crotty, 1998; Guba & Lincoln 1994) consider positivism 

and interpretivism as two paradigms, rather than a range of two contrasting 

epistemologies. Creswell (2013) combines constructivism/interpretivism, which is 

typically a paradigm underlying qualitative research. 

Overall, constructivist, constructivism, constructionist, constructionism, interpretivist, 

and interpretivism are terms used in discussions about research design and 

methodologies. The six terms are sometimes used interchangeably, causing confusion 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 4: Research Design, Methodology, and Data Collection 

84  

 

to some students and researchers, particularly novices. Constructivism/ constructivist, 

constructionism/constructionist, interpretivist/interpretivism are three pairs that take 

on the same meaning. Constructivism/interpretivism and constructivist/ interpretivist 

are paradigms in qualitative research.  

On the other hand, the terms constructivism/constructivist and constructionism/ 

constructionist are often used interchangeably. However, they differ in meaning and 

signify different things. Papert (1991) argues that constructionism is an educational 

theory known as a learning-by-making formula, based on Piglet’s (1971) 

constructivism. According to Wikipedia (n.d.), constructivism is a theory of 

knowledge (Piglet, 1971) and asserts that the world is independent of human minds, 

but knowledge of the world is always a human and social construction (Crotty, 1998). 

Along these lines, the researcher adopted a range of epistemologies from Guba and 

Lincoln’s perspective (1994), which discusses two contrasting ontological 

assumptions (objectivism versus subjectivism/constructivism). In this respect, 

constructivism is the researcher’s epistemology underlying the present study and is 

discussed in more detail in the section that follows. 

4.5.2.2  Rationales for constructivist epistemology  

The present study is underpinned by constructivist epistemology. Constructivism 

asserts that knowledge is either individually or socially constructed. The emphasis of 

constructivism lies on an understanding of the meanings that people (including the 

researcher) hold about the phenomenon being studied (Guba & Lincoln, 1994). The 

construction of knowledge depends on individuals and relates to the context. To 

acquire knowledge, humans should be the primary data collection instrument (Lincoln 

& Guba, 1985). Due to relatedness to the context, the acquisition of knowledge is 

supposed to be in natural settings. In this study, the researcher examined the 

phenomenon being studied (other-generated disclosure) in natural settings or in its 

own environment without any manipulation or intervention. 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 4: Research Design, Methodology, and Data Collection 

85  

 

Knowledge is created in interactions between the researcher and participants (Guba & 

Lincoln, 1994); thus, the relationship between the researcher and participants is 

dependent. The researcher and participants are interrelated in an interactive process of 

inquiry. As each research participant has their own point of view, the objective of 

investigation is to collaboratively reconstruct the meanings from the multiple realities 

that exist. This implies that the research participants play a role as co-researchers in 

the research process. 

This section highlighted the researcher’s assumptions about what can be known. What 

follows is how the researcher can find out about what can be known or what process 

of research the researcher should follow. 

4.5.3  Methodology 

Several terms are used as a substitute for methodology without precision. Methodology 

is often used interchangeably with method. This misuse causes confusion and 

undermines the strength of analysis in research design. In addition, the classification 

of methodology is inconsistent in the literature. For instance, methodology is divided 

into ethnography, phenomenology, narrative, case study, and grounded theory 

(Creswell & Poth, 2017), while also being categorized as quantitative or qualitative.  

While methodology is typically required in research proposals, clear definitions of the 

term are limited, and is challenging to define. A few definitions are proposed in the 

research literature. Methodology is the broad term used to refer to the research design, 

methods, approaches, and procedures used in an investigation that is well planned to 

find out something (Keeves, 1997). Likewise, methodology refers to “the strategy, 

plan of action, process or design lying behind the choice and use of particular methods 

and linking the choice and use of method to the desired outcomes” (Crotty, 1998, p. 3), 

highlighting its importance and specific elements. In addition, methodology guiding 

the research design at a practical level is defined as a set of procedures, including 

methods or strategies (Creswell & Poth, 2017). Methodology encompasses all 

elements, processes, and procedures of research design. More broadly, methodology 
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includes data collection, participant recruitment, instruments used, sampling 

strategies, samples, target population, and data analysis. In sum, methodology 

articulates the logic and flow of the systematic processes in conducting research, so as 

to gain knowledge about a research problem.  

Methodological questions include “how can the inquirer (would-be knower) go about 

finding out whatever he or she believes can be known” (Guba & Lincoln, 1994, p. 108) 

and what is the process of research? Thus, methodology is concerned with what, 

where, when, and how data is collected and analyzed. As such, methodology is often 

used interchangeably with method. However, the two terms have distinct meanings. 

To denote the difference, methodology is commonly presented in contrast to method. 

Crotty (1998) states “methods are the techniques or procedures used to gather and 

analyze data related to some research questions or hypothesis” (p. 3). In other words, 

the research method is a strategy of enquiry, which moves from the underlying 

assumptions to research design, and data collection (Myers, 2013).  

In the present study, the researcher adopted the definition of methodology provided 

by Crotty (1998) for several reasons. First, Crotty’s (1998) definition of methodology 

specifies elements of methodology (plan, actions, processes, procedure, strategies, 

methods). Second, the definition points out the importance of methodology − to inform 

the choice of associated method. Third, the definition distinguishes methodology from 

paradigms, research approaches, and methods. Likewise, the researcher adopted the 

definition of method proposed by Crotty (1998) because it clearly specifies what it 

involves. More details about the methods used in this study are presented in the 

sections on data collection (Section 4.18) and data analysis (Section 4.20).  

4.5.4  Axiology 

According to the online etymology dictionary, axiology is derived from two Greek 

terms: axios-, which means value or worth, and -logos, which means study or theory. 

Thus, axiology means a theory or study of values. Value is a kind of particular 
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properties, which can be discussed in terms of its nature and its relationship to other 

existents (Bowyer,1970). Alternatively, value is the property of a material object and 

phenomenon of social consciousness that characterizes its importance to society, a 

class, or a man (Rosenthal & Yudin, 1967). In research, axiology emphasizes ethics in 

research and is engaged with an assessment of the role of the researcher’s own value 

on all stages of the research process. It is concerned with how values and assumptions 

of the researcher influence the research process, or what actions the researcher takes 

with the research produced (Lincoln et al., 2013).  

Axiology is important because researchers’ values affect how they conduct the studies 

and what they value in the research findings. Axiological questions relate to what 

values the researcher has in the research process. Should systematic steps be taken to 

ensure that the process is free of biases, or should researchers bracket (Wertz, 2011) 

their values? Axiology in this study will be addressed in greater detail later in ethical 

considerations (Section 4.11). 

This section presented philosophical assumptions in general and then addressed 

assumptions that the researcher brought to the present study. What follows is the 

researcher’s worldview and how these assumptions relate to that worldview. 

4.6  Paradigms 

Considerable controversy, known as a paradigm war, centers on terms and definitions 

of paradigm discussed in the research community since the 1980s. Several terms are 

used for paradigm, such as theoretical perspectives (Lincoln & Guba, 1994), 

philosophical assumptions, epistemologies, and ontologies (Crotty, 1998), broadly 

conceived research methodologies (Neuman, 2000), alternative knowledge claims 

(Creswell, 2002), or worldview (Creswell, 2013; Creswell & Creswell 2018; Patton, 

2001). 

The term paradigm is rooted from the Greek word paradeigma, which means pattern. 

Kuhn (1962) was the first to use the word paradigm to mean a philosophical way of 
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thinking or “the entire constellation of beliefs” (Kuhn, 1970, p. 146). Guba (1992) 

defined a paradigm as “a basic set of beliefs that guide action, whether the everyday 

garden variety or action taken in connection with a disciplined inquiry” (p. 17). A 

paradigm denotes a conceptual framework shared among the research community. The 

conceptual framework provides a convenient model for researchers to examine 

problems and find solutions. In research culture, a community of researchers has in 

common about a set of beliefs, values, and assumptions about the nature and conduct 

of research (Kuhn, 1970). Alternatively, a paradigm is defined as “the nature of the 

world, the individual’s place in it, and the range of possible relationships to that world 

and its parts” (Guba & Lincoln, 1994, p. 107). A such, a paradigm is based on the 

researcher’s epistemological, ontological, and methodological premises (Guba, 1990).  

Unlike Kuhn (1962, 1970), Crotty (1998) uses the term theoretical perspectives in 

place of paradigms and argues that a paradigm encompasses two philosophical stances 

(ontology and epistemology). He claims that many theoretical research perspectives 

are based on particular epistemological and ontological stances, which inform the 

methodology. For example, both positivism and post-positivism theoretical 

perspectives are underpinned by objectivist epistemology, but both lead to several 

approaches, such as including experimental research, survey research, or grounded 

theory. On the other hand, Creswell (2003, 2009) refers to the term worldviews instead 

of paradigms. Worldview refers to general philosophical assumptions about the world 

and the nature of research that researchers bring to a study.  

Taken together, a broad definition of paradigm among researchers is a set of beliefs or 

assumptions. In this respect, how do philosophical assumptions relate to paradigms? 

In particular, the kinds of assumptions that constitute a paradigm are briefly reviewed 

in the subsections below. 

4.6.1  Elements of paradigms 

A diversity of terms and definitions of paradigm leads to varying elements. Guba 

(1990) revised the meaning of paradigm to encompass four terms: ethics, 
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epistemology, ontology, and methodology. Crotty (1998) states that paradigms are 

based on two elements: ontological and epistemological assumptions. Yet, Guba and 

Lincoln (1998) assert that a research paradigm is intrinsically associated with the 

concepts of ontology, epistemology, and methodology and the research inquiry 

(paradigm) should be based on these three concepts. They further point out that the 

answers to questions regarding the three concepts provide a conceptual framework 

that guides the entire research process including strategies, methods, and analysis. 

They also highlight the importance of interrelationships between paradigms and 

philosophical assumptions, as “paradigms do imply methodologies, and 

methodologies are simply meaningless congeries of mindless choices and procedures 

unless they are rooted in the paradigms” (Guba & Lincoln, 1998, p. 114). In line with 

Guba & Lincoln (1998), Terre Blanche and Durrheim (1999) claim that a research 

paradigm is an all-encompassing system of interrelated practices and define the nature 

of enquiry along these three dimensions (ontology, epistemology, and methodology). 

Nonetheless, Creswell (2009) contends that paradigms are based on five philosophical 

assumptions: ontology, epistemology, methodology, axiology, and rhetoric. 

A diversity of paradigms has continually evolved over time because paradigms depend 

on a set of beliefs researchers bring to research. Individuals develop paradigms (beliefs 

or worldviews) based on their disciplines, research communities, and past research 

experiences. According to these factors, the types of beliefs held by individual 

researchers will often lead to embracing a strong qualitative, quantitative, or mixed 

methods approach in their research. Individuals may also use multiple paradigms in 

their qualitative research, such as constructionist and participatory worldviews (see 

Denzin & Lincoln, 2005). An overview of paradigms commonly discussed in the 

research literature is presented in the following subsections. 

4.6.2  A range of paradigms  

Researchers have proposed many paradigms, and many have attempted to group 

various paradigms into main taxonomies. Candy (1989), one of the leaders in the field, 

suggests that a variety of paradigms can be grouped into three main taxonomies: 
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positivist, interpretivist, or critical. Likewise, Chua (1986) and Orlikowski and 

Baroudi (1991) suggest three categories: positivist, interpretive and critical, based on 

the underlying research epistemology. 

However, other researchers have proposed the four most common paradigms. 

Adopting from Candy (1989), Tashakkori and Teddlie (2003) propose a fourth 

paradigm known as pragmatism, which borrows elements from those three paradigms. 

Likewise, Creswell (2009, 2013; Creswell & Creswell, 2018) highlights four 

paradigms widely discussed in the literature: post-positivism, constructivism, 

transformative, and pragmatism. Similarly, Guba and Lincoln (1994) discuss four 

paradigms (post-positivism, positivism, constructivism, and critical theory) by 

grouping postmodernism and post-structuralism into critical theory. Although there is 

ongoing debate about what beliefs (paradigms or worldviews) researchers bring to 

inquiry, four common worldviews (paradigms) are widely discussed in the literature; 

post-positivism, pragmatism, critical/transformative, and 

constructivism/interpretivism. This three-fold classification is the one adopted here. 

4.6.2.1  Post-positivism 

Post-positivism, also known as post-positivist worldview, is a traditional form of 

research associated with quantitative rather than qualitative research. Post-positivism 

represents the thinking after positivism, challenging the traditional notion of the 

absolute truth of knowledge (Phillips & Burbules, 2000). Research based on this 

paradigm is called postpositivist research, empirical science, and post-positivism and 

aims to formulate laws and predict measurable outcomes for generalization. Post-

positivism is based on realist ontology, objectivist epistemology, and experimental 

methodology. Post-positivist research uses experimental designs to search for causes 

and effects in nature and interpret direct observations in terms of facts and measurable 

entities. Methodology relies on deductive logic, formulation and testing of hypotheses, 

variable manipulations, verification, and replication of observable findings (Guba and 

Lincoln, 2005), and mathematical equations as well as statistical analysis to derive 
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conclusions. Methods involve empirical testing, random samples, controlled variables 

(independent, dependent, and moderator), control groups, and surveys. 

4.6.2.2  Pragmatism  

Pragmatism, or the pragmatic paradigm, focuses on practical implications of research 

and highlights the importance of the problem, so it uses multiple sources and methods 

of data collection to answer the research question. It is based on a relational 

epistemology (relationships in research are best determined by what the researcher 

deems appropriate to that particular study), non-single realities ontology (no absolute 

truth, and all individuals have their own and unique interpretations of reality), and a 

mixed methods methodology (a combination of quantitative and qualitative research 

methods). 

4.6.2.3  Critical/transformative paradigm 

The critical paradigm (Guba & Lincoln, 1994; Tashakkori & Teddlie, 2003) assumes 

an ontology of historical realism, a subjectivist/transactional epistemology (the 

researcher interacts with the participants), a methodology that is dialogic, and an 

axiology that respects cultural norms. Historical realism asserts that reality is alterable 

by human actions. In other words, reality has been shaped by social, political, cultural, 

economic, ethnic, and gender values. As such, realities are socially constructed entities 

that are under constant internal influence. Critical epistemology is subjectivism based 

on “what counts as knowledge is determined by the social and positional power of the 

advocates of that knowledge” (Cohen et al., 2009, p. 27). In other words, knowledge 

is both socially constructed and influenced by power relations from within society. 

Critical methodology is directed at interrogating values and assumptions. 

The critical paradigm underlines research in the social justice, political, social, and 

economic issues that lead to social oppression, conflicts, struggles, and power 

structures. Critical research seeks to change politics, confront social oppression, and 

improve social justice in the situation. In this manner, it challenges social structures, 

exposes injustice, and engages in social action; hence, it is sometimes called the 
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transformative paradigm (Creswell, 2013, 2018). Research interests are influenced by 

cultures, races, genders, and locations. 

4.6.2.4  Constructivism/interpretivism 

The constructivism/interpretive paradigm is concerned with understanding the world 

as it is from the subjective experiences of individuals. (Guba & Lincoln, 1989). It aims 

to understand phenomenon from an individual’s perspective by exploring interactions 

among individuals as well as the historical and cultural contexts that people inhabit 

(Creswell, 2009). Research underpinned by this paradigm relies on participants’ views 

of the situation being studied. Research questions become broad and general so that 

participants can construct the meaning of a situation, typically forged in discussions 

or interactions with other people. 

Constructivism/interpretivism assumes a relativist ontology, a subjectivist/ 

transactional epistemology (the researcher interacts with the participants), a 

methodology that is dialogic, and an axiology that respects cultural norms. Relativist 

ontology views that reality is mediated by human senses and consciousness, so it is 

constructed and subjective, depending on individual perspectives and experiences. In 

this manner, a reality and its meaning differ from person to person. There are many 

realities that individuals construct. Individuals develop subjective meanings of their 

experiences. These meanings are varied and multiple, leading the researcher to look 

for the complexity of views rather than narrowing meanings into a few categories or 

ideas (Creswell & Creswell, 2018).  

Knowledge and meaningful reality are constructed in and out of interaction between 

humans and their world and are developed and transmitted in a social context (Crotty, 

1998). In other words, knowledge and meaningful reality is individually and socially 

constructed. Perspectives can change and vary over time, depending on experiences, 

culture, and social interactions. Therefore, the social world can only be understood 

from the standpoint of individuals who are participating in it (Cohen et al., 2007).  
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Research underpinned by constructivism/interpretivism uses meaning-driven 

methodologies that rely on a subjective relationship between the researcher and 

subjects, such as interviews or participant observations instead of measurement. 

Interpretive research does not predefine dependent and independent variables but 

focuses on the full complexity of human sense-making as the situation emerges 

(Kaplan & Maxwell, 1994). The interpretive approach aims to explain subjective 

reasons or meanings that lie behind social actions. Researchers make meanings of their 

data through their own thoughts and cognitive processes of data that are informed by 

their interactions with participants. Researchers conduct the study in natural settings 

and use an inductive approach since the research contexts are related to meanings 

induced. The researchers build on their knowledge using researcher-centered methods, 

such as interviews, observations, and document analysis in iterative cycles, including 

purposeful sampling, data collection in the field, inductive analysis, and engaging and 

interpreting the data in texts, as opposed to numbers. 

4.6.3  Rationale for the interpretivist paradigm   

It is important to know what paradigms the researcher brings to the study. Paradigms 

have significant implications for every decision made in the research design and 

process; for example, what should be studied, how it should be studied, the appropriate 

methodology and methods, how to collect and analyze data, and how the results of the 

study should be interpreted.  

This present research was underpinned by the interpretative paradigm for the 

following reasons. First, social reality in OSNs is individually and socially 

constructed. The reality is subjective, dependent, and relative to individuals. 

Individual users construct, perceive, and interpret reality in different ways, regardless 

of the phenomenon. A meaning of the phenomenon can be different and changeable 

among individuals. This paradigm is presented in interdependent privacy in relation 

to other-generated disclosures.  
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Second, there are multiple constructed realities of the participants (Crotty, 1996). 

These multiple realities depend on individual experiences, culture, background, time, 

interactions, and norms. In other words, reality is rooted in subjective experiences.  

Third, the findings of the study emerge from interactions between the researcher and 

the study’s participants (Creswell, 1998) because realities can be explored and 

constructed through human interactions and meaningful actions.  

Fourth, a human is the primary data gathering instrument due to limitations and 

challenges in using non-human instruments to observe, describe, and understand 

complex human interactions. Lincoln and Guba (1985) state, “every act of observation 

influences what is seen” (p. 39).  

Fifth, the research participants play co-producer roles in the research process and have 

a role in negotiating outcomes. Each research participant has their own perspectives 

about other-generated disclosure on Facebook; therefore, the findings are derived from 

a joint, collaborative reconstruction from contextual meanings of multiple viewpoints 

about the phenomenon. 

To summarize, individual perspectives and lived experiences of other-generated 

disclosures are valuable to better understand interdependent privacy in OSN dynamic 

environments. The essence of these phenomena varies between individuals according 

to experiences, time, social interaction, and social connections. Therefore, the 

interpretive paradigm gives an insight to examine other-generated disclosures on 

OSNs, based on users’ lived experience through users’ perspectives. Using the 

interpretive paradigm was a fit for researching and exploring the meanings constructed 

by human beings in unique ways, depending on context and their individualist 

personal frames as they engage with the world they are interpreting (Crotty, 1998).  

4.7  Research approaches 

Research designs are types of inquiry or strategies of inquiry (Denzin & Lincoln, 

2011) within qualitative, quantitative, and mixed methods approaches that provide 
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specific direction for procedures in a research study. These three designs are also 

referred to as approaches or methods. At one level, qualitative and quantitative 

methods differ in terms of the nature of knowledge: how one understands the world 

and the ultimate purpose of the research. On another level of discourse, the terms refer 

to research methods, which are techniques or strategies to collect, analyze, generalize, 

and represent data. In this manner, when researchers decide what types of inquiry to 

conduct, they also select appropriate methods or strategies for data collection and 

analysis within these three choices. To avoid confusion, this thesis uses types and 

approaches interchangeably as umbrella terms to refer to the three research designs, 

which include associated methods.  

Quantitative, qualitative, or mixed methods are three umbrella terms for a rich array 

of research practices and encompass a wide range of approaches to research. Creswell 

(2018) classifies three main quantitative approaches − non-experimental, 

experimental, and longitudinal − and five common qualitative approaches − narrative 

research, grounded theory, ethnography, phenomenology, and case study. The 

selection of a research approach is based on the nature of the research problem or issue 

being addressed, the researchers’ personal experiences, and the audiences for the study 

(Creswell & Creswell, 2018). The next section provides an overview of the three 

approaches, followed by the justification for the chosen approach. 

4.7.1  Types of research approaches 

Each research approach draws from discrete philosophical assumptions, different 

paradigms, and associated methodologies. Each approach has several distinctive 

characteristics, which can be used to justify which approach is most appropriate for 

conducting research to address research inquiries and to meet research objectives.  

A quantitative approach examines inquiries in breadth, whereas a qualitative approach 

examines inquiries in depth. Still, there is a need or an interest for some inquiries to 

be studied in both depth and breadth because the investigation within both scopes can 

strengthen findings and fulfil inquiries in greater detail. To meet this objective, 
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quantitative and qualitative research are combined for the so-called mixed method 

(hybrid) approach. The following subsection section continues to highlight the 

differences between the three main research approaches and provides examples of 

studies on OSNs associated with each type. These differences help explain why a 

qualitative design is most appropriate to address the research inquiry (see Section 

4.7.2).  

4.7.1.1  Quantitative 

Quantitative research was originally developed in the natural sciences to study natural 

phenomena. Philosophical assumptions underlying quantitative research are realist 

ontology, objectivist epistemology, experimental/manipulative methodology, and 

positivist paradigm. Quantitative researchers assume that reality exists out there to be 

observed and its existence is independent of the human mind. In other words, 

observers who look at the same phenomenon will basically agree on its existence and 

its characteristics. They try to remain neutral or value-free and avoid human biases 

when possible. In that way, quantitative researchers attempt to study the phenomena 

from a distance. 

Quantitative research assumes that cognition and behavior are highly predictable and 

explainable. Most contemporary quantitative researchers search for probabilistic 

causes (Humphreys, 1989). In other words, most quantitative researchers try to 

identify cause-and-effect relationships that enable them to make probabilistic 

predictions and generalizations. It uses a deductive approach and requires a hypothesis 

before research can begin. 

The purpose of quantitative research is to test objective theories, or to formulate facts 

by examining the relationships between variables. These variables or what is observed 

can be measured, typically using instruments such as questionnaires and experiments. 

Collected data are revised and tabulated in numbers, which allows the data to be 

characterized by means of statistical analysis (Hittleman & Simon, 1997). In 

experiments, quantitative research uses random sampling to eliminate the possibility 
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of human biases while constructing comparison groups. In judging results, statistical 

criteria are used to make probabilistic predictions and generalizations. 

In general, quantitative research aims to quantify attitudes, opinions, and other defined 

variables, to generalize results from a larger population, and to explore findings in 

breadth. Much research on OSNs and online privacy has been conducted using the 

quantitative approach (Bareket-Bojmel et al., 2016; Ghaisani, Handayani, & Munajat, 

2017; A. Kim & Gweon, 2016; Yibai Li, Wang, Lin, & Hajli, 2018; Srivastav & 

Gupta, 2017). Alternatively, another type of research is needed to explore findings in 

depth, which is addressed in the following subsection. 

4.7.1.2  Qualitative 

Qualitative research is a way of learning about social reality. Philosophical 

assumptions underlying qualitative research are relativist ontology, 

subjectivist/constructivist epistemology, dialectical methodology, and interpretivist 

paradigm. It asserts that reality is evolved from human perspectives, depending on 

human sense-making and experiences. In this respect, reality and its meaning are 

subjective, and multiple realities exist. Observers who look at the same phenomenon 

could disagree on its existence and its characteristics. In addition, reality is 

individually or socially constructed and can be influenced by social interactions. A 

variety of groups construct their own varying realities or perspectives. Social 

constructions, reciprocally, influence how they see or understand their worlds, what 

they see as normal and abnormal, and how they should act. 

The purpose of qualitative research is to understand a social situation or a phenomenon 

from a participant’s perspective. It is designed to help researchers understand people 

or the social and cultural contexts within which they live (Myers, 2013). In the social 

and behavioral sciences, qualitative research is often used to explore, describe, or 

explain social phenomenon, unpack the meanings of activities, situations, events, or 

artefacts life, and generate thick descriptions of people in naturalistic settings. 

Therefore, it provides insights into the settings of a problem and can be used across 
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disciplines to study a wide array of topics. It also suggests ideas or hypotheses for later 

quantitative research. 

Qualitative research offers an in-depth enquiry. Qualitative inquiry involves the 

everyday life of different groups of people and communities in their natural settings. 

Qualitative research tries to understand multiple dimensions and layers of reality, such 

as the types of people in a group, how they think, how they interact, what kinds of 

agreements or norms are present, and how these dimensions come together holistically 

to describe the group. It allows the complexities and differences of worlds under study 

to be explored and represented (Philip, 1998, p. 267), so it is commonly used to explore 

new or under-researched areas. According to Domegan and Fleming (2007), 

“qualitative research aims to explore and to discover issues about the problem on hand, 

because very little is known about the problem. There is usually uncertainty about 

dimensions and characteristics of problem. It uses ‘soft’ data and gets ‘rich’ data” 

(p. 24). 

Qualitative research supports a generative and process-oriented perspective on 

knowledge building. The truth is not absolute and ready to be discovered by objective 

researchers, but rather it is contingent, contextual, and multiple (Saldaña, 2011). 

Objectivity may be re-defined and achieved through the owning and disclosing of 

one’s values system, not disavowing it (Hesse-Biber & Leavy, 2011). Subjectivity is 

acknowledged and valued. It is difficult, if not impossible, to predict the outcome of 

interactions, diverse perspectives, and value systems of the researchers and 

participants because of their influence on the interpretation of reality and the outcome 

of the study. As such, qualitative design is flexible and can emerge as data are 

collected, rather than having a complete design in the beginning of the study.  

Qualitative research uses a small, purposive sample in data collection. The data are 

collected from direct observations of behaviors, interviews, questionnaires, public 

documents or texts, and the researcher’s impressions and reactions (Myers, 2013). In 

this way, written descriptions of people, events, opinions, attitudes and environments, 

or combinations of these can also be sources of data. Descriptive data are analyzed for 
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themes, patterns, or holistic features to provide particular findings or provision of 

insiders’ viewpoints, rather than for generalization from a large population. Hence, 

qualitative research provides a better understanding of the interaction of mutually 

shaping influences and to explicate the interacting realities and experiences of 

researcher and participants (Lincoln & Guba, 1985). There are some qualitative 

studies of OSNs or privacy (Chutikulrungsee, Burmeister, Al-saggaf, & Bhattacharya, 

2016; Malik et al., 2016; Oeldorf-Hirsch et al., 2017).  

This section provided an overview of both quantitative and qualitative research, the 

mixed methods approach is discussed next.  

4.7.1.3  Mixed methods 

While the quantitative approach collects and analyzes numeric data drawn from 

relatively large-scale and representative sets of data to gain a breadth of knowledge 

from generalizations, the qualitative approach collects and analyzes information in 

non-numeric form from small samples to gain a depth of knowledge. Both approaches 

have strengths and weaknesses that complement each other. Bryman (1988) suggests 

that qualitative and quantitative approaches should be combined for a best of both 

worlds’ approach. The way to combine these two approaches for use in a single 

research project depends on the kind of study and its methodological foundation 

(Bryman, 1998). The qualitative and quantitative parts of a research study might be 

conducted in parallel or sequentially to address a research question or a set of related 

questions.  

Overall, mixed method research is employed to “draw from the strengths and minimize 

the weaknesses of both in single research studies and across studies” (Johnson & 

Onwuegbuzie, 2004, p. 14), rather than to replace quantitative or qualitative 

approaches. It is used when neither quantitative nor qualitative methods alone are 

sufficient to provide a holistic understanding of a phenomenon and the combination 

of methods provides a better understanding of a research problem or issue (Creswell, 
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2013). Using a mixed methods approach increases the accuracy and validity of results 

(Creswell, 2013; Creswell & Poth, 2017).  

Mixed methods combine both quantitative and qualitative methods, approaches, or 

concepts in a single research study or a set of related studies. Mixed methods collect 

and analyze both quantitative and qualitative data, yielding additional insight beyond 

the information provided by quantitative or qualitative data alone (Creswell, 2013). 

Mixed method researchers see positive values and limitations in both quantitative and 

qualitative research. They view the use of only quantitative or qualitative research as 

limited or incomplete for many research problems. 

While the value of mixed methods research lies in a comprehensive understanding of 

the research problem, it requires more time, resources, and skills than a single 

methodology (Bazeley, 2002; Creswell & Clark, 2009). Another challenge for using 

mixed methods arises when the results from the quantitative research do not agree with 

the results from the qualitative research. The conflict of results raises questions about 

the value or validity of the findings (Creswell & Clark, 2010). There are a few mixed 

method studies in the literature on OSNs and privacy on OSNs (Debatin et al., 2009; 

Litt et al., 2014). 

4.7.2  Rationale for a qualitative approach  

A qualitative approach is the most appropriate for the present study, considering its 

purpose, philosophical assumptions, paradigms, nature, and characteristics of the 

research for the following reasons.  

First, the purpose of this study is to gain insights into the other-generated disclosure 

phenomenon from the insiders’ perspectives and lived experiences. This purpose 

matches the purpose of qualitative approaches – to understand issues or phenomenon 

of the study, rather than to achieve generalization from a large population. 

Second, this study is concerned with the everyday life and behaviour of groups of 

people and communities in their natural settings and where the studied phenomenon 
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(other-generated disclosure) occurs. In other words, the phenomenon happens beyond 

controlled environments and without any manipulation. In this case, it is impossible 

to enforce the same Facebook environment on all participants or users because 

individual users have their own friends, privacy preferences, and unique profiles. 

Moreover, the qualitative approach can better account for the complexity of group 

behaviours and reveal interrelationships among multi-faceted dimensions of group 

interactions. 

Third, a reality of the phenomena and privacy is multiple, dependent, and changeable. 

Each individual (participant) embraces diversified realities and different beliefs, 

depending on individual experiences, beliefs, cultures, time, and contexts. The nature 

of reality varies from person to person, so multiple realities exist. The researcher 

reports these diversified realities. 

Fourth, the nature of the present study is dominant in holistic perspectives as it aimed 

to explore users’ lived experiences of other-generated disclosure that varies between 

individuals. This study tried to understand multiple dimensions and layers of reality, 

such as users’ perceptions, how they interact, what kinds of agreements or norms are 

present, and how these dimensions come together holistically to describe the 

phenomenon. Thus, qualitative research provides insights into the setting of a problem 

and generates ideas or hypotheses for later quantitative research.  

Fifth, the present study inquired about participants’ motives, perceptions, interactions, 

descriptions, and meanings of phenomenon. The qualitative approach is an appropriate 

design to provide the insights necessary to understand the participants’ perceptions, 

reasons, behaviors, and interactions of the experiences.  

Sixth, the researcher is the primary instrument for data collection. Collected data are 

context-dependent, subjective, and process-oriented, rather than context-independent, 

objective, and result-oriented. The results from this study will be interpretative 

analysis rather than statistical analysis. Likewise, qualitative research is an emergent 

design in its negotiated outcomes. Meanings and interpretations are negotiated with 
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human data sources because it is the subjects’ realities that the researcher attempts to 

reconstruct (Lincoln & Guba, 1985; Merriam, 1988). These reasons indicate that the 

qualitative approach is a good fit for the present study.  

Seventh, the data collection in this study included observations and semi-structured 

in-depth interviews, and fieldnotes. During the data collection process, the researcher 

(the inquirer) interacted with participants (the known); therefore, the relationship 

between the inquirer and the known are dependent. This kind of relationship fits into 

qualitative inquiries. 

Eighth, the inquiries were carried out using open-ended questions. The responses from 

the participants varied and were descriptive and in-depth, in the form of words, rather 

than numbers. Correspondingly, those responses can lead to uncovering further 

profound queries of why. So, the present study examines the phenomenon in depth. 

Ninth, the description of the processes or events is more valuable than the research 

outcomes or products. Further, it is difficult, if not impossible, to predict with accuracy 

the behaviors and interactions of people. The use of quantitative research could 

obscure some of those insights and experiences of participants that researcher needed 

to understand.  

Last, according to Domegan and Fleming (2007), “qualitative research aims to explore 

and to discover issues about the problem on hand, because very little is known about 

the problem” (p. 24). In other words, qualitative research is used to explore new or 

under-researched areas. This present study explored other-generated disclosure, which 

has not yet been studied in the literature. Hence, using a qualitative approach is most 

appropriate. 

4.8  Methodology used in this study 

This qualitative study used phenomenology to explore the lived experiences of other-

generated disclosure on Facebook. This section will explain why phenomenology, 

rather than the other four qualitative methodologies, is appropriate to this study. 
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4.8.1  Rationale for a phenomenological study  

The rationale behind the choice of research methodology is based on the purpose of 

the study as well as the nature of data to be collected. This phenomenological study 

aimed to gain an in-depth understanding of interdependent privacy associated with 

other-generated disclosure on Facebook, based on insiders’ perspectives and lived 

experiences. Phenomenology was considered most appropriate for answering the 

research questions in the present study for the following reasons. First, the study was 

concerned with the lived experiences of other-generated disclosure. Second, its 

purpose was to gain an in-depth understanding of the phenomenon; this purpose is 

consistent with the interpretative phenomenological approach. Third, this study 

involved not only participants’ interpretations about their motivation, perceptions, and 

individual effects, but also the researcher’s interpretations in order to report her in-

depth understandings about the phenomenon and similarities of shared experiences. 

Fourth, this study acquired the insiders’ perspectives; Conrad’s (1987) terminology 

describing the characteristics of interpretative phenomenological analysis. Fifth, this 

study recruited suitable participants who have lived experience of other-generated 

disclosure; as Husserl (1962) states, “we can only know what we experience”. Sixth, 

the study reported common meanings for several individuals of their lived experiences 

from the phenomenon (other-generated disclosure). Seventh, the topic has not yet been 

researched; as of this writing, no peer reviewed, published research exists specifically 

in this topic area. Phenomenological research begins when a phenomenon is identified 

and a suitable research question that warrants an investigation into lived experience is 

generated. No theoretical orientation is adopted and likewise, variables are not 

identified.  

4.8.2  Rationale for not using other research methodologies 

Five research qualitative methodologies for studying human experiences include 

narrative research, grounded theory, ethnography, case study, and phenomenology 

(Creswell, 2013). The remaining four methodologies were considered but were not 

chosen for this study for the reasons outlined below. 
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Narrative methodology aims to report a series of experiences like stories according to 

time. These experiences in narrative research are arranged in chronological order 

where temporal is an imperative theme. Creswell (2013) points out that three 

methodologies (narrative research, ethnography, and case study) are similar in the 

focus on the individual, but the type of collected data is distinct. Data analysis of the 

present study aimed to be interpretive, rather than communicative of a series of stories. 

In addition, this study reported shared experiences of several individuals without 

considering the chronological order of experiences, as opposed to a sequence of 

experiences. For this reason, the narrative approach is unsuitable in the context of the 

present study. 

Similarly, the purpose and nature of collected data in this study are not in line with the 

purpose of either ethnography or case study methodologies. Ethnography aims to 

understand how behaviors reflect the culture of a group (Creswell, 2013). Although 

ethnography gains an understanding of culture through an insider’s perspectives, it 

examines and observes specific groups in their natural settings for a period of time, 

such as over the course of months or years. Ethnographical research goes beyond 

reporting events or experiences as the data will be interpreted from a cultural context. 

Also, ethnographers position themselves in prolonged fieldwork to collect data from 

their observation. In this study, tuning into culture is irrelevant. Phenomenology 

enables researchers to more deeply study research questions to gain an insight into 

insiders’ perspectives and the shared meaning of other-generated experiences derived 

from individuals’ lived experiences.  

Although ethnography and case study methodologies are similar in using observation 

in collected data, a case study forms the chosen case to profoundly learn about events 

or activities. In ethnographical research, participants’ perceptions play a large role, 

rather than the order of phenomena or sequential arrangement. In contrast, a case study 

aims to understand one person, a situation, or a phenomenon within its real-life 

context, based on an in-depth investigation of a single individual, group or event. This 

empirical study explores the causes of underlying principles, which includes 
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quantitative evidence, relies on multiple sources of evidences, and benefits from the 

prior development of theoretical propositions. This present study was not underlined 

by specific principles or hypotheses. In addition, a case study is a descriptive and 

exploratory analysis of a person, group or event, whereas the present study is 

interpretative and exploratory of lived experiences of other-generated disclosure of a 

number of participants. For the given reasons, a case study is unfit for the nature of 

this study. 

Grounded theory focuses on the process of human actions and interactions, and how 

they influence one another. While both grounded theory and phenomenology are 

underpinned by an interpretivist paradigm that researchers use to explore real-life 

experiences, interact with individual groups, and collect data from interviews, the 

major differences are in the research purpose. Although grounded theory examines 

human experiences of a specific phenomenon, it attempts to explain the particular 

phenomenon as part of a theory and to formulate a theory from the data collected 

(Leedy & Ormrod, 2014). Ground theorists compare and analyze data from many 

sources, such as interviews, diaries, images, past literature, and observation. While the 

research inquiry would have been valid for this study by providing similar strategies 

for data collection, a grounded theory would be a mismatch its purpose. 

Grounded theory tries to explain the particular phenomenon as part of a theory rather 

than gather in-depth details to understand that specific phenomenon. In contrast, 

phenomenological research aims to explore and describe experiences from individuals 

who have lived experiences, in line with the purpose of this study. The following 

section explains phenomenology in more detail. 

4.9  Phenomenology  

This section provides the origins of phenomenology and the methods of inquiry, 

discusses some of the major concerns associated with a phenomenological study 

(validity and interviews), and cites various examples of phenomenological studies 
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from many areas, including several examples of phenomenological studies that 

consider technology-related experiences. 

4.9.1  Origin of phenomenology  

Phenomenology is commonly understood either as a disciplinary field in philosophy 

or as a movement in the history of philosophy. In philosophy, the term phenomenology 

is derived from the Greek phainein, which means to appear. Simply put, 

phenomenology is the study of phenomena or the appearances of things. The term was 

first used by Immanuel Kant in 1764. Kantian phenomenology is based on 

constructivist philosophy because the phenomena are constructed by a cognitive 

subject who is a human being (Rockmore, 2011). 

The phenomenological movement was initiated by Edmund Husserl (1859−1938) as 

a modern way of doing philosophy, and was expanded by his students and other 

philosophers, such as Martin Heidegger (1889–1976), Hans George Gadamer (1900–

2002), Maurice Merleau-Ponty (1908–1961), John Paul Sartre (1905–1980), and Paul 

Ricoeur (1913–2005). The philosophers Husserl, Heidegger, Merleau-Ponty, and 

Sartre had widely debated the methods and characterization of the discipline. Although 

their works are consistent with a core phenomenology, they have remained distinct. 

Yet, methods and characterization of phenomenology have continued among many 

researchers, for example, Lamiell (1986), Schleiermacher (1998), Gadamer (1960, 

1990), Moustakas (1994), Langdridge (2007), until the present day. 

4.9.2  Definitions of phenomenology 

The meaning of phenomenology has been a matter of ongoing discussion among 

philosophers since the 20th century during the historical movement in philosophy. 

Berrios (1989) refers to phenomenology as a set of philosophical doctrines loosely 

sharing a) assumptions as to what the world is like (ontological) and how it can be 

known (epistemological) and b) strategies for the descriptive management of the 

mental entities relating to such a world. From other philosophical perspectives, 

phenomenology is the philosophical study of the structures of experience and 
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consciousness (Husserl, 1927). Husserl (1927) claims that experience is created by 

human consciousness. Additionally, the life world is understood as what humans can 

experience thoughtfully, without resorting to categorization or conceptualization, and 

quite often includes what is taken for granted or those things that are common sense 

(Husserl, 1970). In this respect, phenomenology is the study of these phenomena with 

an intention to return and re-examine these taken-for-granted experiences and perhaps 

uncover new and/or forgotten meanings. Polkinghorne (1983) identified the focus of 

phenomenology as trying to understand or comprehend meanings of human 

experience as it is lived. Similarly, phenomenology is the study of lived experience or 

the life world (van Manen, 1997). Its emphasis is on the world as lived by a person, 

not the world or reality as something separate from the person (Valle et al., 1989). The 

philosophical inquiry deals with what this is experience like as it attempts to unfold 

meanings as they are lived in everyday existence. In line with Husserl’s descriptive 

phenomenology, van Manen (1990) states: 

The essence of a phenomenon is a universal which can be described through a 

study of the structure that governs the instances or particular manifestation of 

the essence of that phenomenon … A universal or essence may only be intuited 

or grasped through a study of the particulars or instances as they are 

encountered in lived experiences. (p. 10) 

Phenomenological methods seek meaningful consistencies among different 

experiential accounts of a phenomenon (Ihde, 1986). Phenomenological methods in 

the social sciences focus on describing the structure of meanings that emerge in 

everyday life experiences. The data are textual, rather than quantitative, and are 

collected in an open-ended dialogue between participant and investigator. As Hein and 

Austin (2001) maintain, there is not a single method that can be defined as 

phenomenological; instead the term designates a focus on the structure of meanings 

articulated in experiential accounts of research participants.  

Phenomenological studies report the lived experiences of several individuals in respect 

to a phenomenon (Creswell, 2007; Heidegger, 1962; Husserl, 1913, Moustakas, 1994; 
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Sartre, 1956; van Manen, 1990). In other words, phenomenological research allows 

the researcher to identify the essence of human experiences about a phenomenon 

described by participants (Creswell, 2009). The phenomenological approach describes 

a common meaning for several individuals of their lived experiences from the same 

phenomenon (Creswell, 2013, 2018; Hesse-Biber & Leavy, 2011). 

The focus in phenomenology is on experience, not on the distribution of some effect 

in a population. Phenomenology thus occupies an interpretive space between the 

generality of nomothetic experimental methods and the idiographic particularity of 

case studies (Van den Berg, 1955). A phenomenological study focuses on the journey 

of participants who have experienced the phenomenon, and attempts to develop a 

composite description of the essence of the journey for all of the individuals relating 

to what they experienced and how they experienced it (Moustakas, 1994). Thus, the 

phenomenologist is concerned with understanding social phenomena from the 

perspectives of the people involved (Welman & Kruger, 1999). Phenomenology 

research involves one experience while arguing that there is not one reality for how 

events are experienced (Hesse-Biber & Leavy, 2011). Furthermore, phenomenology 

recognizes the reality and truth of a phenomenon (Sokolowski, 2000). Phenomenology 

is from the school of thought emphasizing a focus on people’s subjective experiences 

and interpretations of the world (Trochim, 2006).  

While the definition of phenomenology varies in the literature, it is challenging to 

define one standard or common definition. Despite some overlapping and confusion, 

the diversity of definitions comes from different phenomenological approaches, as 

presented in the following section. 

4.9.3  Purposes of phenomenology 

The general purpose of the phenomenological study is to understand and describe a 

specific phenomenon in-depth and reach the essence of participants’ lived experience. 

Phenomenological research goes beyond the limits of functional definitions and 

investigates the human inner world (Osborne, 1994). It aims to discover how 
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individuals experience the world or a particular phenomenon, and the meanings they 

ascribe to those experiences (Creswell, 2013, 2018; Patton, 1990). It focuses on 

“gaining a deeper understanding of the nature or meaning of our everyday 

experiences” (Van Manen, 1990, p. 9). In other respects, the aim of phenomenology 

is to describe phenomena (Merleau-Ponty, 2013). Similarly, a phenomenological 

study presents detailed analysis of the experiences of particular people in particular 

settings (Snelgrove, 2014).  

The next section addresses the main concepts involving phenomenology, followed by 

a range of phenomenological approaches. 

4.9.4  Major phenomenological concepts 

To understand phenomenology, it is important to examine the key concepts, such as 

lived experience, intentionality, epoché, and co-researchers. These are presented in the 

following subsections, with co-researchers addressed in the role of the researcher 

Section 4.24). 

4.9.4.1  Intentionality  

Husserl (1970) believes that the object of experiences is actively created by human 

consciousness and the fundamental property of consciousness is intentionality. 

Intentionality is a philosophical term for mental representation. In other words, it is 

the aboutness, directedness, or state of mind to things, objects, state-of-affairs, and 

events. Aspects of mental state or events consist in them being of or about things, 

pertaining to the questions: what are you thinking of, or what are you thinking about? 

(Smith et al., 2009). Husserl adopted this school of thought from Franz Brentano’s act 

psychology, which held that all mental acts are characterized by intentionality. 

Brentano (1874) uses the term intentional inexistence of which inexistence means 

existence-in (not non-existence), to distinguish between mental and physical existence 

of phenomena. Following Brentano, Husserl holds that consciousness is never directed 

towards itself, but is directed towards phenomena in the world. Any construct is 

ultimately based on phenomena in the world and is secondary to the primary lived 
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experience of phenomena as they show themselves. In this respect, the two poles of 

experience are noema (object of action) and noesis (the act of experience) (Smith at 

al., 2009). Husserl brings this notion to his phenomenological method, known as 

epoché.  

4.9.4.2  Epoché 

Epoché, an ancient Greek term, comes from Husserl’s (1927) ideas of bracketing 

natural attitude, so that one can attend to a phenomenon as it shows itself. The idea of 

bracketing is derived from mathematics with reference to the content of the brackets 

within equations; although the content exists, it has been ignored. In 

phenomenological research, the term bracket means to set aside, to suspend 

judgement, or to view things as a fresh look. Bracketing or epoché is the setting aside 

of personal opinions or viewpoints in an effort to fully understand and listen to 

someone else’s viewpoint as an active listener to better understand a phenomenon and 

to best study the experiences of the participants (Creswell, 2013). Epoché “does not 

eliminate everything, does not deny the reality of everything, does not doubt 

everything − only the natural attitude, the biases of everyday knowledge, as a basis for 

truth and reality” (Moustakas, 1994, p. 85).  

Husserl (1970) first recognized the bias potential in the role of the investigator engaged 

in phenomenological inquiry. He developed the phenomenological method to identify 

the core structures and features of human experiences and suggests that researchers 

firstly need to bracket, or put to one side, the taken-for-grated world in order to 

concentrate on perception of that world (Smith et al., 2009). However, van Manen 

(1990) believes the researcher cannot separate herself from the phenomenon. From 

other aspects, Moustakas (1994) supports the premise of Husserl (1970) and calls for 

the phenomenologist to bracket her own experiences, thoughts, and biases using 

reflective and reflexive thought, so that only the true picture of the participants’ 

experiences would be observed and established. The separation of the researcher from 

the phenomenon under study enhances research credibility (Schutz, 1967). 
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During epoché, researchers take the object (or state-of-affairs) as it presents itself, 

rather than judge its veracity from an objective perspective (Husserl, 1927). In this 

way, each object and intentional act on that object is included in the analysis because 

it was from the participant’s consciousness. Bracketing allows the researcher to see 

and describe what was present for consciousness from the participants’ first-person 

perspectives. Researchers should bracket their own experiences and everyday 

knowledge concerning challenges or benefits associated with the phenomenon, take a 

fresh look at the data, and try to understand the participants’ experiences entirely. In 

other words, researchers allow themselves to see the data as they appear in their own 

context without doubt or belief, so researchers can reflect “back to the things 

themselves” (Husserl, 1927). 

Epoché is an important process of phenomenological research. By epoché, researchers 

can fully engage with the subject to capture the true nature of their reality (Creswell, 

2013). Furthermore, it prevents researchers from influencing the participants during 

data collection. In this manner, researchers are aware throughout the interview process 

of any preconceived ideas that would need reflexive bracketing (Moustakas, 1994). In 

data analysis, epoché evokes a new point of view when researchers face a familiar 

object. For this reason, phenomenological research develops no hypotheses. 

4.9.4.3  Lived experience in phenomenology 

The term lived experience derives from “the German erlebnis − experience as we live 

through it and recognize it as a particular type of experience” (Patton, 2015, p. 213). 

Although human experience is the main epistemological assumption for qualitative 

research, the concept of lived experience has special methodological significance in 

phenomenology (Creswell, 2013; Patton, 2015).  

Lived experience refers to the world of objects around humans, how they perceive 

them, and the experience of oneself, body and relationships. This is the interaction 

between the self and perceptual environments (von Eckartsberg, 1998). Van Manen 

(1990) states that “anything that presents itself to consciousness is potentially of 
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interest to phenomenology, whether the object is real or imagined, empirically 

measurable or subjectively felt” (pp. 9–10). According to his claim, any lived 

experience (phenomenon) could be a topic for phenomenological inquiry. The 

phenomenon of inquiry can be about emotion, culture, or relationships; for instance, 

how humans experience the world; how college students use Twitter; how elders live 

through dementia, how patients use social network technologies for social support; 

how women live through infidelity; or how young people with special needs live 

through cyber harassment. The emphasis of phenomenology is to capture the essence 

of participants’ experiences. What follows are different phenomenological 

approaches. 

4.9.5  Four main phenomenological approaches 

Phenomenology is an umbrella term encompassing diverse disciplines including 

philosophy, sociology, psychology, ethics, metaphysics, or epistemology, and a wide 

range of approaches. The meanings of these terms have been debated since the 20th 

century. Several terms are used interchangeably without distinction. The following 

subsections present four major phenomenological approaches.  

4.9.5.1  The transcendental phenomenological approach  

The transcendental phenomenological framework was developed by Edmund Husserl, 

who was often referred to as the father of phenomenology (Koch, 1996; Polkinghorne, 

1983). Husserl, who initially focused on mathematics, provided the foundation of 

phenomenology and introduced several key terms, such as the essence of experience, 

eidetic reduction (phenomenological reductions), free imaginative variation and 

epoché or the idea of bracketing. His idea of bracketing in phenomenology is rooted 

in mathematics and widely adopted among scholars in phenomenology, including 

those aforementioned terms. His works changed over time, moving attention from 

mathematics to philosophy while seeing phenomenology as equally objective and 

subjective, and finally considering it subjective (Smith, Flowers, & Larkin, 2009).  
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The founding principle of transcendental phenomenology is that “the experience 

should be examined in the way that it occurs, and in its own terms” as Husserl argued 

that the phenomenon involves things showing themselves and “we should ‘go back to 

the things themselves’” (Smith, Flowers, & Larkin, 2009, p. 12). By his definition, 

phenomenology never begins with a theory, but, instead, always begins anew with the 

phenomena under consideration. This principle implies that we can only know what 

we experience. The basic premise of transcendental phenomenology is that experience 

is transcended to discover reality, and some essential features could transcend the 

circumstance and illuminate a given experience for others (Smith, Flowers, & Larkin, 

2009).Working on this premise, Husserl developed a phenomenological method, 

which was intended to find the core structures and features of human experience. His 

method was built around the idea of bracketing, or eidetic reduction (commonly 

known as phenomenological reduction), and phenomenological attitude – as opposed 

to natural attitude − in an attempt to obtain the core or essence of the given 

phenomenon. The basic interest of this school of phenomenology is to discover and 

describe the lived world.  

Overall, transcendental phenomenology is a conceptual framework of Husserl’s 

phenomenological process originating from philosophy, not psychology. However, 

the concept has been typically used in psychology and has underpinned psychological 

research. Husserl was critical that psychology was beginning to find itself as natural 

science, rather than phenomenological science. The transcendental phenomenologist 

believes that it is possible to suspend personal opinion and it is possible to achieve a 

single, essential, and descriptive presentation of a phenomenon. Bracketing and 

epoché are the terminologies are associated with this process, although integration of 

individual opinions during descriptions vary from scholar to scholar. In addition, 

Husserl’s phenomenological concept and terms have been adopted in other forms of 

phenomenology. 
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4.9.5.2  The existential phenomenological approach  

The origin of existentialism is typically attributed to the work of Soren Kierkegaard 

(1813–1855), who is generally acknowledged as the founder of modern existentialism, 

However, existentialism has been influenced by many researchers including Pascal, 

Heidegger, Hegel, Nietzsche, and Dostoyevsky. Pascal views human beings as an 

essential paradox, a contradiction between mind and body. Heidegger emphasizes a 

return to the central themes in philosophy with questions pertaining to being (the 

ontological) as opposed to beings (the ontic). Although Kierkegaard proposed 

existential phenomenology, Sartre asserted that existence precedes essence. 

Regardless of its roots in Kierkegaard and others, existentialism is a common school 

of thought derived from the 20th century movement. During the movement, while 

many philosophers had contributed a diversity of school of thoughts on 

phenomenology, they shared some commonalities that were later called or labelled 

existentialism. There is a justification for grouping these philosophers together under 

the heading existential phenomenology. This justification is grounded in 

commonalities in their understanding of the phenomena on which they focus, and in 

the phenomenological method they use to account for such phenomena. 

Existentialists assert that truth is found in-the-world and, thereby, always begins with 

the concrete; that is, in existence. As such, in existence means that one’s thoughts must 

necessarily be perspectival and limited. Despite limitations, common themes include 

things appearing in-the-world in one form or another as meaningful objects alongside 

of others; human beings are not things; and all experience is both physical and mental, 

varying from thinker to thinker.  

Existential phenomenology includes descriptions of the meaning of being (Heidegger) 

and the role of the lived-body in perception (Merleau-Ponty). Nonetheless, existential 

phenomenology rejects Husserl’s belief in the possibility of complete reduction and 

belief of the attempt to concentrate on re-achieving a direct and primitive contact with 

the world. Existential phenomenology stresses the description of everyday experience 
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as it is perceived by the consciousness of the individual. Existential phenomenologists 

share the view that philosophy should not be conducted from a detached, objective, 

disinterested, disengaged standpoint. This is because, they contend, certain 

phenomena only show themselves to one who is engaged with the world in the right 

kind of way (Warthal, 2006). Along these lines, existential phenomenology brings to 

light participants’ descriptions of their reality or what they have conceptualized in 

terms of their lived experience. 

4.9.5.3  The hermeneutic phenomenological approach  

The term hermeneutic (hermeneutic phenomenology) was known from the publication 

of History of the Concept of Time (1925) and Being and Time (1927) by Martin 

Heidegger (1889−1976). Heidegger was never a formal student but had worked with 

Husserl, who had trained him in the processes of phenomenological intentionality and 

reduction. Later, Heidegger deviated from descriptive transcendental phenomenology 

to embark on hermeneutic and existential phenomenology. He argued that Husserl’s 

phenomenology was too abstract and too technical. However, he acknowledged that 

hermeneutic originated from Husserl’s phenomenology, despite their differences. 

Like phenomenology, hermeneutic phenomenology is concerned with the life world 

or human experience as it is lived. The focus is on creating meaning and achieving a 

sense of understanding, rather than illuminating details within experience that may be 

taken for granted in our lives (Wilson & Hutchinson, 1991). The difference between 

Husserl’s phenomenology and Heidegger lies in the conceptual basis of existence. 

While Husserl’s concept is grounded on intentionality, or a deliberately worldly 

perspective, Heidegger’s concept is built on intersubjectivity and relatedness-to-the-

world. Heidegger’s “concept of ‘worldliness’ affords the embodied, intentional actor 

a range of physically-grounded (what is possible) and intersubjectively-grounded 

(what is meaningful) options” (Smith, Flowers, & Larkin, 2009, p. 17). Heidegger 

(1927, 1962) views consciousness as a formation of historically lived experience and 

connected to the world. From his view, one’s background cannot be made completely 

explicit; through this understanding, one determines what is real (Koch, 1996). 
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Hermeneutic phenomenology focuses on the subjective experience of individuals and 

groups and attempts to discover the world that the subject has experienced through 

their life world stories. According to Heidegger (1927, 1962), pre-understanding is 

already with being human in the world and not something a person can step outside of 

or put aside. Interpretation is seen as critical to this process of understanding. 

Heidegger (1927, 1962) claims that every encounter involves an interpretation 

influenced by an individual’s background. It follows that this school of 

phenomenology believes that interpretations are all we have, and description is an 

interpretive process. Polkinghorne (1983) describes this interpretive process as 

concentrating on historical meanings of experience and their development and 

cumulative effects on individual and social levels. Annells (1996) views hermeneutics 

as an interpretive process that seeks to bring understanding and disclosure of 

phenomena through language. To generate the best interpretation of a phenomenon is 

through use of the hermeneutic cycle. 

Hermeneutics is the study of interpretation of a wide range of texts. Hermeneutical 

phenomenology focuses on the lived experiences and interpreting the “texts” of life 

(Moustakas, 1994, p. 4). As such, hermeneutic phenomenology examines participants’ 

experiences with the purpose of gaining an understanding and presenting the 

researcher’s interpretation.  

4.9.5.4  Interpretative phenomenological analysis  

Interpretative phenomenological analysis has become a popular methodological 

framework in qualitative psychology. It aims to explore in detail how participants are 

making sense of their personal and social world, or how individuals make meaning of 

their life experiences. Interpretative phenomenological analysis is similar to other 

phenomenological approaches in that it examines human lived experience; however, 

the distinction relies on the idea that interpretative phenomenological analysis focuses 

on the meanings that particular experiences, events, and states hold for participants. In 

other words, interpretative phenomenological analysis examines participants’ 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 4: Research Design, Methodology, and Data Collection 

117  

 

interpretations of their experience with the purpose of gaining an understanding and 

presenting researchers’ interpretations (Smith, Flowers & Larkin, 2009).  

Interpretative phenomenological analysis assumes that people are self-interpreting 

beings (Taylor & Charles, 1985), which means that they are actively engaged in 

interpreting the events, objects, and people in their lives. To examine this process, 

interpretative phenomenological analysis draws on the fundamental principles of 

phenomenology, hermeneutics, and ideography (Smith, Flowers & Larkin, 2009). In 

line with Heidegger, interpretative phenomenological analysis attempts to explore 

personal experience with a focus on an individual’s personal perception or account of 

an object or event, as opposed to an attempt to produce an objective statement of the 

object or event itself (Smith, Flowers, & Larkin, 2009). Moreover, interpretative 

phenomenological analysis also emphasizes that the research exercise is a dynamic 

process with an active role for the researcher in that process. One is trying to get close 

to the participant’s personal world, in Conrad’s (1987) words, an insider’s perspective, 

but one cannot do this directly or completely.  

Interpretative phenomenological analysis involves a double hermeneutic or two stages 

of interpretation process. First, the participants are trying to make sense of their world. 

Taylor and Charles (1985) describes people as self-interpreting beings, which means 

that they are actively engaged in interpreting the events, objects, and people in their 

lives. Second, the researcher is trying to make sense of the participants trying to make 

sense of their world. Interpretative phenomenological analysis underlies ideography 

in the sense that interpretative phenomenological analysis is concerned with the 

particular at two levels. The first level commits to a particular sense of details and the 

depth analysis, so the analysis must be systematic and thorough (Smith, Flowers, & 

Larkin, 2009). The second level pertains to understand “how particular experience or 

phenomenon have been understood from the perspective of particular people, in 

particular context” (Smith, Flowers, & Larkin, 2009, p. 29). 

Typically, interpretative phenomenological analysis relies on a small sample rather 

than a single individual. Most interpretative phenomenological analysis studies aim 
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for a fairly homogeneous sample from purposive sampling. This allows one to find a 

defined group for whom the research problem has relevance and personal significance 

(Denzin, 1994). However, there is no rule regarding how many participants should be 

included because the considerations depend on several circumstances, such as the 

depth of analysis of a single case study, the richness of the individual cases, how the 

researcher wants to compare or contrast single cases, and then time constraints and 

access to participants.  

The primary concern of interpretative phenomenological analysis researchers is to 

elicit rich, detailed, and first-person accounts of experiences and phenomena under 

investigation (Smith et al., 1995). To achieve that, the most popular method used is 

semi-structured, in depth, one-on-one interviews. Semi-structured interviews allow 

the researcher and the participant to engage in dialogue in real time. They also give 

enough space and flexibility for original and unexpected issues to arise, which the 

researcher may investigate in more detail with further questions. Nevertheless, 

alternatives for data collection can also be used (e.g., diaries, focus groups, letters, or 

chat dialogues). 

Analyzing qualitative materials using the interpretative phenomenological analysis 

framework can be an inspiring activity, despite being complex and time-consuming. 

It is recommended that interpretative phenomenological analysis researchers should 

attempt to put themselves into participants’ shoes as much as possible. In other words, 

researchers should immerse themselves in the data. In general, interpretative 

phenomenological analysis provides a set of flexible guidelines that individual 

researchers can adapt according to their research objectives. However, these 

guidelines are similar to qualitative data analysis and should be considered as 

guidance, not a recipe. As such, researchers are advised to be flexible and creative in 

their own thinking. 
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4.10  Procedures for this study 

The research proposal was approved by the department committee (see Appendix A), 

which granted an ethics approval with protocol number 200/2015/12 (see Appendix 

B). An overview of the procedures includes (i) an approval for the research proposal 

(see Appendix A), (ii) ethics approval (see Appendix B), (iii) invitation to the online 

survey, (iv) recruitment of participants (survey analysis), (v) pre-interview 

connections (invitation to interviews), (vi) consent forms (see Appendix C), (vii) pilot 

interviews, (viii) actual semi-structured interviews, (ix) interview transcriptions, (x) 

member checking on written request, (xi) qualitative data analysis, as shown in 

Figure 4-1. 

Figure 4-1: An overview of procedures in this study  

The next section presents ethical considerations for the study, including the required 

documents and procedures to obtain ethics approval. 
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4.11  Ethical considerations 

Prior to commencement, this study obtained ethical approval. In addition, the study 

was conducted in accordance with the National Statement on the Ethical Conduct in 

Human Research (National Statement, 2007 and updated in 2018) and followed the 

code of ethics for researchers of the institution throughout the research process. This 

section highlights the importance of research ethics, outlines human research ethics 

procedure, and addresses ethical consideration involved in this study. 

Ethics in general refer to guidelines, norms, a set of principles, regulations, or codes 

of conduct concerning values and morality. These guidelines help individuals and 

societies to distinguish between right and wrong, or acceptable and unacceptable 

behaviors. In this sense, ethics is equivalent to morality in philosophy. To ensure 

behavior is moral and to avoid misconduct, all disciplines including research are 

governed by specific regulations and codes of professional as well as ethical conduct.  

In conducting research, a variety of ethical issues may arise at different levels in any 

stage of a project. Common issues at the beginning of any research pertain to risks and 

benefits. Additional ethical issues may occur in the beginning and during other stages 

of research projects. Ethical issues have impacts not only on the quality and integrity 

of research, but also on subjects, communities, or environments. Hence, ethics is 

critical to every stage in research to ensure merit, integrity, respect for those involved 

in research and their environments, beneficence, and safety. Additionally, other 

specific ethical issues are associated with the chosen research approach. Qualitative 

research deals with living beings; for this reason, ethics primarily relate to informed 

consent, privacy, confidentiality, anonymity, and data security. Importantly, research 

should be conducted with no harm, negligible harm, or least minimum risks to research 

subjects. Due to the importance of research ethics, specific processes and procedures 

for ethical review were implemented with adherence to the National Statement and 

Human Research Ethics Guidelines before ethics approval was issued. Researchers 

and other parties involved in the research are responsible for complying with research 

ethics and governance policy. 
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4.11.1  Materials and forms  

Due to the importance of research ethics, not only researchers but also participants 

should have a good understanding of ethical considerations in research. Before taking 

part in research, participants should be informed about the risks and benefits, the 

purpose of the research, and other ethical concerns. For instance, participants should 

be notified about what data will be collected and used, where data will be stored and 

for how long, as well as when and how data will be destroyed.  

Such information about ethics is commonly addressed in forms or documents such as 

information sheets, survey or interview invitations, or advertisements for surveys. 

Those forms, documents, and materials need to be reviewed and approved by the 

authority of institutions that govern ethics in research before they can be used or 

distributed to participants. Accordingly, this study used the following forms and 

materials approved by the institution’s ethics committee (see Section 4.8.2). 

a) Consent forms (see Appendix C) 

b) Advertisement for online survey (see Appendix D) 

c) Online survey information sheets (see Appendix E) 

d) In-depth interview information sheets and invitation letter (see Appendix F) 

e) Survey questionnaires (see Appendix G) 

The information sheets for the online survey and in-depth interview addressed ethical 

concerns such as anonymity, confidentiality, and privacy. 

4.11.2  Ethics approval  

The ethics of human research in Australia is governed by the National Statement (2007 

and updated in 2018), which consists of a series of guidelines compliant with the 

National Health and Medical Research Council Act 1992. The National Statement 

aims to promote ethically good human research and is intended for use by all parties 

who are involved in research, such as researchers, ethics committees, governance 

authorities, and participants. Under this scheme, any research involving humans, or 
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requiring access to personal information, requires ethics approval from registered 

authorities. Moreover, institutions or organizations are responsible for establishing 

procedures for the ethical review of human research.  

Ethics approval for this research project was granted by the institution’s Human 

Research Ethics Committee prior to research commencement. After the research 

proposal was approved by the department, the researcher completed a risk assessment 

application. In this study, all participation activities were categorized as low risk in 

accordance with the National Statement (2007 and updated in 2018). Furthermore, the 

researcher completed the National Ethics Application Form, which was available 

online on the National Health and Medical Research Council website at the time of 

this study. The National Ethics Application Form, a form of risk assessment, an 

approval of proposal (see Appendix A), and other supporting documents (see Section 

4.8.1) were then submitted to Charles Sturt University’s Human Research Ethics 

Committee for ethics approval. The ethics approval of this study was granted with a 

protocol number 200/2015/12 (see Appendix B) after a revision. 

Later, a variation to this study was submitted to, and approved by, the institution’s 

ethics committee. Throughout the project, this study used the appropriate research 

design and was conducted in accordance with the National Statement (2007 and 

updated in 2018). All confidentiality, anonymity, and security of data requirements 

have been preserved. In addition, consent was obtained as explained in the following 

section. 

4.11.2.1  Informed consent 

In this study, the consent form (see Appendix C) was approved by the ethics committee 

before distribution. According to research ethics, information on consent forms should 

be written in a simple language that is easy for anyone to understand. Informed consent 

information for the online survey was included in the first pages, whereas informed 

consent for the interviews was distributed via e-mail. Copies of the consent forms 

together with information sheets were sent via e-mail to prospective participants who 
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passed inclusion criteria and had stated their willingness to participate in the in-depth 

interviews by providing their e-mail address at the end of the online survey. 

Prospective participants acknowledged, signed, and returned the forms to the 

researcher via e-mail before the interviews began. 

Consent forms consist of several core components and provide key information about 

a research project, ethical concerns, and participants’ rights. Fundamental information 

about a research project include a title of the project, the purpose and nature of the 

study, and names of all members in the research team along with postal addresses, 

contact phone numbers, and an e-mail address for the chief investigator. Other 

information in the forms relate to ethical concerns such as acknowledgement of 

understandings of the research’s purpose and information sheets, voluntary 

participations, rights of participants, any recordings, and transcriptions. For instance, 

participants in this study have the right to refuse to participate in some or all parts of 

the project and withdraw from the project at any time without the need to provide any 

reason or comment, and without penalty. The last part of the consent form relates to 

audio-recording the interviews. In addition to written consent, verbal consent to audio-

record the interview was required at the beginning of each interview in case of changes 

in the participant’s decision. Before each interview, the interviewer (the researcher) 

verbally reminded participants about confidentiality, privacy, and anonymity, and 

their rights, such as the right to answer questions about their satisfaction and comfort. 

4.11.2.2  Pseudonyms 

Pseudonyms were used in this study to conceal the identities of the participants. 

Identifiers that can link or identify informants were excluded. Moreover, aliases were 

obtained at the end of the online survey through the question: what would you like us 

to call you (alias)? These aliases were omitted, but the codes were auto-generated and 

used in data analysis and the findings reports.  

In a similar way to reporting the findings from interviews, the researcher used unique 

codes (P01−P21) to introduce quotes from different participants. Any information that 
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could lead to the identification of any individuals were not reported or revealed to any 

other parties. Participants’ personal information remained confidential. Only data that 

were necessary to the study were collected and used to ensure privacy was preserved. 

Data were maintained in a secure place (see Section 4.7.6). 

4.11.2.3  Confidentiality and anonymity 

Confidentiality and anonymity of survey respondents and interview participants were 

preserved throughout the research project. Data from the online survey and interviews 

were collected, kept, and maintained in a secure place with password-protection. The 

researcher made every effort to ensure that data and information cannot be traced back 

to identify individuals. No identifying value can link to survey respondents and 

interview participants.  

Participation in the online survey on SurveyMonkey platform was anonymous. The 

platform assigned unique numbers associated with each survey response. These 

unique response numbers do not contain any identifying information about the 

respondents. These response numbers were used in generating the survey results. The 

results excluded Internet Protocol addresses.  

Additionally, each audio-recording from the interviews was automatically assigned a 

self-generated different identifier by the recording device. These unique identifiers 

contained no information that can identify interviewees. These auto-generated 

identifiers were excluded from the findings reports. Alternatively, the researcher 

created two-digit numbers from P01 − P21 to represent different interview participants 

to report their quotes.  

4.11.3  Security of data 

Data storage and data security of this study follows the institution’s research 

management guidelines and data policy. All materials, documents, collected 

information, and data from this study were securely stored to be maintained for five 

years and later destroyed on termination of the study.  
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Data and all electronic materials were saved with password-protection on the 

researcher’s desktop computer, laptop, and external hard drives. Such electronic 

materials include audio-recorded interview files, transcripts, signed consent forms, 

survey responses, and more. 

All paper-based materials, such as demographic information, signed forms, printed 

transcripts, hard copies of the data, and notes taken during the interviews, were stored 

in a fireproof lockbox in the researcher’s office. Only the researcher has access to the 

lockbox key. After five years, the hard copies will be shredded, and the data will be 

deleted on the computer and external hard drives. 

4.11.4  Sensitivity 

This study is based on the lived experiences of other-generated disclosure on 

Facebook. Sharing or describing experiences, particularly unpleasant experiences, can 

make people feel uncomfortable, anxious, stressful, vulnerable, confused, or regretful. 

For example, several participants expressed feelings of regret about disclosing 

information about their peers, posting or sharing photographs of their children, or 

tagging friends. On the other hand, some participants felt upset or distressed about 

their public exposure by their social contacts. Hence, the interviewer (the researcher) 

should be cautiously observative and aware of participants’ emotions and sensitivity. 

The researcher should take serious consideration of the sensitivity of information 

provided.  

Because experiences are subjective, unique, and immeasurable, the interviewer (the 

researcher) must not make any judgements or show bias. Moreover, the interviewer is 

obliged to abide by the ethics and standards of professional conduct. In this study, the 

researcher addressed confidentiality in writing on consent forms and verbally prior to 

each interview. After receiving ethics approval, the researcher can proceed with the 

data collection process, which consisted of several methods and procedures. Hence, 

the following section identifies the methods used in this study. 
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4.12  Methods (beginning of Phase I) 

Several terms are used interchangeably with the term methods (Morse & Richards, 

2012), such as strategies of inquiry (Denzin & Lincoln, 2005), varieties (Tesch, 1990), 

or approaches (Creswell & Creswell, 2018). Research method is defined as “the 

techniques or procedures used to gather or analyze data related to some research 

question or hypothesis” (Crotty, 1998, p. 3). There are many potential research 

methods that might be adopted in a particular methodology, although some may be 

more appropriate than others for the methodology’s underlying theoretical 

perspectives. In selecting from the diverse methods available, the choice and the way 

in which they are implemented will largely be determined by the research questions. 

However, several other factors also need to be considered, such as the philosophical 

underpinning of the research, types of data, and the researcher’s skills and knowledge.  

The most widely used methods to collect data for interpretative phenomenological 

research include interviews, focus-group discussions, and naturalistic observations. 

This interpretative phenomenological study used observations and semi-structured in-

depth interviews to collect qualitative data. Other methods used in this study included 

the online survey and purposive sampling along with criteria, as shown in the study 

settings. The purposive sampling associated with phenomenological research is 

discussed next. 

4.13  Qualitative sampling methods  

Sampling is a method or a technique of choosing study subjects from an entire number 

of subjects, units, items, or people. The total number is called the target population, 

whereas the small group of selections who take part in the study is known as a sample. 

Alternatively, sampling is the process of selecting a representative group from the 

population under study. The sample or participants in research should be as 

representative as possible of the target population. In general, sampling methods in 

research can be categorized into two broad groups, probability and non-probability 

sampling, with each group consisting of several types of samplings. Probability 
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samplings includes simple random, stratified random, cluster, and multi-stage 

sampling (Bryman & Cramer, 2002). In contrast, non-probability samplings consist of 

purposive, convenient, snowball, and quota sampling (Bryman & Cramer, 2002). The 

reliability of research findings depends on sampling. Therefore, several questions 

require answering, such as what is to be considered in choosing sampling methods, 

what sampling is appropriate for the study, and what sample size is representative and 

appropriate to the study being conducted. The following subsections discuss these 

questions. 

4.13.1 Rationale for purposive sampling  

Whereas quantitative research seeks to establish a commonality and generalization of 

findings based on random sampling or selection of a large number of participants and 

sites, qualitative research acquires an in-depth understanding of the specific 

phenomenon. As such, the phenomenon affects the method used, including the 

investigator’s selection of study participants (Hycner, 1999). Likewise, Creswell 

(2014) points out that “qualitative researchers select individuals who will best help 

them understand the research problem and the research questions” (p. 375). The final 

sampling of qualitative studies is not necessarily representative, and the sample size 

can be small (Gay,1996).  

In qualitative phenomenological research, participants are chosen from specific groups 

who have experienced the same phenomenon (Moustakas, 1994), although 

experiences may vary from person to person. This study used a non-probability 

purposive sampling strategy. A purposive sample includes study subjects or 

participants who were selected for a particular purpose based on pre-defined 

characteristics. Patton (1990, 2002) comprehensively explains purposeful sampling, 

which is frequently cited as purposive sampling:  

The logic and power of purposeful sampling lie in selecting information-rich 

cases for study in depth. Information-rich cases are those from which one can 

learn a great deal about issues of central importance to the purpose of the 
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inquiry, thus the term purposeful sampling. Studying information-rich cases 

yields insights and in-depth understanding rather than empirical 

generalizations. (Patton, 1990, p. 169, 2002, p. 230) 

In the same vein, Creswell (2014) states that researchers purposefully select 

individuals who can provide them with the information needed for the study. The 

information needed in the present study is based on the lived experiences of other-

generated disclosure on Facebook, for example, experiences about privacy invasion or 

face threats, tagging, sharing content associated with others, sharing on-behalf, 

comments in groups, and so on. The sample in this study was purposefully selected to 

take part in semi-structured in-depth interviews; they provided diverse perspectives 

related to the phenomenon through their unique lived experiences of other-generated 

disclosure on Facebook. These participants were selected based on the sampling 

criteria, which is described in the next subsection. 

4.13.2  Purposive sampling criteria  

This study examined other-generated disclosures and privacy in OSNs in which 

Facebook is chosen to be the center of attention. For this reason, the suitable 

participants were Facebook users who also met the following criteria:  

• active members of Facebook for at least two years, with frequency in usage and 

types of content considered  

• aged between 25 and 65 years 

• have at least 100 friends on Facebook 

• use Facebook more than twice per week 

• upload or share photos regularly at least once a week 

• make comments at least once a week 

• post contents at least once per fortnight.  

The aim of the age criteria was to recruit users who have at least a few years of working 

experience in the field. This study is different from existing studies of OSNs, as most 
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are focused on students and teenagers. The criteria for this study ensured that selected 

participants are active on Facebook and are aware of the features and content available.  

After determining the sampling method, researchers need to decide on the appropriate 

sample size associated with the methodology and approach used. Determining 

appropriate sample sizes in qualitative research has been the topic of long discussion 

among researchers, as reviewed in the following section. 

4.14  Qualitative sample sizes 

The researcher assumed adequate participation in the online survey and in-depth 

interviews. However, these assumptions may be subject to some limitations, such as 

demographics, sampling criteria, interested groups, or other circumstances. Debated 

questions include whether the number of participants sampled in a given study should 

be decided on a priori and determining a sufficient sample size to gain an in-depth 

understanding of the phenomenon. These two important questions are discussed next. 

4.14.1 Sample sizes in qualitative research 

In general, sample sizes should be defined in the early stage of research and are 

required for research proposals. However, determining the proper sample size needs 

careful consideration, which varies for the different research approaches (quantitative, 

qualitative, and mixed methods). 

Quantitative research seeks to establish a commonality and generalization of findings 

to larger populations, based on random sampling or selection of a large number of 

participants and sites. In contrast, qualitative research strives for in-depth 

understanding of interested phenomenon through interpretation of rich descriptions. 

Furthermore, qualitative experts agree that qualitative research does not seek 

generalization of findings. As such, quantity in qualitative research is less important 

than the quality of information obtained. For instance, Patton (2002) states “the 

validity, meaningfulness, and insight generated from qualitative inquiry have more to 

do with the information richness of the cases selected and the observational/analytical 
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capabilities of the researcher than with sample size” (p. 245). Likewise, Giorgi (2009) 

emphasizes “very often, a rather stable essence or invariable structure can be 

discovered by a careful analysis of a few cases that are richly described” (p. 84). 

Determining appropriate sample sizes in qualitative research is a challenging task, 

particularly in the early stage of the research project or in proposal stages. 

While a sample size is required for developing research proposals, the prior sample 

size at this stage is not definite and may differ from the appropriate sample size at the 

final stage because it can be changed due to circumstances and other factors. 

Qualitative methods experts agree that specifying definite and correct sample sizes in 

advance is a challenge despite being a requirement for developing proposals (Gentles, 

Charles, Ploeg, & McKibbon, 2015). Moreover, some experts note that sample sizes 

cannot be determined without prior knowledge of effect sizes, numbers of variables, 

or typical analysis of quantitative studies (Luborsky & Rubinstein, 1995).  

Samples that are either too large or too small can present potential risks (Creswell, 

2014). On one hand, too large a sample size may waste research resources, return 

unmanageable or meaningless data, or expose participants to other unnecessary risks. 

On the other hand, too small a sample size may risk losing depth or breadth, or provide 

inconclusive results. 

Typically, qualitative investigations use small sample sizes. To determine appropriate 

sample sizes, we should consider not only research designs but also other factors. 

“Sample size depends on the qualitative design being used (e.g., ethnography, case 

study)” (Creswell, 2014, p. 300). Additionally, the appropriate sample size depends 

on a number of factors in the study of interest (Smith et al., 2009). While “there are 

no rules for sample size” (Patton, 2002, p. 244), two guidelines are commonly used to 

determine appropriate sample sizes for qualitative research: a concept of saturation 

and a concept of sufficiency. 

The former guidelines consider saturation of information (Seidman, 2006), 

alternatively known as data saturation. Data saturation reflects a research condition 
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that themes or concepts are repeated multiple times without the emergence of new 

ones (Trotter, 2012). Following this guideline, interviewing can be terminated when 

no new information is obtained or when data saturation is reached. Therefore, a 

question has been raised about what minimum sample size is needed to find themes 

that can gain an insight of the phenomenon or the inquiry under study. Several 

qualitative researchers propose the minimum required sample size. For example, 

Onwuegbuzie and Leech (2007) do not propose specific numbers but advise observing 

sample sizes in previous studies of similar designs in which saturation was reached 

and use a figure within the range of such sample sizes. Similarly, boyd (2001) 

recommends a sample of 2−10 participants to achieve data saturation. While the data 

saturation approach is widely accepted and used in qualitative research, it can be 

difficult to justify at the start the proposal process in determining the a priori sample 

sizes. Other challenges in the concept of data saturation include using focused 

questions or purposive sampling (Suri, 2011).  

The latter guidelines to justify proper sample sizes relate to sufficiency of data, which 

could provide sufficient data to compare among selected cases, to address the research 

questions or to gain in-depth understanding of the phenomenon under study. 

Following this concept, the minimum required sample sizes recommended by 

researchers range widely from one to more than 50. For example, Morse (1994) 

recommends at least six participants for a phenomenological study and approximately 

35 participants for a grounded theory and an ethnography. In the same line, Lincoln 

and Guba (1985) recommend a range of 12−20 participants for interview studies.  

However, Ray (1994) argues that a phenomenological study may focus on just a single 

person, but usually focus on a group of 8−12 people. Other scholars suggest 

interviewing 3–10 participants for a phenomenological study (Creswell, 2014; Dukes, 

1984; Smith et al. 2009). Similarly, Smith and Osborn (2003) suggest that interpretive 

phenomenologists find a homogeneous sample of three participants because this size 

allows for an “in-depth engagement with each participant, and also allows for a 

detailed examination of similarity and difference, convergence and divergence” 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 4: Research Design, Methodology, and Data Collection 

132  

 

(p. 57). Also, Guest et al. (2006) suggest that “a sample of six interviewees may have 

been sufficient to enable development of meaningful themes and useful 

interpretations” (p. 78). Alternatively, Polkinghorne (1983) recommends that a sample 

for a phenomenological study should range between five and 25 individuals who have 

all experienced the phenomenon being studied. Seidman (2006) suggests that a small 

number of participants are enough for interpretative phenomenological analysis 

research without recommending definite number of an adequate sample size. The 

sample size of this phenomenological study is discussed next. 

4.14.2  Rationale for sample size of this phenomenological study 

Using purposive sampling, the a priori sample size of 30 interview participants was 

proposed in the research proposal in consideration that it would provide sufficient data 

to gain in-depth understandings of the phenomenon under study (other-generated 

disclosure). The sample size followed general guidelines in qualitative research 

addressed by Patton (2002). However, data collection was stopped with the final 

sample size of 21 participants. While the a priori sample size of 30 participants was 

not met, the final sample size (N = 21) was considered appropriate because the 

collected data proved sufficient to provide rich descriptions and to capture an essence 

of the studied phenomenon (other-generated disclosure). Therefore, ending data 

collection with the final sample of 21 participants resulted in no variation in the 

findings. Furthermore, the size (N = 21) is in line with the recommended sample sizes 

for phenomenological research, following the concept of sufficiency as mentioned 

earlier.  

This chapter has thus far discussed elements in research design, including justification. 

To provide the big picture of the overall design for the present study, this chapter next 

outlines how those elements fit together in this phenomenological study in the study 

settings.    
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4.15  Study settings 

This study consisted of two phases as shown in Figure 4-2. Phase I used the online 

survey and Phrase II used semi-structured in-depth interviews. These two phases are 

presented in detail in the following subsections. 

 

Figure 4-2: Research design 

Phase I was a recruitment process using a purposive sampling method and an online 

survey as an instrument. There were two main objectives in this phase. The first 

objective was to recruit respondents who had engaged in other-generated disclosure 

on Facebook, considering the sampling criteria. The second objective was to 

categorize the qualified respondents into two groups: the disclosers (users who 

disclose information about others) and the disclosees (users whose own information 

was disclosed). The target population of the online survey was expected to be 

Facebook users aged above 18 years. Survey respondents who met the inclusion 

criteria were then invited to participate in semi-structured in-depth interviews 

(Phase II). 

Phase II involved data collection from observations and semi-structured in-depth 

interviews about lived experiences in other-generated disclosure. The objective of 

Phase II was to extensively examine multiple aspects of other-generated disclosures, 
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ranging from motivation, perception, types of disclosed content, actions, and impacts 

on both online and offline relationships. The one-on-one interviews were conducted 

using open-ended questions. 

Overall, this section provides the big picture of this phenomenological study. 

However, the online survey and the semi-structured in-depth interviews are presented 

in greater detail in the respective sections, beginning from survey recruitment (Phase 

I) along with the rationales and procedures, qualitative sampling methods for the 

interviews and justifications, purposive sample, to data collection using semi-

structured interviews (Phase II). What follows is the process and rationale for survey 

recruitment in Phase I of this study. 

4.16  Survey recruitment  

The questionnaire was in English and included both open-ended and closed questions. 

Some closed questions allowed one answer, but some allowed more than one. The 

questionnaire was designed to filter out individuals who seldom used Facebook and 

those who had no lived experiences of other-generated disclosure. The questionnaire 

was first created in paper-based format and then transformed to web-based format after 

the ethics approval. The reasons for using the web-based or online survey follow. 

4.16.1  Rationale for using an online survey 

This study focused on adult Facebook users; therefore, it used an online survey to 

collect data from the public rather than relying on the student-only samples used for 

most studies of OSNs in the literature. Facebook is the largest and most popular social 

network worldwide. This study involved gathering data from many countries, 

regardless of background. In this case, an online survey is an efficient and effective 

method to collect data from a wide range of dispersed audiences worldwide within a 

short period. Using an online survey can overcome large geographic distance or 

inaccessibility issues compared to a face-to-face survey. An online survey is one of 

the most utilized methods for systematically collecting data by means of answering 
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questions over the World Wide Web or the internet. Other reasons for using an online 

survey include its cost-effectiveness, time-saving features, ease of data collection, 

convenience in survey distribution, automation in data handling and input, an increase 

in response rates, and flexibility in design. An online survey is the fastest way to 

distribute survey questionnaires to a diversity of audiences. In addition, data collection 

through online surveys is cheaper than paper-based surveys because they eliminate the 

cost of paper, postage, and printing (Wright, 2005).  

This study also attempted to strive for a balance of male and female participants to 

eliminate gender bias. How to proceed and administer the online survey is addressed 

in the following subsections. 

4.16.2  Procedures for the online survey 

Invitations to the online survey together with hyperlinks were posted on several OSNs 

such as Facebook, Twitter, Google+, LinkedIn, several web-boards, and online forums 

(Reddit, GitHub, Twitch), Charles Sturt University’s student portal, and virtual 

communities. The purpose of using online invitations was to attract a large number of 

OSN users and discover people who frequently use or are active on OSNs. Invitations 

were also shared and re-shared among people who were invited to support the survey, 

mostly among users in Facebook groups. From the researcher’s Facebook account, the 

invitation with a survey hyperlink was posted and re-shared in many groups, such as 

postgradsupport, academicwriting, highEd, and effectiveAcademicWriting. 

Additionally, a Twitter invitation was sent by many people from many countries, 

asking their followers to participate. The invitation to the online survey addressed the 

purpose of the study, a brief description of the study, a hyperlink to the survey 

webpage, and the researcher’s request to receivers to share and re-share this invitation 

and the hyperlink. Online Facebook users were invited to take part in the survey. The 

receivers could click the link and complete the survey questionnaire. The online survey 

took less than 10 minutes to complete.  
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The invitations also indicated that there was no obligation for survey respondents to 

participate in Phase II of the study (semi-structured in-depth interviews). Survey 

respondents could withdraw from the study at any time during either phase without 

reason for withdrawal. Respondents received no incentive or gift for taking the survey 

(e.g., class bonus points, money). However, respondents who volunteered to take part 

in semi-structured in-depth interviews at the end of the survey were entered in the 

draw of one $20 gift card from Amazon. The chosen platform for this online survey 

was SurveyMonkey. The next subsection continues to address the reasons for choosing 

SurveyMonkey and how to administer the online survey. 

4.16.3  Survey administration 

The online survey for this study was administered on SurveyMonkey, a web-based 

survey platform that assists in the design, distribution, data collection, and data 

analysis of questionnaires. SurveyMonkey integrates many features, such as data 

cleansing, statistical analysis, summary of results, and graphic presentations of results. 

Descriptive statistics are used to present the results of the different measures used in 

the survey and an analysis can be undertaken across age groups. Responses are filtered 

to uncover data patterns and subsets of data are analyzed. Cross-tabulations are 

employed to examine the relationship within the data. Finally, the results can be 

presented in graphics. 

The online survey was prefaced with a brief description of the research project, the 

purpose of the study, confidentiality and anonymity, and informed consent. 

Participation in the online survey was voluntary and anonymous. This online survey 

used adaptive design to minimize frustration and encourage completion by only asking 

respondents about questions related to them or their areas of interest. In an adaptive 

questionnaire, the present question shown on the computer screen is based on the 

answer from the previous question. In other words, answers to questions can determine 

the next question to reduce non-response bias, to optimize the quality of the response, 

and to maximize responses, as well as to keep subjects engaged. Using the adaptive 

design ensures that irrelevant questions are excluded from follow-up questions. For 
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instance, respondents who answered ‘no’ to the question about joining groups on 

Facebook would not be asked further about how many groups they had joined or what 

kind of groups they had joined. Similarly, the available choice for Q.15 (“How many 

public groups do you belong to?”) ranges from 0 to more than 5, followed by Q.16 

(“Please rate how often, on average, you do the following activities in the public 

groups”). If the respondents answered 0 on Q.15, Q.16 would be skipped because it is 

not related in this case. 

The online survey consisted of 31 questions including both closed and open-ended 

questions. It was divided into four primary parts, beginning with demographic 

information, Facebook usage, experiences associated with other-generated disclosure, 

and invitations to the semi-structured in-depth interviews (Phase II). The first part 

contained demographic questions about age, gender, race, education level, and 

employment status. The second part asked about Facebook use, for example, 

frequency of use, approximate time spent on Facebook per day, the last access, length 

of memberships, motivation for Facebook use, number of friends, types of friends, 

privacy settings, and so on. The third part included questions about sharing, tagging, 

experience associated with other-generated disclosure, and privacy management 

strategies like unfriending. Last, at the end of the online survey questionnaire, survey 

respondents could voluntarily indicate their pseudonym to protect their anonymity, 

and their e-mail address if they were interested in participating in the semi-structured 

in-depth interviews (Phase II).  

4.17  Recruitment outcomes 

There was a total of 476 responses to the online survey, one of which was excluded 

due to the participant dropping out. The remaining survey respondents (n = 475) were 

predominantly female (60%). The majority of respondents (90.95%) were adult 

Facebook users older than 25 years (a group of interest), with the minority (9.05%) 

under 25 years old (See Table 4-2). Respondents were from 53 different countries. 

Most respondents (45.42%) resided in Australia, 12.79% in Indonesia, 12.15% in the 
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United States, and others in the United Kingdom, China, Brazil, Finland, India, Italy, 

and Pakistan. Most respondents lived in metropolitan (52.11%) rather than rural 

(36.5%) and remote areas (11.39%). The majority were working professionals 

(70.18%) apart from students (22%) and others (7.82%), who described themselves as 

either stay-at-home parents or jobseekers. 

Table 4-2: Online survey respondents’ ages  

Age Responses Percent 

Under 25 43 9.05 

25−30 105 22.11 

31−35 90 18.95 

36−40 75 15.79 

41−45 56 11.79 

46−50 34 7.16 

Over 50 72 15.16 

Total 475 100 

 

Most respondents (90.93%) had Facebook accounts for more than three years, with 

some having accounts for between two and three years (3.02%), one and two years 

(1.3%) and less than six months (3.02%). The number of Facebook friends that 

respondents had varied from 101−200 (17.98%), 201−300 (16.45%), to more than 300 

(44.74%); as such these three groups are met sampling criteria in terms of number of 

friends. 

Almost 93% used Facebook to search for information about friends and 75% searched 

for information about friends-of-friends. Most respondents (98%) had joined more 

than five Facebook groups, while 56% had joined public groups, and 91.49% had 

joined closed groups. More than two-thirds of respondents (70.69%) used Facebook a 

few times a day. Almost 92% shared life experiences and 93.33% viewed others’ life 

experiences on Facebook. Most respondents made comments (94.1%), shared posts 

(91.28%), uploaded photographs (89%), shared links (85.05%), shared photographs 

(83.85%), tagged (73.06%), and shared videos (69.12%). 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 4: Research Design, Methodology, and Data Collection 

139  

 

The findings from the online survey shows that respondents experienced other-

generated disclosure in many ways associated with tags, photos, posts, comments, 

links, or videos shared by friends or others in either private or public groups. Almost 

all respondents (95.61%) had been tagged (see Figure 4-3).  

Figure 4-3 (Q22): “Have you even been tagged on Facebook?”  

More than one-quarter of respondents requested their friends remove group photos 

that included them (See Figure 4-4). Respondents also requested removal of other 

kinds of other-generated content as shown in Figure 4-5. As mentioned earlier, the 

online survey used adaptive design and several questions were used to categorized 

respondents into two groups (the disclosers and the discloses), such as Q.22−Q.24, 

shown in Figure 4-3 to Figure 4-5 as follows. Nonetheless, there were other questions 

for this purpose. 

Figure 4-4 (Q23): “Have you ever asked a Facebook friend to delete a group photo 

that includes you?” 
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Figure 4-5: “Have you ever asked others to remove/delete any of the following items from 

their profiles”  

A total of 476 people participated in the online survey (Phase I), but only 200 survey 

respondents (42.1%) were willing to take part in semi-structured in-depth interviews 

(Phase II). This group of perspective participants (42.1%) were further screened 

according to the purposive sampling criteria. As a result, 170 of the voluntary 

participants (n = 200) were excluded from the interview sample because they did not 

meet all inclusion criteria. As a result, 30 participants were suitable to participate in 

the in-depth interviewing process of data collection as shown in Figure 4-6. 
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Figure 4-6: Recruitment procedures and outcomes 

4.18  Data collection (Phase II) 

Phase II of this qualitative study used open-ended, semi-structured, in-depth 

interviews to gather data about participants’ lived experiences of other-generated 

disclosure. The videoconferencing interviews were conducted using Skype or other 

online channels with 21 participants who had met the purposive sampling criteria 

derived from the online survey (Phase I) and volunteered for the interviews. Interviews 

followed the general interview guides and lasted between 45 and 90 minutes. Creswell 

(2007) emphasizes the importance of determining which interview method is the most 

practical for gathering the information needed. Therefore, the next sections explain the 
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why the interviews used in this study are semi-structured, in-depth, and open-ended, 

respectively. 

4.18.1  Rationale for semi-structured interviews 

Qualitative interviews aim “to obtain descriptions of the lived world of interviewees 

with respect to interpretation of the meaning of the described phenomena” (Kvale, 

1996, p. 30). There are several types of qualitative interviews, such as structured, semi-

structured, unstructured, behavior-based, screening, and focus-group interviews. 

A semi-structured interview was used in this phenomenological study. Semi-

structured interviews are less rigid than structured interviews and are reciprocal, with 

both the researcher and participants engaged in conversation. Both interviewers and 

interviewees (participants) can not only provide, but also obtain, information. 

Additionally, semi-structured interviews allow participants greater freedom to respond 

to questions as well as probes to relate their experiences to the researcher (Morse & 

Field, 1995).  

While both approaches are based on an outline structure or some key questions, the 

semi-structured interview offers interviewers the freedom to explore the topic in more 

detail, depending on how the conversation proceeds. Questions used in semi-

structured interviews tend to be broad, rather than too specific, to encourage 

respondents to talk in their own terms. The questions are asked in a way that the 

conversation develops, instead of in the sequence as per the schedule. Questions can 

be asked in a different order or way for each respondent. Participants also have the 

right to refuse to answer questions. 

Semi-structured interviewing often starts with more general questions or topics, and 

some questions can also emerge during the interview, within a pre-set general 

framework. The framework acts as a frame of reference, rather than a detailed script 

pre-designed by the interviewer. The interviewer uses the schedule to indicate the 

general area of interest and to provide cues when participants have difficulties. 
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However, participants should be allowed to determine how the interview proceeds. 

The interviewer can probe or draw respondents’ meanings on their own terms. 

Semi-structured interviews typically last for a considerable time and can become 

intense and involved, depending on the topic. It is important to ensure the interview 

can proceed without interruption for the duration. Generally, these interviews are 

conducted with the respondent alone via face-to-face, phone, chats, or online channels 

using audio or video-conferencing tools, such as Skype, Facebook call, LineApp calls, 

and so on. The location of the interview can also make a difference. People usually 

feel most comfortable in a setting they are familiar with, as in their own home, but a 

different venue could be chosen as an alternative. 

Despite several advantages, the disadvantage of semi-structured interviews involves a 

chance to deviate from the topics of inquiry. In other words, the interviews may move 

away from the questions on the schedule or may enter an unexpected area. In this case, 

interviewers must decide how much movement is acceptable because these new 

avenues may place value on the research inquiry. On the other hand, interviewers need 

to ensure that the conversations do not diverge too far from the agreed domain. In this 

respect, semi-structured interviews should proceed with caution. 

4.18.2  Rationale for in-depth interviews 

In-depth interviewing is a qualitative method that involves conducting intensive 

individual interviews with a small number of participants to explore their perspectives 

on a particular idea, behavior, phenomenon, or situation. Likewise, this study explored 

other-generated disclosure in multiple aspects, including motivation, perception, and 

the impact on relationships. Other-generated disclosure has not yet been reported in 

the OSN literature. In this respect, using an in-depth interview in this study is proper 

because in-depth interviewing is useful to explore new issues in depth or to provide 

context to other data, offering a more complete picture of what happened and why. 

The primary advantage of in-depth interviews is that they provide more detailed 
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information than other data collection methods, such as surveys. However, the 

limitations of in-depth interviews are that they can be biased and are time-consuming. 

4.18.3  Rationale for open-ended questions 

Qualitative research is primarily exploratory research to gain an understanding of the 

underlying reasons, perceptions, and motives for human behaviors. It provides insights 

into the research problem or develops hypotheses for testing in subsequent quantitative 

research. This study used open-ended questions to find out more about participants’ 

motives, perceptions, and lived experiences of other-generated disclosure on 

Facebook. The emphasis of interpretative phenomenological research lies upon a 

better understanding of the world through first-hand experiences, truthful reports, and 

quotations of actual conversation from insiders’ perspectives (Merriam, 1998), rather 

than testing the laws of human behavior (Bryman, 2001). From these perspectives, the 

data are sensitive to context (Neuman, 2003), rich and detailed, or thick descriptions 

of a social phenomenon. Hence, participants are encouraged to speak freely so 

researchers can gain an insight into the phenomenon studied.  

The ideal interview questions encourage participants to share without providing hints 

about how they should answer (Leedy & Ormrod, 2014). Using open-ended questions 

encourages participants to share their own experiences without leading them toward a 

specific answer and without them worrying about providing right or wrong answers. 

Collected data are useful in enriching the overall study results.  

The pilot interview (see Section 4.18.5) was conducted to give feedback about the 

interview before the actual interviews. The pilot interview used the same channels and 

settings, which are described next. 

4.18.4  Interview channels and settings  

One interview was conducted via phone and the remaining 20 interviews were 

conducted via Microsoft Skype , ezTalks Meetings, or Google Hangouts. Each 

interview was audio-recorded upon receiving participants’ consent while the 
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researcher was taking notes. Finally, audio-recorded files from the interviews were 

recorded and transcribed for data analysis.  

The use of Skype offers several benefits to both the researcher and participants, such 

as the ability to interview people in dispersed geographical locations, reduction in 

travelling costs and additional expenses, convenience, virtual face-to-face discussions, 

and comfort in natural settings.  

Most importantly, Skype’s video-conferencing tool enables the researcher to interact 

with participants in the same way as face-to-face interviews. This tool also allows the 

researcher to observe participants’ non-verbal cues (such as body language, facial 

expressions, reaction, and tone of voice) in addition to verbal communication alone. 

The non-verbal cues provide deeper insights to participants’ responses and are 

important for data interpretation. Moreover, non-verbal cues allow the interviews to 

flow naturally and help to interpret awkward silences. 

During the interviews via Skype, participants can be in relaxed, comfortable, and 

familiar places like their home or another preferred quiet place. The researcher 

conducted the interviews from the university office, when it was free from any 

interruption according to arranged schedules. The time and date for the interview 

schedule depended on participants’ preferences and availability.  

4.18.5 Pilot interview 

A pilot interview was conducted as a trial to help the researcher in preparation for the 

full-scale interviews. The other purposes of a pilot interview include assessing 

language use, highlighting ambiguities or unnecessary interview questions, 

determining a reasonable time to complete the interview, evaluating elicited responses, 

further developing specific interview questions, and exploring answers to the study’s 

central research question. 

In conducting the pilot interview, the researcher made efforts to ensure that the setting, 

choice of participants, and interview methods were as close to those intended in the 
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in-depth interviews as possible. The researcher used the same criteria for selecting 

pilot participants as that used in the main study. The target participants in this study 

were adult Facebook users with lived experience in other-generated disclosure. For 

this reason, participants for the pilot interview were recruited from a purposive sample 

in the early stage of the online survey, instead of a convenient sample using the 

researcher’s Facebook friends. Using this recruitment method identified participants 

who not only met the study criteria but were also interested in the study and willing to 

share experiences of the phenomenon. According to several inclusion criteria, 

participants were more difficult to find than the researcher originally thought; 

therefore, the pilot interview was conducted with only one participant. The pilot 

participant was a female full-time worker aged between 30 and 35 years, with internet 

skills, and had been an active Facebook user for five years. The participant was 

informed about the purpose of the study, the purpose of the pilot interview, ethical 

considerations, procedures, and the interview schedule through an e-mail invitation 

before the pilot interview. 

The pilot interview followed the same procedure, approach, and style as the in-depth 

interviews used for data collection. The semi-structured approach with open-ended 

questions was conducted through Skype. In addition, the pilot interview was audio-

recorded using the researcher’s mobile phone and then transcribed by the interviewer 

(the researcher). During the pilot interview, the participant was asked about Facebook 

use, experiences in sharing, posting, tagging, commenting, as well as feelings before, 

during, and after those interactions and activities. At the end of the interview, the pilot 

interviewee was asked to give feedback about the interview, such as the interview 

schedule, clarity of interview questions, feelings during the interview, and style, tone 

of voice, and techniques the researcher used in the interview. 

4.18.5.1 Evaluation of the pilot interview 

The pilot interview was evaluated by the researcher, considering events during the 

pilot interview, feedback from the pilot interviewee, audio-recorded file, and 

transcripts. An evaluation of the pilot interview highlighted interesting points.  
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First, the interview questions used to elicit information have to be explicit and clear. 

This is because the participant sometimes tried to provide ethical or correct answers, 

rather than lived experiences. For example, when the researcher asked whether she 

had disclosed information about others, the participant first refused to answer. But 

when the researcher asked whether she had shared any photographs and continued 

with follow-up questions, the participant recalled her experiences with other-generated 

disclosure. This matter reminded the researcher to address questions in different ways 

or to use probing questions, so the participant could better understand and recall the 

experiences. Additionally, the researcher offered a follow-on opportunity to 

participants to send an e-mail if they recalled experiences in other-generated 

disclosure that they had forgotten during the interview. 

Second, the audio-recorded file from the pilot interview consisted of some noises and 

pauses. In an effort to solve this issue, the researcher used several methods. The study 

used Audacity − free, open source, cross-platform audio software − to edit the audio-

recorded file from the in-depth interviews. Additionally, the recorder was set to a 

higher resolution for all following interviews to improve audio quality. Moreover, 

another recording device was used for backup and comparison to deal with these 

problems. 

Third, a review from the pilot interviewee indicated sufficient interviewing time, 

flexible interview schedule, comfortable approach and style, appropriate tone of voice 

and expression. Accordingly, the researcher continued to use these settings in the in-

depth interviews. 

4.19  Description of interview participants 

The researcher interviewed 21 participants (17 females and four males) who had 

experienced other-generated disclosure on Facebook as either the discloser or the 

disclosed. The majority of participants (57.14%) were residing in Australia (12), with 

Indonesia (3), the United Kingdom (2), Latvia (1), Singapore (1), Ukraine (1), and the 

United States (1) making up the remainder. All participants were active Facebook 
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users and working adults consisting of 13 full-time employees, six part-time 

employees, one contractor, and one self-employed. Each participant provided 

demographic information such as age, gender, country of residence, area 

(metropolitan, regional, rural, or remote), and employment status. Table 4-3 presents 

participants’ demographic information arranged by unique numbers from 1−21 instead 

of names, along with corresponding interview record number to preserve anonymity. 

Table 4-3:Description of interview participants from a purposive sample (n = 21) 

Unique 

Number 

Interview 

Record 

Age Gender Residing 

Country 

Area Employment Status 

01 Voice00006 46−50 Female United 

States 

Metropolitan (city) Full-time employee 

02 Voice00008 36−40 Female Latvia Regional (large town) Full-time employee 

03 Voice00009 Over 50 Male United 

Kingdom 

Metropolitan (city) Self-employed 

04 Voice00010 Over 50 Female Ukraine Regional (large town) Full-time employee 

05 Voice00012 36−40 Female Australia Metropolitan (city) Contractor - short term 

(6 months or less) 

06 Voice00013 25−30 Female Australia Metropolitan (city) Full-time employee 

07 Voice00014 31−35 Female Singapore Metropolitan (city) Full-time employee 

08 Voice00016 31−35 Female Australia Metropolitan (city) Full-time employee 

09 Voice00017 25–30 Male United 

Kingdom 

Rural or remote (small 

town or isolated) 

Full-time employee 

10 Voice00020 25–30 Female Indonesia Rural or remote (small 

town or isolated) 

Part-time employee 

11 Voice00022 Over 50 Female Australia Regional (large town) Full-time employee 

12 Voice00025 25–30 Male Indonesia Metropolitan (city) Full-time employee 

13 Voice00026 41–45 Female Australia Rural or remote (small 

town or isolated) 

Part-time employee 

14 Voice00028 25–30 Female Australia Metropolitan (city) Full-time employee 

15 Voice00029 Over 50 Female Australia Regional (large town) Part-time employee 

16 Voice00030 Over 50 Female Australia Regional (large town) Full-time employee 

17 Voice00031 Over 50 Female Australia Regional (large town) Part-time employee 

18 Voice00032 Over 50 Female Australia Regional (large town) Part-time employee 
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Unique 

Number 

Interview 

Record 

Age Gender Residing 

Country 

Area Employment Status 

19 Voice00033 Over 50 Female Australia Regional (large town) Full-time employee 

20 Voice00035 36–40 Male Indonesia Regional (large town) Full-time employee 

21 Voice00041 31–35 Female Australia Metropolitan (city) Part-time employee 

 

4.19.1 Invitation for interviews 

Invitations for joining Phase II were sent to survey respondents who had met the 

sampling criteria via e-mail previously provided during the online survey recruiting 

process (Phase I). To protect anonymity and confidentiality of survey respondents, an 

e-mail invitation was sent to each individual separately along with a consent form and 

an interview information package. The sample of interviews was 30. The reason for 

inviting more than the required number is the uncertainty principle regarding personal 

schedule, timeframe, interest, and other possible factors. The details about this overall 

interviewing process is presented next. 

4.19.2  Procedures for study interviews  

Before each interview, the researcher sent an e-mail to each prospective participant to 

thank them for their time, interest, and contribution to the study, and reminded them 

about interview appointment. Prospective participants were also reminded to review 

the packet of information and to complete and e-mail the consent form to the 

researcher before the interview. 

As a first step in the interview process, the researcher thanked participants for their 

time and contribution to both phases of this research project. Each interview began 

with ice-breaker questions before addressing ethical considerations. The researcher 

identified herself as a doctoral student. Then, the researcher stated the purpose of the 

study, research procedures, expected benefits, participants’ rights, and protection of 

confidentiality. The researcher also informed participants of the voluntary nature of 
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participation in the study. They were reminded about their right to skip any questions 

they might find disturbing or uncomfortable without the need to provide any reason, 

their right to discontinue participation at any point, and their right to take a break 

during the interview. The researcher also explained that initials would be used during 

the entire research process to preserve the participant’s anonymity. With participant 

approval, the interviews were audio-recorded to ensure a complete transcript. Typed 

notes were taken to keep track of key points during all interviews, so the researcher 

could return to the notes later during the interviews and use in data analysis. 

Probes and follow-up questions were used during the interviews. While interview 

questions had been formulated to find out more about the research questions, sub-

questions often changed to follow the context of each participant’s responses. This 

was necessary to find out more about individual lived experiences, which is unique 

among individuals. The goal of the research throughout the interview questions was 

to explore the perceptions and lived experiences of other-generated disclosure to 

derive meanings and understandings of the phenomenon.  

Personal emotions were discussed during the interviews, which showed how other-

generated disclosure impacted participants’ relationships and how they perceived the 

phenomenon. The answers were always thoughtful, with a few periods of silence and 

a sense of excitement in being asked to talk about their other-generated disclosure 

experiences, particularly of privacy invasion and regret from sharing or disclosure.  

All research material has been treated as confidential and with anonymity. The quotes 

and examples from the research material presented in the analysis are presented 

without identifying characteristics, but the research participants’ age, gender, and the 

sample to which the person in question belongs are mentioned in order to provide 

useful contextual information. 

After completion of the interviews, the audio-recorded data, written data, and open-

question entries were transferred to computer disks. An independent legal 

transcriptionist transcribed the data verbatim from the digital recordings to Microsoft 
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Word documents. The written text interviews and open-question entries were also 

organized in Microsoft Word documents. The researcher then reviewed all recorded 

interview transcripts and checked them against the audio recordings of the interviews. 

All identifying information that related to participants or any other individuals was 

removed from the transcribed interviews to ensure confidentiality of the participants. 

The data were then analyzed for themes and examined for connections and broad 

generalities to specific themes that emerged from the online conversation with 

participants. This qualitative phenomenological research study included themes that 

emerged and questions that arose as a result of conversations. Interview transcripts are 

available to participants upon their request. Feedback was welcomed at the end of the 

interviews or through e-mail. 

4.19.3  Interview transcriptions  

After each interview, copies of the audio-recorded files from two recording devices 

were transferred to the researcher’s desktop computer and laptop with password-

protection. Each interview took approximately 45 to 90 minutes. The reason for using 

two audio-recording devices was to backup and ensure quality of recordings.  

Next, the researcher listened to the audio-file from the interview several times to verify 

the recordings and field notes from each interview. The researcher also removed 

pauses, placeholders, and other paralinguistic communication considered irrelevant to 

the research question. 

In general, transcription of a one-hour audio-recorded interview takes approximately 

four to six hours as per professional services, but from eight to ten hours for the 

researcher. The researcher transcribed the first two and the last interview right after 

completion and kept those transcripts in Microsoft Word format. Other interviews 

were transcribed by a professional transcription service. The interviewer reviewed 

each transcription upon receipt to confirm accuracy. The full transcripts were available 

for participants for their review upon participants’ written request. 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks  

Chapter 4: Research Design, Methodology, and Data Collection 

152  

 

4.20  Qualitative analysis process 

The qualitative data analysis of this study consisted of four major processes, beginning 

with data examination and followed by three major processes adopted from the 

interpretative phenomenological analysis − phenomenological reduction, imagination 

variation, and synthesis. These processes can be carried out either manually or 

electronically by computing software, depending on the researchers’ preferences and 

size of collected data. In this research, the researcher chose NVivo 11 as a tool for 

qualitative data analysis. 

4.20.1  Data examination 

Data examination or data preparation is the process of preparing data to produce 

individual transcripts. The process involves transcribing and organizing data. This 

two-step data examination process was repeated after the end of each interview until 

all interview transcripts were completed. 

After the end of each interview, the researcher repeatedly listened to the audio 

recordings in order to become familiar with the words the participants used and to find 

out more about how the personal experiences produced a phenomenon. Afterwards, a 

conversation was transcribed verbatim and written in Microsoft Word documents. 

Each transcript was denoted using the interviewer and the interviewee, instead of 

participant’s names, to preserve the participants’ confidentiality and privacy. The 

researcher then reviewed each transcript by reading them several times. The completed 

transcripts were sent to participants upon their written request. Next, the data were 

arranged into groups, using the notion of epoché.  

4.20.2  Phenomenological reduction  

After data examination, all transcripts were imported to qualitative data analysis 

software (NVivo 11), where the researcher reviewed transcripts according to a 

phenomenological reduction. Phenomenological reduction aims to describe individual 

experiences through textural language (Moustakas, 1994). Researchers should 
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consider the external object related to their perceptions when describing what they see 

(Moustakas, 1994). At the same time, the researcher should consider the internal act 

of consciousness, which refers to the rhythm and relationship between phenomenon 

and self (Langdridge, 2007; Moustakas, 1994). To describe the general features of the 

phenomenon, the researcher must eliminate all elements that are not directly within 

conscious experience. The elimination process requires reducing the data of 

experiences to the invariant constituents, also called the meaning units or horizons. 

During phenomenological reduction, the researcher eliminated overlapping, 

repetitive, and vague expressions. 

The phenomenological reduction consisted of three steps: data horizontalization, data 

classification, and data rearrangement. Horizontalization was the process by which the 

researcher considered each data as original and important, drawing upon her own 

conscious awareness in new and fresh ways. In horizontalization, each transcript was 

read multiple times but with ample different intervals. This process enabled the 

researcher to read with fresh eyes each time. During reading, all statements relating to 

phenomena were recorded, circled, or highlighted, while any irrelevant statements 

were eliminated. Subsequently, sentence transitions were separated and any 

repetitions, including overlaps, were removed from those data. Horizontalizing data 

this way reflected fresh perspectives and added depth to the description (Conklin, 

2007).  

In data classification, the researcher developed the significant statements into a cluster 

of meaning by grouping similar meanings together to develop a common theme; as a 

result, several themes emerged at the end of this step.  

In data rearrangement, the significant statements corresponding to themes were 

arranged and merged into narrative forms of individual textural descriptions (see 

Figure 4-7). 
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Figure 4-7: Example of textural descriptions 

 

4.20.3  Imaginative evaluation 

Next, those textural descriptions were re-read many times and then compared to the 

original statements during this “imaginative variation process, which aimed to seek 

the underlying and precipitating factors of the experience” (Moustakas, 1994, p. 98). 

The objective of this process is to derive explanations and to identity structures of 

essence or main meaning by approaching phenomena with various views. The general 

structure of the experience is a descriptive paragraph that lays out the lived experience 

of the researched topic. This process results in constructing structural descriptions (see 

Figures 4-8 and 4-9) for the next process, data synthesis). 
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Figure 4-8: Example of structural descriptions from the NVivo file 

 

 

Figure 4-9: Example of structural descriptions from the NVivo file 
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4.20.4  Data synthesis 

Data synthesis consists of data combination and data composition. The objective of 

this process is to write a composite of in-depth descriptions that present the essence of 

the phenomenon captured in the study. The essence represents the common themes 

emerging from all participants’ experiences to enable readers to better understand 

“what it is like for someone to experience that” (Polkinghorne, 1989, p. 46). To 

encapsulate essences of the phenomenon, structural descriptions that shared similar 

meanings were combined and integrated into common themes. Next, all participants’ 

structural descriptions were brought into a composite structural description, which is 

known as “essential, invariant structure (or essence)” (Creswell, 2013, p. 82). These 

composites underlie a variety of expressions in common experiences grouped within 

the same structure (see Figure 4-10). 

Figure 4-10: Example products of data synthesis from the NVivo file 
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4.21  Themes 

The qualitative findings were drawn from a purposive sample of 21 adult Facebook 

users, either the disclosers or the disclosees, who engaged in other-generated 

disclosure. Using open-ended questions in the semi-structured interviews, the free 

responses from the 21 participants were coded and categorized into common themes. 

All key common themes pertaining to address the same research question were 

grouped into the collection associated with each research question. Table 4-4 

summarizes the five major themes representing the five research questions, 

descriptions, and example quotes. 

Table 4-4: Summary of major themes in this study 

Major Theme Descriptions Example Quotes 

4.22 Plan for presentation of qualitative findings 

Findings in this study are presented in the next five chapters (Chapters 5−9) according 

to the five research questions. In the presentation of the findings, examples of 

Motives (RQ1): 

Chapter 5 

What motives participants 

to engage in disclosing 

information about others 

… it was their birthday or something and 

I've had a party, so I might just put a picture 

up and say, look so and so had their party.  

Perceptions (RQ2): 

Chapter 6 

How the disclosed and the 

disclosers feel, think, or 

view before, during, or 

after other-generated 

disclosure 

… it’ll be a funny photo of us all at the same 

thing, looking all like … 

Types of content 

(RQ3): Chapter 7 

Which content is involved 

in the disclosure about 

others  

I do that and then somebody e-mails me and 

says, why didn’t you like my Facebook 

posting? You say, well, it’s a Facebook 

posting, get over it.  

Strategies or privacy 

Management (RQ4): 

Chapter 8 

How participants deal 

with or manage after the 

phenomenon 

It was, my son had to do a prac and stay 

somewhere, … So, I put up on Facebook 

“Hi there, is anyone in …, [a son’s name] 

needs to stay somewhere”, and I got replies, 

it was really cool. 

Impacts on online or 

offline relationships 

(RQ5): Chapter 9 

Whether there is any 

impact to the online or 

offline relationships of the 

disclosed or the disclosure  

… usually I will post her achievements. So, 

I actually posted a picture that she was 96% 

for the whole state of …. 
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participants’ quotes or extracts are included to support relevant themes and explain 

findings in more details. All participants are referred to as “P##”, where ## is the 

random number starting from 1 to 21. These numbers are not linked and cannot be 

used to identify individual participants. Chapter 10 discusses all the findings. 

4.23  Trustworthiness 

The quality of quantitative results can be evaluated through external validity, internal 

validity, objectivity, and reliability. In contrast, the quality of qualitative findings can 

be assessed through trustworthiness. Trustworthiness in qualitative research is vital to 

gain acceptance into the academic arena and can be established by dependability, 

credibility, transferability, and confirmability of findings (Guba, 1985; Schwandt, 

Lincoln, & Guba, 2007). Each strategy in turn uses criteria like reflexivity, 

triangulation, and dense descriptions. 

To ensure trustworthiness in this study, the researcher used several strategies, such as 

member checking, multiple participants, multiple modes of obtaining data, audit trails, 

and peer reviews. The strategies are summarized in Table 4-5. 
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Table 4-5: Criteria and strategies to assess trustworthiness of qualitative research  

Criteria Strategies Efforts in the present study 

Credibility 

Triangulation 

• Data collected using multiple methods such as 

semi-structured in-depth interviews and field 

notes 

• Interviewed a variety of participants 

Member checking 

• Participants could review interview transcripts 

upon request 

• Participants could send e-mails after the 

interview about relevant other-generated 

disclosure experiences that participant could 

not recall during the interviews 

• Feedback on interpretation at the end of 

interviews 

Peer debriefing 

• Confirmed tentative findings with the 

supervisors and academic peers 

• Received feedback on interpretations 

• Discussed convergence and emergence of 

nodes (themes) 

Transferability Thick descriptions 

• Provided rich details of participants, procedure, 

and context of the present study (see Chapters 

5−9) 

Dependability Audit trail 

• Maintained files or records of raw data from 

both survey and semi-structures interviews, 

audio files of all interviews, interview 

narratives and transcripts, field notes, 

researcher’s memo 

• Used qualitative data analysis software 

(NVivo) in data reduction, reconstruction, 

synthesis products, and reflexive journals 

Confirmability Reflexive journaling 

Documented the researcher’s thoughts, ideas, 

perspective, and rationale with dates and times in 

NVivo during the research process  

4.23.1  Credibility 

Two important aspects of quality assessment in quantitative research are discussed in 

terms of validity and reliability, which are respectively equivalent to credibility and 

dependability in qualitative research. Credibility in qualitative research is considered 

equivalent to validity in quantitative research.  
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Credibility refers to a belief in the “truth value” (Lincoln & Guba, 1985, p. 294) of 

investigation or data. Credibility contributes to a confidence in the truth of research 

findings (Lincoln & Guba, 1985; Patton, 2002) and depends on the richness of the 

gathered information as well as the analytical abilities of the researcher. Several 

questions pertain to credibility, such as the believability and truthfulness of the 

qualitative findings.  

The credibility of qualitative research can be achieved using one or more of the 

following six strategies: member checking, peer debriefing, triangulation, external 

auditing, and negative case analysis. Lincoln and Guba (1985) consider member 

checking as the most critical technique for establishing credibility. This 

phenomenological study used three strategies: triangulation, member checking, and 

peer debriefing, as discussed next. 

4.23.1.1  Triangulation 

Triangulation in research refers to the use of more than one approach to explore or 

investigate a single phenomenon in order to gain deeper understanding. A combination 

of multiple approaches enhances credibility of the findings from supplementary 

sources of evidences and provide a comprehensive view of the results. Denzin (1974) 

and Patton (1999) suggest that triangulation can be accomplished through one or more 

of the following approaches: methods triangulation (using different data collection 

methods such as interviews, journals, focus groups, observations, and documents), 

triangulation of sources (using different data sources within the same method in 

different time, settings, or perspectives), analyst triangulation (using multiple analysts 

or researchers to review results), and theory triangulation (using multiple theoretical 

perspectives to examine or interpret the data). The triangulation in this study included 

an online survey, observation on Facebook, and field notes together with semi-

structured in-depth interviews as the main method. 
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4.23.1.2  Member checking 

Member checking refers to the process of verifying information with the targeted 

group. This process allows qualitative researchers to examine the overall accuracy and 

validity of data, and interpretations through feedback from participants or the sources 

of original data. The feedback can be provided in writing via e-mail or verbal during 

interviews. For example, participants may be offered to review their own transcripts 

to verify accuracy or words intended.  

Member checking is a critical strategy to ensure or strengthen the credibility of 

qualitative analysis, but it must be carefully applied (Lincoln & Guba, 1985). On one 

hand, member checking gives participants the opportunity to correct errors or 

challenge wrong interpretations, to assess the adequacy and validity of data, to 

examine preliminary results, to volunteer any additional information, or to confirm 

particular aspects of data. On the other hand, this strategy can cause confusion instead 

of confirmation because participants may change their mind about the issue, deny the 

stories given in the interview due to regret, request removal of some information or 

part of stories given, or disagree with the researcher’s interpretations. In other words, 

member checking may corrupt the data. 

In this study, the researcher offered participants the opportunity to give feedback at 

the end of their interview or via e-mail. Participants were also offered the opportunity 

to review their transcript upon receipt of a written request. Furthermore, participants 

could e-mail the researcher for any corrections or clarification, including what 

participants would like to address but could not recall, partially recalled, or did not 

have enough time for during the interview. Many participants were curious about the 

findings of this study, so they requested the researcher’s interpretations after the 

interviews as well as the findings. The researcher also sought feedback at the end of 

the interviews. Some participants made suggestions about some words in the questions 

to improve clarity for better understanding in the follow-up interview. 
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4.23.1.3  Peer debriefing  

Peer debriefing is “a process of exposing oneself to a disinterested peer in a manner 

paralleling an analytical session and for the purpose of exploring aspects of the inquiry 

that might otherwise remain only implicit within the inquirer’s mind” (Lincoln & 

Guba, 1985, p. 308). The process aims to establish credibility of research. Through 

this process, colleagues or other researchers can give feedback on interpretations, raise 

questions of bias or the perspectives of researchers, challenge assumptions, uncover 

errors of fact, or address convergence between data and the emergence of themes. 

In this study, the researcher discussed the progress of the study, data analysis, and 

initial and tentative findings with the supervisors and academic peers. The researcher 

was probed with challenging questions about the study and received feedback on 

interpretations and the development of nodes. 

4.23.1.4  Thick description 

Another approach to enhance credibility is using thick descriptions to report research 

findings. Thus, the ensuing report includes detailed descriptions of a phenomenon and 

the researcher’s interpretations, as well as the observed context and processes. In other 

words, thick descriptions in qualitative research involve not only discussing elements 

of shared experiences but also describing the details of settings. The settings refer to 

a thorough account of the methods as well as procedures during or after data collection 

and analysis. Creswell (2014) also affirms that “when qualitative researchers provide 

detailed descriptions of the setting, for example, or offer many perspectives about a 

theme, the results become more realistic and richer. This procedure can add to the 

validity of the findings” (Creswell, 2014, p. 317). 

This study used thick descriptions in reporting the findings. This chapter provided 

details of settings such as participant characteristics and research procedures, and the 

researcher’s interpretation are presented with quotes from participants in Chapters 

5−9.  
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4.23.2  Transferability 

Transferability relates to the degree to which the findings of qualitative research are 

applicable to other contexts outside the actual study context. The contexts in this case 

refer to similar situations or circumstances, settings, populations, and phenomena. 

Lincoln and Guba (1985) point out that one can make judgement about the extent of 

transferability when a phenomenon is described in sufficient detail. Therefore, it is 

important to provide a thick description of the participants, sites, and the research 

process to ensure or strengthen transferability.  

Transferability in qualitative research is comparable to external validity in quantitative 

research. It focuses on the extent to which one can extend the account of a particular 

situation or population to other people, times or setting than those directly studied 

(Maxwell, 2012). Transferability is considered a major challenge in qualitative 

research due to subjectivity from the researcher as the key instrument or a threat to 

valid inferences in its traditional thinking about research data. Seale (1999) suggests 

that transferability is achieved by providing a detailed, rich description of the settings 

studied to provide the reader with sufficient information to be able to judge the 

applicability of the findings to other settings that researchers know. 

To enhance transferability, the researcher provided rich details about the contexts, 

such as its settings, demographics, sample sizes, sampling methods, sampling criteria, 

procedures, interview questions, and the researcher’s assumptions underlying this 

study. Moreover, findings are presented with excerpts from the interview guide, along 

with interpretations to enable readers to assess whether the findings are transferable to 

their own settings (see Chapters 5−9). 

4.23.3  Dependability 

Dependability relates to the consistency of the findings under similar circumstances 

over time. It refers to the extent to which research findings can be replicated with 

similar subjects in a similar context (Merriam, 1998). In general, the notion of 

dependability in qualitative research is parallel to reliability in quantitative studies 
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(Creswell, 2017; Denzin & Lincoln, 2005). Questions regarding dependability include 

whether similar results would be obtained if the study was repeated within the same 

context, using the same methods; whether the findings are stable over time; or whether 

the same data collection methods yield the same or similar results.  

Dependability of qualitative research can be established through triangulation 

(Merriam, 1998), collaborative modes of research (Merriam, 1998), auditing (Seale, 

1999), and an inquiry audit, also known as an external audit (Lincoln & Guba, 1985). 

Auditing consists of documentations of methods, data, results, and decisions made 

during the research projects, whereas an inquiry audit is a strategy of having outsiders 

review research procedures, process, data analysis, and findings. The outsiders can be 

colleagues, faculty members, graduates, or researchers who are not involved in the 

research project.  

In this study, the study processes were systematically documented in detail both on 

paper and in computer files. Hard and soft copies were kept in a secure place with a 

keylock or password-protection. All data were backed up and saved on the researcher’s 

desktop, laptop, and external drives with secure passwords. The log files were created 

and maintained for tracking any access and change. This systematic documentation 

will enable future researchers to repeat the study procedures. In addition, faculty 

members who were not involved in this study reviewed and provided feedback on the 

research procedures and analysis. External researchers examined the research process 

and findings. 

4.23.4  Confirmability 

Confirmability is one of the criteria of trustworthiness in qualitative research. 

Confirmability considers the degree to which the results of the study could be 

confirmed or corroborated by others. In contrast to objectivity in quantitative research, 

confirmability concerns the aspect of neutrality (Lincoln & Guba, 1985) to ensure that 

the data are not distorted in ways that might serve the researcher’s own personal 

interests (Patton, 2002). In other words, the findings of the study are grounded in the 
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data or result from the experiences and ideas of the participants, rather than the 

researcher’s biases, motives, or interests. To establish and enhance confirmability, 

qualitative researchers use many strategies, such as raw data, audit trails, process 

notes, reflexive journals, data reduction, data reconstruction, and synthesis products.  

Following the concept of confirmability, the researcher kept all raw data from both the 

survey and semi-structured interviews, audio files of all interviews, interview 

narratives, verbatim transcripts, field notes, correspondence via e-mail, participant 

feedback, rationales for decisions about coding, analyzing, or interpreting data, 

descriptions and meanings of themes, and the researcher’s memo in electronic and 

paper-based formats. The researcher used qualitative data analysis software 

(NVivo 11) as a tool for data reduction, reconstruction, synthesis products, and 

reflexive journals. The researcher noted her thoughts, ideas, rationales about decisions, 

beliefs and values during interpretation and analysis process in NVivo. These journals 

with dates and times were kept and maintained in NVivo files, so the researcher could 

recall what had been happening throughout the process or revisit what had influenced 

her interpretations at specific dates and times. Importantly, this study used 

phenomenological analysis, which emphasizes bracketing the researcher’s 

assumptions and biases. 

4.23.5  Other strategies used to enhance trustworthiness  

Besides the aforementioned strategies, this study used additional strategies that are 

inherent in phenomenological research to enhance trustworthiness − purposive 

sampling, epoché, and phenomenological reduction. Purposive sampling refers to the 

techniques in participant selection based on specific purposes to a research study’s 

questions. Importantly, the selected participants were particularly knowledgeable of 

the issues under investigation or have experienced the phenomenon of interest. 

Therefore, they can provide a detailed and rich account of their experience of the 

phenomenon and reflections. Thus, purposive sampling provides greater in-depth 

findings than random sampling or other probability sampling methods. The sampling 

for this study was logical and purposefully drawn according to its purpose. 
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Additionally, other strategies used to enhance trustworthiness in this study is epoché 

during the semi-structured in-depth interviews and data analysis. Several researchers 

suggest that epoché, denoted as a suspension of judgement, is the way to assure or 

increase validity (Creswell 2014; Laverty, 2003; Patton, 2002). The process of epoché 

by bracketing assumptions and biases helps ensure the obtained data represents the 

construct from the participants’ viewpoints (Patton, 2002). Bracketing means setting 

aside all our usual, natural assumptions about a phenomenon. Basically, epoché allows 

the researcher to be bias-free to describe the reality from an objective perspective. In 

practice, this means the researcher must put aside their biases, prejudices, theories, 

philosophies, religion, even common sense, and accept a phenomenon for what it is. 

The epoché and the phenomenological concept of bracketing requires direct effort 

from researchers to isolate the experience about the phenomenon and their subjectivity 

from the outside world. 

The epoché process in this study started with bias-free interviews; the researcher re-

stated to participants in the beginning before interviews that there was no right or 

wrong answers, with interest only in sharing lived experiences about the other-

generated disclosure focusing on what happened. Most importantly, the researcher 

encouraged participants to talk freely about their individual experiences without 

offering any criticism or judgement. Furthermore, the epoché process continued 

during data analysis when the researcher described just what she observed, what 

participants reported, as well as the relationship between the phenomenon and 

participants with reference to textural qualities. To obtain textural qualities, the epoché 

process was aggregated with phenomenological reduction. 

Phenomenological reduction guided by Moustakas (1994) refers to a process involving 

repetitive tasks to describe individual experiences through textural language, resulting 

in epoché statements such as the textural descriptions, structural descriptions, and 

composite essays in the present study. During phenomenological reduction, the 

researcher eliminates overlapping, repetitive, and vague expressions. This process also 

establishes and enhances trustworthiness in the present study as Moustakas (1994) 
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points out, “a continuing alteration of validity occurs as people articulate and describe 

their experiences” (p. 57). 

The researcher was aware throughout the interview process of any preconceived ideas 

that would need reflexive bracketing (Moustakas, 1994). She kept a research journal 

to capture the details of the research process and her personal reflections on the study 

(Chenail, 2011). The research journal included details regarding the flow of the 

interviews and thoughts on the process of the interpretative phenomenological analysis 

study, and reflection on the phenomenon. The journal also included insights or 

additional detail regarding decisions made throughout the study to allow for review 

for “effectiveness and coherence” (Chenail, 2011, p. 1722). This researcher’s journal 

was captured using Microsoft Word to capture reflections, discoveries, and decisions 

related to the study. 

The interviews had a significant impact on the researcher, with participants recounting 

specific circumstances of Facebook use, and the place social media inhabits in their 

lives. The researcher continued to journal experiences throughout drafting the report 

as a reminder of the experiences of the participants, in addition to ensuring capturing 

the true nature of Facebook interaction through its various features. 

4.24  The role of the researcher 

The role of the researcher varies depending on the research approach and can influence 

the research findings to some degree. In quantitative research, the relationship between 

a quantitative researcher and research subjects is independent due to the use of 

instruments such as scales, questionnaires, or tests in data collection. In this way, the 

quantitative researchers have no influence on data collected from the research subjects; 

theoretically, the research subjects act independently of the researcher. In contrast, 

qualitative researchers are typically involved with the participants. As such, 

involvement may affect participants’ answers or collected data to some degree. 

Therefore, it is important to address the role of the qualitative researcher in the report. 
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Qualitative researchers are considered as a key instrument (Bresler, 2005; Creswell, 

2014; Lincoln & Guba, 1985; Saldaña, 2011) as they are typically engaged extensively 

with participants during data collection and work closely with collected data. For this 

reason, it was important for the researcher to bracket, or set aside feelings, 

assumptions, biases, or preconceptions related to the phenomenon under study. 

In this study, the researcher played several roles as an interviewer, an observer, a note-

taker, a recorder, a transcriber, and an analyzer. The researcher conducted the pilot 

interviews before interviewing all participants. The researcher had no personal 

relationship with any participant. In other words, the researcher was neither an offline 

nor online (Facebook) friend with any participant. The researcher did not access 

participants’ Facebook pages prior to the interviews to avoid any preconceived notions 

about the participants.  

Prior to each interview, the researcher attempted to set aside her knowledge of positive 

and negative aspects she has seen on Facebook; these aspects were neither mentioned 

during the interviews nor analyzed. The researcher noted assumptions, values, and 

beliefs about other-generated disclosure. This note reminds the researcher to be open-

minded and avoid making a judgement during the interviews. Exclusion of bias 

establishes credibility. 

During each interview, the researcher wrote down personal opinions, comments, 

questions, and thoughts while interviewing participants. These comments were 

reflected upon during subsequent analyses to separate the raw data from the 

researcher’s biases. In addition, the researcher also took notes and audio-recorded 

interviews with participants’ consent. Moreover, the researcher did not provide her 

opinions, make comments, or try to illicit answers from the participants. The 

researcher followed ethical guidelines and adhered to policies from Human Research 

Ethics Committees.  

Next, the researcher transcribed verbatim the audio-recorded files to ensure quality 

and information. The researcher transcribed three interviews and the remaining 
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interviews were professionally transcribed by the transcription agent. Nonetheless, the 

researcher double-checked and verified the correctness of all transcripts. 

In the data analysis process, the researcher made memos during each phase of data 

analysis in NVivo. Such memos were helpful in assisting the researcher with intuiting 

constituents of the participants’ lived experience of other-generated disclosure as well 

as awareness of her own cognitions. The constituents generated during the phases of 

data analyses were also compared with the themes identified during the self-reflective 

journaling exercise. 

The self-reflective journaling exercise helped the researcher set aside preconceptions 

about other-generated disclosure and minimize the threat of previous knowledge and 

beliefs blurring participant accounts related to the phenomenon. In the self-reflective 

activity, the researcher noted any thoughts, experiences, or knowledge related to the 

topic that entered her consciousness. Once free-association journaling had concluded, 

the researcher used bullet points to bracket any main ideas that surfaced in the text. 

These themes were reviewed before each interview in an attempt to set aside any pre-

knowledge or bias that could interfere with being open to the participant’s lived 

experience. The role of the researcher is to create the textural, structural, and textural-

structural narratives without biases. The participants’ narratives of experiences 

provide the meaning of the phenomenon. The researcher did not alter the findings to 

support her opinions about her experience with daily Facebook use.  

4.25  Summary 

The present phenomenological study explored other-generated disclosure through 

lived experiences of both the disclosers and the disclosees. In addition, this 

exploratory phenomenological study sought to address multiple aspects of the central 

phenomenon, ranging from motives, perceptions, types of disclosed content, 

strategies, and impact on both online and offline relationships. 
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After data analysis, many key themes emerged. The researcher grouped themes that 

addressed and were associated with the same research question. As a result,six main 

themes revealed the motives for other-generated disclosure (RQ1); six central themes 

related to the perception of other-generated disclosure (RQ2); four themes identified 

types of disclosed content (RQ3); 22 themes were associated with strategies to deal 

with other-generated disclosure (RQ4); two major themes addressed impacts on online 

and offline relationships (RQ5).  

The primary tools used in this study included SurveyMonkey, an online survey cloud-

based software to administrator survey questionnaires, semi-structured interviews via 

phone, Microsoft Skype, ezTalks Meetings, or Google Hangouts with 21 participants, 

and qualitative data analysis computer software for Windows (NVivo 11). 

The following five chapters (Chapters 5−9) present the findings from the 

phenomenological analysis of other other-generated disclosure on Facebook according 

to the five research questions respectively. Chapter 5 seeks to address RQ1: What 

causes OSN users to engage in other-generated disclosure? 
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CHAPTER 5  

Motives Associated with Other-generated 

Disclosure in Online Social Networks 

5.1  Introduction 

 Chapter 4 presented the research design and methodology for this study, which 

included its purpose, philosophical assumptions, paradigms, methods, ethical 

considerations, purposive sampling criteria, recruitment processes, and data collection 

and analysis processes. The qualitative findings of this study, which was conducted 

with 21 participants, are presented in Chapters 5−9, corresponding to the five research 

questions. Chapter 5 addresses RQ1: What causes OSN users to engage in other-

generated disclosure? 

This study aimed to develop an in-depth understanding of interdependent privacy on 

OSNs by exploring insiders’ lived experiences with other-generated disclosure on 

Facebook in multi-faceted aspects, including motivation, perception, type of disclosed 

content, privacy management strategies, and impact on offline and online 

relationships.  Chapter 5 draws together six common themes revealing why adult users 

engage in other-generated disclosure. The chapter focuses on participants’ responses 

to questions such as:  

• What motivates you to disclose information about others?  

• What make you share, or re-share content associated with others? 

• Could you tell me more about your experiences relating to tags? 
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• What are your reasons for posting content related to others such as 

photos of friends or family? 

• What make you comment on specific posts? 

• What would you normally discuss in groups? 

5.2  Motivation 

Based on semi-structured in-depth interviews, motives associated with other-

generated disclosure can be categorized into six major themes:  

• to share moments in life 

• to share funny things  

• to seek attention  

• to share or seek information  

• to express pride in someone 

• to receive and provide support.  

Table 5.1 presents descriptions corresponding to six motives associated with other-

generated disclosure with example of quotes from the participants. 
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Table 5-1: Motivation for other-generated disclosure 

Motivation Description Example quotes 

5.3  To share moments in life: A trip down memory lane 

Everyone has experienced a variety of moments that either they want to forget or will 

never forget. Whether such moments are big or small, typical or special, ordinary or 

extraordinary, mundane or life-changing, or even the worst or the best, capturing life 

moments seems to be just as important as the moments themselves.  

In this study, participants shared moments in their lives concerning birthday greetings 

or wishes, special events, milestones, social or group activities (such as trips, get-

togethers, farewells) on Facebook. In addition to Facebook, some participants shared 

their memories about these moments on other OSNs; for example, they shared their 

moments with friends and family on Facebook but with colleagues and others on 

Instagram. While some participants refrained from oversharing on OSNs, they 

inevitably engaged in other-generated disclosure about birthdays or social activities.  

To share moments in 

life: A trip down 

memory lane 

Motivation from moments 

to remember or special 

events 

It was their birthday or something and I've 

had a party, so I might just put a picture up 

and say, look so and so had their party.  

To share funny 

things: Sharing 

happiness 

Teasing, just for fun, 

funny stories, jokes 

It’ll be a funny photo of us all at the same 

thing, looking all like … 

To seek attention: An 

acknowledgement of 

my presence 

To attract others to 

Facebook profiles or 

posts, get more followers 

or likes 

I do that and then somebody e-mails me and 

says, why didn’t you like my Facebook 

posting? You say, well, it’s a Facebook 

posting, get over it.  

To share or seek 

information: 

Information 

exchange 

Just for your information, 

request advice or 

information, reply to 

other information seekers 

My son had to do a prac and stay 

somewhere … so, I put up on Facebook ‘Hi 

there, is anyone in [name of place], [son’s 

name] needs to stay somewhere’, and I got 

replies, it was really cool. 

To express pride in 

someone: “I am 

proud of you.” 

Sharing concern about 

others to express pride in 

someone 

Usually I will post her achievements. So, I 

actually posted a picture that she was 96% 

for the whole state of [name of place]. 

To receive or provide 

support: Sharing is 

caring 

Sharing concerning others 

regarding health issues or 

other problems to seek 

help for solutions 

Sorry, my daughter was diagnosed with … 

problem last year …  She was in the hospital 

for a long time … and I posted in Facebook 

to get support.  
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Birthday greetings on OSNs have become prevalent and continue to increase with the 

use of mobile computing technology. More people use Facebook or other OSNs to 

send birthday wishes to others than use traditional cards or e-cards. In this study, 

posting birthday wishes on Facebook was one of the key drivers and a contemporary 

way of sharing such moments in life. All participants acknowledged posting or 

receiving these kinds of messages on Facebook timeline or via Facebook Messenger. 

Several participants admitted using alternative or a mixed approach to sending 

birthday wishes, including traditional phone or other OSNs like LineApp, WhatsApp, 

or WeChat. However, a few participants preferred the phone over OSNs to express 

wishes to close or beloved ones. 

Birthday greetings on Facebook timelines are not uncommon. All participants said 

they have received happy birthday posts on Facebook, despite attempting to hide their 

date of birth. While many participants provided partial information, some gave 

incorrect information about their birthday on Facebook. Some provided only the year 

of birth to complete their Facebook profile. For instance, P18 admitted that she gave 

a false year of birth on her Facebook, “Some silly year, 1900 or something – I don’t 

know what I wrote. So, it doesn’t say what my proper birthday [is]”. Many participants 

admitted that the reason for concealing information about their birthday was because 

they were concerned about disclosure of their personal identifiable information such 

as date of birth. Due to this concern, they abstained from self-disclosing such 

information and customized privacy settings by either providing partial information 

or limiting information access as well as visibility. However, their correct date of birth 

can be identified by birthday-greeting posts on Facebook, particularly from their close 

social ties, such as family members, friends, classmates, or colleagues. 

In this manner, participants tended to overlook the significance of interdependent 

privacy and privacy risks of disclosure of by their social connections or Facebook 

friends, for example, birthday greetings on Facebook timelines. Birthday-greeting 

posts have become generic content in the public arena. Many participants viewed 

happy birthday posts on Facebook timelines like other kinds of messages. Participants 
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who attempted to refrain from posting on other users’ timelines posted birthday wishes 

or greetings on friends’ timelines: 

Yeah, just for birthdays. Yeah, not usually. Just happy birthday type messages, 

or if they’ve posted that they’re unwell or someone’s died or something. (P15) 

Nevertheless, nearly all participants admitted that a birthday-greeting post is a way to 

share and recall special life moments. One participant said how special she felt when 

receiving many birthday-greeting posts on her Facebook timeline:  

Well I get birthday greetings from everybody but that’s pretty much standard. 

So, I will usually get 150, greetings. I have over 1,000 friends on Facebook so 

150 that’s pretty good. That always makes me feel special the people that 

remember my day, but I also make it a point to log in every day to wish 

everyone happy birthday too, so they know they have support as well. (P01) 

Many participants stated that they received a large number of birthday-greeting posts 

on Facebook timelines, as opposed to traditional cards, e-cards, or any other way (P01, 

P15, P18, P19). Such posts convey thoughtfulness, a sense of caring, or support. 

Moreover, those posts can strengthen friendships, social connectedness, or provide 

mutual support. Participants mentioned that they would post birthday greetings on 

Facebook for friends on their birthdays. Receiving numerous birthday posts creates a 

sense of obligation to respond with thankfulness and offer the same support in return.  

Birthday-greeting posts on Facebook timeline attract a reciprocal gratitude and affect 

emotions. On one hand, receiving Facebook birthday-greeting posts induces positive 

emotions such as feeling special, receiving support, or getting socially connected. On 

the other hand, receiving few or no birthday-greeting posts on Facebook can trigger 

negative emotions such as frustration, anxiety, and worry due to expectations, 

particularly if users have many Facebook friends and usually post birthday wishes for 

friends themselves. One participant raised her concern about Facebook birthday-

wishing posts: 
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So, it’s like when it’s your birthday, are you really worried that you’ll get not 

as many people wishing you happy birthday as somebody else? You … you’re 

not wishing them happy birthday. (P03) 

As birthday greetings on OSNs have increasingly become such a popular trend, 

Facebook offers an integrated feature to remind users of any approaching birthdays of 

Facebook friends. The notifications ensure that users remember any birthdays so they 

can share someone’s special moments in life on time. P18 stated, “That’s nice because 

when you get older nobody really remembers your birthday so it’s good that Facebook 

does, don’t you think?” Owing to Facebook notifications, another participant left a 

birthday greeting on her friend’s timeline prior to the friend’s birthday stating, “I do 

write comments, or I leave funny things or … funny or something on the … friend’s 

wall during that time but now [I do it a] day before birthday” (P07). 

In addition to a generic birthday message and funny comments, Facebook birthday 

greetings vary, with other forms of greetings available, such as images, emojis or 

emoticons, animations, or a combination of those. Recently, emoticons located under 

the birthday gallery have become the most popular among users because using them 

is easy, convenient, quick, and eye-catching. Instead of posting text messages for these 

special moments, other participants said they shared group photos of birthday parties 

to share special life moments with friends and others, for example: 

It was their birthday or something and I’ve had a party, so I might just put a 

picture up and say, look so and so had their party. (P16) 

Sharing group activities among families, friends, classmates, or others is another 

motivation under the moments-in-life theme associated with other-generated 

disclosure on OSNs. In general, users share group activities through photos, videos, 

or texts on Facebook. Some participants in this study admitted inadvertently disclosing 

about others though group photos, whereas others were willing to expose group photos 
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on Facebook as a disclosure method. For instance, many parents shared moments of 

family activities, especially those including children:  

The kids and I have been doing something interesting, I’ll put that on, 

sometimes with photos, sometimes just text. (P13) 

While parents like to post about their children’s activities, some young children lack 

understanding about what and why their parents share their activities, and some 

children try to avoid being on Facebook or other OSNs. One participant said that their 

children were unhappy about exposure of their stories or photos, even with positive 

and uplifting content: 

[I want] to share good things that they’ve done but they don’t want me to share, 

kind of  – a lot of people share embarrassing stories about their kids or things 

their kids have done that were very annoying or things that everyone kind of 

laughs at and they normally don’t want me to share those kinds of things. (P13) 

On the other hand, several participants revealed that the shared content about 

children’s day-to-day activities can annoy or overwhelm audiences. For this reason, 

some participants share group activities only on special occasions, such as graduation 

days, farewells, Christmas, and New Year.  

[I] just put it on there but they didn’t mind. It was usually – one was a farewell 

and one was a Christmas party, and nobody was doing anything embarrassing 

so they didn’t mind. (P15) 

Irrespective of day-to-day or special life moments, many participants seemed to be 

concerned about embarrassing stories about children.  

Another sharing activity about special occasions is associated with anniversaries; for 

example, one participant reported that her friend shared and tagged the photos of her 

university reunion: 
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One I remember is, it was the 50th anniversary of my university and a whole 

load of us went up there. Somebody else posted on the open site, some photos 

from that reunion − it’s a big sit-down dinner and all the rest of it and you get 

tagged on that which is fine but beyond that, not that often. (P03) 

Sharing ordinary or special moments in life can bother or threaten individual privacy. 

For instance, one participant talked about undesirable photos of a farewell party on 

Facebook from her friend’s sharing and tagging: 

It’s … [a] farewell party, but when everyone’s crying it’s not a good picture 

to, you know, it’s not a good picture to see. You know … farewell party, it’s … 

but I don’t want to, but I wanted to remember … I wanted to remember the 

good time[s] of the friend. So, it’s okay to post the friend party, but … and 

everyone’s crying, and crying it’s not okay. (P08) 

While sharing or tagging moments in life relating to others on Facebook triggers 

unfavorable effects and raises privacy concerns, some cases of sharing about others 

are supportive. Another participant captured the one moment in time in her friend’s 

life when her friend was on television, and then shared that photo of her friend on 

Facebook:  

I saw my friend on television, so I took a picture of her and I posted it to her 

Facebook page and said, ‘Hey! Look you’re on national television. (P01)  

Even with good or harmless intentions, some cases of sharing about others can 

dissatisfy or matter to the disclosees, as one participant talked about her experience 

when she posted a Mother’s Day card received from her son on Facebook: 

My son, who’s actually – I think he was 26 at the time, he asked me – I posted 

one of his old cards that he’d given me for Mother’s Day and I posted a 

photograph and tagged him in that photograph and he actually unfriended me 

… he told me I was on suspension and I wasn’t allowed to tag him in photos 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 5: Motives Associated with Other-generated Disclosure in Online Socila Networks 

179 

 

or posts, so I don’t tag them anymore. (P11) 

Despite the intention behind sharing or tagging photos on OSNs, neither participants 

who have nor those who have not engaged in this activity reported facing great 

challenges in other-generated content associated with themselves. While users 

restricted or avoided self-disclosure, they had little control over disclosure by others 

associated with them. For instance, one participant reported that many photos of her 

have been on Facebook because her friends shared or tagged them, although she 

refrained from sharing her life moments on Facebook: 

There’s probably about 50 photos but they’ve been put on by friends, I’ve never 

put on any photos myself. (P19) 

However, sharing in this manner has apparently become troublesome in the eyes of 

some of the disclosees, as stated above by P11. Despite the harmless or supportive 

intentions of the discloser, sharing other-generated disclosure content can be 

undesirable and raise privacy concerns. 

With advanced mobile computing technologies and the era of OSNs, there is an 

unprecedented growth of other-generated disclosure on Facebook. One of the main 

motives for this phenomenon is sharing moments in life. Either special occasions 

(birthdays, anniversaries, celebrating seasons) or day-to-day activities are the most 

commonly life-logged, shared, re-shared, or tagged to widespread audiences on 

Facebook. Even generic Facebook birthday-greeting posts in the form of texts, photos, 

or videos can reveal information about an individual. Likewise, day-to-day activities 

are willingly shared online on an unprecedented scale. All participants had experiences 

of sharing moments in life, exposing others to the public domain and threatening the 

privacy of relevant parties. 
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5.4  To share funny things: Sharing happiness 

Another common motivation associated with other-generated disclosure is to share 

funny things, such as jokes, funny stories of one another, or funny content (e.g., 

movies, videos, pictures, memes, quotes). Sharing funny things is intended as being 

just for fun or laughs, to tease, to beat boredom, or for brightening the day by sharing 

your sense of humor. 

Nearly all participants have either deliberately or accidentally disclosed about other 

people through sharing or responding to funny content. In deliberate disclosure, some 

participants posted or shared content like photos or videos on Facebook because the 

content looked funny: 

It’ll be a funny photo of us all at the same thing, looking all like we’ve had one 

too many drinks or something, that’s it, but nothing too bad you know. (P16) 

In accidental disclosure, numerous users unintentionally disclosed about others 

through tags, comments, or likes. Tagging exposes the content to the tagger’s and 

targets’ social networks, disseminating information to a broader audience. By 

underestimating target audiences, many participants tagged funny content such as 

photos to Facebook friends (e.g., friends, colleagues, family members): 

Yeah, I have done that before … at work or something … yeah, so I have. Just 

tag people in it. Nothing inappropriate, everyone looks silly. (P15) 

Besides funny photos and tagging, other content (memes, videos, or comments) can 

inspire users to reveal information about others; for instance, one participant reported 

sharing funny videos or memes: 

Usually it’s photos. Often it’s funny memes or funny photos. Sometimes it [is] 

videos and very occasionally it’ll be someone’s post but usually, usually I don’t 

share other people’s posts, I usually just share videos. Usually videos of 

animals to be honest and yeah memes and funny photos. (P06) 
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Despite different forms of content, many participants selectively share funny things 

that reflect positiveness (happiness, encouragement, beauty), and avoid funny content 

that can cause negative emotions (such as sadness, aggressiveness, depression).  

So anything that’s fun and upbeat, I’ll share those things, but anything that’s 

not, where it, it’s sad or it’s something aggressive I won’t share those things. 

(P19) 

Sharing this way also attracts people to their profiles, increases followers, or gets more 

positive feedback, such as likes. 

In addition to funny photos, users share jokes, anecdotes, or other kinds of content 

(such as videos, movies, links) to relieve boredom. One participant stated another way 

of trying not to be boring, “Sometimes I repeat jokes, anecdotes as … and so to say, 

not to be boring” (P04). 

In general, sharing jokes is for amusement or entertainment, but ironic jokes reflect 

ideas or thoughts about specific topics. Some participants said they posted or shared 

not only general jokes but also political satires, especially during elections or changes 

in current political systems (policies, campaigns, protests). Furthermore, major events 

(economics crises, civil wars, elections) inspire numerous responses from OSN users. 

As some participants avoided making direct comments or opinions on politics, they 

alternatively posted or shared links about statistical news or used political satires to 

express their view of politics. On one hand, some participants clearly expressed their 

opinions or participated in political campaigns on OSNs like Facebook or Twitter. On 

the other hand, some participants were unafraid of directly discussing or commenting 

on political satires on Facebook: 

I do re-share, I don’t know, random things, jokes or, I don’t know, things that 

are going on politically sometimes, like I comment on Donald Trump or 

something. (P15)  
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Sharing funny content on OSNs (e.g., group photos, jokes, political satires) regardless 

of harmful or harmless intentions still raises privacy concerns about individuals and 

their information. However, some participants were not concerned about funny 

content that Facebook friends posted or shared about them. As one participant said in 

response to the question, “To what extent are you concerned about funny photos 

posted or shared by your friends, as you have many Facebook friends including 

professionals and students?”:  

No, I am not concerned at all. In fact … personality that has to be perfect and 

I realized several years ago that I couldn’t be perfect, so I have a rule for 

myself … one mistake per day and I want my students to know that we are 

humans. We do make mistakes – we do silly things or stupid things and that’s 

just part of life. (P01) 

This statement reflects a sense of overcoming self or social aspects of perfectionism 

and trust in their social networks (Facebook friends). People who settle for less 

perfectionism appear to tolerate their mistakes and can laugh at themselves even when 

they do ridiculous things. They can view things with a sense of humor, rather than 

taking things seriously all the time, even when their ridiculous actions are exposed in 

public. Likewise, several participants admitted that sharing photos of friends doing 

something funny on Facebook is not uncommon among friends. They typically shared 

on Facebook when they or their friends did something silly, and vice versa: 

As they do with me, [I] make fun of them and because one of the key things I 

feel about the people that I know is that they should have a sense of humor and 

therefore it’s part and parcel of what we all do to each other. (P03) 

According to the findings in this study, teasing among friends on OSNs like Facebook 

is becoming more common. Sometimes it can lead to more disturbing results, such as 

embarrassment, face-to-face threats, bullying, or other negative outcomes. One 
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participant expressed her embarrassment when her close friend posted an unflattering 

photo of her on Facebook to tease her: 

They will upload it or sometimes if it is a close friend they like to upload the 

embarrassing photo like when – embarrassing as in, the photo that it makes 

you look very fat for example or look like … funny photo – I mean, it’s not … 

but just for the … tease each other but it’s kidding. (P07) 

Despite understanding uploaders’ intentions, such undesirable photos on Facebook 

will affect the disclosee’s desired self-presentation. Teasing on OSNs like Facebook 

lacks non-verbal clues like body language, causing misinterpretation. Moreover, the 

affordance of OSNs disseminates unfavorable content to a broad audience.  

While some participants viewed teasing as a form of light-hearted, playful, and 

harmless fun, others perceived it differently. For example, one participant felt 

offended by Facebook friends’ posts and comments: 

Yeah just the ones I’ve told you about where I don’t like what they’re sharing, 

or they have made comments that I find offensive. (P17) 

Nearly all participants had experiences in other-generated disclosure motivated by 

posting, sharing, or re-sharing funny things on Facebook. Those participants shared 

different kinds of content in many forms (such as tags, posts, photos, videos) without 

malicious intention, often to amuse, entertain, make fun of, or cheer up Facebook 

friends. They shared content because they thought those things were funny. However, 

what is considered funny depends on individuals − things that seem funny to one 

person, may not be funny for others, such as unflattering photos. Sharing funny content 

can disclose information concerning, or on-behalf of, other people, resulting in either 

positive or negative impacts on relevant individuals and their privacy. 
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5.5  To seek attention: An acknowledgement of my presence 

To seek attention is another motivation for disclosing information concerning others 

or on behalf of others. Seeking attention on Facebook includes seeking likes and 

followers, tagging, re-sharing, and making comments. In this study, one-third of 

participants reported that they had engaged in other-generated disclosure to impress 

others.  

While some users avoid posting or sharing on OSNs like Facebook, others overshare 

− ranging from daily routines, places, favorite coffee shops, test scores, to health 

issues. Many participants in this study addressed Facebook friends’ oversharing 

content associated with them; for instance, one participant reported that her friends 

posted photos taken with her on Facebook: 

So some of them I said no to because sometimes people like to post their things 

to public and I don’t like that, so I usually send them a message and say, no, 

don’t – take me off it. (P15) 

Such posting reveals not only her friend’s information but also her information.  

In addition to posting, tagging is another way of drawing the attention of other users, 

as tags indicate the links to each account of tagged users. Several participants used 

tags to attract others; some participants were tagged in related content, but many others 

were tagged in irrelevant content:  

Yes, sometimes my friends make a silly comment, a silly post, ‘Do you 

remember that day’ blah, blah, and they tag everyone, okay that’s including 

me. (P08) 

Receiving broadcasting tags can be bothersome, particularly if those tags are irrelevant 

to the users. While some participants selectively tagged only relevant users, others 

randomly tagged to get attention from wide-ranging audiences. Such random tagging 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 5: Motives Associated with Other-generated Disclosure in Online Socila Networks 

185 

 

overwhelms many users and can affect an individual’s online self-presentation. 

Similar to several participants, one participant explained random tagging: 

So sometimes people post things, pictures, statuses or videos and then they tag 

you, just random people, I guess in my opinion it’s so that they can get more 

likes or comments if they post on content. So somehow it was too 

overwhelming, people can tag your interests, random posts and it’s not 

convenient. (P10) 

Compared to posts without tags, posts with tags enable viewers to leave feedback like 

comments, emoticons, or likes. Likes is one of the attention-seeking motives for 

sharing content or information relating to others. Some participants check Facebook 

many times a day to view feedback such as likes, whereas several participants said 

they regularly shared content or information to attract other people to gain likes. A 

few participants expressed their annoyance when Facebook friends demanded likes:  

I do that and then somebody e-mails me and says, why didn’t you like my 

Facebook posting? You say, well, it’s a Facebook posting, get over it. Fair 

enough. That’s all it is. (P03)  

Providing feedback with a like or emoticons reflects not only attention seeking but 

also discloses other information about an individual, such as their interests, social 

contacts, and opinions (agreement or disagreement). An obsession with likes inspires 

users to re-share content, resulting in disseminating information about individuals 

beyond intended audiences. Generally, funny content such as photos or videos attract 

likes and comments, so such content is normally shared and re-shared among users. 

Nevertheless, as mentioned previously funny content in one person’s eyes may not be 

funny to others. In this study, a few participants re-shared funny content such as videos 

or photos, despite not really agreeing such content was funny. For example, one 

participant stated that she re-shared funny videos because others liked those videos: 

There’s a lot of funny videos and I put little inverted commas around that, that 
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people think are funny, and I just think no they’re not very funny, or they’re 

just hurtful in a different way, yeah, babies getting hit in the head with a swing 

and, I don’t think that’s funny. (P16) 

Similar to P16, some participants indicated that they avoided posting or sharing 

information about others, rather they only re-shared content. Re-sharing content is also 

other-provided information directly related to other-generated disclosure 

To attract customers or clients, many businesses engage in other-generated disclosure 

through Facebook feedback (comments, likes, or emoticons), particularly in the form 

of electronic word-of-mouth. One participant revealed business strategies that attract 

customers’ attention to products through likes and comments: 

So I share interesting things with them that will give them insight into the 

company and the company’s ethos and the brand, and will make them 

interested in us and want to engage with us and want to engage with our 

product, and therefore our clients, and yeah to potentially build up [the 

business]. (P06) 

Seeking attention is a motivation for Facebook users to post, share, re-share, or tag 

others to engage with content. Interesting content can attract many likes, comments, 

or followers, or attention to profiles. However, these activities disclose information 

about others.  

5.6  To share or seek information: Information exchange 

The abundance of other-provided information is available freely in many forms on 

OSNs like Facebook. This study found that information exchange is one of the most 

common enticements for other-generated disclosure. Participants reported that they 

sought or re-shared information on Facebook, such as news, job advertisements, or 

advice. 
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Nowadays, Facebook and other OSNs like Twitter or YouTube, plays an important 

role in information exchange. For instance, many people receive news from OSNs for 

a variety of reasons including convenience, promptness, trend, or interactive 

participation (comments, discussions, or sharing), as opposed to traditional media 

channels like newspapers and television. Yet, the major reasons for the participants in 

this study relates to OSNs real-time feeds and lack of censorship. News about 

accidents and natural disasters are predominantly reported by those directly affected 

or bystanders. Many participants preferred news on Facebook over television or 

newspapers. For example, one participant mentioned news about accidents re-shared 

by Facebook friends:  

There are scary photos that they upload on Facebook – scary as in the 

accidents. So, I have seen it mostly from the people from my country posting it 

about the accident … and then people – Like … share it so that a lot of people 

know about the accident. So – but then they don’t control, or they don’t care 

about the privacy of the person – I mean you are not supposed to be sharing 

the … where you show the victim’s face as far as the blood and everything. 

(P07) 

News shared on Facebook from first-hand experiences disclose uncensored and 

detailed information, such as the victim’s face; such disclosure pertains to individual 

and collective privacy. 

In addition to news, many users seek or share information about job opportunities on 

Facebook groups. Several participants said they have sought job opportunities or 

knowledge on Facebook professional groups and many shared knowledge and 

information about job opportunities, for example: 

What I typically re-share is all kinds of job advertisements in my field because 

I have predominantly also young people … early stage in their careers … and 

I re-share something if that I know… (P02) 
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I might just re-share it, so it’s almost like a, this is for your information, that 

it’s out there, and I’m not telling you I love it or hate it. (P16) 

During information seeking, users may provide personal information to refine and 

customize their search, such as age, educational background, type of job, or location. 

That information can be re-shared to appropriate resources. On the other hand, users 

who know information may provide it through re-sharing or tagging other users. A 

few participants tagged information to their friends: 

[If] I feel there’s something I’ve posted on my work Facebook page [that] is 

relevant to a friend I might tag them in it at, from, my personal account but it’s 

only if I really think that it’s something that they will enjoy or be interested in. 

(P06) 

Furthermore, many users offer or ask for advice on OSNs. Seeking information this 

way is of great interest as the seekers can quickly receive considerable information 

from a wide range of providers, ranging from experts to local informers. Most 

participants have sought or provided information and advice on Facebook. On one 

hand, many participants have offered advice in either public or closed groups on 

Facebook, particularly professional groups related to their expertise. On the other 

hand, other participants have requested advice from other users in the relevant groups. 

For example, one participant made inquiries about accommodation on behalf of her 

son and daughter in specific Facebook groups:  

My son had to do a prac and stay somewhere, where was he, [name of place] 

or somewhere .So I put up on Facebook, ‘Hi there, is anyone in the [name of 

place] region, [son’s name] needs to stay somewhere’, and I got replies, it was 

really cool. (P16) 

In line with a previous explanation, her reason for using Facebook as an information 

resource is that it is a quick and easy way to get local information. She got immediate 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 5: Motives Associated with Other-generated Disclosure in Online Socila Networks 

189 

 

responses on Facebook without traveling to the place. Due to prompt responses from 

her first post on behalf of her son, the participant then inquired about good 

accommodation in Melbourne for her daughter: 

Yeah it was good, so it worked for that. And I did it once again when 

[daughter’s name] was moving to [name of place], ‘Does anyone know 

anywhere?’ (P16) 

Participants reported common experiences in other-generated disclosure due to either 

seeking or providing information on Facebook, such as news, job opportunities, or 

advice. Participants shared, tagged, or re-shared information or advice on their 

Facebook page or specific Facebook groups. Participants who are information seekers 

were willing to provide further information, such as personal information and 

background to get the required and relevant information. This type of information 

exchange leads to disclosure associated with others or on behalf of others. 

5.7  To express pride in someone: “I am proud of you” 

While the feeling I am proud of myself inspires self-disclosure or can lead to 

oversharing, this study found that the feeling I am proud of you motivates other-

generated disclosure. For instance, many parents share photos on OSNs of their 

children getting an award or videos capturing the progress of their children. 

In recent years, sharenting has become a trending global phenomenon, where parents 

expose their children on OSNs such as Facebook, Instagram, or YouTube. In this 

fashion, parents blog, discuss, tweet, post, tag, or share photos, videos, or images about 

their children. Some parents post everything about their children − even before birth 

for instance, when mothers first know about pregnancy and when they have their first 

ultrasound – to when their babies take their first step, and so on to all aspects of their 

children’s lives. In general, parents have good and harmless intentions in sharenting, 

but they may overlook their children’s privacy. Not only does sharenting reveal 

children’s lives as well as their information, it also shapes their children’s digital 
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identity. This study found that I am proud of you feelings are associated with other-

generated disclosure, such as in sharing parenting experiences.  

In this study, many participants reported their sharenting experiences, for instance, 

sharing their children’s photos, videos, or images with their friends, family, or 

colleagues. All those participants revealed that the underlying motivation for their 

sharenting was pride in their own children in all respects, ranging from academic 

progress, professional development, and achievements, to values. For example, one 

participant posted about her daughter’s academic achievement because she was proud 

of her daughter. 

So I will post that or usually I will post her achievements if she did well on an 

examination. For example, in [location] the students – she is in eighth grade 

– the students have to take day tests every year and we just got her test results 

back from last year and she scored in the 96th percentile in English and 

language arts. So I actually posted a picture that she was 96% for the whole 

state of [location]. (P01) 

Along these lines, several parents only post or share information about their children 

for specific events, rather than day-to-day events or activities, to refrain from 

oversharing. For instance, one participant said that they limit their sharenting to some 

occasions such as getting awards or fulfilling achievements, rather than daily sharing:  

I share my teenage children’s photos, not every day or anything, just every 

now and then they might get an award at a presentation night or something. 

(P15) 

In the same stance with other parents, some participants who have seen these kinds of 

posts showed their understanding of sharenting when they reflected on their lives 

during childhood such as the following case: 

I’ve seen people post about their kids a lot and I think when my mum is really 
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proud of something that me or my siblings have done she might post it out, but 

she would always check that it’s okay. (P06) 

As mentioned, many parents appear to understand about the motivation for sharenting, 

whereas many children, especially young ones, still have doubts about it. One 

participant who is a mother encountered difficulty in answering her little one’s 

enquiries about sharenting; the child was wondering what her mom was doing and 

why her mom took pictures of her and posted them on what mom called Facebook:  

Firstly, she asked me why I keep taking her picture … and then, ‘What are you 

doing mummy,’ … ‘I want to … in your Facebook’, post in my Facebook, and 

she said, ‘Why do you …’, ‘Cos I like it, you look pretty’ you know, and she 

just say that … something … (laughing). So she doesn’t know what is Facebook 

and … ‘I look pretty’ … (P08) 

In contrast, sharenting about youth, such as teenagers, as opposed to babies or young 

children, can be performed with due acknowledgement. Some participants are more 

careful about sharenting of their teenagers due to their past turbulent experiences. They 

are more likely to share with care and acknowledgement from their teenagers, as 

shown in this example: 

When he graduated from year 12 last year, so I was allowed to put a picture 

of him up to say, you know he’s graduated, yay. (P16) 

Despite understanding about sharenting, many users overwhelm others with 

sharenting content on Facebook because of their obsession in such sharing. In one 

example, this participant talked about her sister’s excessive sharenting that disturbed 

her: 

One youngest, youngest sister has children and she would constantly post 

pictures of her, and I would be a good aunt and I like them. But either she’s 

stopped or I’m just not getting them in my feed anymore ... (P16) 
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All participants reported their experience in sharenting as being either content 

deliverers or content receivers. Some participants expressed being overwhelmed with 

sharenting content, whereas others were obsessed with sharenting. While all 

participants seem to understand that the motivation in sharenting emanated from I am 

proud of you feelings, they still continued to share content about their children. 

However, more participants restricted sharenting to their strong ties (close individuals) 

or refrained from oversharing because of concerns about online privacy. 

5.8  To receive or provide support: Sharing is caring 

Another underlying motivation for using OSNs is the need for a wide range of social 

support, including informational, instrumental, companionship, and emotional 

support. Unlike face-to-face settings, social support on OSNs can be rapidly extended 

beyond friends and families because of unique OSN affordance, resulting in the 

potential to receive many real-time and various feedback posts or likes. To gain these 

benefits, more details about individual situations are needed to tailor support according 

to individual needs and to give appropriate comfort. Thus, OSN users are encouraged 

to disclose some information about themselves or others in exchange for social 

support. For example, users tweet about an unexpected natural disaster, post about or 

share their life-changes (e.g., break-down in relationships, treatment, surgery, 

diagnosis), or share quotes that express their emotions. Some users seek social support 

for themselves, whereas some seek support for others. Thus, users can perform the 

role of either support provider or support seeker. 

In this study, many participants provided a different level of social support to a wide 

range of people, from family members to strangers. Several participants offered 

emotional support through inspiring videos, or comfort to other users within specific 

Facebook groups, such as: 

Mostly because it’s related with my group of friends or this is something that 

many people should see like inspiring videos, inspiring stories and the recent 

one I re-posted recently is about how to encourage people to give their support 
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for a person who has a cancer. Yeah, it’s something like that. (P14) 

In addition to social support within specific Facebook groups, another participant gave 

emotional support and comfort to her close friend after finding out from a mutual 

friend on Facebook that one of her friends had just lost a loved one: 

I didn’t know that my friend, my close friend lost her son, I knew from my other 

friends, but my friend said, ‘Did you see … friend, … Facebook?’ ‘Why?’ ‘Her 

son’s just died,’ well I don’t know that because I didn’t, and that’s … how I 

felt, I feel so sorry …, but I didn’t want to see my newsfeed. (P08) 

Besides emotional support, some participants have broadened their social support in 

other dimensions. For instance, an academic from a United States university provided 

extensive emotional or informational support to Facebook friends, including students, 

in the form of giving encouragements, advice, or information:  

I have a lot of former students who will contact me and ask me for letters of 

recommendation; ask me to review their resumes or their CVs; they would ask 

me to proofread their papers; they want advice on interviewing questions. They 

would like to know do I know anybody at certain companies that they could 

talk to. Most definitely I offer a lot of help on Facebook. (P01) 

While many participants have provided either emotional or informational support, 

other participants have searched for support in specific circumstances, including 

health-related concerns or issues. Some participants have sought support on behalf of 

their family members or friends, whereas others have asked for help from strangers. 

For instance, one participant posted about her daughter’s illness on Facebook to get 

support; however, she received negative comments and many questions about the 

contagiousness of the disease, rather than the support she expected: 

Sorry, my daughter was diagnosed with … problem last year… She was in the 

hospital for a long time … and I posted in Facebook to get support. So, people 
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don’t talk directly to me, but they asked me … like, ‘Is it contagious, something 

…’. Sometimes they made comment. It’s not … but it’s like, you know, makes 

you feel bad .... (P08) 

Similarly, another participant reported that she often asked for support on behalf of 

her daughters, but also occasionally on behalf of her friends through Facebook posts: 

Most of the time about my daughter, sometimes …. post about what I feel or 

about, sometimes about supporting other friends …(P08) 

As mentioned, while many participants were support providers, several were support 

seekers. However, some participants performed both roles. For instance, one 

participant related her experiences in sharing support on Facebook, beginning as a 

support seeker and later offering informational support and encouragement to others 

learning English: 

So that’s my way of learning English is through chatting with people and ask 

people online who help me to improve my English … sometimes there are 

groups which allow you to share your problems, as an English teacher to 

others and they can help you solve it. So, most of my groups are around that 

topic I guess. (P10) 

Regarding social supports, most participants reported their experiences in other-

generated disclosure on Facebook because of their requests or offers of either 

informational or emotional supports. However, no participants mentioned 

instrumental support on Facebook. 

As previously reported, one of the major motives for other-generated disclosure is the 

need for informational, emotional, or instrumental social support. To fulfil that need, 

either a request or an offer of social support can lead to information disclosure relating 

to one’s self or others. Specifically, disclosing health-related concerns or issues on 

Facebook in exchange for emotional and informational support is growing and 
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becoming of concern among involved parties and scholars in diverse disciplines (Oh 

et al., 2013; Lin, Chen, Chen, & Ho, 2018). Disclosure in this manner is a big challenge 

to privacy. 

5.9 Summary 

This qualitative study explored adult Facebook users’ lived experiences of other-

generated disclosure from multiple dimensions, including motivation, perception, 

types of disclosure, privacy management strategies, and the impact on both online and 

offline relationships. The data were collected from a purposive sample of 21 

participants, using semi-structured in-depth interviews and observations, with the 

results presented in Chapters 5−9, corresponding to the five research questions. 

This chapter draws together the six common themes that emerged to address RQ1: 

What causes OSN users to engage in other-generated disclosure? The qualitative 

findings identified six motives associated with other-generated disclosure: sharing 

moments in life, sharing funny things, seeking attention, exchanging information, 

expressing pride in someone, and receiving or providing support. The next chapter 

presents the qualitative findings that address how the disclosees and the disclosers 

perceive other-generated disclosure on Facebook. 
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CHAPTER 6  

Perception of Other-generated Disclosure 

6.1  Introduction 

The previous chapter focused on the reasons why the participants in this study 

disclosed content or information related to other people (RQ1). The emphasis of this 

chapter is on the perceptions they have about other-generated disclosure based on 

users’ lived experiences. Perception is important to understand human behaviors. The 

way people perceive situations can define their attitude and influence their behaviors. 

As such, how users perceive other-generated disclosure can influence their 

involvement, in and responses to, such disclosure. Moreover, understanding 

perceptions about other-generated disclosure can reveal privacy concerns about others 

and privacy attitudes towards interdependent privacy.  

The literature on OSN privacy is based on the notion of independent privacy, as much 

of the literature extensively focuses on self-disclosure. This indicates a need to 

understand various perceptions of privacy on OSNs beyond self-disclosure. The 

present study responded to this need and fills the gap in the research on OSNs. The 

study presented in this thesis is the first investigation to examine other-generated 

disclosure from insiders’ lived experiences. Moreover, the importance and originality 

of this study is that it explores insiders’ perceptions of other-generated disclosure, 

which has not yet been studied. The findings in this chapter generate fresh insight into 

interdependent privacy from first-hand experiences and should make an important 

contribution to the field of privacy on OSNs. 

Furthermore, the findings reported in this chapter shed new light on not only the 

perception of other-generated disclosure, but also the perception of interdependent 
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privacy. Understanding these perceptions is important because they can shape users’ 

online disclosure and sharing practices, social interactions within groups, and user’s 

privacy management practices, such as privacy settings, tagging, and content 

selection. 

This phenomenological qualitative study examined perceptions of other-generated 

disclosure through an analysis of semi-structured in-depth interviews with 21 adult 

Facebook users, who are either the disclosers or the disclosees. This chapter presents 

the results pertaining to RQ2: How do adult Facebook users who have experienced 

other-generated disclosure perceive the phenomenon?  

Overall, the results show that the disclosers and the disclosees share similarities and 

differences in their perspectives on other-generated disclosure. The similarities are 

based on their perceptions of privacy, which are rooted in the notion of independent 

privacy. In other words, both parties focused on privacy at an individual level when 

they engaged in other-generated disclosure. As such, they tended to disregard 

interdependent privacy or failed to attend to privacy at group levels. Most disclosers 

in this study perceived other-generated disclosure, particularly by insiders or 

Facebook friends, as an individual right to freedom of opinion and expression, 

selective disclosure within control, part of life on OSNs, or the nature of OSNs. In 

contrast, the disclosees regarded other-generated disclosure as an individual property 

right, a lack of control, and trust with Facebook friends. 

6.2  Perceptions of other-generated disclosure  

RQ2 was designed to examine perceptions of the disclosees and the discloser about 

other-generated disclosure. The emphasis of RQ2 is on how disclosees feel when their 

Facebook friends reveal their information and how disclosers perceive their disclosure 

when it involves information about others. Some examples of interview questions 

include: What do you think about tagging Facebook friends? How do you feel about 

being tagged? How do you feel when your friends shared your photos on Facebook?  
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The researcher further prompted responses by asking (a) Could you please tell me 

more about your experiences in tagging others and what you think about tagging? (b) 

Have you ever been tagged? How do you feel about it? (c) What usually happens with 

the group photos where you are included? What do you think about that? (d) How did 

you feel when you found out that your Facebook friends had shared a photo including 

you?  

Six main themes emerged from the qualitative analysis as shown in Table 6-1. These 

emergent themes highlight perceptions of other-generated disclosure from both the 

disclosers’ and the disclosees’ lived experiences. These six perceptions of other-

generated disclosure are presented together with their related quotes or excerpts in the 

six following subsections.  
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Table 6-1:Perceptions of other-generated disclosure  

Perception Description Example quote 

6.2.1  All about individual rights: Freedom of opinion and 

expression versus personal rights 

The qualitative data suggest that all participants share common beliefs about 

independent privacy coming from individual rights, rather than interdependent privacy 

relating to collective rights. However, participants practiced this belief and showed 

their respect for individuals’ rights over other-generated disclosure to different 

degrees. While the disclosers seemed to assert the individual’s right to freedom of 

All about individual 

rights 

 

Perceived privacy as 

independent involving 

individuals, rather than 

interdependent concerning 

others  

I mean I know that it’s their rights to post 

thing, but I have my own rights, so I just 

remove myself from, I mean remove the 

tag from that photo. 

Perceived control of 

disclosed content 

The disclosers believed 

sufficient control over the 

disclosed content whereas 

the disclosees experienced a 

lack a control 

You have more control in it than other 

media. So, for me, it does … I have control 

on what I post, what people can see from 

my post and who can see my post.  

Usually they will just put group photos, 

once I’ve seen it, it [is] already up there, 

group picture was taken, you cannot 

control. 

A part of life Life is not a secret Though I don’t really care because I 

believe part of our lives is a social life 

where we party, and we have a glass of 

wine, so I'm not really bothered. 

Ignorance of 

interdependent privacy 

Consider privacy as 

independence, regardless of 

content relating to others 

I mean I’ve done the same thing myself. 

I’ve posted a photo that I thought was fine 

and I had someone say to me, ‘Oh look my 

family doesn’t know that I’m doing that 

course, could you take it down,’ and so I 

took it down. 

Selective sharing and 

trust in Facebook 

friends 

Use selective sharing and 

trust in the recipients to keep 

that disclosed content within 

the circle 

I mean all of my friends who are usually in 

one photo have the same interests 

especially like my friends, so everything is 

fine. They don’t need to ask before posting 

it.  

Tagging The way to identify someone 

else, either known or 

unknown, in the posts by 

labelling their online sharing 

network name 

A colleague of mine asked me can I upload 

it just as long as I don’t tag them. 
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opinion and expression over other-generated disclosure, the disclosees claimed 

individual rights as the reason for either maintaining or removing disclosed content 

associated with them. Most disclosees in this study accepted pleasant disclosure about 

them without any offence, while appearing unhappy with unfavorable disclosure and 

trying to alleviate their discomfort. In an example of the former, one participant (the 

discloser) said that she took a photo of her friend from a television show and posted it 

on-behalf on Facebook without her friend’s knowledge, but her friend (the disclosee) 

was happy with the disclosure: 

I saw my friend on television, so I took a picture of her and I posted it to her 

Facebook page and said hey! look you’re on national television. … Oh, she 

was very happy because she didn’t know she was on national television. (P01) 

On the other hand, some disclosees in this study seemed to be offended by favorable 

other-generated disclosure. They expressed their refusal on the grounds of personal 

rights ranging from disengagement to content removal. While a few of the disclosees 

preferred to ignore or disengage with the uninvited content generated by other users, 

several attempted to their claim personal rights through un-tagging or removing such 

unwanted disclosure, for example:  

I mean I know that it’s their rights to post things, but I have my own rights, so 

I just remove myself from, I mean remove the tag from that photo. (P14)  

Some other-generated content on Facebook can be deleted by either disclosers or 

disclosees, but some other-disclosed content is beyond individual deletion, such as 

share-on-behalf content. One participant stated that she had requested her friends 

delete photos, while understanding that the decision about deletion depended on her 

friend: 

I personally would have no problem asking my friends to remove it. I would 

give them a reason, I would explain the reasons, but I am also aware that you 

can’t, you can’t physically force someone to delete a photo from Facebook. So 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 6: Perception of Other-generated Disclosure 

 

201  

I can untag myself but I’m aware that it’s going to be on there. (P06)  

Whereas the disclosees claimed their personal right to remove the content, most 

disclosers expressed their understanding and respected their rights, showing support 

or no offence to such a request: 

I usually have no problems with posting other people’s pictures and then 

coming back to me and asking me to remove it or to complain. … well I respect 

other people’s rights and opinions and if there is something that they don’t 

want of course I am going to do it that’s no problems but I try to be very careful 

with the pictures that I post. (P01) 

On the other hand, a lack of mutual understanding and respect about individual rights 

between disclosers and disclosees can lead to turbulence, conflict, or arguments. 

Several participants mentioned that they had witnessed arguments among members in 

Facebook groups, and a few had been involved in an argument for these reasons. For 

instance, one participant argued with other Facebook group members about her 

comments relating to other users within a group discussion. This participant defended 

her right to freedom of opinion and expression on Facebook, but the other party 

opposed that right. 

It’s a public group. I can say what I like. You can’t tell me what to do and … 

say, well, we can because it’s our group so please leave or stop commenting 

and they keep commenting. (P13) 

While these examples mainly focus on other-generated disclosure relating to mature 

disclosees, some other-disclosed content is associated with disclosees who lack the 

ability to make their own decision, such as on-behalf disclosure of babies, young 

children, or undeveloped adults. While many participants admitted that they shared 

many photos or posts on-behalf of their children, a few attempted to refrain from 

disclosing on-behalf and to leave the decision to original content-owners. Deferring a 
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decision in disclosure to the owner of the content indicates a recognition of the 

personal rights of the disclosees (e.g., children): 

I think they need to make their own decisions, when they grow older, they can 

put their own baby photos up if they want to. (P17) 

While both the disclosers and the disclosees appeared to perceive other-generated 

disclosers in terms of individual rights, both parties presented such rights differently 

depending on their disclosure role – as discloser or disclosees. This illustrates that 

other-generated disclosure drawing upon individual rights alone can lead to 

turbulence, conflict, or arguments. 

6.2.2  Perceived control of disclosed content: In control versus 

lack of control 

The interview data suggest that disclosers tended to have confidence in their control 

over disclosure on Facebook, using either privacy settings or selective sharing, 

whereas the disclosees considered themselves as having a lack of control. 

Many participants indicated that they believe Facebook offers users fined-grained 

privacy settings and that they trust their friends to keep their information within the 

scope of intended audiences, particularly in the case of other-generated disclosure. In 

keeping with that finding, many participants from the interviews overlooked the 

possibility of other-generated disclosure arising from friends because of their 

perception that they were in control and had trust in their Facebook friends and social 

contacts.  

I am very enthusiastic concerning Facebook, and … privacy, it seems to me it 

is the best social network … if I don’t want to see this information, I know how 

to defend my wall from the inappropriate information. (P04) 

So for me, if you use things wisely, most things, if you use them wisely it’s, it’s 
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very useful and Facebook is not as intense as other media platforms. So, you 

could make it simple, you have more control in it than other media. So for me, 

it does, it is necessary for me believe that I have control on what I post, what 

people can see from my post and who can see my post. (P10) 

Overall, participants in this study were cautious about disclosing content and 

information to strangers because of concerns about privacy. They used technical skills 

as well as many strategies to protect their privacy and data, for instance, having a 

private profile to share with friends only. What makes content or information from 

only friends’ profiles susceptible to unintended audiences or in danger of other-

generated disclosure? One important reason is that friends can copy, re-post, or re-

share published content to their friends’ networks or to the public without permission. 

One participant with a private profile mentioned information propagation on Facebook 

posts, and pointed out that users’ perceived control is a myth; users believe there is 

sufficient control, but it is actually insufficient: 

I think one of the problems is that people don’t realize how far their postings 

can go. And that if unknown to them people can see what they’ve done, go in, 

download their photos, which you can do, and then repost them somewhere 

else – you’ve got no control over that but it – I think it’s one of those things. 

Most of us are very lazy … Nobody bothers to really go very deeply into what 

they can and can’t control and we think we’re in control and I think at times 

we’re not. (P03)  

In addition, another participant underlined a lack of control of group pictures when 

Facebook friends share without consent: 

Usually they will just put [up] group photos, once I’ve seen it, it [is] already 

up there, group picture was taken, you cannot control. (P07) 
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Besides uncontrollable co-owned content, the links generated by tags are difficult to 

control. One participant expressed difficulty in resolving issues about controlling 

disclosed content: 

I’m − sometimes I want to filter it out so from my wall, I have this tag request 

– people that tag you, I need to go and review and approve it first before it 

appears on my timeline … but I do know that the photo can be seen by my – 

the uploader’s friend so that – yeah, there’s nothing you can do about it. 

Likewise, some participants acknowledged insufficient control over other-generated 

disclosure; therefore, they avoided on-behalf sharing of their children:  

I’m kind of … to share anything of children because sometimes we don’t really 

know who will see it and there are many cases surrounding about children 

being abused, I mean physically or non-physically, so I prefer to keep it 

personal. (P14) 

While the disclosers were likely to perceive sufficient control when sharing content 

associated with others, the disclosees argued from their experience of past conflict that 

other-generated disclosure still lacks sufficient control. 

6.2.3  Parts of life: It is NOT a secret 

Several participants perceived OSNs like Facebook as a part of social life, which 

involves spending time with friends, doing enjoyable things with other people, or 

being exposed in public, such as at parties, events, or group activities. These 

participants did not feel offended when others exposed their social lives on Facebook; 

for instance, one participant considered the photos of her with a glass of wine at a 

party as part of her personal social life; however, she drew the line at naked photos:  

I don’t really care because I believe part of our lives is a social life where we 

party, and we have a glass of wine, so I’m not really bothered; but I know that 
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some of my friends [who] post some pictures of those parties will warn me, 

well please could you not post this, or could you not tag me … So, it’s not a 

big deal if they see me with a glass of wine. Of course, not posting half naked 

pictures, I don’t have those. (P02) 

This participant expressed little or no concern about photos of drinking on Facebook, 

whereas other participants articulated their concern about these instances. Besides 

photos, tagging undesirable content also affects one’s self-presentation. Several 

participants disregarded being tagged with content relating to them during social 

activities or conventions: 

Usually I don’t mind. If the photo is really unflattering, I might take the tag 

off. Yeah usually, I don’t mind. If it’s actual content, it’s a photo of me or if 

someone has, we had dinner together and they want to tag me or whatever 

yeah that’s usually totally fine, yeah. (P06) 

However, other-generated disclosure on Facebook bothers many people to different 

degrees. Some participants expressed their discomfort or awkwardness about being 

exposed with an unprofessional appearance, such as drinking or being intoxicated, 

although they deemed Facebook or parties as a part of social life: 

I wouldn’t really want photos of me looking unprofessional, I guess. I don’t 

mind some photos, but I guess I, I wouldn’t like to see lots of photos of me 

being really, really drunk, not that I really get real drunk but those kinds of 

photos I wouldn’t feel very comfortable with those up there. (P06) 

Several participants considered Facebook as a social platform and that other-generated 

disclosure about social life is not uncommon or restricted; however, they preferred to 

be presented in a positive light and in line with desirable self-presentation in public. 

Only one participant provided a different viewpoint about being disclosed in photos 
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with alcohol at social events, expressing no concern about such other-generated 

disclosure because she considered this situation as part of social life.  

6.2.4  Ignorance of interdependent privacy: My privacy, your 

privacy, or our privacy  

Almost all participants considered privacy as independent, mainly focused on their 

own privacy and self-presentation, but overlooked the privacy of others who were 

included in other-generated content, such as co-owned, share-on-behalf, or tagged 

content. 

But one very good friend unfortunately can be a bit naive, so she does post 

links to – so, it’s not what she’s saying, it’s the links that she’s putting out, the 

things that she’s sharing, can be sometimes rather extreme right wing. (P03) 

I mean I’ve done the same thing myself. I’ve posted a photo that I thought was 

fine and I had someone say to me, ‘Oh look my family doesn’t know that I’m 

doing that course, could you take it down,’ and so I took it down. (P06) 

The qualitative data from this study show that participants attend to their own privacy 

but overlook interdependent privacy, which is very important in interconnected 

networks like OSNs and mostly associated with other-generated disclosure. On-behalf 

sharing of others or sharing co-owned content are common and difficult to prevent on 

OSNs like Facebook. The disclosers in this study tended to concentrate on their own 

privacy and ignored collective privacy management. One participant stated that it was 

common for a close friend to upload or share photos without acknowledgement: 

They will upload it or sometimes if it is a close friend they like to upload the 

embarrassing photo like – embarrassing as in the photo that it makes you look 

very fat for example or look like … funny photo – I mean, it’s not … but just 

for the teasing each other. (P07) 
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On the other hand, one participant realized that mentioning a friend’s child by name 

in the post revealed the child’s identity:  

I once – actually, once I mentioned – oh, and it … but once I mentioned a 

friend’s child by name in a post and then realized that that friend had never 

mentioned their child’s name so then I contacted them and said, ‘Do you want 

me to change it? Is it okay that I,’ and they said, ‘No, it’s okay this time,’ but 

I’ve been more careful since then. (P13) 

Along this line, mentioning names of others reveals their identification, especially 

coupled with facial recognition, whereas commenting about others discloses more 

information about them. Similarly, sharenting shapes children’s digital identities, 

leaves traces online, and affects their online presentation. For instance, one participant 

expressed discomfort about sharenting and addressed the important point that shared 

content on OSNs could go beyond intended audiences: 

People shouldn’t share photos of their children online because obviously they 

could be shared and shared and shared again and they might end up in the 

wrong place. I don’t think I’m as paranoid as that but I – you know what, I 

think I’m conscious that things that your post [says] could go beyond where 

you thought they would go, which is why I’m reticent about what I do put up. 

(P03) 

Her explanation shows privacy awareness of information propagation and raises 

concerns about interdependent privacy associated with other-generated disclosure 

regarding on-behalf sharing of children. 

Moreover, tagging establishes a link between the tagger and the tagged users, 

revealing information about individuals or leading to oversharing. While some 

disclosees in this study admitted that tagged content reveals information about the 

person who tags (the discloser) and people who are tagged (the disclosed), other 

disclosees felt overwhelmed or disturbed by being tagged with other-generated 
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disclosure content. For example, one participant expressed her dissatisfaction about 

being tagged with sharenting content: 

I do feel annoyed if they’re saying … multiple … of the baby every day then 

yes, I do feel annoyed, but then it’s Facebook – they can do whatever they 

want. (P03) 

Most participants tended to pay attention to individual privacy but ignored collective 

privacy associated with other-generated disclosure. When most disclosers in this study 

tagged, shared co-owned content, or shared about others, they considered their own 

privacy but were unlikely to reflect on privacy of the disclosees. 

6.2.5  Death of privacy: The public nature of Facebook 

While many people regard Facebook as being in the public sphere, some consider 

Facebook as semi-public space based on the requirement for user authentication and 

available privacy settings. Many participants acknowledged the public nature of 

Facebook: 

I am well aware that whatever you post on the internet stays there forever so 

if you want to – if you [are] too worried about your privacy the best thing is 

you don’t upload it on or you don’t share it on Facebook. (P03)  

In general, users customize privacy settings on their Facebook accounts or use external 

strategies to enhance their private-in-public domains. Despite privacy settings and user 

practices, several participants in this study acknowledged that publicness is part of 

Facebook, as one participant said:  

I mean that’s, that’s I think part of what Facebook is and if you don’t really 

like that then it’s probably not a great place for you to be because who knows 

what kind of photos are out there really. (P06) 
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Likewise, another participant expressed her concern about privacy but admitted the 

death of privacy on Facebook. She further suggested making wise decisions when 

posting.  

I am concerned about privacy but then again, I don’t think anything is private 

on Facebook anyway no matter what I’ve previously set it. So … only way of 

[allaying] my concern is actually do what I think is a wise choice when I decide 

to post something. (P02) 

Similarly, another participant highlighted the death of privacy by reminding users to 

disclose only what they want others to know or to use: 

If you put it on Facebook it’s your own problem. If you didn’t want anyone to 

use your photo you wouldn’t post it. (P17) 

Considering Facebook as a public place, some participants appeared to be more careful 

about disclosing associated with others on Facebook. For instance, one participant 

attempted to ask others before sharing if the content related to them, and posted only 

what can be re-shared: 

It doesn’t worry me too much. I’m careful not to put up anything that I wouldn’t 

want – that – I check with the kids − if I put a photo of them, I check that they 

don’t mind. … put embarrassing photos of them or – yeah, or of me. Yeah, so, 

I only post things – photos – that I wouldn’t mind if they got shared. (P13) 

While some participants appreciated the availability of the fined-grained privacy 

settings and user practices to protect their privacy, other participants perceived a death 

of privacy, where Facebook is viewed as a public space, rather than a semi-public 

space. According to this perception, some participants acknowledged its public nature 

and the death of privacy by posting or sharing only what they wanted others to know. 

 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 6: Perception of Other-generated Disclosure 

 

210  

6.2.6  Selective sharing and trust in Facebook friends 

Most participants said that they selectively shared content about other people with 

their trusted Facebook friends or social contacts such as family members, close 

friends, or groups with the same interests. For example, sharing about children 

(sharenting) is most common among family members and close friends. In this case, 

the disclosers expressed their trust that the shared content remained within their trusted 

circles, whereas the disclosees felt comfort and welcomed such disclosed content, as 

one participant stated: 

They don’t mind. I think one reason is – could be because that is the only – 

they can see the photo. My niece and nephew are – they are in [name of place]. 

So, my parents – the grandparents are in [another country] so … my 

grandparents could see all these photos even though we do Skype them every 

day, but then the photos that are, capture the moment that you haven’t seen … 

so yeah, they do share it on Facebook. (P07) 

A few participants had strong feelings about the inappropriateness of sharenting, 

especially posting photos of naked babies; for example, one participant who has 

worked in child sexual abuse opposed sharing photos of children, and addressed her 

serious concern about children’ privacy: 

I really don’t like posting photos of children. I don’t think that’s a good thing 

to do especially babies that are naked … I don’t know about children. I think 

maybe if you had them just to close friends that would be okay, but … because 

I have worked in child sexual abuse areas, I just don’t think it’s a good thing. 

(P17) 

While some participants disagreed about sharing photos of young children, they 

seemed to be comfortable in sharing photos of teenagers with relatives to keep 

intended audiences updated on activities: 
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I wouldn’t share baby photos or anything like that. I share my teenage 

children’s … because some of the people on my Facebook list are also relatives 

so it’s a good way to tell people about things that are going on. (P15) 

In the same way, other participants expressed their selective sharing content was 

associated with others only when the content was directly relevant and in need of 

sharing: 

I do post group photos, but I don’t think it’s a lot because I, I’m not really into 

group photos unless it’s, it’s especially friends that need to be put in the photo. 

(P10) 

Additionally, a few participants shared with larger and distant groups of users who 

have the same interests, such as specific Facebook groups like a vegan group, as they 

tended to regard that other-generated disclosure within a groups with the same interest 

was selective sharing and remained within the group: 

I mean all of my friends who are usually in one photo have the same interests 

especially like my friends, so everything is fine. They don’t need to ask before 

posting it. (P14) 

Several participants viewed other-generated disclosure among close ties as selective 

sharing among trusted audiences, whereas a few reflected on their sharing about others 

within groups with the same interest. 

6.3  Summary 

The findings in this chapter show that the 21 interviewees who had engaged in other-

generated disclosure shared common beliefs in the notion of independent privacy. The 

disclosers and the disclosees tended to consider their own individual rights (my rights 

or your rights) and neglected interdependent privacy (our rights) with regard to 

disclosed content or information related to others. However, both parties had different 
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perceptions about privacy control over the phenomenon. While the disclosers felt 

sufficient control over other-generated disclosure, the disclosees felt little or no control 

over the phenomenon. Some participants regarded that privacy was dead on Facebook 

because they viewed Facebook and other OSNs as being in the public domain. On the 

other hand, other participants appreciated the availability of Facebook’s fine-grained 

privacy settings and indicated their trust in Facebook privacy management to keep 

their private information private.  

Chapter 10 further discusses these findings within the context of the existing literature. 

The next chapter presents the emerging themes and findings about the types of 

disclosed content associated with other-generated disclosure. 
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CHAPTER 7  

Types of Content in Other-generated 

Disclosure 

7.1 Introduction 

The qualitative findings from previous chapters indicate that disclosers and disclosees 

share similarities and differences in their perceptions about other-generated disclosure. 

Both disclosers and disclosees were concerned about information and personal privacy 

at an individual level in terms of my privacy versus your privacy, but did not consider 

privacy at the group level in terms of our privacy; that is, your privacy is also my 

privacy, or my privacy is also your privacy. In other words, both disclosers and 

disclosees perceived interconnected privacy on OSNs like Facebook as being 

independence, instead of interdependence. Nevertheless, they reflected views 

indicating different understandings about the dimensions of independent privacy. The 

disclosers considered that their individual privacy was the right to freedom and 

expression of opinion, whereas the disclosees considered their individual rights were 

about properties such as the “right to be left alone” (Warren & Brandeis, 1890). 

This chapter examines the types of content that other users disclose, particularly users’ 

social ties, rather than the users themselves. This part of the investigation addressed 

RQ3: What types of content are involved in other-generated disclosure? The type of 

content is important as it is associated with the motivation to disclose and the 

perception of privacy. In general, content across OSNs contains diverse features and 

relates to different data that can be mined, extracted, inferred, or disseminated, 

resulting in different impacts on privacy. Understanding the types of content can help 

users find a way to control and manage data to preserve privacy or mitigate risk. 
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The results from this study reveal four common types of content associated with 

perceived other-generated disclosure: co-owned, share-on-behalf, pass-along, and 

tagging content.  

7.2 User-generated content in online social networks 

Unlike webpages, OSNs such as Facebook, Twitter, and Instagram are driven by 

content that users upload and share (self-generated) or content provided by other users 

(other-generated). Content made available on OSNs reveals information about users 

or others, causing many privacy-related issues. For example, users upload or share 

photos of themselves with insufficient protection, posing risks to their own privacy. 

While these issues are well-known and extensively discussed in the literature, and are 

therefore not the focus of this thesis, content uploaded and shared on OSNs may 

involve other users. For instance, users upload or share group photos, parents post or 

share information about their children, and so on. These actions can pose threats or 

harm not only to the users who disclose, but also to others who appear in, or are 

associated with, the content. This kind of sharing resulting in privacy-related issues is 

challenging because users cannot prevent other people’s actions and there is no 

technical mechanism to prevent other-generated disclosure from occurring. 

7.3 Types of other-generated disclosure content  

Like self-disclosure, the content in other-generated disclosure is posted in different 

formats (e.g., images, videos, or text) and can be identified through searching or 

tagging. From the qualitative data analysis undertaken in this study, several themes 

emerged and were grouped into four main types of disclosed content associated with 

other-generated disclosure ownership as presented in Table 7-1.  
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Table 7-1:Types of other-generated disclosure  

Types of 

disclosed content 
Description Example quote 

The next four subsections address the main types of disclosed content along with 

excerpts from the interviews. 

7.3.1 Co-owned content 

OSNs like Facebook allow users to post or share content that is not only owned by 

them, but also owned by others. Sharing or tagging content with other users makes 

them co-owners of the content and related information. However, some content 

belongs to more than one individual or was group property to start with, for example, 

a photo taken with more than one person (a group photo) or a video recording of two 

or more people. All participants in this study posted or shared content showing other 

people, with or without posters − on special days, at events, undertaking activities, or 

on other occasions. Some participants took videos, which may include them, and 

posted on Facebook. Most videos were about small children doing something. Some 

participants also tagged other users. 

Almost all participants reported that they posted or shared photos or videos they had 

taken with friends, colleagues, family members, or others in general events: 

Yeah, because I’m the one who is always taking the group photos for other 

Co-owned  

Both the discloser and the 

disclosee own the content, for 

example, group photos 

There are some of my old family photos 

from when I was young, but other than that, 

nothing recent. 

Share-on-behalf 

Content that is not owned by 

the discloser, but shared by the 

discloser for the disclosee 

There was only the one time my brother did 

something like that and it was a particular 

photo that I didn’t want, so I’ve asked him 

to remove it.  

Pass-along 

Content shared by audiences 

to audiences (e.g., some tags, 

electronic word-of-mouth, 

political campaigns) 

Usually I’m not making the statements, I’m 

just sharing what’s already out there. 

Tagging 

Content that is labelled or 

added to others, regardless of 

the first owner 

I think my girlfriends manage their … 

album. So, they – so, she just tags me, that’s 

it. (InterviewVoice#00025) 
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people on my phone. So, yes, I will upload those photos … friends or family or 

colleagues. (P07) 

On the other hand, some participants who tried to avoid sharing about themselves or 

others found photos on Facebook that their family had taken when they were young: 

There are some of my old family photos from when I was young, but other than 

that, nothing recent. (P19) 

Several participants shared photos depicting them with others during special events, 

activities, or trips for particular reasons (as discussed in Chapter 5), including to keep 

as a memorandum or for self-presentation, such as farewell parties, ceremonies, or 

conferences: 

It’s … [a] farewell party, but when everyone’s crying it’s not a good picture 

… but I wanted to remember the good time[s] of the friend. So, it’s okay to 

post the friend’s party. (P08)  

Yes, I … then when we traveled, we may have posted photos to say we’ve visited 

this national park or something with a group photo, but they’ve been with me 

when I’ve done that.  Sometimes they get a little bit cross and say, you don’t 

have to put everything on Facebook, but yeah, I think being the older 

generation, we’re perhaps a little bit more fascinated with posting than the 

younger ones are. (P11) 

Several participants posted or shared multimedia content only with friends and within 

closed groups: 

The majority of photos that I would post on Facebook I would probably post 

within those closed groups because the photos would be relevant to those 

groups. I’m on holiday with friends I would share photos with them within a 

closed group as opposed to on the major site. (P03)  
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Whether content is shared with family members, friends, or closed groups, sharing 

content with other users is not only sharing access to the content but also giving those 

other users the right to re-share, copy, or tag the content to further users. In other word, 

the discloser loses control over the disclosed or shared content and allows others who 

have access to that shared content to disseminate information beyond the targeted 

audience, despite initially intending to share only with specific users like friends or 

within closed groups. 

Several participants took videos or photos of themselves and others during cooperative 

activities or joint events, and then shared or posted them on Facebook thinking that 

the people included in the shared content would not mind them sharing because they 

have mutual interests: 

We just – I mean all of my friends who are usually in one photo have the same 

interests especially like my friends, so everything is fine. They don’t need to … 

it. (P14) 

While people who attend joint ventures or activities have mutual interests in common, 

that does not mean that they also agree to have photos depicting them shared or seen 

by other people on Facebook. On the other hand, some participants agree in sharing 

such group activities: 

We’re at a function or something and there’s a group of us, we might put a 

photo up and just check in somewhere, whether we’re at a music festival or 

something. (P11) 

Group photos taken with friends are commonly uploaded, shared, or tagged without 

asking all the people appearing in those photos; however, such sharing can offend 

some group members in those photos:  

Usually they will just put on Facebook; the picture was taking … You cannot 

… unless you specifically ask okay I look so ugly in this portrait don’t upload 
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it – they will upload it or sometimes if it’s a close friend they like to upload an 

embarrassing photo like … embarrassing as in the photo that will make me 

look very sad. (_P03) 

Overall, content shown on OSNs like Facebook is subject to limited control and can 

be disseminated by other users through re-sharing or tagging, leading to the formation 

of co-owned relationships over information associated with content. Moreover, some 

content belonged to more than one person before it was available on Facebook or other 

OSNs, for example, group photos or videos. Regardless of sharing intention, sharing 

co-owned content can cause unfavorable or unwanted disclosure as well as privacy 

violation, resulting in losses or damages to both the disclosers and the disclosees. 

7.3.2 Share-on-behalf content  

In general, people share specific information with different audiences. Similarly, 

people selectively share or withhold information when they interact on OSNs; 

however, sharing on OSNs like Facebook is unbounded as disclosed information can 

be disseminated without consent. Users can share information that not only belongs to 

them, but also that belonging to others, disclosing details that the owners of such 

information might have chosen to keep to themselves or express differently.  

Another interesting behavior found in this study was on-behalf sharing. The findings 

show that many participants posted or shared content on behalf of other users or non-

users to raise awareness for another person, about causes related to specific or general 

topics, or to spread information about specific events, activities, or work being 

associated with, or conducted by, others. Participants revealed several reasons for 

sharing on behalf of others, such as seeking and sharing information, getting support, 

and sharing special moments, as discussed in Chapter 5. For instance, friends sought 

advice from Facebook groups for other friends; parents shared or posted about their 

babies, children, and teenagers in an effort to seek advice or support, to tease, or to 
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express pride about their children’s achievements or progress; colleagues posted in 

Facebook groups to provide support, to exchange information, or to get attention.  

Several participants posted on behalf of other people to ask for help in relation to 

accommodation, education, travel, wellbeing, and so on. For instance, one participant 

posted in Facebook groups to inquire about accommodation on behalf of her son:  

Might be interesting. It was, my son had to do a prac and stay somewhere, 

where was he, [name of place] or somewhere …. So I put up on Facebook, ‘Hi 

there, is anyone in the [name of place] region, [son’s name] needs to stay 

somewhere,’ and I got replies, it was really cool. (P16) 

In addition to posting messages, many other participants shared photos of friends, 

children, and family members on occasions such as birthdays or special events. For 

instance, one participant revealed that she shared birthday-party photos of her children 

with descriptions: 

It was their birthday or something and I’ve had a party, so I might just put a 

picture up and say, look so and so had their party, but I don’t do lots of sharing 

of their photos cos they do enough. (P16) 

On another occasion, one participant posted about her daughter’s illness, but received 

undesired inquiries and comments instead of the support she was seeking:  

My daughter was diagnosed with … problem last year… She was in the 

hospital for a long time … and I posted in Facebook to get support. So people 

don’t talk directly to me, but they asked me; one of my friends on Facebook 

ask me when they ring me, like, ‘Is it contagious, something …’, It’s not 

contagious. And then people asked me what is the cause of it? Sometimes they 

made comments, it’s not … but it’s like, you know, makes you feel bad. (P08) 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 7: Types of Other-generated Disclosure 

 

220  

Regardless of the reason, sharing on behalf of others based on judgements or the 

perspective of the discloser may result in unwanted outcomes. Furthermore, on-behalf 

sharing can contradict with a person’s desired presentation of themselves to others as 

well as disclose their identity. Another participant intimated conflict resulting from 

unfavorable disclosure when her brother had posted a photo of her on Facebook:  

There was only the one time my brother did something like that and it was a 

particular photo that I didn’t want, so I’ve asked him to remove it. (P19)  

Exposing someone to public or unwanted audiences without their consent can bring 

about discomfort, embarrassment, turbulence, conflict, threats, harm, or other negative 

effects. Despite good intentions and perceived benefits, on-behalf sharing leaks 

information beyond desired audiences and builds digital traces for other people. On 

one hand, sharing in this respect may be helpful or have a benefit. On the other hand, 

it affects the disclosee’s online identity as well as forming impressions, causing 

damage, and violating privacy, resulting in risks, threats, or harm to others.  

7.3.3 Pass-along content  

All participants reported that they had accidentally or intentionally revealed 

information about other people through pass-along content by re-sharing, 

commenting, referring (known in OSNs as at-mention), or clicking like. On the other 

hand, many participants mentioned that it is not uncommon to find their names 

mentioned in social friends’ posts or Facebook group discussions in addition to 

receiving re-shared content such as videos, links, music, or photos. 

Some participants who tried to avoid any disclosure re-shared content involving other 

people – either users or non-users. For instance, (P11) said, “Usually I’m not making 

the statements, I’m just sharing what’s already out there”.  

In OSNs, including Facebook, it is popular for pass-along content to reflect 

positiveness, such as funny videos or messages; however, it is also not uncommon for 
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pass-along content to show someone in a negative light. Many participants re-shared 

funny videos or photos of other people to other users or to the public; for example, 

(P09) stated, “I think it when something’s funny, with some photos … funny messages 

or something like that”. 

While many participants re-shared or commented on content they thought was funny, 

one participant re-shared such content that she did not agree was funny, using inverted 

commas in the descriptions: 

But yeah there’s a lot of funny videos and I put little inverted commas around 

that, that people think are funny, and I just think no they’re not very funny, or 

they’re just hurtful in a different way, yeah, babies getting hit in the head with 

a swing and, I don’t think that’s funny, I don’t like those, I won’t share that 

sort of stuff. (P16) 

Passing along other-generated content beyond the owner’s desired audience is easy 

for the discloser; however, it can either satisfy or offend disclosees. Some participants 

were unhappy when they received comments from weak social ties, acquaintances, or 

even strangers:  

You make a comment on someone’s Facebook page or something they’ve 

posted, somebody else who you don’t know, also … a comment on that page 

and then bizarrely because they’ve commented on the same thing, they come 

up as would you like to be friends with these people – to which the answer of 

course is no because I don’t know them. (P03) 

Pass-along content such as commenting, mentioning, or re-sharing can make 

disclosees vulnerable to exposure beyond their desired or targeted audiences as well 

as establishing links or references to users’ profiles of engaged parties, that in turn 

enables other sources of information about the disclosees to become available. 
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7.3.4 Tagging 

Tagging is not only a popular feature in OSNs to disseminate information, but also a 

mechanism for notifying disclosees about other-generated disclosure. Random or 

selective tags create links to tagged users’ profiles and may expose posts to those 

tagged users’ timelines or their Facebook friends’ newsfeed, depending on users’ 

privacy settings on Facebook. Random tags can cause more trouble for tagged 

audiences (viewers) than selective tags because the tagged content may be irrelevant 

or not interesting to tagged audiences. However, tagging raises audiences’ awareness 

of exposure.  

A few participants acknowledged this benefit of tagging, using it so they could view 

and decide how to deal with such content. Subsequently, some participants were 

dissatisfied and attempted to untag themselves from the unwanted disclosure, whereas 

other participants who were satisfied with the context of the content did nothing. For 

example, one participant pointed out that she was unaware that her photo with a group 

had been posted on Facebook until another person commented on it and mentioned 

her name in that post: 

I’ve had that experience when someone posted a group photo of us, but I wasn’t 

tagged in that photo, so I couldn’t see [it]. But then someone commented and 

mentioned my name, so that I have access to that photo. (P10)  

On the one hand, tagging co-owned content like group photos or albums are most 

common on Facebook and another way of sharing content associated with other users, 

as one participant said: 

I think my girlfriends manage their … album. So, they – so, she just tags me, 

that’s it. (P12) 
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On the other hand, another participant said that her Facebook friend tagged her to 

inform her about the posts with many comments that were of her interest or benefit to 

her:  

It was in regard to a story that was on there, and there was a lot of comments 

underneath and she just tagged me in her comments. (P19) 

In contrast, some participants reported that they were surprised when they received 

tagged content from unknown people or bizarre content; however, they untagged 

themselves from such content: 

I’m not very often tagged in other strange things. Cos, I know some people will 

find weird stories and tag everybody in their contacts list or something. … I 

get the odd weird one and I think why you tagged me in that, but I usually just 

get rid of it. (P16) 

Tagging is a double-edged sword that can be either helpful or harmful. On one hand, 

tagging can raise users’ awareness about other-generated content on Facebook. On the 

other hand, tagging establishes links and references to tagged users’ profiles, which 

enables legitimate access to the profiles of tagged users and exposes information and 

resources about them.  

7.4 Summary 

OSNs like Facebook allow users to not only to post or share content that belongs to 

themselves, but also content that belongs to other people, including users and non-

users. When users post or share content, they lose their control over it and the 

associated information, allowing other users who have access to the content to re-

share, copy, mention, comment, like, or tag the content. Those actions spread the 

information, which belongs only to them, to others only, or to both parties, beyond the 

desired audiences to wider populations. Ownership is an important and challenging 

issue in OSNs like Facebook, particularly in other-generated disclosure. 
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This chapter addressed RQ3, focusing on types of other-generated content. The 

qualitative findings from the interview data identified four major types of other-

generated content: co-owned content, shared on-behalf content, pass-along content, 

and tagging. The study found that privacy issues related to these types of disclosed 

content occurred from the actions and interactions between closed relationships such 

as friends, family or relatives, partners, or classmates, rather than strangers. The degree 

of ownership associated with these types of content has become indefinite.  

Privacy of information within this context depends on multiple stakeholders, rather 

than only the original owners, leading to conflict, embarrassment, or other privacy-

related issues such as threats, identity disclosure, and privacy invasion. Privacy 

management is becoming more difficult and challenging. Chapter 10 further discusses 

these findings within the context of the exiting literature. The following chapter 

addresses privacy management strategies used by participants when their information 

or content is revealed by their social connections. 
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CHAPTER 8  

Privacy Management for Other-generated 

Disclosure 

8.1  Introduction 

This chapter addresses RQ4: What strategies do both parties (the discloser and the 

disclosee) use to manage other-generated disclosure? The results show that 

participants customized their privacy settings, with most restricting visibility of 

content and their profile to Facebook friends, while a few applied general settings and 

exercised restrictive settings per post. All participants attempted to manage content or 

information disclosed by their social connections (Facebook friends) and maintain 

privacy using technical or non-technical means consisting of collective, preventive, or 

collaborative strategies. In addition, they used implicit and explicit privacy rules to 

protect against interdependent privacy risks. The participants employed a combination 

of social and technological strategies to reach their desired audiences.  

Previous studies identify the need for developing technological tools to support multi-

party privacy management, and the present study supports that need by showing that 

users are concerned about online privacy regarding shared information and that they 

collaborate with other users to manage privacy.   

Understanding privacy management strategies is important because the strategies may 

be associated with different privacy and technology-usage perceptions. Examining 

these perceptions can show how some strategies differ from others and help to explain 

other important privacy-related issues. The findings from this study also add to the 

literature on how to manage and mitigate risks from other-generated content 

associated with interdependent privacy. In addition, understanding privacy 
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management strategies could explain why some users share or post content related to 

others, for example, on-behalf sharing or pass-along content, whereas other users do 

not; why some users restrict their profile information to friends only; and why others 

make it public.  

The findings from this study also showcase the importance of expanding our 

understanding of privacy management and strategies beyond the use of Facebook 

privacy settings use by highlighting several means by which individuals try to manage 

content disclosed by others. Future research in this direction is required, which could 

explore the use of additional privacy tools that can be implemented and social 

strategies that people can efficiently use. 

8.2  Non-technical strategies for handling other-generated 

disclosure 

This section focuses on non-technical strategies, which are based on individual 

decision-making and involve simple manual user actions with or without cooperation 

between the involved individuals, for example, sharing or unsharring/withholding (or 

setting the visibility of) some data or befriending/unfriending some users. 

8.2.1  Disengagement 

According to the Collins Dictionary, disengagement is defined as “a process by which 

people gradually stop being involved in a conflict, activity, or organization”. Common 

disengagement strategies in the offline world involve detachment, disconnectedness, 

withdrawal, separation, or escape. Similarly, disengagement strategies in online 

worlds like OSNs range from ignoring or leaving other-generated content alone 

(photos, tags, posts, comments) to discontinuing OSN services. 

To deal with other-generated disclosure, 13 of the 21 participants (61.9%) reported 

disengagement at two stages of the disclosure. Some disengaged from the disclosed 

content in the early stage (at first glance), whereas others withdrew later (after their 

involvement), using strategies such as stop commenting.  
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A few participants paid no attention to undesirable other-disclosed content, due to 

infrequency of the occurrence and that there was less likelihood of dispersion 

(commenting): 

I just ignore it as it is seldom on being commented. I don’t have any concerns 

about this. (P12) 

Besides occasion-oriented posts, some participants chose to ignore other-generated 

disclosure at their first glance due to their distant relationship with the disclosers (weak 

ties):  

Sometimes, and they’re actually not friends, but people that I might follow or 

news articles and people comment and say some outrageous things, but yeah, 

I have purposefully not responded and commented because I think they’re 

people I don’t even know so there’s not much point in getting into a discussion 

with someone I don’t even know; I just ignore it. I didn’t delete it; I just leave 

it sitting there. (P11) 

While some participants left the disclosed comment as is, whether or not they agreed 

or disagreed with it, other participants ignored the disclosed content even though they 

disagreed with it: 

I have seen the post that … or things that I don’t agree [with], I’d just ignore 

it. I don’t go and talk on Facebook or comment on the post. (P03)  

Sometimes some of the shares have got some comments that I don’t agree with 

and if I can be bothered, I will make a comment. (P17) 

Along the same lines, some participants would rather overlook unfavorable other-

generated disclosure than try to comment, unless it instigated strong feelings: 

I leave it there unless I hate the photo and then I deleted that. (P16) 
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Regardless of participants’ attitudes towards disclosed content, the main objective of 

disengagement at first glance is to avoid conflict and prevent any misinterpretation:  

I disagree with some of the things people write but I don’t usually say anything. 

I don’t want to get into an argument … it’s a recent one with people with a 

particular medical condition so they will post things about that and sometimes 

there’s arguments on there. I don’t post anything. (P18) 

On the other hand, some participants disengaged from the disclosed content after 

experiencing some turbulence during their involvement. For instance, a few 

participants attempted to derive a mutual understanding between engaging parties by 

commenting back and forth about the other-generated disclosure, leading to more 

stress, for example: 

They basically wrote comments which was objecting to what I was saying and 

then at one point I tried to explain by providing more input like more facts or 

my experience which would be different from their experience … and at that 

point I just stopped and I don’t comment anymore because it’s not very useful 

and I don’t want to … who are not listening. (P01)  

Likewise, another participant mentioned after a fiery debate that affected her emotions, 

that she learned not only to withhold responses but also to block problematic users: 

In the beginning when I don’t really know which one this is really, just point 

[out] all those comments being angry but, but then I realize lately that it 

doesn’t necessarily have to be responded [to]. So sometimes I’ll just leave it 

and nowadays you can simply block someone if you don’t like them, and it’s 

very, very easy to block them than to respond to whatever hate they give on 

you. (P10)  

While some participants actively engaged before disengaging from such other-

generated disclosure, other participants who were passively involved (read-only) in 
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such disclosed content discontinued reading the content, such as posts in group 

discussions, when conflict occurred: 

Sometimes I’ll just stop reading a thread because people are arguing with the 

original poster and being rude and it’s not the kind of conflict I want to be 

reading in my day-to-day. (P13)  

The participants in this study typically used any form of disengagement they could to 

deal with other-generated disclosure on Facebook. The common objective of 

disengagement is to keep the peace or avoid confrontation between involved parties. 

The participants appeared to purposefully disengage from weak ties, such as 

acquaintances, or distant Facebook friends. While this strategy did not require 

technical knowledge or skills, it released users from stress as they learned how to make 

use of disengagement.  

8.2.2  Friend acceptance 

Most participants said that they approved friend requests only if they knew those users 

in real life while rejecting requests from unknown people. Some participants would 

rather friend with users they have met face-to-face at least once: 

Most of them have been – I have met them at least once in [my] lifetime, yes 

and we have a chat [for a] few minutes or hours, yeah. (P20) 

Likewise, other participants highlighted the importance of considering offline 

relationships for Facebook friends. As another participant declared, if she could not 

recognize users who sent a friend request, she would reject the request. despite the 

number of mutual friends: 

Mostly they’re friends that I have met before, like face-to-face, I know them 

because I … my Facebook, so if I don’t know them, even though they are my 

friend’s friends, for example, I don’t, I will not accept their friend invitation. 

So, I do not want someone that I don’t know. (P08) 
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While some participants emphasized face-to-face interaction in approving a Facebook 

friend, others took into account online social contacts like mutual friends. Some 

participants decided in favor of mutual friends; the more mutual friends they had, the 

more likely they would accept friend requests. For example, P10 approved a friend 

request from mutual friends as she did not allow others to search for her using e-mail 

and had set her profile to be invisible to friends-of-friends:  

So, if someone is not related to any of my friends, they would never be able to 

find me on Facebook. (P10) 

Rather than exclusively evaluating mutual friends, others analyzed their Facebook 

profile before approving any friend requests: 

In Facebook, I always analyze their profiles, what kind of information they 

post, and who are they friends with, who is their friend, so as to say, what kind 

of profile links they use. (P04) 

However, a few participants considered several factors and took many steps before 

accepting friends on Facebook, such as meeting in person, Facebook profile names, 

profile photos, and e-mail addresses. These participants used a combination of various 

factors to ensure recognition of requesters and to validate their profiles: 

So, I only accept friends or people that I have met once – at least I’ve met them 

in person. I don’t accept friend requests from people that I don’t know who 

they are even though they are – we have like 13 mutual friends I would not 

accept them if I don’t recognize them or I don’t recognize the name because 

usually on Facebook [people] put nicknames so – and then they put their 

child’s photo or … photo or actor’s photo or cartoon photo – you don’t know 

who they are so all those profiles I will not accept. I remember I … make sure 

that only people who know my e-mail can add me. (P07)  
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With a careful consideration of friend approval, having exclusively the known may 

not guarantee privacy of information or mitigate undesirable other-generated 

disclosure. Many privacy issues on OSNs arise from a context collapse and an overlap 

of social contacts. Almost all participants admitted failure to use a friend list or keep 

all friends in one default Facebook friend list. Therefore, some participants refused a 

friend request from specific users to maintain their privacy.  

Superiors and subordinates are likely to be excluded as individual Facebook friends, 

particularly current superiors, to avoid them seeing content or disclosures because an 

OSN presence has an influence in both recruiting and maintaining a job. Many 

participants avoided adding their current managers or bosses as friends on Facebook, 

but added ex-managers: 

I don’t put my manager as friend because – but there is some possible future 

boss because my organization is very big, and we have a really wide area to 

cover … so maybe they – one day they will be my boss, that’s possible, but as 

long as I remember that I never add my current boss as friend. (P20) 

With boss usually, I will ask them after I finish working with them. (P14) 

However, a few participants refused to add ex-superiors as their friends on Facebook: 

More that I sort of think, maybe I don’t want that old boss to know what I’m 

doing now, but that sort of thing. (P16) 

On the other hand, a few participants added current superiors because the superiors 

are more like their friends in real life: 

I’ve got my supervisor on there as well but most of them are like friends that 

I’ve, the friends that I have got are either friends that I’ve met at school or 

friends-of-friends, or friends that I’ve worked with in the past. 
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From another perspective, some superiors tended to exclude their subordinates, such 

as students, from becoming Facebook friends: 

Because I am teaching so a group of them are actually my former students, but 

I have a rule that I don’t approve them as my friend on Facebook … before 

they graduate. (P02) 

Friend acceptance is one strategy the participants in this study used to prevent 

visibility, content disclosure, and information from audiences, instead of categorizing 

friends in purposive and refined friend lists.  

8.2.3  Limiting disclosure 

Some participants avoided other-generated disclosure by limiting the number of posts, 

posting only on their own wall (location), posting only public content, posting only 

general topics, or posting only about positive matters. 

A few participants stated that they attempted to be passive when communicating 

within either groups of friends or Facebook groups of other users. In other words, they 

would rather read than write (post or comment); yet, they sometimes still expressed 

their interest through Facebook likes: 

I definitely – I try and read as much as I can of what is in the group and I will 

sometimes like posts … the others I don’t often post. I more read and respond. 

(P13) 

A few participants attempted to communicate in either a neutral or positive way and 

avoided conveying any negative content: 

So, I'm pretty conscious about that and I try to keep it quite neutral and 

harmless, and share nice things rather than nasty things, so as not to 

perpetuate anything that you don’t want perpetuated. (P16) 
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Besides avoiding negativity such as negative comments, another participant 

commented on refraining from taking things personally or getting involved with that 

disclosure: 

I have interacted in positive ways, never in a negative way. I’ve seen negativity 

on there, but I don’t personally get involved in it… but I’ve never had any 

negative comments to anything that I’ve sent through. (P19) 

Following this line, another participant mentioned keeping the middle ground or 

presenting oneself a way that is non-aligned with any sides. Reaction this way seems 

to reduce tension from conflict or turbulence: 

I’m not really aware of that and I’m basically trying to stay in the middle 

ground; you can be friendly but not too friendly, professional but not only 

professional. (P02) 

Additionally, only posting on the user’s own wall prevents individuals from having 

less or no control over the disclosed content about others. A few participants 

emphasized this rule, for example as P10 stated, “I will not post to their wall, but I will 

post in my personal wall and give them a mention”. Moreover, another participant 

provided a reason for some users posting personal news of others (death) on their 

timeline instead of in the public notices of a newspaper or face-to-face 

communication; however, she said she would rather not communicate in that way:  

Sometimes people put it on their wall just, so they can tell everyone – just 

letting you all know my mum died, or something like that. Some people put that 

on their wall because it’s easier for them to get the word out to a lot of people 

in a hurry, but yeah, so I’m very careful about posting on other people’s walls, 

I don’t do that very often. (P03) 

Limiting disclosure is a responsive or preventive, rather than a corrective, strategy. 

Conveying either positive or neutral information can prevent conflict or turbulence 
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arising from other-generated disclosure, while disclosing in such a manner may reveal 

information about others in a favorable context. Furthermore, restricting disclosure on 

one’s own wall gives more control over the disclosed content or ensuing comments. 

8.2.4  Using direct and private communication 

Many participants preferred direct and private communications such as face-to-face, 

private messages, e-mail, or phone calls to manage other-generated disclosure, 

particularly with their strong ties. On one hand, a few participants reacted to 

unfavorable content on Facebook and then continued to discuss with the disclosees 

face-to-face, for example as P03 stated, “I’ll respond to their post on Facebook and 

then when I see them I’ll carry on the discussion in more depth”. On the other hand, 

a few other participants withheld from responding to other-generated disclosure 

content on Facebook, preferring to communicate with the disclosee in person: 

It’s something that I’m particularly not happy about, I might speak to them in 

person, but I won’t start any comments on there that will then cause more 

arguments or whatever, I try and stay out of anything like that. (P19) 

Alternatively, other participants used written communication such as Facebook 

Messenger, other private messages, or e-mail to communicate with disclosees about 

problematic content. A few participants requested disclosees via Facebook Messenger 

to remove unwanted photos:  

I took a picture of the person’s commentary and sent it through Facebook 

Messenger and e-mail. (P01) 

I just go to the person who uploaded it and then just write a message on 

messengers untag me or remove – or delete the photos … but usually it was 

fine. A person will just untag. (P07) 
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Other participants shared their experiences in requesting the disclosees to delete 

undesirable content − photos or comments − via private messages: 

Yeah that happened to me and I’ve just asked them in a private message if they 

wouldn’t mind taking it down and I usually give them a reason why I don’t 

want it up there. (P06) 

Well, I did have … post something and then one of my friends gave their 

comment and that comment is something like ‘I’m being sarcastic’ and they 

criticize me because I give something, but I don’t really have that kind of 

intention to that and it’s better off replying to the comments, I send that person 

a private message that I explain it about that and I couldn’t, that person cannot 

attack it and then okay, I just delete the post. (P14) 

In addition to face-to-face communication and messaging, other participants reported 

their preference for using phone calls to the discloser regarding other-generated 

content. For instance, one participant called her Facebook friend who had tagged her 

in a group photo to have that group photo removed:  

It was a group photo and I was in it, and he was, he’d also tagged me, so I 

rang him and asked him to remove it. 

Interviewer: How is he, did he remove it after that? A: He removed it 

straightaway. (P19) 

In contrast with requesting removal, some participants tried to prevent other-generated 

disclosure by sharing content like photos via e-mail instead of via OSNs. For example, 

one participant shared co-owned photos with colleagues via e-mail: 

But colleagues not so much because I mean I will not share the photos through 

this channel – I will just send it via e-mail to … that’s it. I will not upload it 

onto Facebook, but it will be depending on the size of the group  – like if it’s 
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30 people I will not be … on Facebook but if it’s with close friends that you … 

that you go out every day then yeah, I will post it on Facebook. (P03) 

When other-generated disclosure happened between contacts with strong social ties, 

many participants appeared to communicate directly with the engaging parties (the 

disclosees/uploaders and the disclosers). 

8.2.5  Refraining from disclosure 

To avoid conflict or turbulence arising from disclosing about other people, more than 

half of the participants indicated that they refrained from disclosure in any form, 

including posts and comments on specific topics. Many participants agreed that some 

topics like politics, religion, or beliefs are too sensitive for discussion. 

Within this group of participants, some rarely posted photos of others unless it was a 

group photo of them and others doing something together at events, for example as 

P01 said, “I don’t usually post pictures of other people unless we are at an event or 

an activity”. Similarly, another participant stated that she avoided posting because she 

had too many Facebook friends and did not want to share too much private 

information: 

The reason that I don’t post as much these days [is] because I don’t want to 

share  – share a lot to a lot of people – as you said, 600 people and I don’t 

want to share my private stuff with the 600 people. (P07) 

Similarly, another participant said that she discontinued using Facebook for six years 

due to regretting her posts, then later she withheld posting because she was associated 

with students: 

I would not have been using Facebook for six years, then last few years when 

I don’t feel like, they shouldn’t be there, they were just posting from my earlier 

years. Then I don’t wish to post because I associate with my students 

nowadays. So those, those aren’t the kinds of photos … I don’t want my 
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students and my colleagues to see. (P10) 

To prevent other-generated disclosure, some participants attempted to avoid posting 

whereas others tried to refrain from commenting. As P11 said, “Some people do 

comment about everything they do. I think that’s a bit over the top, so I don’t usually 

respond to them”. In the same vein, other participants refused to comment on other 

users’ posts for similar reasons. One stated that commenting on OSNs like Facebook 

can easily lead to disturbance or emotion:  

I don’t want to make any comments about that; but if it’s like a face-to-face I 

will do it, but in the media, in media circles it’s kind of easy to make other 

people furious, they don’t really understand what we want to say. (P14) 

Another participant also mentioned that she avoided commenting on other posts 

because other people would read comments the way they preferred, resulting in 

misinterpretation: 

That’s what I mean, I don’t, I just don’t like to put a comment on that people 

will just read the wrong way if they feel like it. (P16) 

In addition to avoiding posts and comments, several participants agreed that some 

topics are too sensitive to discuss or share on Facebook, such as politics or religion, 

so they prefer to exclude such topics on Facebook: 

I have posted about it once, to at least share, I mean to make a discussion 

about politics, but some of my friends, they didn’t like what I post. So, if it – 

only once, only. (P12) 

Also, another participant emphasized that an OSN is social and for fun; therefore, she 

attempted to avoid commenting on politics and religion: 

But I don’t put lots of comments, I don’t put political comments up, I don’t put 
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religious comments up, I just don’t, I don’t want to be in that space … yeah 

and I, I don’t usually make political or religious statements, and that really 

made me think, and I thought I don’t want to be judged by that, it’s meant to 

be social fun, not a judging platform, anyway. (P16) 

Participants tended to agree that refraining from disclosure would mean it was less 

likely for other-generated disclosure to occur. They attempted to refrain from posting, 

commenting, or referring to problematic topics such as politics or religion. 

8.2.6  Notify before posting or sharing 

A few participants reported that they would notify people associated with the content 

(mostly photos) before posting or sharing it. For example, one participant stated that 

before sharing photos on behalf of her daughter she ensured she agreed and was happy 

about it: 

I will take her picture and she will ask is this going on Facebook? And I will 

say yes, and she is like let me look at it, but she wants to make sure she looks 

pretty before she goes on Facebook. So, I allow her to censor the pictures and 

if she asks don’t put that on Facebook I will not, but she knows I’m a proud 

mother. (P01) 

Similarly, another participant said that she and her friends would show photos among 

the group when they took photos together to ensure they were happy to have them 

shared on Facebook: 

When I do share this with a small group of photos so usually … when I took 

the photo I was showing to the group and then … if we are not happy with the 

photo and there are times – there is people who will tell you that. (P07) 

Other participants posted or shared content associated with others without letting them 

know: 
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I’ve only done it a couple of times and I didn’t talk to them first, no, I just put 

it on there, but they didn’t mind. (P15) 

Tagging was also widely used on Facebook without seeking approval from the tagged 

users or people who were included in photos. A few participants said they would rather 

ask or show the to-be-disclosed content before tagging other people: 

When we were in the picture which is maybe a little bit sensitive for whatever 

reason I don’t really just tag people, I asked first whether they are okay with 

me tagging. (P02) 

Some participants were more careful in sharing or posting content relating to other 

users or people as they would rather notify or ask for permission before disclosing the 

content. A few participants also applied this strategy with tagging. 

8.2.7  Relevance matters 

Many participants agreed that relevance matters when posting or sharing content or 

information associated with other people so as to prevent conflict. This strategy 

reinforces homogeneity. Some participants talked about sharing content or 

information with people with the same interests, for example: 

I didn’t change anything in privacy settings, but I definitely became more 

aware of what people might and might not like and I think I’m trying to please 

them. (P02) 

Contrarily, another participant complained, stating that receiving irrelevant content 

(tags, comments, posts, and so on) could be overwhelming: 

So sometimes people post things, pictures, statuses or videos and then they tag 

you, just random people, I guess in my opinion it’s so that they can get more 

likes or comments if they post on content. So somehow it was too 

overwhelming, people can tag you interests, random posts and it’s not 
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convenient. (P10) 

Unrelated content from other-generated disclosure appears to be less attractive and 

overwhelms audiences, rather than drawing audiences’ attention to their profiles. 

Participants were mostly interested in content or information related to, or of benefit 

to them. 

8.2.8  Literacy: Using language effectively 

A few participants emphasized how the wording of disclosed content can cause 

conflict and trigger turbulence, particularly when interacting with users from different 

cultures and multilingual backgrounds. These differences can lead to not only 

misinterpretation of the original context that such content holds, but also 

misunderstanding of sharing intentions. For example, one participant learned from her 

past experiences of re-sharing posts with her Facebook friends that wording could 

affect how people interpret the information, leading to misunderstanding or 

turbulence, even if using the same language in that communication: 

I had I think a couple of posts … which sounded kind of racist to a couple of 

my friends in America who are extremely sensitive. The thing was not meant 

to be racist, but I didn’t provide enough explanation and sometimes 

communicating in English, which is not my mother tongue … I got really bad 

feedback advice from the US side, criticizing me, telling how terrible a person 

I am. (P02) 

Likewise, another participant said that word usage could affect audiences’ emotions, 

even unintentionally; hence, she chose to keep her comments short: 

Sometimes, you have to be careful how you word things. Sometimes you can 

inadvertently upset somebody, so you have to be careful, so I keep comments 

short. (P15) 
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Drawing from participants’ past experiences of turbulence related to other-generated 

disclosure, wording or word usage could affect audiences’ emotions and 

communication. 

8.2.9  Communicating with the known only 

Facebook currently empowers users with selective sharing; users can share with all 

friends in a Facebook friend list, with only specified users, with all-but-except specific 

Facebook friends, or within public or private groups. Some participants indicated that 

they often shared other-generated content with friends only, instead of public 

audiences: 

I’ll share photographs of my children, my dog, stuff like that. I only share them 

with friends that I know, not public. (P15) 

Despite sharing with friends only, some participants shared content or information 

with specific, but not all, friends in their Facebook friend list. In this case, one 

participant acknowledged the flexibility of the Facebook pre-defined feature called 

share with friends except to exclude a few friends from their Facebook friend list, 

rather than typing all intended audiences, as some participants have too many 

Facebook friends and would prefer to share with almost all friends except a few. 

Alternatively, they would share with all friends if the shared content was general: 

It depends on the post. There will be posts that I don’t want certain people to 

see, so I will post to friends except and then mention the friend, that person’s 

name but then most of the time the things that I share are general. So, I don’t 

really limit the audience so it’s, as long as they’re my friends they can access 

it. I have been so careful and selective on sharing what I share on Facebook 

since I became a teacher. (P10) 

Many participants extended their sharing to broader audiences but still maintained 

their scope of disclosure to only those they know:  
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I make sure that I know the people that I’m actually sending things to. So, I 

don’t let everyone see everything that I’m sending out. So, I’ve got particular 

filters on for that thing. (P19) 

Alternatively, creating a specific group for specific sharing is another way to 

frequently share with the same groups of users, such as a group from special events, a 

team, or a group of travelers. Another participant explained this strategy and called 

the group a secret group, where she often shared photos with friends and family: 

So, for that I created a secret group for all – for the friends and family who 

wanted to see the trip updates because then I was posting quite regularly and 

I didn’t want to have it coming up on everyone’s feed if they weren’t interested. 

… and so I posted those photos – the trip was just posted to that group. (P13) 

Some participants restricted their comments to their friends’ post only to avoid 

turbulence and conflict. This restriction showed their trust in friends and resulted in 

being able to disregard other-generated content among friends’ networks through 

tagging, re-sharing, and so on: 

If you know the structure of Facebook, you understand that comments must be 

made, only your friends, your friends-of-friends, and so to say … I have got 

only comments from friends … only friends can write, can comment on my post 

on the Facebook, this is the sort of thing. (P04) 

Yeah only friends, very rarely do I comment on anything that’s outside of 

friends. (P17) 

Communicating with the known limits the scope of sharing to either associated or 

interested audiences and expresses trust in those specific audiences. Although this 

strategy cannot prevent other-generated disclosure from arising, it narrows the scope 

of disclosure to trusted audiences to aid privacy management if turbulence occurs.  
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8.2.10  Think before you act  

Think before you act, similar to look before you leap, is basic but preventive advice 

applying to many situations in daily life, including privacy management on OSNs. 

Surprisingly, this strategy has often been overlooked or not applied in practice during 

OSN interactions, particularly sharing associated with other users.  

In this study, some participants mentioned that they attempted to think before they 

acted to manage their privacy on Facebook. Before posting or sharing, the participants 

used different ways of practicing the strategy according to individual comfort and 

preferences, ranging from drafting their messages and planning them in their mind, to 

using self-reflecting words. A few participants would rather draft a post to avoid 

posting while emotional, which can lead to regret later: 

I draft my posts so that I know that that’s, I’m not posting something in the 

heat of the moment that I am going to regret, so yeah. (P06) 

I think about posting a lot more than I post. I think about it and I just … or I 

even plan it all out in my head what I’m going to say and then I just don’t if it 

doesn’t happen straight away. (P13) 

Besides drafting posts, one participant underlined the importance of thinking before 

acting in relation to how it reflects on the person who is posting as well as its impact:  

The rule of thumb for me is if you want to say something to someone’s face 

then it shouldn’t be stated, or you really have to think about what you’re 

posting online and how that reflects upon you. (P01) 

Some participants considered that thinking before acting is an effective way to delay 

posting, sharing, or responding to other-generated content, especially while they still 

have emotions about the content. On several occasions, such content was most likely 

discarded after applying this strategy. 
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8.2.11 Reviewing a friend list 

A few participants tried to periodically review their Facebook friend list, particularly 

when they received unfamiliar requests or strange content. Although this strategy fails 

to correct the current issue, it can prevent further issues or mitigate risk in the future:  

I usually go through the families again when I … if I do recognize the first 

name or I think there are sometimes people [who] have multiple accounts. The 

same person I have three or four accounts for the same person – I know the 

reason that they have multiple accounts because they forgot past work – they 

don’t know to recover the Facebook account. So, in that case I remove them. 

(P03) 

During the friend review process, a few participants found some Facebook friends who 

were unacceptable in their friend list and other friends who were no longer of interest 

to them, such as this participant who removed those contacts from her profile: 

So just to get rid of people that I’m not really interested in anymore and then 

just to make sure that nobody has somehow gotten on that shouldn’t be on 

there. (P19) 

8.2.12  Treating others with respect 

Several participants said they had a behavioral code of treating others the way they 

wanted to be treated. While some attempted to stick to this principle during their 

interaction or time spent on Facebook, others compromised this rule and applied it 

after other-generated disclosure had occurred. In the former group, (P17) stated, “I 

won’t share anything that I wouldn’t want to receive myself”. However, another 

participant from the latter group suggested that the best strategy for dealing with any 

conflict or turbulence regarding other-generated disclosure is by showing respect for 

the other parties: 

A precedence in this situation, my concern is the discussion, but in this conflict, 
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discussion, I am trying to be as polite as possible in order to eliminate this 

conflict. This is the best strategy to show respect to your opponent, and to try 

to understand his opinion, his or her opinion. (P04) 

Treating others with respect can either prevent unwanted other-generated disclosure 

or deal with conflict or turbulence arising from such disclosure. This principle can be 

a preventive or corrective strategy. 

8.2.13  Using other online sharing networks as alternatives 

As Facebook accommodates many features, content, and applications, it is convenient 

for fulfilling users’ multi-purposes all at once, as opposed to other OSNs that generally 

are dominated by a few services. For instance, Instagram and Flickr stand out in photo 

sharing; Twitter is prominent in online news services with short and interactive 

messages of 280 characters; LineTalk provides great messaging and voice-calling 

services; and YouTube is great for video sharing. For this reason, some participants 

selectively use OSNs according to their specific purpose, rather than using Facebook, 

and avoid context collapse and secondary use of information. For example, several 

participants mainly used Instagram for sharing photos, many relied on Twitter for 

news, while others voted YouTube as the best for video sharing: 

These days I use Instagram the most because I like to take group photos. 

Everybody likes to take photos. So, you can upload the group photos on the 

Instagram and then yeah, that’s it and then you can watch other people … 

photos and small clips on how to do cooking, short clips on Instagram. (P07) 

Participants who have used Instagram for photo sharing said that Instagram is a more 

convenient and less complicated setting for sharing photos, compared to that on 

Facebook. They are unlikely to have dealt with unwanted other-generated content on 

Instagram. 
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In addition, some participants use other OSNs to communicate with their social 

contacts, including using local OSNs. The reason for using other OSNs included social 

influence and availability of alternative languages, such as text messages in their own 

language: 

I mean different countries have different ways to connect with other people. 

My friends from China use WeChat rather than WhatsApp or Facebook. (P14) 

Using other OSNs seems to be another way of escaping the fit-all-in-one platform like 

Facebook that can reduce the possibility for other-generated disclosure.  

8.3  Technical strategies 

This section addresses technical privacy management strategies, which are based on 

advanced techniques such as the architecture, features, or software tools that were used 

to manage other-generated disclosure and address interdependent privacy issues.  

8.3.1  Un-tagging 

This study found that un-tagging or de-tagging is one of the most popular strategies 

used to remove either unrelated or unwanted content disclosed by other users from 

tagged users’ profiles. The qualitative data present two dimensions of un-tagging of 

either relevant or irrelevant content; one is un-tagging with notification and the other 

is un-tagging without notification. 

All participants in this study who were disclosers (the taggers or the uploaders) 

reported no offence when they were untagged, while most tagged users were more 

likely to untag themselves than request disclosers to delete such content. Nearly all 

users stated that a request for content removal would be the last option, as it took time 

and caused discomfort. For instance, one participant untagged herself from an 

unflattering photo, rather than asking the discloser to remove it: 

It was just a photo that I didn’t look very good in, and I didn’t ask them to, I 
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just untagged myself in it. (P16) 

The most common reason participants gave for un-tagging was that the tagged photos 

portrayed the participants in an unfavorable light – whether it was the way they looked 

or how they behaved. Some participants were fully aware that un-tagging only 

removes the tagged photo from the tagged user’s profile while remaining accessible 

from other profiles. Still, un-tagging was preferable because it saved time and avoided 

discomfort among the tagged participants in this study. 

Nonetheless, un-tagging has an emotional impact on related parties, although it can be 

less sensitive or offensive than requesting content removal. While a few tagged users 

directly requested the uploaders (the disclosers) to remove unfavorable content, 

several tagged users seemed awkward about requesting uploaders to remove 

undesirable photos from Facebook. A few participants said they would rather notify 

the disclosers (the uploaders or the taggers) before un-tagging themselves from the 

content: 

I’ve only had one experience where I have posted a group photo and the person 

said I didn’t want this picture of us on my Facebook page, do you mind if I de-

tagged myself? And I said no problem. (P01, the discloser) 

On the other hand, another participant untagged herself from her friend’s content that 

no longer related to her interest, but said nothing to her friend because she was afraid 

of hurting her friend’s (the tagger) feelings:  

I’ve been vegan for about a year and before I had been vegan I have gone 

fishing with some friends and obviously now I don’t like fishing because I 

wouldn’t do it and my friend, it came up as a memory for her and she tagged 

me in it and I was really uncomfortable with that because obviously I’ve got 

lots of vegan friends and we don’t like fishing, we don’t do that and I don’t 

want that to be on my profile. So, I removed the tag, but I didn’t say anything 

to my friend because I didn’t want to hurt her feelings because she’s not vegan. 
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(P06) 

In addition to relevant tagging, some participants mentioned random tagging, as they 

were tagged with content not associated with them. Nearly all participants who had 

received irrelevant tags mentioned un-tagging themselves from that content: 

I know some people will find weird stories and tag everybody in their contacts 

list or something, but I don’t tend to have that happen, I get the odd weird one 

and I think why have you tagged me in that, but I usually just get rid of it. (P16) 

The reasons for irrelevant tagging are still unclear, requiring further research. 

However, a few participants tended to believe that one of the reasons was to get 

attention from other users because irrelevant tags are directed to all of their social 

contacts or to as many people as possible, whether that content was relevant to 

audiences or not (see Section 7.3.4 about tagging).  

Furthermore, other participants used different strategies to handle relevant and 

irrelevant tagged content. Some participants chose to ignore tagged content that was 

relevant to them, but untagged content that was unrelated to them: 

It depends, normally I will just let it go – I will say yeah all right – sometimes 

I haven’t – once it did an automatic tagging thing and it wasn’t even me, so I 

removed that tag because it wasn’t me. (P18) 

However, several participants said they preferred sharing without tagging, particularly 

after being tagged, explicitly requesting their Facebook friends not to tag them: 

So, some of them I said no to because sometimes people like to post their things 

to [the] public and I don’t like that, so I usually send them a message and say, 

no, don’t – take me off it. So, just because you don’t know who sees them, but 

usually there’s not a problem. (P15) 
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Un-tagging is the most agreeable strategy between disclosers and disclosees to manage 

other-generated content. The disclosers (the uploaders or the taggers) in this study 

appeared to accept un-tagging with or without notification, whereas the disclosees 

seemed to be comfortable un-tagging to avoid conflict and keep the peace. 

8.3.2  Blocking (ghosting) 

Whereas disengagement is considered a passive and unresponsive strategy, blocking 

is reactive or aggressive/defensive in nature. Most participants reported that blocking 

would be their last option in managing other-generated disclosure among strong ties 

or closely related parties. On the other hand, participants considered blocking as an 

alternative and common strategy to manage any other-generated disclosure among 

weak ties or loose relationships, such as acquaintances, distantly located or unfamiliar 

Facebook friends, ex-partners, or ex-colleagues. 

Almost half of the participants (10 of the 21, or 47.62%) in this study reported their 

experiences of blocking some Facebook friends (classmates, colleagues, co-workers, 

ex-partners) because those Facebook friends posted or tagged undesirable content 

about them. Three participants admitted that they blocked acquaintance friends, 

classmates, or colleagues respectively due to other-generated disclosure. One 

participant denoted the person as someone she did not know well: 

So, most of the people that I block is because we maybe we didn’t know each 

other that well that to, to the extent that they don’t really know what I don’t 

like, which is why they could be very mean in the beginning. (P10)  

Along the line of unfamiliar Facebook friends, another participant received an 

inappropriate post re-shared by her mutual friend on Facebook, so she blocked that 

person:  

But I got the post from a mutual friend but [did] not accept that, it’s kind of 

pornographic, so I don’t know what standard they use to categorize this 

account as … inside of them and so I mean I’m not sure with their standard, 
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to which level we can say this is pornographic or not because I think that when 

you see the content of the post its contents are pornographic. (P14)  

Besides blocking unfamiliar Facebook friends, some participants also blocked familiar 

Facebook friends for specific reasons, such as unfriendly comments, as one participant 

said:  

They were just  – somebody I used to work with and I didn’t get along with and 

they’re friends with other people that I’m friends with and I didn’t want them 

seeing any comments or photos that I shared so I just thought that was easier, 

just so that they couldn’t see any of my comments or I didn’t want them 

knowing anything about me. (P15)  

According to this study, blocking likely happens when someone consistently shares 

content or information about a sensitive topic, such as politics or religion: 

There was somebody that – who blocked me – it’s a girl I think – it’s a friend 

from my college. She’s – yes, the case is the same. She always often … hoax 

and share about the – religious issue that’s really uncomfortable and I try to 

argue, and she thinks that I hate her religion and she just blocks me. (P20)  

Most participants prefer blocking to be the last choice after using other strategies to 

handle other-generated disclosure. Blocking was considered once there had been 

consistent sharing of problematic content, taking account of the closeness of the 

relationship among the parties (the disclosers, the disclosees, or the observers). 

8.3.3  Deleting content 

Deletion is an alternative strategy supported by Facebook technical features to manage 

undesirable other-generated content. Content deletion depends on the OSN’s terms of 

service, policies, or rules, many of which have been consistently changed and are 

complicated for users to understand. By following Facebook’s terms of service, users 
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who own content or information have the right to delete that content. The pre-

condition in content deletion − the right to delete − is still problematic, as content 

ownership is ambiguous. The issue of ownership has been a controversial and much-

disputed subject within the field of OSNs, particularly in the case of other-generated 

disclosure. Whereas some content can be erased as it is under individual control, other 

content may be beyond one person’s control or may need collaboration by users for 

the content to be deleted. 

In this study, several participants admitted that they had deleted unwanted other-

generated content posted by themselves or by other parties through a request to other 

users or Facebook to erase it. The means for content deletion rests on the availability 

of user control related to several factors such as ownership, type of content, and the 

location of the content (the disclosees’ wall vs the disclosers’ walls).  

Facebook facilitates self-deletion with the option to delete content if the user has the 

right to delete. For instance, users can delete comments from other users on their own 

profiles. One participant erased comments on her Facebook wall made by a user she 

did not like: 

I have deleted the comments from people that I don’t really like – people come 

and comment on my posts. I don’t know – I didn’t like their comment there, I 

deleted it. (P03) 

While this participant deleted comments because she disliked the person who had 

commented, other participants deleted comments due to the context of the comments. 

For example, one participant deleted a comment where her Facebook friends were 

joking about the photos on her wall: 

Sometimes it’s just about the person being mean to you. I mean, they were 

joking but the comment is mean and then … so I deleted it. (P07) 
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Similarly, another participant deleted a comment where her Facebook friend 

questioned her preference with regard to her profile photo: 

I did take her comment off because I didn’t really think that she had any right 

to question my choice over my profile photo. (P16) 

The problem of unwelcome comments from other users comes from the context or 

wording in the comments, so how to interpret comments and determine their 

appropriateness varies from individual to individual and can be a challenge. Some 

words are deemed appropriate for one individual but may be inappropriate for others. 

The interview data suggest that some participants deleted comments containing 

inappropriate words, rather than hiding or leaving such comments on their Facebook 

timeline: 

Maybe not appropriate words. So, just, mm, yeah, you know, some … words 

that maybe – maybe they can post like my privacy, so I delete it. (P12) 

In general, users have the right to delete their own or other-generated content from 

their own timeline. The participants in this study were unlikely to inform content-

owners, such as commenters, posters, or uploaders, before deleting the content. 

However, a few participants reported that they notified the content-owners before 

deleting other-generated content: 

I removed it from my Facebook wall … and usually I talk to them, but not 

really, really push them to remove it. (P08) 

Deleting in this way shows respect to other users and raises awareness of the user’s 

privacy preference to relevant parties – the disclosers and the disclosees. However, 

some other-generated content requires other users to erase content; for instance, 

content that users post on other users’ timelines, tagged content, or share-on-behalf 

content. Several participants commented on other users’ posts outside their own 

timelines, resulting in a difficulty in deleting content and a request for content removal. 
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For instance, one participant illustrated her turbulence from commenting back and 

forth on her friend’s timeline. She then felt regret the next day but was unable to delete 

her own comments; hence, the participant requested the other party to erase her 

comments in exchange for deleting comments of the other parties: 

And then they comment, and then I comment, and you know back and forth, 

and I don’t know what happened but suddenly … and the next day when I, it is 

really childish, really silly, and cos everyone can see it. And I tried to remove 

it, but I can’t, and I ask her, ‘Could you remove your comment because I, 

because you comment on my Facebook and I comment on yours … can you 

remove and all my comments will disappear’, and it’s not successful, so well 

it’s still there. (P08) 

Instead of sending only a request for deletion, two participants briefly explained the 

reasons along with the request to have their Facebook friends delete the share-on-

behalf and co-owned content: 

I’ve just asked them in a private message if they wouldn’t mind taking it down 

and I usually give them a reason why I don’t want it up there. (P06)  

There’s – we were – when I was studying in [country], we are – have trip – 

group trips to [city] and − my wife is [nationality]. She’s very easy [to] be 

jealous so they take a picture and tag me with some girls, and I said, no, no, 

no … (laughing). It’s dangerous and they agree, and they remove it. (P20) 

Providing reasons along with the request for deletion is unnecessary. Despite any 

reasons provided, other participants were likely to collaborate with the request and 

remove the share-on-behalf content: 

There was only the one time my brother did something like that and it was a 

particular photo that I didn’t want, so I’ve asked him to remove it. (P19)  
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I’ve posted a photo that I thought was fine and I had someone say to me, ‘Oh 

look my family doesn’t know that I’m doing that course could you take it down’ 

and so I took it down. (P08, the discloser) 

A request to the OSN provider is an alternative way to have other-generated content 

erased. A few participants agreed that this approach is troublesome and likely to be 

ineffective. One participant talked about their experience in requesting Facebook to 

delete scandalous content about politics or pornography: 

Sometimes it’s inappropriate content – mostly about politics or sexy things … 

so I report to Facebook. Democracy make people often to express their feeling 

freely, but they don’t care about the … message or think it really offends 

people. (P20) 

8.3.4  Setting visibility  

Facebook offers users the ability to limit who can see individual user’s profiles through 

pre-defined lists; at the time of this writing, the list consists of Public, Friends, More. 

By choosing More, users can specify their own audiences. This pre-defined list has 

been frequently changed over time. Limiting the visibility of user profiles was the 

most common technical strategy that the participants in this study used to protect their 

privacy from strangers or an unwelcome audience. Such restrictions to profiles 

empower users with a feeling of control and increase their confidence in their 

interactions and disclosures with intended audiences.  

This study found that many participants seemed confident about Facebook’s private 

settings through setting the visibility of profiles, timelines, or content, for example:  

Another thing is that I control the content of my Facebook, who is going to see 

that, if it’s public or private, or in groups or in other places. So, I think it’s 

increased enough. (P09) 
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Those participants believed in Facebook’s privacy enhancing practice through limiting 

profile visibility. Several participants have their Facebook profile setting to be friends-

only, which means only friends can view their profiles and posts:  

It’s set up so that only my friends can see my posts and I’ve basically made it 

so that I have, yeah only the people who I’m friends with can see my 

information. (P06) 

Apart from friend-only profiles, some participants chose their profile settings to be 

friend-of-friends from Facebook’s pre-defined list, for instance: 

Most of the time I leave it at friends-of-friends, but if it’s something that I think 

would interest the general public, I will then just use it on public. (P11) 

Other participants set the visibility of their timeline, posts, and tags, allowing only 

close friends to see: 

I don’t – I don’t create groups or lists. I don’t use that feature. What I do is, 

when I post something, I have a set of friends who can see or a set of friends 

who can see the post that I post on the feed in Facebook … so, what I did is, 

that only your closest friends can see everything on my timeline including my 

posts as well as people tagged me in a post that I was tagged in. (P07) 

Another participant limited the number of posts other users can view on her timeline 

up to one year and no longer deleted posts or photos because those would be invisible 

for other intended audiences after one year: 

Nowadays I still … the limit of posts that my audience can see from my 

timeline. So, if someone looks in my profile they can only, they can only access 

the last, I guess one year maximum. So, they couldn’t access the first post that 

I posted that which is why nowadays I don’t delete posts and photos anymore 

because they, my audience would have no access to them anyway. (P10) 
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Setting visibility limits the number of intended audiences, the number of posts, and 

the duration of the timeline, allowing specific users to view specific posts in a certain 

duration. A few participants used this strategy as an alternative to content deletion 

after a specific time by setting the duration of timeline visibility. 

8.3.5  Posting-without-tags 

Tagging can be divided into two main groups: relevant tags and irrelevant (random) 

tags. In general, many Facebook users tag their social contacts or other users, 

regardless of whether the content (post, photos, videos, and so on) are associated with 

the tagged people or not. Some Facebook users tag their social contacts (family 

members, friends) with content unrelated to the tagged users; these unrelated tags 

could bother or overwhelm some audiences. On the other hand, many Facebook users 

tag content directly associated with the tagged users, for example, co-owned photos 

or videos including the tagged users, comments about tagged use, or posts about 

tagged users. 

More than one-quarter of participants in this study expressed concern about being 

tagged with either relevant or irrelevant content and requested their Facebook friends 

not to tag them. They clearly stated their preference for posts without tags or post-

with-no-tags. One participant remarked that she had informed her family not to tag her 

in their photos, including ones in which she was included: 

I’ve told family not to tag me on their photos, if I’m in the photo then that’s 

alright, but I don’t want them to tag me specifically. (P19)  

Likewise, another participant said the reason for no longer tagging was because when 

she tagged her son in her posts on Facebook it resulted in her being suspended for 

some time: 

My son … he told me I was on suspension and I wasn’t allowed to tag him in 

photos or posts, so I don’t tag them anymore. (P11) 
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Along this line, one participant referred to her friends’ requests not to tag them with 

co-owned pictures from parties: 

Some of my friends [who] post some pictures of those parties will warn me, 

well please could you not post this, or could you not tag me. (P02) 

Other participants reported that not only they, but also their Facebook friends, were 

concerned about being tagged. For instance, one participant mentioned that her 

colleague, one of her Facebook friends, allowed her to share co-owned content as long 

as she did not tag; she also made a similar request to other Facebook friends: 

A colleague of mine asked me if I can upload it just as long as I don’t tag them 

… that is one of the things that I usually do as well. I tell my friends, ‘Oh, you 

can upload it, don’t tag me’. (P07) 

More than 25% of participants expressed their preference for not being tagged with 

either relevant or irrelevant content while allowing others to share or post content 

associated with them. Some participants also said that their Facebook friends also 

requested them not to tag.  

With no tagging, the disclosed content associated with users are not presented on their 

timeline and linked to their profiles. By allowing posting or sharing with no tags 

signals that participants were concerned about disclosing information or content to 

their social contacts (the known), rather than strangers.  

8.3.6  Setting Facebook timeline and tag approval  

Facebook provides users with the ability to prevent tagged content from automatically 

appearing on their timelines through timeline and tag from one of Facebook’s privacy 

settings. Through this feature, users have the ability to review and approve tagged 

content before that content can be shown on their timelines. Some participants reported 

that they used this setting to prevent undesirable tagged content from showing up on 
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their timelines. One participant illustrated his experiences of this settings to manage 

group photos: 

Usually when there is a group photo and … with office or something – a group 

or something that this friend really wanted to tag me they will put tag, but my 

privacy setting did not let this tag photo automatically add to my timeline. 

(P20) 

However, the tagged content may appear on other tagged users’ timelines, depending 

on an individual user’s privacy settings and preferences on their own timeline. For 

example, one participant addressed the way she used Facebook privacy settings on tag 

review, showing her clear understanding about this feature: 

I’m − sometimes I want to filter it out, so from my wall I have this tag request 

– people that tag you, I need to go and review and approve it first before it 

appears on my timeline … if I don’t look good in a photo I might say don’t 

show it on my timeline, that’s it; but I do know that the photo is in – can be 

seen by my – the uploader’s friend so that – yeah, there’s nothing you can do 

about it. (P07) 

Likewise, another participant learned about setting a tag review after turbulence on 

Facebook and explained the way she used it: 

And after that I learn that I can approve someone to share a picture in my wall. 

So, if … picture or anything, if I don’t like [it], so it’s like a group photo or a 

picture of me, if I approve it then it will appear in my Facebook wall, if I don’t 

approve then it will not appear in my Facebook wall. (P08) 

After experiencing turbulence from other-generated disclosure, another participant 

learned not only how to set tag review using Facebook privacy settings, but also how 

to keep control on Facebook walls through timeline settings. The timeline settings can 
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stop other users from posting on individual timelines. Users can set this under who can 

post on my timeline? as she explained: 

When I first started using Facebook, I wasn’t really aware of the processes it 

takes. So, someone who is my friend can tag me in any post without me viewing 

it whether it should go through my Facebook account or not. So, it would be 

directly posted on my account, it was later that I found out about the privacy 

settings that I can manage who can post to my account and tag me to things. 

(P10) 

According to the interview data in this study, some participants have a clear 

understanding of setting timeline or tag reviews through Facebook privacy settings to 

prevent undesirable other-generated disclosure from appearing on their timelines.  

8.3.7  Hiding unwanted content 

Many participants hid unfavorable other-generated content to avoid seeing such 

content and to prevent other users from reacting to the disclosed content. Reactions 

such as commenting, re-sharing, or emoji expressions on such undesirable content can 

complicate other-generated disclosure  

Hiding content signals a perception that what is missing does not exist. A few 

participants expressed their hurtful feelings because of undesirable other-generated 

content; one chose to hide such content, rather than unfriending: 

There are people that I don’t – there is things in your past that you don’t want 

to remember or things that make you a bit upset. Then I just hide them from 

myself, so I don’t have to look at them. Sometimes I unfriend them, but I don’t 

really like doing that. It seems a bit drastic, so I just hide the posts and 

eventually Facebook kind of learns that you don’t want to see things from those 

people. (P17) 
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Another participant also highlighted a preference for hiding over unfriending or 

disengaging with users who disclosed unwanted content or information: 

What I’ve done is – which I – is one of those things you can do, is that you 

choose not to see their content, but you don’t remove them as friends. (P03)  

Hiding unwanted content showcases the principle that the things you don’t see don’t 

matter to you. This strategy is less provocative but preserves the relationship between 

the disclosers and the disclosees.  

8.3.8  Unfriending 

One specific example of relationship termination on OSNs occurs on Facebook, where 

users can unfriend (or defriend) an individual who they previously mutually agreed to 

be Facebook friends with the click of a button. Unfriend was the New Oxford American 

Dictionary’s word of the year in 2009 (Oxford word of the year: Unfriend, 2009). 

Unfriending on OSNs is a user’s action in removing someone who is a friend on an 

OSN from their social contacts, social circles, or social connections, like the Facebook 

friend list. Unfriending demonstrates an asymmetric relationship between the users 

who unfriend other users (the unfrienders) and the users who were unfriended (the 

unfriended), but friending shows a reciprocal relationship between two users. In other 

words, while friending initiates the relationship through a friend request and requires 

approval from the other user, unfriending ends relationship by only one party without 

any notification.  

The interview data suggest that unfriending is likely to occur, particularly among weak 

ties, when undesirable other-generated disclosure arises. For example, one participant 

showed no reluctance in unfriending a friend who seemed to want to change their 

relationship:  

So, my example would be my classmate in college, so we’re classmate in one 

of the units doing it together… so the reason we were friends on Facebook is 

because we need to talk about assignments, but then by the time the assignment 
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is done … he started going personal. And I just don’t like the way he 

commented on my posts, so I would never hesitate to unfriend those kinds of 

people. (P10) 

Conversely, other participants demonstrated their experiences of unfriending previous 

friends because of inappropriate posts such as: 

And there’s also people that I have been friends with in the past, that I’ve 

actually taken off because I think some of the stuff that they’re posting is very 

inappropriate. (P19) 

On one hand, some participants unfriended their social contacts because of sharing 

inappropriate content. On the other hand, other participants unfriended their social 

contacts because the unfriended shared too much content about polarizing topics such 

as politics or religion that was out of context or in conflict with their interests: 

So, basically he [was] trying to share on the page – messages that I don’t like 

– usually religion. I’m not a religious person but didn’t try to mock other 

religions; it’s uncomfortable to me so I just unfriended him. (P20) 

Unfriending is a provocative strategy likely used with weak-tie social contacts with 

less hesitation. Several constructs for unfriending found in this study include 

inappropriate content, polarizing topics, frequency of sharing about others, and the 

closeness of the relationship between the unfriender and the unfriended. 

8.3.9  Setting a notification 

Some participants indicated that they used Facebook notification as a tool to become 

aware of other-generated content, for example, other-generated posts on their own 

timeline or tags: 

Especially group photos, sometimes there are discussions afterwards, it could 

be about the event that we’re attending, or it could be something else. So, 
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unless I find it really not important to keep the notification on, I will just keep 

it on. (P10) 

However, sometimes setting active notifications on an individual timeline can be 

bothersome if the notifications keep operating when they were supposed to stop after 

users turned them off: 

Yeah sometimes you turn off the notifications, but it still keeps sending things, 

so that’s annoying so you have to go back and turn them off again. I don’t want 

to see all of that in my timeline. (P18) 

Setting notifications on Facebook timelines or tags signals users about events, other-

generated posts, or tags. On one hand, tagging enables viewers to leave feedback or 

discuss the shared content. On the other hand, it reduces original control over the 

content with regard to secondary uses for the purposes that are not intended and can 

lead to other-generated disclosure. From a different point of view, tagging also notifies 

users about the content other users shared. 

8.4 Summary 

Much of the literature on privacy management in OSNs acknowledges the flaws in 

privacy policies and the limitations of privacy settings. Some participants in this study 

therefore attempted to apply their own practices to manage disclosure and privacy, for 

example by disengagement or avoidance. While managing self-generated content is 

difficult in OSNs, managing disclosure generated by others is more challenging. This 

phenomenological qualitative study examined what strategies adult Facebook users 

who had lived experiences of other-generated disclosure used to manage shared or 

disclosed content. The findings in this chapter revealed that participants employed 

either technical or non-technical (behavioral) strategies to manage other-generated 

disclosure in addition to implicit or explicit privacy rules. Chapter 10 further discusses 

privacy management strategies in the context of the literature. Next, Chapter 9 
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explores the impact of other-generated disclosure on both online and offline 

relationships. 
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CHAPTER 9  

The Impacts of Other-generated Disclosure 

9.1  Introduction  

Chapter 8 addressed both technical and non-technical privacy management strategies 

that participants utilized when they were involved in other-generated disclosure. In 

this chapter, the findings from the qualitative data analysis show how other-generated 

disclosure on Facebook affected both the disclosers and the disclosees. 

Although participants avoided posting on other users’ profiles, the content published 

on their own profiles contained a variety of information about others, largely related 

to their social connections (Facebook friends). Such disclosures exposed not only 

themselves but also the members of their social networks. This exposure posed risks, 

harm, or threats to all engaging parties as well as affecting them in several ways. 

Despite good intentions, other-generated disclosure brings about different degrees of 

impact on emotions, wellbeing, behaviors, and online or offline relationships.  

Many participants had encountered unwanted posts on their profiles, unflattering 

photos that were distributed beyond their desired audiences, turbulence, and 

arguments in Facebook public or closed groups, leading to stress, depression, 

discrimination, cyber-bullying, loss of face and reputation, and so on. After 

experiencing other-generated disclosure, participants’ friend-accepting behavior 

consequently became more conservative, with most claiming that they knew virtually 

all of their friends personally and had met them in real life. Most participants described 

the risk of privacy invasion in relation to themselves rather than others. However, 

participants whose privacy had been violated were more likely to change their privacy 

settings than those who had merely heard about privacy invasion of others. An 
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interesting impact of other-generated disclosure that emerged was disengagement 

from both offline and online relationships. However, some participants managed to 

reconcile the relationship after a few years. The following sections present the impacts 

of other-generated disclosure on emotions, behavior, and relationships. 

9.2  Impacts on emotions 

Other-generated disclosure can cause an emotional impact on both disclosers and 

disclosees. The participants in this study exhibited neutral, negative, or indifferent 

responses or reactions to other-generated disclosure. 

9.2.1  Neutral responses 

Some participants had no strong feeling – either positive or negative – or judgement 

about whether the disclosure was good or bad. When other-generated disclosure had 

occurred, they tended to accept that it had already happened. One participant said she 

felt alright when her friends tagged group photos from a reunion because it was not 

often and still within a group: 

Somebody else posted on the open site, some photos from that reunion − it’s a 

big sit-down dinner and all the rest of it and you get tagged on that which is 

fine but beyond that, not that often. (P03)  

Moreover, some disclosers indicated willingness to cooperate with the disclosees’ 

request to solve other-generated disclosure issues, in consideration of their privacy. 

For instance, one discloser took no offense and agreed to delete a photo she tagged: 

I think it’s normal; if someone asks me to do something like that I don’t really 

… it’s a right of another person to say don’t do this to me, that’s my … so I, in 

my case when I was asked I really didn’t have any hard feelings. (P01) 
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The findings highlight other-generated issues about infrequent tags and that photo 

sharing with tags within co-owned groups can be acceptable. 

9.2.2  Negative responses 

Other-generated disclosure can provoke anger, disturbance, or other negative 

emotions. A feeling of guilt may be overwhelming and become so intense that it may 

lead to regret and blaming oneself for engaging in other-generated disclosure by 

sharenting, other sharing on behalf, passing along, or tagging. 

Participants described their emotional response to other-generated disclosure as 

making them mad, frustrated, surprised, irritated, annoyed, disappointed, angry, 

cranky, or violated. For instance, one participant said she felt irritated because a photo 

of her that was taken with others was re-shared and commented about on Facebook. 

She had also observed the impact of other-generated disclosure on Facebook groups, 

resulting in membership removal: 

It makes me cranky – I think what are you saying that for? So not very nice – 

sometimes those people that have been doing that they get deleted from the 

group, so I’ve noticed. (P18) 

Some participants felt frustrated and tried to clarify what they meant about what they 

thought in comments or posts; however, this led to arguments:  

It’s not a problem for them because they might believe in what the post says, 

it’s a problem for me because I disagree with it and think that they might not 

have understood the implications of what they’ve posted but on the surface it 

seems quite innocent to them whereas that is incredibly unpleasant when you 

really read it and really think about it. So, you’re trying to change opinion but 

that’s with very few people that I share with. (P03)  
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Some disclosees had mixed feelings of being hurt, embarrassed, awkward, or upset 

when someone disclosed content revealing their past, which they had tried to forget, 

for example: 

There are people that I don’t – there are things in your past that you don’t 

want to remember or things that make you a bit upset then I just hide them 

from myself so I don’t have to look at them. Sometimes I unfriend them, but I 

don’t really like doing that. It seems a bit drastic, so I just hide the posts and 

eventually Facebook kind of learns that you don’t want to see things from those 

people. (P17)  

One participant who posted about her daughter’s sickness on Facebook repetitively 

mentioned about wrongdoing and feeling guilty because of other Facebook friends’ 

questions about contagiousness and judgements on her daughter after the post. Her 

remark and the repetitiveness of the same words suggests that she felt overwhelmed 

with guilt and regret after her sharenting: 

When they asked me about it, I feel guilty, like am I wrong if I … my daughter, 

you know if my daughter went into the hospital, meet the doctor … sometimes 

I feel like am I wrong, and I feel guilty. (P08) 

Some participants were stressed or suffered from being bullied on Facebook due to 

photos friends posted or comments they made. Although some comments were 

intended for teasing purposes among friends, they instigated other users’ feedback and 

criticism, resulting in unexpected outcomes: 

I unfriended a few people who were either not supporting me when I was being 

bullied or who were the bullies which I think is a good self-preservation 

measure because you don’t want to be reminded of bad parts of your life all 

the time and there were consequences because people questioned why I had 

unfriended them. (P17) 
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Other-generated disclosure also affects the emotions of disclosers. Some disclosers in 

this study expressed that they felt stressed and worried after other-generated 

disclosure, particularly if the disclosed content triggered comments that could inflame 

the situation and cause tension: 

Probably pretty stressful I think – I’d be worried about them. I think I’d be 

worried about them being either angry or – yeah, whether they’d make more 

comments or – yeah … it would bother me a bit. (P13) 

Similarly, another participant tried to explain the reasons for her comments after 

seeing comments that that went against her, and said it only instigated more comments 

and ongoing debate until she decided to stop because of the stress and waste of time: 

They basically wrote comments which was objecting to what I was saying and 

then at one point I tried to … by providing more input like more facts or my 

experience which would be different from their experience, I really tried at the 

beginning to explain why I did see it’s useful or … but then what … said is that 

… becomes a very … like well, it’s not right just because it’s not right. And at 

that point I just stopped, and I don’t … anymore because it’s not very useful 

and I don’t want to … who are not listening. (P02) 

However, one disclosee in co-owned content (e.g., group photos) asking for the 

discloser to remove or completely delete the content can made other disclosees 

(stakeholders) unsatisfied or offended. For example, one participant stated that his 

request for removal of a group photo disappointed his female friends who were co-

owners of the photo because his friends thought they looked great and wanted to share 

the photo. However, he was concerned about his wife’s reaction as she might 

misunderstand and worry when viewing the photo: 

Some friends are disappointed … as my picture is good or … rude but it’s a 

danger for me because it will make my wife angry or something … sometime 

wife get … really …. (P20) 
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Overall, other-generated content can affect both the disclosers and the disclosees to 

different degrees, even among the disclosees who co-owned the same content, 

depending on individual’s perceptions of privacy, and the scope of the viewers of the 

disclosed content. 

9.2.3  Indifferent responses 

The final example of reaction to other-generated disclosure was indifference. Several 

participants just ignored the posts, skipped the content or did not read comments, 

particularly if the disclosure was from weak social ties. Some participants said, “I just 

let it go”. Another participant was not mad at the violator; she said it is part of life 

when someone shared a picture taken at a party depicting her with a glass of wine: 

Though I don’t really care because I believe part of our lives is a social life 

where we party, and we have a glass of wine, so I’m not really bothered. (P02) 

Despite negative impacts on emotions, some participants would rather to banish those 

feelings and discomfort because they treasured or valued relationships or friendships:  

Just the ones I’ve told you about where I don’t like what they’re sharing, or 

they have made comments that I find offensive. I have one friend who is 

borderline, and I have to always tell her that I don’t agree with those things 

and we’re still friends on Facebook and we’re friends outside but it’s 

borderline … Yes, it means that I’m tolerating her. I am tolerating her because 

her friendship is probably more valuable than her dramas or politics. (P17) 

Several participants simply ignored other-generated posts, particularly if those posts 

belonged to weak ties such as acquaintances, unfamiliar relatives, or superficial 

friends.  
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9.3  Impacts on behavior 

The study found that participants who had experienced other-generated disclosure 

changed their online or offline behaviors. Online, participants were more cautious 

about posting or sharing content relating to others, thought about the privacy of others 

before disclosure, changed their Facebook privacy settings, reviewed Facebook friend 

lists, set privacy per post, prohibited posting on their timeline, or changed visibility of 

their profile and content. Offline, participants asked for permission before posting, 

avoided each other after turbulence, or used more direct offline communication. 

A few participants reported that they tried to avoid contacting or meeting the other 

parties in real life after other-generated disclosure:  

I am trying to avoid the people from whom I received … the proper feedback 

through the Facebook, so to say, I am trying to avoid contacting these people 

in real life. But it depends, it’s difficult. (P04) 

In some instances, some disclosees blocked all communication and ended the 

relationship with the disclosers. Some disclosees increased communication with the 

disclosers in order to provide additional privacy rules. In many instances, the 

relationship between the violator and violated did not change. Sometimes it was 

because the person was not even aware that they had disclosed something that should 

have been private. Others indicated that the relationship and communication did not 

change because the disclosees did not have an intention to harm, but accidentally 

disclosed the information without permission. This accidental other-generated 

disclosure was due to a lack of awareness about interdependent privacy and 

overlooked the risks to others’ privacy. 

9.4  Impacts on relationships 

As a result of the privacy violations identified in this study, the relationships between 

participants and their contacts changed because of a loss of trust. The impacts on the 
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relationship between disclosers and disclosees include relationship ending, 

relationship worsening, and no change. 

9.4.1  Relationship ending  

Participants revealed that other-generated disclosure strongly affected their online and 

offline relationships with other engaging parties, leading to the end of online 

relationships, the end of offline relationships, or the end of both online and offline 

relationships. For example, a few participants noticed that users were banned from a 

Facebook group when turbulence regarding other-generated disclosure occurred 

within Facebook groups.  

Another participant ended the online relationship with the discloser (blocking) so she 

could not see the discloser’s posts anymore and the discloser was also unable to see 

her posts:  

I blocked her so she can’t see anything about me, and I don’t get any requests 

from her. She’s just not a very nice person, I don’t want – that’s all, yeah. 

(P15)  

Other participants said that they chose to end the online relationship but keep the 

offline relationship with the engaging party because they treasured their friendship 

more than what happened; this happened particularly with close ties: 

I feel like it could affect our friendship in real life and I – yeah, I don’t feel like 

being friends on Facebook would make it any better, so, I’ve just kind of chosen 

not to. (P13) 

Several participants were annoyed about random tagging or over re-sharing of 

irrelevant content (random sharing); for example, some disclosers re-shared content to 

friends-of-friends. When random tagging or sharing occurred often, many participants 

unfriended or unfollowed:  
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 I don’t do it just for the sake of it, I really think about it first, but if the, if the 

things that have been posted are just, if I’m not really interested then that’s the 

way, why, that’s the main reason why I unfollow. (P19)  

Some participants argued with others because of the disclosed content friends posted 

on Facebook. This started from some users making comments and then more users 

engaging with that. After being referred to in Facebook by name, the disclosees 

became aware and then made comments. In this manner, conversations or comments 

increased and the arguments became heated, including the use of bad words. After 

participants realized what was happening, they went to delete their comments because 

they contained bad words, which would be searchable by other uses or seen by others. 

After such online arguments, they avoided offline contact: 

So we ended up just finishing the debate and I think he had to delete someone 

because it was already borderline with hate speech. (P02) 

9.4.2  Keeping their distance  

Some participants kept their distance, but still communicated after experiencing other-

generated disclosure: 

I’m still, I still talk to them but I’m not as close, and that’s been a couple of 

people because I haven’t liked at all what they’ve been showing on there. (P19) 

On the other hand, some participants reported that they kept communication at a 

minimum on Facebook but still maintained their online friendship with other parties 

after experiencing other-generated disclosure: 

We randomly talk to her on Facebook, we still like each other of course, so it’s 

not that they deleted me from their friends list. I don’t also consider deleting. 

(P01) 
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Several participants said words to the effect of, “But I just feel weird around the person 

thinking that they might be intentionally trying to find out information about me”. 

9.4.3  No change 

One participant said the relationship did not change and the disclosure did not make 

any difference to the present status as online friendship is not real: 

I just haven’t got time for that kind of stuff, so I just unfriended her. It hasn’t 

made any difference – like I said Facebook friends even if they are family, they 

are not real. (P17) 

9.5  Summary 

Although Facebook offers users fine-grained privacy settings, managing the privacy 

of other-generated disclosure is complicated and challenging, resulting in conflict, 

turbulence, the threat of loss of face, privacy risks, and so on. Privacy issues can affect 

users’ emotions, behavior, and online or offline relationships. Many participants 

revealed that other-generated disclosure affected their emotions to different degrees, 

including disappointment, being upset, or having regret or guilt.  

The emotional impacts of other-generated disclosure can be neutral, negative, or 

indifferent, depending on the types of disclosed content (see Chapter 7), scope of the 

viewers, and the relationships between engaging parties. The findings suggest that the 

impacts of other-generated disclosure on weak-tie relationships seem to have less 

influence on the relationship between engaging parties, compared to that on close-tie 

relationships. After experiencing other-generated disclosure, participants in this study 

changed their online or offline behavior to safeguard their privacy and took care not 

only of their own privacy but also others’ privacy. However, the damage or privacy 

violations that had occurred affected their online and offline relationships to some 

extent, including the end of the relationship (only online, only offline, or both online 

and offline), keeping more distance, or no change. This finding suggests that the 
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degree of impact varies and depends on social ties and the scope of the viewers. 

Chapter 10 further discusses these findings within the context of the existing literature.  
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CHAPTER 10  

Discussion 

10.1  Chapter overview 

Chapters 5-9 presented the findings according to the five research questions, along 

with related quotes or excerpts from the 21 semi-structured in-depth interviews. 

Chapter 10 discusses the findings in greater detail within the context of the relevant 

literature. This chapter begins with a summary of the five themes corresponding to the 

five research questions. It then presents further interpretations of the findings and 

discusses the findings within the context of the existing literature. A summary 

completes the chapter. 

10.2  Summary of themes 

Many interesting themes emerged during the analysis of participant responses from 

the in-depth, semi-structured interviews in this phenomenological study. These 

findings were derived from the shared experiences of individuals’ lived experiences 

of other-generated disclosure from 21 adult Facebook users. During analysis, 

similarities and overlapping information evolved, with some quotes from participants 

containing information about participants’ lived experiences of other-generated 

disclosure that could be categorized into more than one subtheme. Consequently, five 

major themes corresponding to RQ1−RQ5 are outlined with their respective 

subthemes as follows:  

RQ1: What motivates OSN users to engage in other-generated disclosure (see 

Chapter 5): 

• Theme 1: To share moments in life: A trip down memory lane 
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• Theme 2: To share funny things: Sharing a laugh 

• Theme 3: To seek attention: An acknowledgement of my presence 

• Theme 4: To share or seek information: Information exchange 

• Theme 5: To express pride in someone: “I am proud of you” 

• Theme 6: To receive and provide support: Sharing is caring. 

RQ2: How do OSN users perceive other-generated disclosure (see Chapter 6): 

• Theme 1: All about individual rights: Freedom of opinions and expressions versus 

ownership rights 

• Theme 2: Perceived control of disclosed content: In control versus lack of control 

• Theme 3: A part of life: It is NOT a secret 

• Theme 4: Ignorance of interdependent privacy: My privacy, your privacy, or our 

privacy 

• Theme 5: Death of privacy: The public nature of Facebook 

• Theme 6: Selective sharing and trust in Facebook friends. 

RQ3: What types of content are involved in other-generated disclosure (see 

Chapter 7): 

• Theme 1: Co-owned content 

• Theme 2: Share-on-behalf content  

• Theme 3: Pass-along content 

• Theme 4: Tagging. 

RQ4: What strategies do OSN users use to mitigate the risks from other-generated 

disclosure (see Chapter 8):  

• Theme 1: Technical strategies 

• Theme 2: Non-technical strategies. 
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RQ5: What are the impacts of other-generated disclosure on OSN users (see 

Chapter 9): 

• Theme 1: Impacts on emotions 

• Theme 2: Impacts on behaviors 

• Theme 2: Impacts on relationships. 

10.3  Discussion of the findings 

This discussion is presented in five subsections corresponding to the five research 

questions (RQ1−RQ5). The discussion in each subsection begins with a summary of 

the main findings and then relates it to the existing literature. While other-generated 

disclosure on OSNs is not a new phenomenon as it appears daily in news media, the 

research on this topic is relatively new in the realm of social computing, computer-

mediated communication, and social networks. To the best of the researcher’s 

knowledge, the present study is the first study to examine other-generated disclosure 

associated with interdependent privacy in multiple dimensions. Due to the scarcity of 

research on the topic in the literature, some parts of the discussion will be drawn from 

a broader scope of the literature. In this respect, motivation associated with other-

generated disclosure (RQ1) is discussed within the scope of motivation for using 

OSNs as well as motivation for information disclosure because there are two types of 

information disclosure generated by OSN users: first, self-disclosure, which has been 

extensively studied, and second, other-generated disclosure, which was studied in this 

present study. Similarly, perceptions of other-generated disclosure associated with 

interdependent privacy (RQ2) has not yet been studied; hence, the discussion 

pertaining to this research question relates to previous research on perceptions of 

privacy. 

10.3.1  Research Question 1: Motivation  

With ubiquitous and convenient mobile OSNs, users have increasingly used networks 

like Facebook, Instagram and YouTube to record and reflect on their individual lives 
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in the form of baby books, lifelogging, diaries, photo albums, archives of multimedia 

content, or memoranda. When people illustrate moments in their lives, they reveal 

information not only about themselves but also about others. When OSN users share 

multimedia content (photos, videos, etc.) or post about events and activities in their 

lives, they often divulge information about how they are in addition to the information 

included in the multimedia content. For example, mothers take photos of their children 

at birthday parties and post the photos on Facebook; these posts expose not only their 

children but also others who are depicted in the same photos as well as information 

related to them.  

The findings of the present study identified six motives associated with other-

generated disclosure on Facebook: sharing moments in life, sharing funny things, 

seeking attention, exchanging information, expressing pride in someone, and receiving 

and providing support (see Table 5-1).  

10.3.1.1  To share moments in life: A trip down memory lane 

The present study identified sharing moments in life as one motivation for disclosing 

about other people. All the participants in this present study had shared moments in 

their lives, such as special occasions or events (e.g., birthdays, anniversaries, 

Thanksgiving, New Year, Easter), social or group activities (e.g., trips, get-togethers, 

farewells), milestones, and achievements. In addition to Facebook, some participants 

shared memories about these moments on other OSNs, such as Instagram. Some 

participants differentiated sharing their life moments based on the audience; for 

example, sharing their moments in life with friends and family on Facebook but 

sharing with colleagues and others on Instagram. As such, the present study confirms 

that other-generated disclosure occurs in other OSNs as well. Earlier research has 

demonstrated that people use Facebook or other OSNs to disclose information about 

other people, including users and non-users (Ammari, Kumar, Lampe, & 

Schoenebeck, 2015; Morris, 2014). For instance, an interview‐based study of 

American parents found that most participants used Facebook for sharing images, 

whereas several participants also used Instagram (Ammari et al., 2015). Some parents 
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are cautious about sharing information about their children on sites such as Twitter 

(Morris, 2014). 

The findings of this study suggest that other-generated disclosure is likely to occur 

during special occasions or events (birthdays, anniversaries, Thanksgiving, New Year, 

Easter). In line with these findings, the literature indicates that parents often use their 

personal Facebook accounts to announce and convey details about their pregnancy, 

inform friends about the birth of their baby, or post updates and images of their 

children (Ammari et al., 2015; Bartholomew, Schoppe-Sullivan, Glassman, Kamp 

Dush, & Sullivan, 2012; Morris, 2014). The present study also supports evidence from 

empirical research (Such, Porter, Preibusch, & Joinson, 2017) that privacy conflicts 

associated with co-owned photos tend to occur during key holiday dates such as 

Halloween, Thanksgiving, Christmas, and New Year, due to an increase in photo-

taking and uploading around these events. 

Birthdays are another special occasion for individuals. One of the most common posts 

on Facebook timelines is birthday greetings or wishes. Facebook offers a special 

option to prompt users about friends’ birthdays as well as a convenient way of sending 

birthday greetings to their friends with minimal effort. As such, some users receive 

hundreds of birthday greetings on Facebook. Despite the benefits, the ‘birthday’ 

feature of Facebook makes birthdays public on personal profiles (timelines). Users are 

reminded about their friends’ upcoming birthdays via e-mail notification and can post 

birthday greetings or wishes on their friends’ timelines. These birthday greetings are 

not only visible to the birthday owners but also to other Facebook members. Birthday 

greetings or wishes on OSNs reveal individuals’ dates of birth as well as other 

information about them. “Happy 25th Birthday!” reveals the age of an individual 

whereas “Happy Birthday, Dad” discloses relationship details between individuals. 

Birth date from birthday greetings is one of six identity elements (birth date, name, 

gender, age, relationship, location), which can be inferred from information disclosed 

by other users (Alsarkal, Zhang, & Xu, 2018). 
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In the present study, other moments in life leading to other-generated disclosure on 

Facebook include milestones, achievements, or special memoranda. Facebook 

provides users with an opportunity to report memories with the ‘on this day’ feature. 

Parents share information about their children to collect memories (Blum-Ross & 

Livingstone, 2017; Kumar & Schoenebeck, 2015). Consistent with the present study, 

Kumar and Schoenebeck (2015) found that parents generally share four types of 

pictures of their children on OSNs − pictures of milestones, pictures with family or 

friends, pictures they consider to be cute, and pictures they consider to be funny − but 

they refrain from showing pictures that portray negativity or nakedness. These four 

types of pictures in Kumar and Schoenebeck’s study (2015) provide evidence 

supporting the motives for disclosure found in the present study: sharing pictures of 

milestones and pictures with family or friends mirrors the motivation to share 

moments in life; pictures parents consider funny reflects the motivation to share funny 

things; and pictures parents consider to be cute corroborates the motivation to express 

pride in their children (“I am proud of you”). The findings in this study are also in line 

with a previous study by Brosch (2016), who found that parents often share pictures 

of their children expressing happy moments in daily life (e.g., pictures of meal-time 

and with family), outings (e.g., pictures of holidays), and special events (e.g., pictures 

of the first day at kindergarten).  

One interesting finding is that participants in this study used photo albums to keep 

family and relatives who did not live with them updated about their children, to share 

group photos with friends, or to collect moments in life about their loved ones. 

Because of the inherent desire to share their moments, users often relied on the existing 

settings in OSNs to publish content; as a result, users put not only their privacy but 

also their friends’ privacy at risk (Besmer & Lipford, 2010b). 

10.3.1.2  To share funny things: Sharing happiness 

Another motivation associated with other-generated disclosure is to share funny 

things. Sharing funny things on OSNs like Facebook is popular. In general, 

participants in this study shared funny things other people did or experienced (other-
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generated disclosure), rather than funny things they did or that happened to them. 

Users playfully tease or make fun of each other by revealing embarrassing information 

through videos, pictures, or other multimedia content without seeking permission, for 

example, information about past indecent behavior, mischief, or clumsiness. 

Individuals often enhance interpersonal affinity by publicizing friends’ mischief on 

OSNs and mock disappointment at friends’ embarrassing behaviors (Choi, Jiang, 

Xiao, & Kim, 2015; Y. Wang et al., 2011). Although individuals sometimes enjoy the 

humor, they might also be offended by the unwanted exposure (Choi, Jiang, Xiao, & 

Kim, 2015). This study found that most participants shared funny things about their 

own children; a few participants playfully teased or shared funny things about close 

friends and family they knew well offline. Many participants teased friends by 

commenting on other posts or within groups of friends, rather than sharing funny 

photos or videos. This is in line with a previous study, which found that OSN users 

sometimes have a laugh at friends by revealing their indecent behaviors and posting 

playful comments about them (Wang et al., 2011). However, almost all participants 

re-shared funny multimedia content they received from friends, but no one made fun 

of their weak social ties. Hence, the findings suggest that participants in this study 

were cautious about teasing or making fun of their social connections (Facebook 

friends). Previous studies (Choi et al., 2015) show that OSN users make fun of friends 

by revealing embarrassing information. One possible explanation for these 

contradictory findings might be because all participants in this study were adult 

Facebook users aged between 25 and 65 years, and mostly working either full-time or 

part-time at professional levels. 

What is interesting is that a few participants asked for their children’s consent before 

posting funny photos or videos about them; one of the children was eight years old 

and another was an adolescent. It is somewhat surprising that the participant said that 

the eight-year-old requested to be asked to give consent before content was posted 

about her and had set it as an explicit rule. In contrast, another participant learned the 

rule of consent from her lived experience of other-generated disclosure about her son. 

This finding suggests that users who had previous experience of privacy conflicts 
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associated with other-generated disclosure tended to be more concerned about the 

privacy of others in addition to the privacy about themselves, and were willing to 

cooperate with explicit rules when disclosing content related to other people. 

10.3.1.3  To seek attention: An acknowledgement of my presence 

Of particular interest about other-generated disclosure on Facebook is the motivation 

to seek attention, such as by receiving comments, likes, tags, emoticons (known as 

Facebook emoji), or number of views. Consistent with the literature, the information 

disclosed on OSNs is subject to feedback in the form of likes and dislikes from their 

social relationships (Burhmester & Prager, 1995; Kietzmann et al., 2011). Likewise, 

many studies have found that people use Twitter to seek public attention, to establish 

a presence online, to obtain and maintain attention, to gain reputation measured by the 

number of followers, and to attain status among peers or other users (boyd, Golder, & 

Lotan, 2010; Lee & Ma, 2012; Ma, Lee, & Goh, 2011). In the present study, many 

participants sought attention from friends they had not heard from for a long time by 

re-sharing multimedia content about others, sharing group photos of friends in joint 

activities or special events like get-together dinners, or tagging. In line with the present 

study, social tagging benefits content-owners as well as general users to fulfill their 

attention-seeking needs, information management, memory aid, self-organization, and 

re-discovery (Angus & Thelwall, 2010). Photo tagging has become a ubiquitous 

approach among OSNs users as well as a convenient way of disseminating information 

to other users or to drawing attention to disclosed content. In accordance with the 

present findings, many studies reveal that photos are shared to fulfil users’ need for 

affection, attention seeking, and information sharing (Malik et al., 2016) and to gain 

positive feedback as well as to enhance social capital (Liu & Brown, 2014). 

10.3.1.4  To seek or share information: Information exchange 

The findings from this study indicate that another notable motivation associated with 

other-generated disclosure is to seek and share information (information exchange). 

In this respect, the findings suggest that OSN users rely on social relationships as 

useful resources for information. In the present study, participants posted or shared 
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information about their children on Facebook to seek information or advice not only 

for their children but also about parenting-related topics. This study supports evidence 

from a survey study, which found that mothers’ Facebook status messages relate to 

seeking social support over the joys and travails of parenting (63.4% ), seeking 

parenting advice (19.5%), seeking opinions or recommendations for child-related 

purchases (7.3% ), seeking social interaction with other parents/children (4.9%), and 

seeking parenting-related favors (4.9%) (Morris, 2014). Similarly, a qualitative 

analysis of 4500 tweets of 45 scholars shows that one of motives to use Twitter is to 

share information about their classroom and their students (Veletsianos & Kimmons, 

2013). Likewise, many prior studies have found that seeking information (Chan, 2014; 

Chung, 2014; Karimi et al., 2014; Whiting & Williams, 2013) or sharing information 

(Baek, Chao, & Kim, 2014; Malik et al., 2016; Orchard et al., 2014) are motives for 

using OSNs. As such, the findings in the present study are in line with those in the 

literature. While much literature has focused on the motives for using OSNs in general, 

mostly on Facebook, the present study is interested in the motives for information 

disclosure, particularly disclosure by others rather than by users themselves (self-

disclosure). To the researcher’s knowledge, this present study is the first of its kind 

examining other-generated disclosure from multiple aspects, including motivation. 

Hence, this would be another interesting topic for future studies to fill the gap in the 

literature on OSNs and privacy. 

10.3.1.5  To express pride in someone: “I am proud of you” 

Another motivation for sharing content or information concerning other people lies in 

pride − “I am proud of you”. The present study shows that participants shared multi-

media content about children, close friends, family members, and other people with 

whom they have strong or close relationships, or when those people accomplish 

something such as receiving awards or good grades, giving talks or presentations, 

winning competitions, and so on. This finding seems to be in accordance with recent 

studies indicating that parents share about children to show off, brag, and build on 
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one’s self-presentation (Davidson-Wall, 2018; Kumar & Schoenebeck, 2015). Still, 

the research in this topic is scarce and in need of further exploration. 

10.3.1.6  To receive and provide social support: Sharing is caring 

The present study found that participants disclosed information concerning others 

(users or non-users) on Facebook to seek or provide social support for either the 

disclosers or for the disclosees (friends, family or relatives, social connections, or 

others). These findings are consistent with the literature showing that parents share 

content and information about children on Facebook or other parenting sites to receive 

social informational or emotional support, to ask for advice, to provide support for 

other parents, or to reduce isolation (Doty & Dworkin, 2014; Duggan et al., 2015; 

McDaniel, Coyne, & Holmes, 2012; Morris, 2014; Valtchanov et al., 2014). However, 

the findings from this study are contrary to previous studies that have suggested that 

parents commonly use Facebook to keep in touch (McDaniel et al., 2012) but use the 

internet for child health information (Skranes, Løhaugen, Botngård, & Skranes, 2014; 

Slomian, Bruyère, Reginster, & Emonts, 2017). That said, a descriptive and content 

analysis showed that parents of young children (0−5 years) use Facebook as well as 

parenting websites, blogs and forums for three reasons: information and advice, 

networks, and relationship maintenance with family and friends (Strange, Fisher, 

Howat, & Wood, 2018). Consistent with these findings, previous research indicates 

that 56% of the mothers and 34% of the fathers of children up to four years old share 

information related to parenting topics (Davis et al., 2015). 

Supporting the present study, previous studies have confirmed that parents of special‐

needs children often rely on Facebook to find specific support groups and information 

related to the needs of their children (Ammari et al., 2014), whereas stay‐at‐home 

fathers use Facebook pages to connect with other men in their situation (Ammari & 

Schoenebeck 2016). However, the present study indicated that participants disclosed 

information concerning others to receive or provide social support for either 

themselves as the disclosers or the disclosees.  
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The findings from the present study show that participants engaged in other-generated 

disclosure within either closed or public groups according to the topic of their 

inquiries, such as accommodation, health-related issues, wellbeing, and education. On 

many occasions, participants shared, re-shared, or tagged content about others to help 

someone find accommodation or food when in crisis, to encourage someone who is 

unwell, to care for people with special needs. These findings are in accord with recent 

studies (Tang, Chen, Yang, Chung, & Lee, 2016) indicating that Facebook provides 

three types of social support: informational (guidance, advice, information, feedback, 

or solutions for problems), affectionate (expression of love, e.g., likes, emoticons), 

and social companionship (time with others in leisure or recreational activities). 

In addition to sharenting, the present study found that participants posted, shared, 

tagged, or shared content concerning others to seek social support on behalf of others. 

For example, one participant posted about the sickness of a friend of her children to 

seek emotional and information support. Several studies confirm that self-disclosure 

increases the likelihood of receiving support on OSNs (Kim & Lee, 2011; Ko & Kuo, 

2009). Individuals may receive support from their social networks after they disclose 

their personal emotions, feelings, and the situations they find upsetting (Derlega et al., 

1993). Similarly, bloggers who openly and honestly disclose their thoughts, feelings, 

or other information about themselves receive more social support (Ko & Kuo, 2009). 

This unfiltered self-disclosure can signal, or alert individuals’ need for social support 

from their Facebook friends (Kim & Lee, 2011). However, there is a lack of research 

examining whether people disclose information relating to others to seek or provide 

social support, and whether they seek support for themselves or for the people to whom 

they disclose the information about (the disclosees). The present findings add to a 

growing body of evidence that suggests there is a link between other-generated 

disclosure and social support. Future research should be undertaken to further 

investigate this area of research. 
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10.3.2  Research Question 2: Perception  

The present study examined how disclosers and disclosees viewed other-generated 

disclosure and privacy. The findings show that the disclosers perceived other-

generated disclosure in terms of the personal right to freedom of opinion and 

expression, having control over disclosure, being part of life on OSNs, the death of 

privacy, and selective sharing. In contrast, the disclosees perceived other-generated 

disclosure in terms of their right to property (ownership), lacking control, my private 

life even in semi-public spaces (‘my life doesn’t have to be an open book’), and trust 

in their social connections (Facebook friends).   

In other-generated disclosure, while the disclosers believed in their individual right to 

freedom of opinion and expression, the disclosees valued their individual right to 

property (ownership). Although both parties viewed other-generated disclosure from 

a different dimension of individual rights, both shared a common belief in individual 

privacy reflecting their lack of awareness of interdependent privacy. The notion of 

independent privacy is reflected on privacy settings that OSNs, including Facebook, 

have offered to users; in addition, it underlies most previous research on OSNs. This 

means that every individual can manage and protect information about themselves 

individually and independently from others. However, the concept of independent 

privacy is difficult in practice because of OSNs’ affordance and connectedness. The 

interdependence of privacy on OSNs mirrors previous research on inferences from 

third-party applications (Biczók & Chia 2013; Pu & Grossklags, 2017; Symeonidis et 

al., 2018), co-owned photo sharing (Ilia, Polakis, Athanasopoulos, Maggi, & 

Ioannidis, 2015; Palomar, Galán, Alcaide, & González-Manzano, 2015; Such, Porter, 

Preibusch, & Joinson, 2017; Xu et al., 2015), or photo tagging (Litt & Hargittai, 2016; 

P. Wisniewski, Xu, Lipford, Bello‐Ogunu, & Bello-Ogunu, 2015; Xu et al., 2015).  

When Facebook users in this study disclosed information concerning their social 

connections (Facebook friends) through co-owned, sharing on behalf, tagged, or 

passed-along content, the disclosers and the disclosees were concerned about their 

individual privacy (‘my rights’ versus ‘your rights’), but they did not think about the 
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risks to others’ privacy (the disclosees’ privacy). The findings suggest that both parties 

overlooked the notion of interdependent privacy, which is inherent in interconnected 

OSNs. In the networked society of OSNs, the realities of privacy between individuals 

on OSNs depend on the context and their social connections. Moreover, much 

disclosed content is originally co-owned by multiple individuals. This co-ownership 

emphasizes privacy interdependence. Additionally, the affordances of OSNs enable 

users to share information not only about themselves but also about other people (users 

or non-users), limit control over individual privacy (Marwick & boyd, 2014). From 

this respect, privacy between social connections is interdependent. The present study 

highlights the interdependent privacy associated with other-generated disclosure, 

particularly by social connections (Facebook friends) who have legitimate access to 

content and profiles. The legitimate access to content enables users to share or further 

disseminate information about the disclosees. Hence, this study also points to the need 

for future research on OSN privacy to examine whether or not users have concerns 

about the privacy of others, which so far has not received much attention. 

In the present study, the disclosers reflected on their individual right to freedom of 

speech, opinion, and expression to post or share content. Some disclosers refused to 

delete content even on the request of the disclosee. The disclosers were concerned 

about their individual privacy risks but tended to disregard privacy risks to others (the 

disclosees). These findings align with other studies that show online users perceive 

their own privacy to be safer and less vulnerable to external intrusion than that of 

generalized others (Cho, Lee, & Chung, 2010). However, concern about other people’s 

risk is also important because it reflects people’s concern for social vulnerability and 

a need for social or legal protection (Schmierbach, Boyle, Xu, & McLeod, 2011). In 

addition, individuals’ concern about the privacy of others can also explain behaviors; 

for example, whether to share or not to share group photos. This also accords with a 

previous study finding that individuals who respect the privacy of others are more 

likely to consider protecting others’ privacy when revealing something relevant to 

them (Baruh & Cemalcilar, 2014). 
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Interestingly, most disclosers in this study perceived sufficient control on Facebook, 

whereas the disclosees perceived insufficient or lack of control on Facebook. These 

findings reflect earlier findings where most OSN users perceive that they possess 

sufficient control over their personal information, allowing them to choose with whom 

their information is shared, and to mitigate individual disclosure risks (Bryce & Klang, 

2009). The disclosers’ perception of control could be explained by previous findings 

indicating that teenage users of OSNs perceive enough control on OSNs due to a lack 

of knowledge about privacy or an illusion of control over personal information through 

friends lists and privacy settings (Duggan et al., 2015; Peter & Valkenburg, 2011). 

Based on research on self-disclosure, the more control users feel they have over the 

publication of personal information, the more they are willing to disclose content, 

although the risks associated with disclosure are the same (Brandimarte, Acquisti, & 

Loewenstein, 2013). In contrast, disclosees think there is insufficient control available 

in OSNs, including Facebook. The findings of the present study support those of a 

survey that examined multiple OSNs (Facebook, Google+, and LinkedIn), which 

found that 80% of the users do not think their OSNs have provided sufficient privacy 

control or default privacy settings that match their expectations (Bateman et al., 2011).  

Moreover, most disclosers and a few disclosees in this study considered other-

generated disclosure as part of life on OSNs and were aware of the public nature of 

OSNs when they engaged in other-generated disclosure. Contrarily, many disclosees 

thought that ‘my life doesn’t have to be an open book’ and admired others who 

respected their privacy. To date, far too little attention has been paid to the perceptions 

related to other-generated disclosure, particularly the impact of the public nature of 

OSNs on other-generated disclosure. However, earlier research has found that 

perceived publicness negatively influences users’ intention to self-disclose in terms of 

the amount and depth of their self-disclosures (Bateman et al., 2011). Many disclosees 

regarded other-generated disclosure as an invasion of privacy because some pursued 

a ‘semi-public’ presence whereas others sought ‘private-in-public’ life. In line with an 

experimental study, users may expect data to be private-in-public spaces (Moll, 

Pieschl, & Bromme, 2017). 
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Many participants in this study said they were less concerned about content disclosed 

by close social ties, such as close friends and family members, because they believed 

the disclosers did not intend to harm them; in addition, they can negotiate with those 

disclosers (social ties) if conflict occurred. This finding indicates trust in their social 

connections (Facebook friends). Accordingly, these participants relied on trust and 

respect to ensure that friends did not post embarrassing content about them. This 

finding aligns with the results from the online survey questionnaire of 314 United 

States Facebook users that showed that information disclosure significantly depends 

on trust in other peers, the benefits obtained by sharing content, and the privacy 

concerns of individuals. In addition, an increase in trust reduces the perception of 

privacy risks (Taddei & Contena, 2013). In this respect, the present study also suggests 

that privacy concerns depend on social ties. Similarly, privacy concerns depend on the 

type of content to be disclosed as well as the audiences who have access to the content 

(Chen et al., 2015). 

Overall, the present study suggests that both the disclosers and the disclosees 

overlooked interdependent privacy associated with other-generated disclosure, but as 

shown, privacy in OSNs depends not only on users themselves but on the interactions 

and activities of their social connections on OSNs.  

10.3.3  Research Question 3: Types of disclosed content  

The present study found four types of disclosed content in other-generated disclosure: 

co-owned, shared-on-behalf, pass-along, and tagged content. These types of content 

raise concerns about interdependent privacy because of shared ownership, overriding 

privacy control of the content, and conflicts in privacy preferences between the 

disclosers and the disclosees, Yet, users misjudge how these types of content can 

threaten their privacy, particularly pass-along and tagged content. For instance, 

participants claimed that they were just passing on ‘what is already out there’ when 

they tagged or re-shared content. This stance from the present findings shows how 

participants underestimate how pass-along content and tagged content can disclose the 

information of others. The present finding supports a recent study that analyzed 60 
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million messages of a large micro-blog site, finding that 69% were caused by users’ 

re-sharing and 31% were from user’s re-creating behaviors (Y. Xie, Yin, Cui, Yao, & 

Xu, 2016). All participants in this study shared content with the known, mainly with 

close social ties such as family, friends, or partners, rather than the unknown or 

strangers. This mirrors the findings from a previous study that examined the 

relationships among the depicted people in a shared group photo, family made up 

41.36%, friends 40.20%, relationships such as boyfriend or girlfriend 9.29%, 

acquaintances 4.06%, ex-partners 2.47%, co-workers 2.32%, and others 0.29% (Such 

et al., 2017). In accordance with the present findings, previous studies highlight the 

social tension that tags generate, finding that users are more concerned about the 

impression made on personal social circles (family members, friends, and employers) 

than that on strangers (Besmer & Lipford 2010; Debatin et al., 2009; Raynes-Goldie 

2010). 

While several studies have focused on privacy-related issues and privacy management 

on co-owned content (Cho, Knijnenburg, Kobsa, & Li, 2018; González-Manzano, 

González-Tablas, De Fuentes, & Ribagorda, 2014; Ilia et al., 2015; Such & Criado, 

2018) and tagged content (Mary, 2016; Pu & Grossklags, 2017), much less is known 

about pass-along and shared-on-behalf content associated with other-generated 

disclosure. Most research on co-owned content has mainly focused on how to manage 

the privacy of co-owned photos (group photos, multi-party photos). Still, there is a 

lack of research on other types of co-owned content such as videos. Very little is 

known about other facets of co-owned or other-generated content addressed in the 

present study such as motivation, perceptions, or impacts. Nevertheless, the most 

striking sharing on behalf on OSNs – sharenting − has become a recent trend on mobile 

OSNs. 

Many participants experienced privacy conflicts on co-owned content and most of 

these conflicts related to shared multi-media content captured during holidays, special 

occasions, or special moments in life. These findings are in accordance with recent 

studies indicating that the vast majority of users (the disclosers and the disclosees) 
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experienced multi-party privacy conflicts (99.3%) on Facebook, relating to shared 

multi-media content captured during social events, such as Halloween, Christmas, and 

New Year (Such et al., 2017). As mentioned earlier, previous studies about co-owned 

and tagged content have mainly focused on privacy management; therefore, co-owned 

and tagged content is further discussed in the next section on privacy management. 

In addition to co-owned content, sharing on behalf was popular among participants in 

the present study. There are two types of sharing on behalf that dominated in the 

present findings. First, parents shared multi-media content about their children or 

about their parenting, referred to as sharenting. Second, Facebook friends shared on 

behalf of other friends. Whereas existing research has mostly focused on what drew 

parents (the disclosers) into sharenting, the present study examined not only the 

motivation for such sharing, but also other facets of other-generated disclosure like 

sharenting from lived experiences. The disclosers in this study shared about their 

children at different ages, ranging from babies to adolescents, with one participant 

sharing a birthday card she received from her adolescent son. These findings align 

with existing research indicating that parents share with their social contacts about 

their children’ lives on OSNs (Brosch, 2016; Wagner & Gasche, 2018), mostly 

through pictures, followed by videos and status updates (Kumar & Schoenebeck, 

2015). Facebook especially appears to be a popular platform for extensively sharing 

updates and photos about children (Marasli, Suhendan, Yilmazturk, & Cok, 2016). 

The motives for sharenting (mentioned earlier in Chapter 5 and Section 10.3.1 ) are 

consistent with recent research on sharenting involving raising children (Brosch, 2016; 

Duggan et al., 2015), showing off with children (expression of pride in someone) and 

building on one’s self-presentation (Davidson-Wall, 2018; Kumar & Schoenebeck, 

2015), receiving social support (Duggan et al., 2015; McDaniel et al., 2012), and 

collecting memories (Blum-Ross & Livingstone, 2017). While some disclosers were 

aware of the potential risks, they thought what they shared was funny, resulting in 

embarrassment or the threat of loss of face. These findings align with earlier research. 

Although some parents seem to be aware of the potential risks associated with the 

online sharing of photos and information about their children (Kumar & Schoenebeck, 
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2015), several admitted that they sometimes shared inappropriate things (Davis et al., 

2015), which might have some consequences for their children (Davidson-Wall, 

2018). 

Another type of disclosed content associated with other-generated disclosure is pass-

along content. In the present study, participants passed along content to other users by 

commenting, referring to names, liking, and re-sharing. ‘Like’ and ‘share’ are 

prominent Facebook features used as a means of expressing users’ agreement or 

approval with the posts. These features exemplify viral behaviors (Alhabash & 

McAlister, 2015) and provide an opportunity to pass-along content to other users 

without required actions from the original owners of the content. The present study 

found that liking conveys attention seeking or social approval, whereas re-sharing 

signals users’ interests. The number of likes motivates participants to engage in other-

generated disclosure; for example, sharing funny videos or photos of others to gain a 

number of likes on Facebook. Moreover, participants re-shared content that may 

interest others. These findings differ from an earlier study that found that liking and 

re-sharing may signal proactive, relatively strong efforts to act as a source (Oeldorf-

Hirsch & Sundar, 2015). By contrast, liking content may not necessarily signal that 

those who liked the content proactively exhibited their efforts to act as a source of the 

message; however, liking signifies agreement or affective responses towards the 

content (Winter, Brückner, & Kreamer, 2015). 

Last, tagged content is a convenient way to spread information on OSNs; however, 

the information can go beyond the desired audiences. Although tags do not contain 

sensitive information, tagging compromises privacy, and increases privacy risks 

because tagging creates cross-referencing, which raises a concern for interdependent 

privacy. The present study found that tagged content is not uncommon on Facebook. 

Some participants used tagging as a privacy-aware tool to detect content concerning 

them, so they could manage the content disclosed by others. 
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10.3.4  Research Question 4: Privacy management strategies  

Participants in this study applied both technical and non-technical strategies to manage 

disclosed content in other-generated disclosure. In addition, participants preferred to 

use individual strategies because they did not require others’ decisions, unlike 

collaborative strategies. In addition to convenience, most participants felt comfortable 

using individual strategies – either technical or non-technical − because they tried to 

avoid offending other users, particularly their close social ties. Some participants used 

both individual and collaborative strategies to manage access control, for example, 

requesting removal of tagged content. It is inevitable that there will be interaction with 

others when collaborating on privacy management; thus, the interaction can cause 

conflict. The strategies participants reported in the present study are consistent with 

those in the literature on privacy management (De Wolf, Willaert, & Pierson, 2014; 

Jia & Xu, 2016; Lampinen et al., 2011; Anna C. Squicciarini et al., 2011; Anna Cinzia 

Squicciarini et al., 2009; P. J. Wisniewski et al., 2012). However, no participant in the 

present study used compliance strategies (Cho et al., 2018), rather they accepted all 

friends and rarely unfriended. 

While researchers categorize strategies differently, there is some commonality. Vitak 

Blasiola, Patil, and Litt (2015) group strategies based on the mechanism for achieving 

control: network, platform, content, and multiple profiles. In contrast, Lampinen et al. 

(2012) distinguish between preventive strategies (e.g., through settings, self-

censorship, careful crafting of content, blocking new content) and corrective strategies 

(e.g., deleting or un-tagging content). Multiple researchers (Lampinen et al., 2011; 

Marwick & boyd, 2011; Sleeper et al., 2013; Y. Wang et al., 2011) described 

variations on self-censorship as a strategy, whereby an individual chooses not to post 

a message or alters a message to avoid creating turbulence in a relationship. Previous 

research suggests that un-tagging a photo is used to avoid conflict with the uploader 

(McLaughlin & Vitak, 2012). Consistent with previous research, many participants in 

this study applied several mechanisms in these cases, for instance, blocking new 

content, limiting or refraining from disclosure, careful use of language, and a think-
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before-acting approach. However, this study found that preventive strategies are 

unable to mitigate risks or preserve privacy associated with other-generated 

disclosure. Participants also applied corrective strategies such as deleting comments, 

un-tagging, and making a request to the discloser to delete content. The results show 

that participants prefer using individual strategies because they can independently 

make their own decision, which is in line with the study by Lampinen et al. (2012). 

Many participants had changed their online and offline behaviors to mitigate risks 

from interdependent privacy violations concerning other-generated disclosure. The 

findings in this study are consistent with a previous study indicating that users who 

had experienced privacy violation or invasion would change their sharing practices or 

behaviors by coordinating with the co-owners of shared content (Little, Briggs, & 

Coventry, 2011). Participants also changed their offline behaviors, such as photo-

taking or video-recording, to prevent undesired photos on Facebook. They avoided 

either having their photo taken or behaving in ways they would not want to be recorded 

or captured in the first place. Additionally, some participants set explicit rules for 

sharing co-owned content, whereas other participants used private messages and 

alternative private channels for sharing content. In accordance with the findings from 

this study, research on co-owned photo sharing on Facebook reveals that co-owners 

used three main coping mechanisms: individuals change their behavior to avoid 

appearing on undesired pictures, they share through private channels (e.g., instant 

messaging and e-mails) to limit the audience, and they interact outside of the OSN 

platform to negotiate photo-sharing rules (Besmer & Lipford, 2010a). To reduce the 

risk of conflict, a qualitative study with 21 Facebook participants (Wisniewski et al., 

2012) showed that individuals mostly manage their boundaries by controlling the 

audience using the following methods: (1) filter friend requests, (2) ignore posts from 

other OSN users, (3) prevent others from finding by using pseudonyms, (4) withdrawal 

or self-censorship (e.g., interact less with other users or not post content) to avoid 

conflict, (5) communicate outside the OSN (e.g., with private communication). The 

results of that study highlight the lack of collaborative tools integrated into OSN 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 10: Discussion 

 

295  

platforms; therefore, individuals had to use side-channels to communicate, such as 

private messages or face-to-face. 

The technical strategies that participants most often used was un-tagging or de-tagging 

because this individual strategy is easy and does not offend others. The least used 

strategy participants applied was unfriending because it can hurt other users’ feelings 

or offend them. Despite these strategies, some participants still experienced unwanted 

exposure by Facebook friends’ actions, such as posting unflattering photos. 

In addition to OSN technical privacy management strategies, participants developed 

coping strategies to protect their privacy, for example, filtering (using more than one 

profile), ignoring, blocking, withdrawal (self-censoring), aggression (argument), and 

compromise. These strategies are all consistent with the coping strategies found in 

previous research (Cho et al., 2018). Disengagement is another option that most 

participants used as the first strategy when weak social ties disclosed content 

concerning them, particularly through comments, and as the second-last strategy when 

strong social ties disclosed about them. 

Interestingly, one participant reported Facebook for inappropriate content concerning 

pornography, but Facebook has done nothing about it. The collaboration between 

OSNs and users is time-consuming, ineffective, and complicated. One of the reasons 

for this may be that the definition of ‘inappropriate’ is ambiguous or not clearly 

defined. Most importantly, current OSNs such as Facebook offer scant and mainly 

corrective tools for privacy control and management. Collaborative, preventive 

strategies are needed because not all users know their social connections (Facebook 

friends) well enough that they can rely on them to consider ‘our privacy’ instead of 

‘my privacy’ when they interact with others on OSNs (i.e., post, share, like, re-share, 

comment, tag). Moreover, collaborative preventive strategies reflect the think-before-

acting strategy identified in the present study, but instead of thinking individually, 

users think together for ‘our privacy’. 
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Corrective strategies, however, have a few negative aspects. First, strategies such as 

requesting content deletion can cause offense or discomfort. Second, un-tagging can 

draw extra attention to the disclosed or exposed content. Third, such strategies are 

ineffective because the damage or conflict has already occurred, as participants in this 

study said, “When I know about it, it’s already out there”.  

The findings from this study indicate that the lack of collaborative privacy 

management within OSNs leads people to use alternative strategies outside OSNs, for 

instance, via e-mail or face-to-face discussions. The absence of collaborative privacy 

management can disrupt usage and, in a worst-case scenario, can lead to terminating 

the use of such OSNs. When users have difficulty or trouble managing their privacy 

using mechanisms OSNs offer, they have to put effort into finding an alternative way 

to cope with it. Those nuisances can lead to discontinuity of use of OSNs. However, 

not using OSNs does not solve privacy-related issues from other-generated disclosure 

or prevent undesired exposure by other OSN users; OSNs users can disclose about 

non-users. Many participants in this study continued to struggle with individually 

managing privacy and publicness. They also faced some challenges and difficulties 

with cooperating with other individuals to preserve privacy and mitigate risks from 

interdependent privacy. 

10.3.5  Research Question 5: Impacts  

A massive amount of information is available on OSNs that is beyond the disclosers’ 

control, extending to OSN providers, other users of the social networks, third parties 

(e.g., developers) and even the public. For instance, users who reveal information to 

their friends create new privacy risks because their friends can give away this 

information to other third parties such as friends-of-friends, other users, and 

developers. The benefits of information disclosure include stress relief, social support, 

relationship maintenance, and social influence. Despite these benefits, there are 

several potential risks, such as embarrassment, rejection, discrimination, re-

identification, damaged self-presentation, threats such as loss of face, relationship 

turbulence, identity theft, cyberstalking, and digital kidnapping. 
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To date, a considerable amount of literature has been published on the benefits and 

drawbacks of OSNs and information disclosure, mostly focusing on self-disclosure. 

However, the findings of this study show that risks to privacy are imposed by other-

generated disclosure, rather than self-disclosure, affecting participants’ wellbeing, 

behavior, and relationships. Most participants in this study reported understanding 

privacy settings and could customize privacy settings by restricting their profiles to 

friend-only; nevertheless, they experienced unwanted exposure on Facebook due to 

content that their social connections published. Other-generated disclosure leads to 

discomfort, embarrassment, humiliation, arguments, reputation loss, loss of face, 

turbulence, identity theft, and inconsistent impression (self-presentation constructed 

by individual users themselves versus users’ self-presentation constructed by other 

users).  

While research on loss-of-face threats on OSNs has mainly focused on information 

that users regret sharing about themselves, little work has focused on such threats from 

content shared by others. Other-generated disclosure plays a role in online identity 

construction and impression formation. Loss-of-face threats emotionally affect users 

with more internet skills because they understand the potential harm to reputations 

because of the threats (Litt & Hargittai, 2014). Users who experience loss-of-face 

threats worry about their impression formation based on others’ self-presentations and 

do not want to be associated with the disclosers (Litt et al., 2014).  

In addition to loss-of-face threats, some cases of other-generated disclosure can ruin 

social or personal relationships. In this study, many disclosees unfriended disclosers 

because of annoying, uninteresting, or irrelevant other-generated content such as 

irrelevant tagging. The findings are in line with previous research, which suggest some 

people end their relationships with social connections because of randomly tagged 

photos (Litt et al., 2011). 

Evidence of privacy invasion and threats from other-generated disclosure have 

consistently appeared in many new reports, including job loss, damage to reputation, 

cyber-bullying, identity theft, and surveillance, despite the dearth of literature in this 
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area. A recent threat concerning sharenting is digital kidnapping, which can lead to 

offline kidnapping. Some disclosing participants in this study reported that their 

teenagers were dissatisfied or embarrassed because they posted or shared group 

photographs depicting their teenagers, or shared content on behalf of their children, 

regardless of good intentions (e.g., pride). Corroborating this finding, a report on a 

focus group of 46 adolescents (aged 12−14 years) revealed that sharenting causes 

frustration or embarrassment, and contradictions between the image that adolescents 

are trying to construct online and the posts of their parents, despite the adolescents 

trusting their parents (Ouvrein & Verswijvel, 2019). 

The present study found that other-generated disclosure, particularly by social 

connections (Facebook friends), have both positive and negative impacts on 

participants’ emotions. While birthday greetings, likes, or comments denote a sense 

of belonging, acceptance, affection, or meaningful existence, they imply obligation. 

From the perspectives of the disclosees, receiving many birthday greetings on 

Facebook made participants feel special, whereas not receiving or only receiving a 

few birthday greetings made them feel sad, isolated, or rejected. These negative 

feelings derive from the thought of being ignored or forgotten on special days. In 

accordance with a study of interpersonal neglect, receiving few responses from 

Facebook friends threatens the sense of belonging, self-esteem, control, and 

meaningful existence (Greitemeyer, Mügge, & Bollermann, 2014). Conversely, 

forgetting to send birthday greetings to friends in return make participants feel worried 

or guilty.  

Furthermore, several participants in the present study expected to receive comments 

or Facebook likes from friends in response to their posts (e.g., videos, photos, 

pictures). In contrast, a few participants were annoyed or irritated when answering 

friends’ inquiries when they did not respond to friends’ posts with any likes or 

comments. The literature indicates many positive responses in the form of likes and 

comments motivates mothers to continue posting pictures of their children on 

Facebook (Kumar & Schoenebeck, 2015). On the other hand, receiving few responses 
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from one’s Facebook friends threatens the sense of belonging, self-esteem, control, 

and meaningful existence (Greitemeyer et al., 2014). 

From a negative aspect, some participants in the present study unfriended their 

Facebook friends because of random tagged content. This finding is consistent with 

previous studies, where many participants were offended and broke up profile 

connections in response to friends’ revelations of their embarrassing information; in 

particular, about two-thirds of the respondents deleted people from their friends’ list, 

and more than one-third disengaged from the embarrassing content that was posted 

and tagged by friends (Madden, 2012). Tagging on Facebook has an influence on real-

world behaviors − even though they are infrequent, they can cause severance of 

relationships with Facebook friends (Wisniewski, 2012). 

Participants in this study changed their online and offline behaviors and became more 

careful about their disclosure. They considered the privacy of others rather than only 

their own privacy when publishing content associated with other people. This finding 

is consistent with a previous study indicating that users who had experienced a privacy 

violation or invasion changed their sharing practices or behaviors by coordinating with 

the co-owners of shared content (Little et al., 2011). In addition, participants who have 

played a role as parents use alternative strategies beyond what OSNs offer to preserve 

their children’s privacy and protect their children’s identities, for example, by setting 

explicit intended audiences before sharing or using private channels. These strategies 

are consistent with collaborative privacy management research reported in the 

literature (Jia & Xu, 2016; Kolter et al., 2010; Lampinen et al., 2011).  

In line with the results of the present study, some users tend to enage in oversharenting 

(Blum-Ross & Livingstone, 2017; Ouvrein & Verswijvel, 2019; Steinberg, 2017) and 

disclose too much personal information while practicing online self-presentation. 

Consequently, they later regret the disclsoure (Wang et al., 2011). A previous study 

indicates that adolescents are embarrassed about the content their parents share on 

social media (Levy, 2017). 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter 10: Discussion 

 

300  

The findings of the present study also show that other-generated disclosure can cause 

multiple impacts at once. For instance, unfriending can affect users’ relationships, 

emotions, and behaviors. This supports the findings from previous research revealing 

that losing Facebook friends can lead to negative emotional consequences (Reineke & 

Burchfield, 2010) and individuals who are unfriended are unlikely to want to be 

unfriended again (Reineke & Burchfield, 2010,). When being unfriended on 

Facebook, individuals respond with rumination and negative emotions (Bevan, Pfyl, 

& Barclay, 2012). This offers evidence that engaging with friends through tagging on 

Facebook has an influence on real-world behaviors. Although less frequent, one study 

found that participants severed relationships on Facebook because of tagging 

(Wisniewski, 2012). 

Previous research on privacy invasion or violation indicates that feeling a loss of 

control over their information can drive users into a state of disparation about online 

privacy (Cho & Kwon, 2015), referred to as the death of privacy that was addressed 

in the present study. Users face difficulties in their attempt to manage their privacy, 

leading to a sense of fatigue (Choi, Park, & Jung, 2018; Cramer, Song, & Drent, 2016; 

Marder, Joinson, Shankar, & Thirlaway, 2016), which in turn reduces users’ attention 

to privacy issues (Acquisti et al., 2005). 

10.4  Summary 

This chapter further discussed the qualitative findings presented in Chapters 5−9 in 

the context of the relevant literature. The ubiquitous use of OSNs results in a massive 

volume of information disclosed by either users themselves (self-disclosure) or by 

other users (other-generated disclosure). An individual’s self-disclosure can also 

reveal information about others through co-owned content, tags, or comments. 

Furthermore, the connectedness and affordances of OSNs disseminate information 

beyond desired audiences. This emphasizes the importance of other-generated 

disclosure associated with interdependent privacy, which is scant in the literature. The 

motives associated with other-generated disclosure found in the present study are 
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consistent with the literature about why people use OSNs (enjoyment, attention 

seeking, information exchange, social support), with another motivation for sharing 

moments in life is in line with recent research on sharenting. The sixth motivation in 

the present study, to express pride in someone − I’m proud of you − was not found in 

the literature.  

Disclosers and disclosees share some common perceptions of other-generated 

disclosure and privacy. Their past actions and decisions based on their lived 

experiences of other-generated disclosure show that their perceptions are rooted in a 

personal view of independent privacy. The notion of independent privacy exists in 

privacy settings that Facebook offers to users and underlines most previous research 

on OSNs. The difference between their perceptions lies in the different dimensions of 

individual privacy (the right to freedom of opinion and expression versus the right to 

protecting one’s own property). 

The disclosers and the disclosees in this study were aware of, and used, privacy 

settings on Facebook; some restricted their profiles to ‘friend only’ whereas others 

customized settings per post. However, the findings show that they underestimated the 

disclosure content associated with other-generated disclosure: co-owned, pass-along, 

shared-on-behalf, and tagged content. While recent studies have paid attention to co-

owned and tagged content, most research has focused on users’ perceptions and 

privacy management. Other aspects addressed in the present study have been 

understudied and need attention. In addition, other-generated content such as pass-

along and shared-on-behalf content remain unexamined.  

Despite fine-grained privacy settings on Facebook, users apply both technical and non-

technical strategies beyond Facebook to manage their disclosure and preserve privacy. 

Strategies found in the present study include corrective, preventive, and collaborative, 

which are in accordance with strategies addressed in the literature  

Regardless of users’ good intentions and efforts in managing their disclosure, other-

generated disclosure can still arise and affect users’ wellbeing, behaviors, and online 
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and offline relationships. Considerable research has paid attention to the impacts of 

using OSNs, mostly on Facebook and self-disclosure. However, limited research has 

investigated the impacts of other-generated disclosure. 
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CHAPTER 11  

Conclusions, Implications, and 

Recommendations 

11.1  Chapter overview 

Chapters 1−4 of this dissertation focused on introducing the present study, reviewing 

the current literature related to the topic, and detailing the research design and 

methodology. Chapters 5−9 presented the findings corresponding to the five research 

questions. Chapter 10 summarized the five major themes that emerged from the 

qualitative data and discussed the findings in the context of the literature. 

Chapter 11 concludes this dissertation. It presents a summary of the study, its design, 

and findings, indicates limitations, presents practical implications, and makes 

recommendations for future research. Finally, it makes some concluding remarks. 

11.2  Introduction 

Sharing on OSNs has rapidly emerged as a new social norm and has become a global 

phenomenon. Billions of users reveal not only their own information (self-disclosure) 

but also information about others (other-generated disclosure). In addition, while users 

post or share content about themselves, they may reveal information about others. The 

shared or posted content may be co-owned, such as group photos or videos, tagged, or 

shared on behalf of others without permission. For example, many users post photos 

taken with family members, friends, peers, and mutual friends, or make comments in 

Facebook groups. This other-generated disclosure has raised serious privacy concerns. 
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In interconnected environments like OSNs, privacy of one’s individual information 

depends not only on their own decisions and actions, but also relies on other users’ 

decisions and actions. In other words, privacy is not just about what individuals 

disclose about themselves but involves what others disclose about them. Moreover, 

OSN affordance enables a convenient and easy way of correlating data available on 

OSNs. This privacy interdependence is inherent in the nature of OSNs but has not 

been taken into account in privacy settings that OSNs offer to their users. In this 

respect, privacy on OSNs relies not only on individuals but on others as well. As such, 

information disclosed by others poses risks or threats to not only the privacy of the 

disclosers but also the privacy of the disclosees (Chutikulrungsee, et al., 2016). 

However, there is limited control over information disclosed by others.   

Privacy on OSNs has been extensively reported on in the literature, with research on 

privacy policies, privacy settings, access control, and privacy practices. So far, most 

research has viewed OSN privacy as being independent. However, the notion of 

interdependent privacy on OSNs is limited and needs more attention. Of particular 

concern is the interdependent privacy associated with other-generated disclosure on 

OSNs. Moreover, while self-disclosure has been extensively researched in the 

literature (Hallam & Zanella, 2017; Huang, 2016; Lankton, McKnight, & Tripp, 2017; 

Liu et al., 2017; Osatuyi, 2015; Osatuyi, Passerini, Ravarini, & Grandhi, 2018; Rains 

et al., 2016; Shelton & Skalski, 2014; Sung, Lee, Kim, & Choi, 2016; W. Xie & Kang, 

2015), other-generated disclosure, particularly by social connections, which was 

addressed in this study, has not yet been studied. 

11.3  Purpose statement and research questions 

This qualitative phenomenological study aimed to gain an in-depth understanding of 

interdependent privacy on OSNs based on lived experiences of adult users who had 

been involved in other-generated disclosure. In particular, the study focused on the 

Facebook platform and involved two types of Facebook users: those who disclosed 

information about their social connections (the disclosers) and those whose 
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information was disclosed by their social connections and friends (the disclosees). To 

the best of the researcher’s knowledge, this qualitative research is the first of its kind 

to shine new light on interdependent privacy associated with other-generated 

disclosure based on the lived experiences of both disclosers and disclosees. Moreover, 

it is also the first study to explore the multifaceted nature of other-generated 

disclosure, including motivation, perceptions, types of disclosed content, privacy 

management strategies, and the impact on online and offline relationships. The study 

addressed the following questions: 

RQ1: What motivates OSN users to engage in other-generated disclosure? 

RQ2: How do OSN users perceive other-generated disclosure? 

RQ3: What types of content are involved in other-generated disclosure? 

RQ4: What strategies do OSN users use to manage other-generated disclosure? 

RQ5: What are the impacts of other-generated disclosure on OSN users’ offline and 

online relationships? 

11.4  Summary of the study design  

The present study was underpinned by a relativist ontology, a constructivist 

epistemology, and interpretivist paradigm (see Chapter 4 for the details and a 

discussion of the rationale). This qualitative, exploratory study used phenomenology. 

Phenomenology presents common meanings of the particular phenomenon (other-

generated disclosure) based on lived experiences of several individuals. In addition, it 

does not oblige the researcher to establish a theoretical orientation or require variables. 

Phenomenological research begins when a specific phenomenon is identified and 

suitable research questions that warrant an investigation into lived experience is 

generated. Hence, it suits the exploration of new phenomena or topics that are scant in 

the literature. The topic of the present study has not yet been researched; as of this 

writing, no peer reviewed, published research exists specifically in this topic area. 
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Phenomenological research allowed the researcher to examine the studied 

phenomenon where it arises and to present rich descriptions of common experiences. 

To conduct a phenomenological study, data must be collected from individuals who 

have experienced the same phenomenon (Creswell, 2013). 

This phenomenological study included two phases: a recruitment process and a data 

collection process. The participant selection process (Phase I) used purposive 

sampling and an online survey that was administered on SurveyMonkey. The 

purposive sampling criteria included Facebook users who (a) had at least 100 

Facebook friends, (b) used Facebook more than twice per week, (c) uploaded or shared 

photos at least once a week, (c) made comments at least once a week, and (d) posted 

content at least once per fortnight. The participants who passed inclusion criteria and 

volunteered were then invited to participate in Phase II (data collection). In Phase II, 

the qualitative data were collected from 21 qualified participants, using semi-

structured interviews. Interview questions differed according to each research question 

and varied depending on participants’ lived experiences of other-generated disclosure 

on Facebook. The interviews were conducted online using video-conferencing tools 

such as Skype and lasted between 45 and 90 minutes. With participants’ consent, all 

interviews were audio-recorded and later transcribed for data analysis. 

Interpretative phenomenological analysis was used to present rich descriptions of 

other-generated disclosure on Facebook from multiple facets corresponding to the five 

research questions and to provide an insight into interdependent privacy associated 

with other-generated disclosure. The interview data allowed the researcher to analyze 

common themes from participants’ experiences. The analysis of the data involved 

multiple coding to recognize, articulate ideas, and interpret themes that emerged. 

11.5  Summary of findings 

Massive amounts of information about others are disclosed across the world on OSNs 

every day. Disclosure of information about others without permission violates privacy 

norms and can cause unanticipated consequences. Considerable research on OSNs has 
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extensively examined information disclosure and privacy, mostly focusing on self-

disclosure. The present study has extended the literature on OSNs and privacy by 

examining other-generated disclosure from multiple dimensions, including 

motivation, perceptions, types of content, privacy management strategies, and 

impacts. This section presents the summary of findings. 

11.5.1  Motives associated with other-generated disclosure 

The findings of the present study identified six motives associated with other-

generated disclosure on Facebook: to share moments in life, to share funny things, to 

seek attention, to exchange information, to express pride in someone, and to receive 

or provide support.  

All participants in this study had shared moments in their lives, such as special 

occasions or events (e.g., birthdays, anniversaries, Thanksgiving, New Year, Easter), 

social or group activities (trips, get-togethers, farewells), milestones, and 

achievements. The study revealed that participants also considered their choice of 

OSN (Facebook, Instagram, WhatsApp) to share moments in their lives. Some 

participants differentiated sharing moments in their lives based on the audience. For 

example, they shared their moments in life with friends and family on Facebook but 

shared this with colleagues and others on Instagram. Accordingly, the present study 

suggests that other-generated disclosure is likely to occur during special occasions or 

events. 

In addition, other-generated disclosure on Facebook is driven by attention seeking or 

social presence through comments, likes, tags, emoticons (known as Facebook emoji), 

or number of views. Moreover, happiness and enjoyment also motivated participants 

to disclose content and information related to other people (users or non-users). The 

disclosers posted, shared, re-shared, or tagged what they perceived as funny to their 

social connections or even the public. Almost all participants had teased, made playful 

comments, tagged, or re-shared funny multi-media content (e.g., photos, pictures, 

videos) with their strong social ties, such as family members, relatives, or close 
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friends, but no one made fun of their weak social ties. Hence, the findings suggest that 

participants in this study are cautious about teasing or making fun of social 

connections (Facebook friends).  

In recent years, the most popular and trending other-generated disclosure is sharenting, 

in which parents post or share content concerning their children or about parenting-

related topics. Sharenting is driven by the motivation to express pride in someone: “I 

am proud of you”. Pride also leads to other-generated disclosure by Facebook friends. 

Additionally, social support is a notable reason for people to disclose content 

concerning others. 

11.5.2  Perceptions of other-generated disclosure and privacy 

RQ2 addressed how adult Facebook users who have experienced other-generated 

disclosure perceive the phenomenon. The findings show that disclosers and disclosees 

shared similar and different perceptions of other-generated disclosure and privacy. In 

terms of similarities, the disclosers and the disclosees reflected trust in social 

connections (Facebook friends) and viewed other-generated disclosure as individual 

privacy; however, they overlooked interdependent privacy. In terms of difference, the 

disclosers perceived that there was sufficient control over disclosure, that OSNs 

including Facebook are public, that other-generated disclosure is a part of life, and that 

their disclosure was selective sharing within their control. In contrast, the disclosees 

thought they had the right to individual property (ownership), perceived a lack of 

control or death of privacy on OSNs like Facebook, and wanted a private life in public 

or semi-public spaces (‘my life doesn’t have to be an open book’). 

Disclosers and disclosees were concerned about privacy at the individual level; 

however, their individual privacy drew upon different dimensions of privacy. While 

the disclosers claimed the right to freedom of opinion and expression, the disclosees 

asserted individual rights to property (ownership). Overall, both perceptions are rooted 

in an independent privacy concept, which underlies most previous studies of OSNs as 

well as existing OSN privacy settings. Both the disclosers and the disclosees 
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considered risks to their own privacy (my privacy or your privacy) and overlooked the 

risks to others’ privacy or the shared risks (our privacy). The concern about shared 

risks involves individual privacy as well as collective privacy because privacy in 

OSNs depends on not only individual decisions and activities, but also other users’ 

privacy decisions and actions. This interdependent privacy is inherent in 

interconnected environments like OSNs, affordances of OSNs, and co-ownership.  

Some participants regarded privacy as dead on Facebook because they viewed 

Facebook and other OSNs as a public domain. Conversely, other participants 

appreciated the availability of Facebook’s fine-grained privacy settings and indicated 

that they trusted Facebook privacy management to keep their privacy in the public 

sphere.  

11.5.3  Types of disclosed content in other-generated disclosure 

While privacy-related issues about information disclosure have become an important 

social issue, considerable research has paid attention only to the content that users 

disclose themselves. However, the issues about information that other users disclose 

is challenging because there is currently limited control over other-generated 

disclosure. The present study found four types of disclosed content in other-generated 

disclosure: co-owned, shared-on-behalf, pass-along, and tagged content. These kinds 

of content raise serious privacy concerns because of connectedness as well as the 

affordance of OSNs, ownership issues, privacy preference discrepancies between 

disclosers and disclosees, and privacy controls that can be overridden. The findings of 

this study indicate that users misjudge how these types of content can pose risks to 

their privacy, particularly pass-along and tagged content. Importantly, the type of 

disclosed content matters in privacy management.  
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11.5.4  Privacy management strategies for other-generated 

disclosure 

The challenge of other-generated disclosure lies in limited control because of the 

affordance and interconnectedness of OSNs. While managing self-disclosure is 

troublesome, time-consuming, and takes effort, managing other-generated disclosure 

is more difficult, complicated, and challenging. Privacy management that OSNs offer 

users is insufficient to safeguard interdependent privacy associated with other-

generated disclosure and to mitigate privacy threats or risks incurred. 

This study showed that participants applied both technical and non-technical strategies 

to manage disclosed content in other-generated disclosure. In addition, participants 

preferred to use individual strategies rather than collaborative strategies because they 

do not require others’ decisions. In addition to convenience, most participants felt 

comfortable using individual strategies – either technical or non-technical − because 

they tried to avoid offending other users, particularly their close social ties. 

Furthermore, the findings suggest that what matters for managing interdependent 

privacy associated with other-generated disclosure includes perceptions, type of 

disclosed content, audiences, OSN literacy, and lived experience of other-generated 

disclosure. 

11.5.5  Impacts of other-generated disclosure 

The findings from the qualitative data analysis show that other-generated disclosure 

on Facebook affects disclosers and disclosees in different ways, including their 

wellbeing, behaviors, and online or offline relationships. Other-generated disclosure 

can cause stress, arguments, depression, social isolation, relationship break-down, 

embarrassment, threats, digital kidnapping, bad image, and reputation loss. 

Other-generated disclosure affects the relationship between disclosers and disclosees 

to different degrees, depending on the intimacy of their social relationship and the 

nature of the disclosed content. Most other-generated disclosure by closed social 
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circles or strong social ties is driven by harmless or good intentions. Yet, despite being 

well-intentioned, other-generated disclosure can lead to unwanted outcomes or 

unexpected damage such as threats, embarrassment, negative impression formation, 

and so on. The participants who had experienced other-generated disclosure were 

more cautious when they posted or shared content or information on Facebook or other 

OSNs. They considered not only the risks to their privacy but the risks to other people’ 

privacy as well. 

11.6  Limitations of the study 

The findings in this study need to be interpreted considering the following limitations. 

First, the present study was subject to the rapidly ever-changing environment of 

Facebook. Facebook has constantly changed the display of users’ profiles, privacy 

settings, privacy policies, collected information, and add-on applications. During the 

period of this study, Facebook added new features and applications, implemented new 

functionalities, altered timelines, and changed privacy settings of friend lists several 

times, including during the data collection process. Prior to commencement of the 

present research, Facebook did not offer users the ability to set visibility of friend lists, 

which is public by default. The default friend lists available during that period included 

hometown friends, mutual friends, or all friends. Despite the lack of visibility control 

on friend lists, users can categorize friends into lists. People can easily find 

information about users from surveillance of Facebook friends, such as mutual friends. 

During the process of data collection, Facebook offered users privacy control over the 

visibility of friend lists, so users could choose to hide their Facebook lists of friends if 

they preferred. The changes to visibility settings on friend lists has affected the present 

study in terms of available technical privacy control and management through 

Facebook settings; however, it does not affect the notion of interdependent privacy 

and occurrence of other-generated disclosure (the phenomenon under study). 

Second, the generalizability of these results is subject to certain limitations considering 

the sampling strategy, the sample size, and the population. The use of purposive 
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sampling for the present study made generalization not achievable to the study. 

However, the purpose of phenomenological research is to obtain the essence of the 

phenomenon and to gain a better understanding of the phenomenon based on the lived 

experiences of a particular group. Hence, the results were not meant to reflect the 

experiences of all groups and the findings need to be interpreted cautiously.  

Third, phenomenological investigations have a fundamental limitation of small sample 

sizes in comparison to the sample sizes used in quantitative research. Therefore, the 

results from this phenomenological study may not be applicable to a wide population. 

However, the sample size of 21 interviewees in the present study is sufficient for the 

purpose of phenomenology. Likewise, the data obtained from the sample were 

adequate to generate the rich descriptions of shared experiences about the 

phenomenon. Nevertheless, understanding the complexity and richness of the small 

purposeful sample used in this study should not yield either generalization or causality 

of the findings reported in the study. With regard to the sample in the present study, 

almost all participants were female. The gender imbalance in the sample limits the 

generalizability of these findings. That said generalizability is qualitative research is 

not sought; however, what is important is the richness of the results 

Fourth, the present study was limited by participants’ availability for face-to-face 

interviews, but this limitation did not influence the results of the study and was 

overcome by conducting online and phone interviews instead. Although these 

alternatives provided both the researcher and participants several advantages in terms 

of cost, time, convenience, and comfort, they lacked the valuable benefits of face-to-

face interviews. Face-to-face communication provides live feedback and better 

understanding between communicators through both verbal and non-verbal 

interaction. It is important for qualitative researchers to observe non-verbal clues and 

signals (i.e., body language, tone of voice, movement, reactions) because the 

combination of these signals conveys the depth of feelings, thoughts, and emotions, 

which verbal communication attempts but sometimes fails to convey. To minimize the 

weakness regarding the absence of non-verbal cues, the researcher conducted the 
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semi-structure in-depth interviews using video calls, rather than voice-only calls, 

where possible according to participants’ agreement. Nearly all of the interviews were 

conducted using video calls through Skype, LineApp and other online channels, and 

only two interviews were conducted on the phone. Furthermore, conducting online 

and phone interviews increased interviewees’ comfort, collaboration, and their 

willingness to address sensitive questions. 

Fifth, the sensitive nature of the subject matter may have prevented participants from 

speaking truthfully about their experiences. While some participants may have felt 

discomfort in revealing embarrassing or face-threatening experiences from other-

generated disclosure, other participants may have avoided discussing their experiences 

in disclosing information about others. Although the researcher informed participants 

about anonymity and confidentiality in the information sheet during the invitation to 

participate and re-assured them at the beginning of each interview, participants sought 

assurance that the study could not be linked to them for fear of embarrassment and 

retaliation. 

Sixth, one source of uncertainty is associated with the trustworthiness of self-reporting 

and the truthfulness of participants’ answers. While most participants seemed 

enthusiastic about answering questions as truthfully as possible, there is the possibility 

of trying to answer the questions based on what they thought the researcher wanted to 

hear or what was supposed to be the correct answer instead of relating genuine 

experiences. In addition, participants may have found it difficult to recall details of 

individual experiences regarding other-generated disclosure. Nonetheless, these 

limitations did not influence the results of this study; rather, they set the stage for 

future research. The present study adds to the existing literature examining Facebook 

to assist future researchers explore this topic. 

Last, transferability of the findings from this study to a complete range of OSNs should 

be considered with caution because this present study mainly focused on Facebook. 

Facebook was of interest and chosen because it is the most popular and comprehensive 

platform with fine-grained privacy settings among current OSNs. While Facebook has 



A Phenomenological Study of Other-generated Disclosure in Online Social Networks 

Chapter11: Conclusions, Implications, and Recommendations 

 

314  

similar core functions to other OSNs (e.g., profile, social connections), there are other 

differences between OSNs, such as environments, features, applications, privacy 

policies, and privacy settings. As such, not all findings are transferable to other OSNs. 

Some findings from this study may be applicable to other OSNs, for example, 

motivation, perceptions, and some types of disclosed content. However, privacy 

management strategies vary and depend on the privacy settings on each OSN. 

Additional research will need to demonstrate the trustworthiness of transferring these 

findings to other OSNs. It would be interesting to examine the multi-faceted other-

generated disclosure on different OSNs, such as LinkedIn, Twitter, and Weibo. 

11.7  Practical implications 

The findings of this study have a number of important implications for future practice. 

They would benefit online communities, governments, organizations, business, 

service providers, and users. The findings of this study can help OSN developers 

improve user satisfactions, improve privacy practices, and protect sensitive 

information of third-party or social connections. 

These findings may be applied to the development of new legislations, tools and 

applications, or policies that require user-generated data. Information disclosure paves 

the way for social interactions, personalized services, and advertisements. In addition, 

information disclosure is a key to success or sustainability of any OSNs because OSNs 

are originated by streams of user-generated content from either self-disclosure or 

other-generated disclosure. OSN providers like Facebook attempts to increase user 

adoptions and active user bases. Hence, a key policy priority should therefore be to 

plan for the long-term care of other-generated disclosure. Moreover, this study can 

serve as a guide for future applications, software platforms, or permission systems to 

regard privacy as interdependence in the design phase.  

This study has identified different reasons why users engage in other-generated 

disclosure. Although determining users’ intentions in using OSN applications or 

services is challenging, understanding the intentions and learning how and why people 
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use Facebook can be helpful for OSN providers and application designers in 

improving functionalities and adding new features to attract new users and retain 

existing users. Future studies are, therefore, recommended to examine users’ motives 

for using other OSNs such as Twitter, QQ, or Instagram. In this study, one of the 

reasons that entice users to post or share content relating to others is to share funny 

things. In this respect, the study suggest that companies, businesses, or organizations 

should focus on fun, enjoyment, or entertainment when they design or update the 

content on OSNs to encourage OSN users to share or tag such content to other users. 

With the use of other-generated disclosure, the information about their products or 

services will reach broader audiences and have a strong influence because the 

information comes from their inside connections or contacts (friends, families, 

colleagues, etc.). In the era of OSN, organizations and business increasingly use OSNs 

like Facebook to augment their sales revenue, to reach out for new customers, or to 

enhance the existing customers' experiences. Many businesses also use OSNs for their 

marketing campaigns. 

This study addressed impacts of other-generated disclosure and revealed perceptions 

about such disclosure which may impede users’ interactivity or participation in OSNs.  

To encourage users’ interactions and disclosure, OSN providers should attempt to 

improve privacy control and management, such as privacy settings, notifications, or 

privacy nudges, that can prevent or mitigate interdependent privacy issues. 

The findings indicate that available technical privacy management, including tools and 

privacy settings, are still insufficient to preserve interdependent privacy and mitigate 

risks from other-generated disclosure. Continue efforts are needed to improve privacy 

management tools and to develop applications to support collaborative management 

for co-owned content. 

Knowing about the impacts of other-generated disclosure would provide users ample 

scope for handling phenomena with total assurance along with forming strategies to 

fit their situations. Also, the impacts of other-generated disclosure based on users’ 

lived experiences would be helpful in adding a word of caution for OSN providers in 
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terms of future built-in features or applications. Besides, this knowledge would be 

valuable to both online and offline communities in terms of maintaining sustainable 

relationships. 

To date, privacy control on OSNs and their management practices have mainly 

focused on independent privacy at individual levels. Currently, to manage 

interdependent privacy associated with other-generated disclosure requires users’ 

offline negotiations and collaboration. Therefore, greater efforts are needed from OSN 

providers to implement technical privacy management on OSNs. Although tagging 

can notify users about other-generated disclosure, it provides detective and corrective 

privacy management when disclosure has already occurred. It is important that OSN 

providers preserve users’ informational and social privacy, so OSNs can gain users’ 

trust, which is the most important factor for continuous use of OSNs.  

The findings also provide information to OSN providers and policymakers to create 

tools that are more user-friendly and policies that are more relevant in helping users 

to protect not only their own but also others’ information as well as reputations, 

particularly when dealing with content related to others, for example,  re-shared, co-

owned, or shared on-behalf content. The study will also alert public policy makers to 

develop privacy policies that consider values of both individual and collective privacy. 

This study found that users who had experienced privacy violations, threats, or harm 

due to undesirable disclosure by their social connections re-examined their privacy 

settings and reviewed their social contacts (Facebook friends). For example, these 

users tended to greatly restrict their Facebook privacy settings or remove weak ties 

from their social contacts. Additionally, users should be more cautious when they post 

or share content associated with others, such as posting on behalf.  

Additionally, these users need to update their technical knowledge to manage privacy 

and disclosure. Engaging in OSN features is becoming an imperative literacy for users. 

At present, preserving interdependent privacy primarily fall on users’ responsibilities 

and efforts. In this respect, OSN providers can provide better training or online privacy 
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literacy to users so that they can personalize their privacy management strategies and 

make informed decision in other-generated disclosure. Users should not have to 

experience turbulences to realize they need to adjust their practices. They should learn 

how to use these tools to mitigate harm and risks and to prevent any damages to others’ 

reputations and relationships from disclosure.  

The findings of the present study, therefore, offer great benefits to companies, 

organizations, or individuals to drive consumers to spread positive electronic word-of 

mouth on Facebook or other OSNs including online consumer-opinion platforms. 

Furthermore, insights into individual’s motives for revealing information associated 

with others can guide product manufacturers to develop products that are worth 

spreading the word about. Understanding behaviors of other-generated disclosure can 

help marketing companies design content that will attract the attention of OSN 

communities and encourages OSN users to re-share such content. 

Interviewed participants mentioned that they wanted control of their privacy but were 

confused by many of the given features and choose to ignore reading data usage 

polices entirely. Some users expressed irritation over application updates which may 

change their security and privacy settings. The findings would encourage OSN 

providers to develop comprehensible policies of data usage that attract users’ 

attentions. Due to ever-changing features and others on OSNs, users may need to 

continually re-educate themselves on features and functionalities to protect their 

information. In this way, OSN providers may offer trainings about OSN privacy 

literacy to users. 

The findings of this study show that users have to apply several coping strategies or 

communicate outside OSNs to overcome or work around privacy violation of other-

generated disclosure because OSNs offer limited support for interdependent privacy, 

such as tagging and reporting published content to OSNs. Future studies are needed to 

support the call for the implementation of technical privacy management for content 

disclosed by others, rather than theoretical designs that face difficulties when applying 

in practice. Furthermore, most research on technical privacy management on OSNs 
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focus exclusively on photographs; future research is needed to examine the lack of 

technical privacy control and management for other types of other-generated content 

such as posts and comments. 

Finally, business practitioners that rely on users’ disclosed information will be in a 

better position to understand the dynamics of users’ disclosure behaviors and the 

significant roles that personal values, privacy concerns, and sensitivity of information 

in determining those behaviors. This will help them to promote appropriate disclosure 

of information that is useful and pertinent to their business while adopting practices 

that will mitigate privacy concerns. 

11.8 Recommendations for future research 

This study suggests five directions for potential future studies on interdependent 

privacy associated with other-generated disclosure:  

• collect answers from OSNs other than Facebook 

• extend the sample size and demographic coverage compared to qualitative 

interviews 

• quantify and validate factors about users’ motives and perceptions with regard to 

other-generated disclosure 

• compare and contrast influence between self-disclosed and other-disclosed 

content on users 

• examine degrees of influence of other-disclosed content on co-constructed 

identity and collective impression formation. 

This study focused only on Facebook and did not consider the different features and 

norms among different OSNs, such as Twitter, LinkedIn, QQ, and Weibo. Different 

OSNs provide their users with a wide range of different options and constraints for 

information sharing. Future studies could explore the influence of the uses of OSNs 

based on the findings of this study by investigating the differences between private 

users on platforms (e.g., Twitter, Weibo, Instagram) and professionals (e.g., 
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LinkedIn), between private OSNs (e.g., Line App, WhatsApp) and public OSNs (e.g., 

Facebook, LinkedIn), or between global (e.g., Twitter) and local (e.g., QQ, 

KakaoTalk). Moreover, future research could assess the motives, perceptions, 

behaviors, and impacts of disclosing content associated with others on other OSNs 

rather than Facebook, such as YouTube, Twitter, QQ, or Weibo. Investigating multi 

facets of other-generated disclosure in different OSNs would provide a better 

understanding of the phenomenon in new forms of media within different cultures. 

Future research should continue examining interdependent privacy associated with 

other-generated disclosure. While some studies of interdependent privacy focus on 

inference from friends’ profiles or self-disclosure of co-owned content related 

exclusively to photographs, this study is distinct and comprehensive in that it explored 

other-generated disclosure, including co-owned (e.g., photo or video sharing), shared-

on-behalf, pass-along, and tagged content by social connections or Facebook friends. 

To this end, quantitative analysis of this topic would further complement and aid in 

the explanation and prediction of such behaviors. Moreover, it would be interesting to 

investigate association among several factors in the multifaceted other-generated 

disclosure. For instance, further studies need to be undertaken to validate motivational 

factors associated with other-generated disclosure or to assess long-term impacts on 

relationships in relation to different factors. 

Furthermore, upcoming research could conduct comparative studies between self-

disclosure and other-disclosed or peer-disclosed content influenced by different OSNs. 

For example, future research may consider different OSN cultures and investigate the 

influence of culture and how varied OSNs play different roles in information sharing 

and disclosure behaviors.  

Another possible area for future research would be to examine the degrees of influence 

of other-generated content on important aspects of collective identity or co-

constructed impressions in OSNs. While online identity and impression management 

are becoming increasingly important, the research related to this topic focusing on 

disclosure by social connections is limited. 
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11.9 Concluding remarks  

Interdependent privacy expands into areas of social computing and is becoming an 

important problem in OSNs. Interdependent privacy issues associated with other-

generated disclosure are common in OSNs. While considerable research on OSNs and 

privacy exists, most of them regard privacy as independence and treat privacy at 

individual levels. In addition, existing literature on OSNs privacy extensively focus 

on self-disclosure. This study represents one of the first attempts to explore the 

multifaceted other-generated disclosure on Facebook, based on lived experiences of 

insiders: the disclosers and the discloses.  

For the first time in the related literature, the researcher studied particular Multiparty 

Privacy Conflicts (MPCs) over co-owned photos from identification to resolution, 

recruiting a purposive sampling survey and a critical incident methodology to collect 

photo MPCs from both uploaders and co-owners. This allowed the researcher to 

establish the first empirical basis for the prevalence, context, and severity of other-

generated disclosure. The study uncovered multiple aspects and complexities about 

other-generated disclosure not known before, including: the different notions of what 

the disclosers and the disclosees are and how their perceptions manifests in practice; 

other-generated disclosure tended to occur in relationships closer than what was 

previously thought; however, the most radical conflict resolution approaches (e.g., 

unfriending) seem to be used in more distant relationships; that the disclosers and the 

disclosees have different perceptions of privacy and impacts; that more than half of 

the disclosees did not communicate with the disclosers about conflicts from other-

generated disclosure; there is an all or nothing approach of either removing the photo 

or doing nothing about disclosed content, which leads to many conflicts  not being 

resolved; and that there are other alternative strategies shown to always resolve MPCs 

that could act as a compromise if supported appropriately from OSN interfaces. 

The findings show that motives and perceptions are driven by individual privacy rather 

than collective privacy. However, other-generated disclosure impacts both involved 

parties’ emotions, wellbeing, and behaviors. Participants attempted to deal with issues 
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or manage such disclosure at both the individual and group level, using both technical 

and behavioral strategies. 

These findings serve as the basis for future theoretical development in the area of 

information privacy and yield valuable insights that can further the research efforts. 

This study introduced interdependent privacy, discussed its current state and advances, 

and defined a set of requirements to shape the agenda for future research in this area. 
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APPENDICES 

 

The appendices contain the following information: 

 

Appendix A: Approval of research proposal from three committees 

Appendix B: Ethics approval 

Appendix C: Consent form 

Appendix D: Advertisement of online survey 

Appendix E: An online survey information sheet 

Appendix F: An in-depth interview information sheet 

Appendix G: Survey questions 
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Appendix A: Approval of research proposal  

This research project was presented and passed the defence of research proposal 

according to the requirement from Faculty of Business at Charles Sturt University 

before the research commenced. This section presents three approvals of research 

proposal from three committees. 
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Appendix B: Ethics approval 

The section includes ethics approvals for the research project in the latest order. 

However, the ethic application for this research project, which included more than 45 

pages, is not presented here. The University's Human Research Ethics Committee is 

required to monitor research projects to which it has given approval. Either changes 

to the research or extension of the research ethics are required to be approved by the 

ethic committee. Renewal of ethics approval is an annual requirement of Charles Sturt 

University. Hence, only the latest successful renewal of ethics is presented. 
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Appendix C: Consent form 

A basic standard of research ethics is that prospective participants can make 

informed choices about whether or not to participate in research studies. Providing 

sufficient information to enable informed consent has been identified by Human 

Research Ethics Committees (HRECs) as an ethical concern. 

 

A signed consent form is required before each interview. Prior to each interview, 

participants were asked to read an information statement and an informed consent 

sheet.  Interview did not take place unless participants signed the informed consent 

sheets. 
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Appendix D: Advertisement for online survey 

An advertisement for online survey must be submitted with the institution’s logo and 

is required for ethic approval process. The information provided on advertisement will 

be reviewed by ethic committee. The advertisement for online survey present in this 

section contains information of variation to the research projects, which was 

highlighted. The variation and the advertisement for online survey were approved by 

the research ethic committee before the research commenced. 
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Appendix E: An online survey information sheet 

The purpose of the survey information sheet is to provide sufficient information for 

prospective respondents to decide whether or not they would like to participate in 

survey. The information the researchers will provide to the prospective respondents 

must be reviewed by the Human Research Ethics Committee (HREC). How this 

information is provided depends on the project. The format of this information varies 

from project to project. The information sheet for this research project was presented 

on the first page of the online survey administered by SurveyMonkey.  
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Appendix F: An in-depth interview information sheet 

The purpose of an in-depth information sheet is to provide sufficient information for 

prospective participants to be able to make an informed decision about consent. The 

information the researchers will provide to the prospective respondents must be 

reviewed by the Human Research Ethics Committee (HREC). However, the way 

information is provided and the format of this information varies from project to 

project.  

 

The information statement sheet must be a separate document from the consent form 

so the participant can retain it. In this research project, an in-depth information sheet 

includes the following: 

 

a) the logo and details about the host institution (Charles Sturt University), the 

name of the investigator(s), names and contact details of the supervisors, and 

an identification as well as the course of the investigator at the top of the 

document.  

b) the title of the project 

c) an invitation to the participant in the research 

d) the purpose of the research, its process, activities and methodology 

e) full disclosure of what is required or expected of the research participant, 

including the time required of the research participants 

f) a detailed explanation and full disclosure of any possible risks or side effects 

of the project, including details of counselling or support available for research 

participants if it is relevant. 

g) details about what form of information (e.g. audio, video, pictures) will be 

collected how data collected will be stored, managed, and used  

h) details about the confidentiality of the participants will be protected 

i) participants’ rights such as non-participation or withdrawal without any 

penalty or discriminatory treatment 
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Appendix G:  Survey questions 

The online survey included 29 questions and one declaration of voluntary participation 

in the next phase of the research project: a follow-up in-depth interview. The questions 

consisted information about demographics, individual background, and Facebook 

usage. 
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