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ABSTRACT

The purpose of this paper is to examine the relevance of biometric technologies in increasing the fight 
against terrorism and other related border security challenges such as identity dominance. Since the 
11th September, 2001 catastrophe in USA the need for biometrics technology for identification purpose 
has become important. Consequently, the many ripostes that were renewed on identity management 
included enhanced use of biometrics to verify and authenticate travellers at various airports as well 
as the use of video surveillance equipped with facial recognition sensors. The growth in data and 
storage devices have also become a critical phenomenon in biometrics deployment, the swiftness 
and accuracy with which these biometrics details can be processed is a prevailing challenge. This 
paper provides an extensive review of literatures on prospects of biometric technologies and other 
interrelated technologies in the fight against terrorism. To date, there is relatively meagre academic 
research examining how biometric technologies enhance border security as well as individual security.
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INTRodUCTIoN

The ability to measure and analyze the behavioral features (signature, voice, gait) and biological 
(physiological and anatomical) characteristics (fingerprint, palm geometry, pattern of iris, retina) 
constitutes biometrics. Biometric technologies use these features as medium of identifying individuals, 
thus biometrics is not what we have but who we are (Arshad, Hayat, & Khan, 2015). Identity 
recognition and verification credentials such as passwords and tokens are usually forgotten and 
stolen, however biometrics identification is the individual and cannot be lost or forgotten (Gupta, 
2015). This paper seeks to investigate future trends of biometric applications in border management 
under four categories; biometrics in mobile devices that authenticate and verify individuals, secondly 
identity management and biometrics in the cloud, thirdly recent biometric technologies that is meant 
to collect individual data clandestinely for the purposes of security among others and fourthly big 
data analytics stratagems that can predict high risk/low risk travelers. Consequently, the challenges 
and security lapses that confront current and future of biometric technologies are explored. The future 
prospects of biometric devices and its related technology as well as strategies that can be enhanced to 
control the risk and security threat today, is a critical terrorism combat tool to be appreciated (Adey, 
2012; Arshad et al., 2015).

Biometric technology and predictive big data analytics used in thwarting security threat are 
individually expected to benefit individuals, the society and the general public as well as any nation. 
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Nevertheless, the future risk and benefits associated with biometric and big data technologies to 
relevant stakeholders’ raises concerns and anxiety. In this era of heightened security threats and 
increasingly growing terrorist attacks, identity dominance is imperative to deter perpetrators as well 
as harnessing security awareness (Ashbourn, 2014b). Biometric simulated technologies and predictive 
data analytics seems to be one of the appropriate solutions to terrorism and its related crimes in the 
world today. There is no doubt biometrics will continue to advance with various attributes to curb 
terrorism and have dominance in identification of criminals. It is expected that biometrics used in 
border management and in various industries will increase exponentially as the cost associated with 
its implementation drops (Salawadgi, 2014). It has become the main identification tool used by law 
enforcement agencies and criminal justice setup to establish the match for unknown assailant of 
crimes and accordingly protecting society.

The adoption of biometric passports has become common phenomenon in this era. The recent 
terrorist attack in France and Brussel airport which caused the death of many and left many also 
injured was a challenge to these countries involved. However, the apprehension of perpetrators was 
possible due to their biometric data that was available to authorities at the time (Friedland, 2016; 
Quadri & Quadri, 2016).

What is needed much in this era of heightened terrorism, is not just a biometric system that 
can verify a person, but a biometric technology with predictive analytics capabilities to unravel and 
prevent these attacks before they are committed (Friedland, 2016). This paper explores the possibility 
of some of these predictive mechanism to ensure the safety of our borders and the society at large.

BIoMeTRICS ANd PRedICTIVe ANALyTICS

The global market for biometrics, projected that the market will grow from currently $9billion to 
$28 billion by 2019 representing a progressive annual growth of about 20%. The critical issues that 
concerns biometric technology is how the data collected could be put into advanced uses other than 
the three traditional uses which includes but not limited to (Caldwell, 2015);

• Identification
• Verification
• Authentication

Immigration control and security services for some decades now use supervised biometric 
systems at borders of various countries, also in recent time mobile devices have been embedded with 
biometric applications and are subsequently been used as remote sensor to carry out various tasks. 
Since the 9/11 terrorist attack in US, most border controls have progressively used biometric systems 
to capture the bio data of anyone who goes through their borders (Boer, 2015; Woodward Jr, 2005). 
Although most researchers have recommended and envisaged various prospects of biometrics and 
its capabilities, comparing various theories, publications and ideologies, there could be more that 
biometrics can do for the security of our communities and respective countries at large (Ashbourn, 
2014a; Jain & Kumar, 2012).

In recent years, predictive analytics have been introduced in almost all facet of human activity 
so much that it is being used from banking sector through to border control. The essence of these 
predictive analytics is to establish a pattern and correlation between activities that may antecede 
crime and stop it. Similarly, to deny individuals that may pose threat to a given system access based 
on behavioural predictions. Most of these predictive simulations are not adequately equipped enough 
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to recognize the emotions and behavioural pattern of an individual in real-time. Although most of the 
modern day airports have some sort of behavioural prediction systems in place, nevertheless the rate 
of terrorist attack in various airports in both the developed and developing countries seems to have 
heightened, this implying the need for enhanced predictive biometric and surveillance technologies 
in border management as well as densely populated areas of the community (Baesens, 2014).

A.  Biometrics in Mobile Devices

The impact that the mobile technology is making in the world today cannot be overlooked. In 
recent times there is a mass proliferation of unsupervised biometrics systems and it is predicted 
portable biometrics applications in mobile devices will increase up to about 6 billion by 2030 (Cooper 
& Perkins, 2014; Kizza, 2013). However, the increase in biometrics in mobile devices could be used 
in a more innovative context since mobile devices could be used to collect bio data at any given time 
and place. Mobile phone companies like Samsung and Apple (Samsung S5, S7 & IPhone 6) among 
others in their recent smart phones have these biometric applications, a sensor that identifies the 
users fingerprint and allows the owner to use their biometric details to secure their data on the phone. 
Interestingly most of these recent mobile devices have been built with innovative digital imaging 
and sensors; GPS sensors, voice Sensor, magnetic/electrical/optical sensors as well as temperature 
sensors that are currently used for medical diagnostic purposes thus, measuring body temperature, 
monitoring the heart as well as for detection of ECG/EEG. This implies that high level of security is 
required to protect the personal information of individuals and their privacy against unauthorized uses 
such as identity theft and other fraudulent activities in that regards (Bowyer, 2016; El Kadiri, 2015).

The world of mobile devices and biometric technologies would likely embrace each other for a 
significant security revolution in the near future (Caldwell, 2015; Liu, Tsai, Chang, Tsai, & Zhong, 
2015). Having been imbedded with advanced and various sensing capabilities to detect various 
behavioral and physiological features of humans, the iris scan, facial recognition and fingerprint 
sensors are commonly used in mobile phones in recent times. Most of the biometric data that are 
collected with mobile phones has become a growing trend and an appropriate usage will ensure privacy 
protection by the user. Enhanced security for mobile banking and e-commerce transactions carried 
out on mobile devices as well as telemedicine monitoring constitute the current mobile technological 
device revolution (Hayashi, Riva, Strauss, Brush, & Schechter, 2012). One of the benefits these 
biometrics in mobile devices offer, is the fact that security agencies can take and access the biometric 
details of a suspect at any check point without having to move the person to a standstill biometric 
device. Resultantly, the time it takes to identify a potential risk is reduced hence security is ensured 
in a real- time frame. The aspect of biometrics that is able to predict a high-risk person based on 
simulation of thought patterns are yet to be explored extensively.

The biometric analysis of travelers could reveal if a person is listed on formerly Total Information 
Awareness (TIA) database now known as Terrorism Information Awareness program (TIAP). A 
system which consist of wanted individuals in relation to terrorist charges. Its main concept which 
is based on predictive policing aims at gathering detailed information about persons’ in order to 
antedate and possibly stop a crime before they are committed. This, is facilitated in tandem with other 
surveillance mechanism in place to win the war against terrorism. The program explores all forms 
of data on individuals to pull out terrorist and their associations around the world. Though it had its 
privacy issues, it was one of the biggest surveillance tool the world ever experienced (Walker, 2012).

B.  Biometrics in Identity management

Identity management and control happens to be one of vital components in tackling information 
security issues. It is encompassed by previously known access control concept, nevertheless things 
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seem to be changing. Audit trail which use to be a core function of identity management and was used 
to investigate unlawful access and various breeches in respective organizations have taken another 
trend which is more of a mechanism for gathering intelligence (Adey, 2012). In this age of information 
explosion any information is critical and vital, It is for this reason that the kind of information gathered 
for identity management purposes are done circumspectly so that it can be used for various intendment 
as and when needed (Adey, 2012; Jain & Kumar, 2012).Which is why the use of biometrics in recent 
times is not only to verify and authenticate individuals but also serves as a system that accumulate 
data for intelligence purposes among others with current emergence of data analytic technologies. 
Most cyber criminals and terrorists are successfully apprehended by security agencies as a result of 
availability of data on them. However, the exponential growth in data and storage devices with its 
corresponding usage in large scale systems, currently at most secured places, is a challenge to these 
available identity management systems. Consequently, the competence of identity management devices 
in the near future is a question that is being a concern to many researchers, with the rate at which 
data is growing relatively. The emergence of cloud computing and big data analytics in that respect, 
to handle large volumes of data seems to be a consolation to these fears. Current research envisaged 
that advanced algorithms for analytics purposes would be available to process large volumes of data 
in real-time. Could this really help boost security in any given country or society against terrorism or 
would it also be challenged by hackers, which is why information security research would have to be 
an ongoing phenomenon (Ashbourn, 2014b; Baesens, 2014; De Marco, Kechadi, & Ferrucci, 2014)

The Australian government initiated changes in legislation so as to be able to collect a plethora 
more of biometric data from foreigners as well as citizens. Furthermore, the department of immigration 
and citizenship with the help of IBM came up with a border risk identification system which relies on 
big data mechanism to decimate high risk and low risk travelers by correlating patterns contracted by 
the big data tools (Ajana, 2015; Oostveen, Kaufmann, Krempel, & Grasemann, 2014).The Uk border 
security Authority for instant have intalled CCTV cameras at various entry points that analyse and 
compares with existing details in a database of the faces of travelers for possible identification of a 
wanted individual or ‘risky persons’ (Ajana, 2015).

C.  Covert Tracking and Identification with Biometrics

Terrorism has become a global war and no nation or country is immune to terrorist attack. Most 
of these attacks are perpetrated with state of the art equipment and gadgets. In the same disposition, 
advanced technology such as biometrics with other related intelligence and security mechanism can 
be used to combat these heinous crimes. Over 1 billion people crosses international borders every 
year and all these people have travel documents one way or the other (Adey, 2012; Boer, 2015). In 
the past only biographic details were collected; passport numbers and names which were not too 
secured relatively. Today, any person seeking entry into any developed country would have their 
fingerprint, and iris scanned into a system before even visas are issued. In as much as the emergence of 
biometrics have aided security agencies greatly like the events of 9/11. The US military apprehended 
Al Kahthan I. Mohammed in connection to the hijack of flight 93, though he initially denied any 
involvement, a fingerprint scan of him led the security forces to apprehend other culprits (Barton, 
2015; Whillock, Cohen, Blitz, & Jacobson, 2014; Woodward Jr, 2005). If the US prior to 9/11 had 
extensive biometric system for entry and exit this attack could have been avoided. The future of 
biometric and security is promising if its features are appropriately and extensively explored. A recent 
covert biometric capturing system in the borders of most developed countries such as the UK, US 
among others where there are covert cameras purposely to identify strangers and observe unusual 
behaviour. More biometrics capturing features could be added to it to enhance the quick identification 
of suspects, thus a biometric application that analyses gait and voice as well as those that are able to 
analyze the emotions of high risk travelers (Kephart, 2015). For security forces in any given country 
to succeed in the war against terrorism, narcotics, abduction, smuggling, child porn etc., would have 
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to attain identity dominance in this respect, to detect any of these crimes regardless of who is involve 
(Morosan, 2012; Whillock et al., 2014).

A discovery and a working research, where biometrics algorithms have been developed to support 
a theory of the brain that seems to be able to predict and unravel a behavioural pattern of a person or 
a possible action of an individual (J. F. Hu & Mu, 2014). This is originally geared towards profiling 
the thinking pattern or idiosyncrasies of terrorists. As the individual’s biometric details are taken at 
any point whether covertly or purportedly, the biometric device doesn’t only collect these data but 
also subject them phrenological analysis with a specific focus on the intentions of the individual.

PSeUdo MedICINe/PHReNoLoGIST APPRoACH

At airports, usually passengers and their items undergo various checks and analyses. Passengers are 
screened for prohibited items such as metals, liquids and anything that possess threats. Travelers also 
check in by undergoing mandatory verification of documentation.

After the inspection of a passenger/item, the device/personnel will give a clear signal (No Threat) 
or an alarm (Threat). This results falls in the following four possibilities (Xiaofeng Nie, 2009):

• True Alarm – detection of an existing threat.
• False Alarm – giving an alarm when there are no threat
• True Clear – determining a threat does not exist
• False Clear – not detecting an existing threat

However, for instance with regards to the Brussel attack in March, 2016. The perpetrators had 
not gone through any of the security checks at the time. The attack took place at the departure hall 
where travellers were checking in and having their baggage’s scanned. CCTV cameras at the hall 
and entrance be equipped with sensors and predictive algorithm that can predict these threats before 
they occur. This, is a concept worth consideration by programmers and professionals in security 
surveillance (Estrada & Koutronas, 2016). It has become very difficult for our current quashed systems 
to predict terrorist attacks in most of the incidence that have occurred in the past and in recent times. 
The deployment of pseudo medicine or what is known as phrenology could be used with recent 
biometric systems to predict and identify high risk person in border management.

Phrenology which simply means mind knowledge is characterized by the measurement of the 
human skull, a concept that, the brain an organ of the mind has certain precise functions in localized 
peripheral. This concept and practiced could be automated and aligned with modern sensing 
technology. While people go through borders especially travelers, at the airports, could have their 
faces captured based on predictive analytic algorithm. A traveler who is high risk could be flagged 
by the modeled system based on the function of the brain that facilitates destruction or violence in 
that regards.

A concept that underpins this aspect of pseudo medicine indicates that the human mind has a 
set of various mental faculties represented in various section of the brain. These presentations are 
proportional to an individual’s propensities.

Figure 1 indicates a mobile biometrics that can be used to analyse and predict possible terrorist 
attack. This though have not totally been deployed, it is a future force to be reckoned. It also displays 
the authentication process a person goes through when a biometric feature is captured. Usually when 
a smart phone embedded with biometric features are used, it offers three possible biometric feature 
capturing, thus facial or iris data capture through the cameras, fingerprint by the touch screen and the 
voice recognition data capture through the microphone of the mobile device. These systems rely on 
the GPS and Internet mechanism incorporated in the phones to interact with databases that is already 
inculcated with some of these data. It is suggested that biometric applications and mechanism can 
be mobile and easy to use when these smartphones are adequately enhanced with biometric features. 
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It also at the same time, can aid a digital forensic analyst in a situation where a typical crime is 
investigated as there would be various forensic trails available to be investigated.

eMeRGeNCe oF BIG dATA IN BIoMeTRICS

The concept big data is characterized by large data set, with a capacity that is beyond a traditional 
database, as such, it collects, stores control and analyses data. Big data is also characterized by the 
volume, velocity and variety of data, hence an advanced technology that has an analytic competence 
(Ratha, Connell, & Pankanti, 2015). Although surveillance and identification systems such as the 
biometrics are on the ascendancy, its existence and functionality for the current technological explosion 
is being augmented with big data tools and techniques. This, have been necessitated by the rate at 
which data is growing exponentially as well as increase in storage capacities. The introduction of 
Border Risk Identification System (BRIS) based on big data techniques by the Australian Customs 
and Border Protection Services (ACBPS) is a phenomenon that is gradually being integrated into 
most immigration and border control management (Ajana, 2015). The European Union for instance 
is currently using big data strategies and tools in mediated surveillance at various EU borders. Big 
data techniques are being used because of their ability to pre-empt a behavior and a futuristic attitude 
of a person by profiling the individual and generating assumption about their level of risk as well as 
their personality. The essence of big data is to aid in informed prediction and decision making so that 
the cause of an occurrence and its effects may be ascertained and prevented or its effects minimized 
before it occurs (Ajana, 2015; Baesens, 2014; Ratha et al., 2015; Whillock et al., 2014).

Currently it is estimated, the volume of data collected by British UAS podiums in the Middle East, 
specifically Afghanistan is approximately one (1) to five (5) percent of the google index. However, 
with this volume of data collected, British MoD is criticized of not having big data technologies to 
take care of the large variations in the data collected and enhance the efficiency of analyzing these 
data for decision support (MoDC4ISR, 2013)

Big data sources vary from social media, web logs, records of online transactions mobile 
devices and its related technology through to sensors that capture information, in so doing digital 

Figure 1. Predicting terrorism with mobile biometrics sensor and the process of biometric authentication (S. Hu, Su, L., Liu, H., 
Wang, H., & Abdelzaher, T. F., 2015)
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tails are left knowingly or unknowingly (Clarke, 2016; Couch & Robins, 2013). In the same vein it 
has become mandatory, anyone undertaking registration, renewing a visa or naturalizing as a citizen 
in any developed country is required to provide their biometrics. A system which also relies greatly 
on big data model, nevertheless there could be a problem in this instance as there has been debate 
of unavailability of a clear cut communication and policies on how the benefits and risk associated 
with verification and authenticating systems will be managed taking into consideration the privacy, 
security and data management issues in that respect (Cherney & Murphy, 2015; Kephart, 2015)

CoNTeMPoRARy BIoMeTRICS USeS IN IMMIGRATIoN CoNTRoL

In this modern world, when biometric boom has caught up with security and intelligence services in 
almost every country in the world. It is deployed extensively in various sectors, especially in facilitating 
immigration management and border security. So that by scan of fingerprints and the iris, one would 
be able go through immigration or denied access.

SmartGate is an Automated Border Control (ABC) system that uses a biometric facial recognition 
technology to verify identity. The system is currently being used by Canada, Australia, United 
Kingdom, USA and United Arab Emirates. The system was first deployed in 2002 and since then 
has been rolled out in most major airports in the world. The SmartGate is characterized by a two-way 
procedure. The traveler inserts an ePassport into a kiosk and makes a declaration on the identity. 
A paper based ticket is issued which is inserted into a ticket gate. The traveller’s identity is then 
compared with what they have in the ePassport photo by the use of biometric algorithm, if a match 
is established the traveller can pass through to the luggage section.

In 2013 the Australian Department of Immigration and Citizenship (DIAC) in conjunction 
with IBM, developed next-generation eGate technology to process travelers faster. The Border Risk 
Identification System (BRIS), greatly relies on big data tools. The system is intended to construct 
patterns and correlations to enhance the management of borders and consequently fish out “risky 
travelers” (Cate & Mayer-Schönberger, 2013; Culhane, 2014).

The US borders are currently using the international programme entry and the registered 
travelers program called NEXUS, which is a joint program between US and Canada. The 
registration process requires an iris scan for the purposes of identity verification. Various kiosks 
have been dedicated at Canada’s international airports to facilitate and expedite processing 
CANPASS (Canada passport holders and NEXUS members). The US borders use Face-check, 
where photograph of travelers are captured on their arrival and compared with existing list of 
risky individuals (Culhane, 2014).

A scheme introduced by the immigration control of the UK seek to expedite clearance at border 
controls for regular travelers from specific countries such as Canada, Australia, New Zealand, US 
and Japan who have travelled more than four time to the UK in a year.

Currently and Automated Border Control (ABC) kiosk are being employed in all the eight 
international airports in Australia. It has also been projected that the use of SmartGate by international 
travelers who will be able to undertake self-processing will increase from the current twenty (20) 
percent to ninety (90) percent by 2030. Consequently, Trans-Tasman agreement, that exist between 
Australia and New Zealand allows individuals from these countries to cross each other’s border using 
SmartGate based on identification and verification system. Travelers from the United Kingdom 
can also use SmartGate as of November 2013, and it is currently being tried with passport-holding 
members of the United States Global Entry program. A trial with Chinese passport holders began 
in 2015. Australia and New Zealand have been issuing ePassport since 2005. The biometric chip 
and the electronic equipment used to read and write the chip meet the standards set by the ICAO 
(Culhane, 2014).
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PRoFILe oF UNIVeRSAL BIoMeTRIC TRAIT TeCHNoLoGIeS

See Figures 2 and 3 for profiles of universal and biometric trait technologies.

Figure 2. Universally and extensively used biometric traits for security in recent years (Culhane, 2014)
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CURReNT BIoMeTRIC SeCURITy CHALLeNGeS

The security prospects of biometrics have been matched with a proliferation of highly skilled and 
technological criminals whose operations and activities have the ability to undermine the integrity of 
entire biometric systems (Kephart, 2015). Usually individuals access airport security, border controls, 
nuclear facilities, issuance of driver’s licenses and passport based on a verification and authentication 
process established on the premise of an already existing biometric template captured in a respective 
system (Ashbourn, 2014b).

Figure 3. Universally and extensively used biometric traits for security in recent years (Culhane, 2014)
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There are several attacks and breeches that confront biometric security systems in recent times 
and it’s envisaged these trends of attack will become sophisticated and dynamic as technology is 
on ascendancy. These attack includes but not limited to (Ratha et al., 2015; Sharma & Singh, 2010; 
Stephenson & Gilbert, 2013):

1.  Forged biometric traits such as spoofed iris, fake fingers may be used on a sensor to gain access. 
For instance, a high resolution photograph was used by a German researcher to spoof an Iris scan. 
Similarly, Starbug also known as Jan Krissler, hacked Apples fingerprint recognition Touch ID 
systems in September 2013 with a fake finger and a high resolution photograph of his eyes on 
an Iris scanner;

2.  An illegally acquired data can also be put back into a respective biometric system;
3.  A biometric template could be extracted and replaced with Trojan horse program which in turn 

produces pre-determined template set.

The liberty Alliance Project which represent close to 200 firms that are engaged in identity 
issue and biometric technology indicated, the biometric systems used for custom and preventive 
services can be trusted and they can authenticate persons for who they say they are. Nevertheless, the 
governing body should ensure that the data is protected from identity theft and not left unattended. 
While individuals are able to secure new credit cards, change names and also acquire new driver’s 
license, these persons cannot get new fingerprint (Barral, 2010).

FUTURe ReSeARCH

The adoption of biometric technologies and big data analytics in the field of border security is by 
nature nascent and can be categorized as preemptive ICT oriented surveillance. Biometric systems 
are considered to be combination of ideologies, perceptions and paradigms in an academic reflective 
perspective. Since the introduction of biometrics and Automated Border Control systems (ABCs) in 
border managements, one can observe, it has come this far as a result of new technologies that work 
in conjunction with these smart border initiatives. The new technologies such as big data analytics 
overlap, build on and enhance the biometric systems in place to achieve a maximum objective. Efforts 
by scholars over the years have elucidated the benefits these technologies bring to businesses and 
industries. However, methodic research endeavor in examining the part big data analytics and biometric 
technologies play in enhancing border security and ensuring effective border management has not 
yet been fully developed. Consequently, this research examines and provides scholarly suggestion in 
the use of biometric systems and big data analytic tools in border management. Some of the areas 
that could harness extensive investigation in this area can be looked at in these three confines (Ajana, 
2015; Ashbourn, 2014a; Bowyer, 2016; Couch & Robins, 2013).

Firstly, there is the need to look at the type and form of biometric system being deployed in border 
management and their level of effectiveness. Facial expression emotion recognition biometric is an 
imperative and promising biometric technology to be look at in ensuring effective border security.

Secondly, there are more to be discovered with regards to big data analytics. It predictive abilities 
and larger storage capacity can help eventuate in the efficient management of identity and large scale 
system with regards to border control.

Finally, the extent to which the war against terrorism can be won with extensive investigation and 
appropriate deployment of technological systems that will eventually ensure security and convenience 
to travellers, reduction in drug, arm and human trafficking and overall guaranteeing the safety of 
societies among others. It is hoped that broader scholarly investigation in the use of biometric systems 
and big data analytics tools in border management be attained so as to address all facet of this arduous, 
yet captivating technologies.
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CoNCLUSIoN

Biometric applications and devices will continue to evolve and its cost of use and deployment 
will reduce in the near future. It is envisaged that body odor, shape of the ear, DNA and emotion 
recognition biometrics features will be included in the already existing human attributes and traits that 
are automated and measured. This in essence implies biometrics technologies use will be enhanced 
for the purposes of security in any applicable system (Cooper & Perkins, 2014). The fact that the 
underpinning element of security is to prevent unauthorized and illegal individuals in the society, to 
harm others, suggest all necessary tools and mechanism that can be used to tame and control these 
excess on human beings be employed. Additionally, systematic inquiry in using biometric systems 
for the travel industry and immigration purposes is still under development as such a plethora of areas 
in this regards are yet to be explored (Yampolskiy, Ali, D’Souza, & Mohamed, 2014). There are still 
more room for research, development and improvement of biometric applications and technology usage 
and it is a necessary information security phenomenon worth investigating due to the growing level 
of security threat. The major path to discovery is continuous research and evaluation of the current 
state of the system with a futuristic objective. Managing borders and cities with the use of data raises 
some fascinating enquiries about conception of space. With the recent explosion in internet and mobile 
technologies, our identities are no more restricted within borders, consequently, it is categorically 
challenging to define borders and cities exclusively by their physical locations. The gathering of people, 
information and culture practices is now documented in a massive number of databases across the 
world. Flight itineraries, migration data and social media networks all provide complex data sets on 
the links between persons, places, socio-economic and cultural groups. Subsequently with regards 
to data, one could be ubiquitous and nowhere at the same time.
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