
This article is downloaded from 
 

 
 

http://researchoutput.csu.edu.au 
 

It is the paper published as 
 
Author: J. Howarth and E. Stow  
Title: A post-mortem JavaSpaces debugger 
Editor: S. Verlag 
Conference Name: ECC2007, Proceeds of the European Computing Conference 
Conference Location: Vouliagmeni Beach, Athens, Greece 
Publisher: Springer 
Year: 2007 
Volume: 2 
Pages: 553-562 
Date: 25-27 Sept 2007 
 
Abstract: We describe a post-mortem debugger called JavaSpaces Debugger (JSD) that is able to 
detect a class of properties that occur in a distributed JavaSpaces program. To detect a property 
using JSD, the user specifies a global predicate to be evaluated. This global predicate is divided into 
a series of local predicates that are eva-luated by each system node. During execution, an event 
message is sent to the debugger whenever one of these local predicates is true. The debugger 
arranges event messages according to logical time, and reports whether the global predicate 
occurred. JSD can detect both weak and strong unstable predicates, using integer, boolean, or 
bytecode expressions. 
 
Author Address: jhowarth@csu.edu.au  
ed.stow@gmail.com  
 
URL: http://www.springer.com/cda/content/document/cda_downloaddocument/9780387848181-
t1.pdf?SGWID=0-0-45-716717-p173841655 
 
http://www.iaras.org/ecc2007/ 
 
http://researchoutput.csu.edu.au/R/-?func=dbin-jump-
full&amp;object_id=3336&amp;local_base=GEN01-CSU01 
 
 
CRO identification number: 3336 
 

http://researchoutput.csu.edu.au/�
mailto:jhowarth@csu.edu.au�
mailto:ed.stow@gmail.com�
http://www.springer.com/cda/content/document/cda_downloaddocument/9780387848181-t1.pdf?SGWID=0-0-45-716717-p173841655�
http://www.springer.com/cda/content/document/cda_downloaddocument/9780387848181-t1.pdf?SGWID=0-0-45-716717-p173841655�
http://www.iaras.org/ecc2007/�
http://researchoutput.csu.edu.au/R/-?func=dbin-jump-full&amp;object_id=3336&amp;local_base=GEN01-CSU01�
http://researchoutput.csu.edu.au/R/-?func=dbin-jump-full&amp;object_id=3336&amp;local_base=GEN01-CSU01�


A Post-Mortem JavaSpaces Debugger 

Jason Howarth, Edward Stow 

School of Computing and Mathematics 

Charles Sturt University, Boorooma St. Wagga Wagga, NSW Australia 

2678 

1. Introduction 

Distributed computing systems are characterised by the absence of a global 

time base, unpredictable message delays, and the dispersion of program 

state amongst nodes [10]. This makes it difficult to capture and analyse the 

state of such systems. 

 

We describe JSD (JavaSpaces Debugger), a debugger able to overcome 

some of these limitations. JSD is used to detect a class of properties that 

occur in a distributed JavaSpaces program. 

 

To detect a property using JSD, the user first specifies a global predicate 

to be evaluated. This global predicate is divided into a series of local pre-

dicates that are evaluated by each system node. During execution, an event 

message is sent to a global checker process whenever one of the local pre-

dicates is true. The checker process arranges these messages according to 

logical time, and reports whether the global predicate occurred. 

 

JSD is used to detect global predicates classified as unstable. An un-

stable predicate is one that may alternate between true and false during ex-

ecution. Unstable predicates may be either weak or strong [5] [6].  

 

A strong unstable predicate, where true, defines a property that certainly 

occurred in an observed run of the monitored program. A weak unstable 

predicate, where true, specifies a property that may have occurred, but 
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which cannot be proven. JSD can detect both strong and weak unstable 

predicates. 

2 Background 

The following sections contain a brief background on the technologies and 

algorithms used in our debugger. 

2.1 JavaSpaces 

JavaSpaces is based on the shared-memory model of distributed computing 

[1]. Instead of cooperating directly, processes exchange Java objects 

through a network storage area, called a JavaSpace. This makes JavaSpac-

es different to the message-exchanging framework common to many dis-

tributed systems. JavaSpaces has been used for cluster computing [2], 

software agent systems [11] and distributed programming generally [3].  

 

The main operations performed on a JavaSpace are write, read, take, 

and notify. The write method deposits an object in the JavaSpace. To read 

an entry, it is necessary to supply a template object to match against. If a 

match is found, a copy of the matched object is returned from the JavaS-

pace. The take method acts the same as read, except the entry is deleted 

from the JavaSpace. The notify method allows a process to register interest 

in future entries that appear.  

 

Although the JavaSpaces API (Application Programmer’s Interface) is 

minimal, complex distributed algorithms can be constructed via the flow of 

objects in and out of JavaSpaces [4]. 

2.2 Jini 

JavaSpaces rests upon the Jini foundation, a technology used to create 

networked communities of software and hardware services. JavaSpaces is 

provided as a standard Jini service. Like all Jini services, JavaSpaces is 

used through its service proxy, which is stored at a Jini Lookup Service. 

The Lookup Service is a registry of all currently active services available 

within a Jini community.  
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To retrieve a service proxy, the lookup repository is searched for servic-

es matching certain criteria. For example, to retrieve the JavaSpaces proxy, 

a client might search the Lookup Service for a proxy with a name attribute 

of ‘JavaSpaces’. Once the client has the proxy, it can make local method 

calls on this object to access the backend service.  

 

JavaSpaces plays an important role in the overall Jini architecture by 

providing a network storage facility. This allows Jini clients to store ob-

jects centrally, as well as allowing clients to communicate via the flow of 

objects in and out of the JavaSpace.  

2.3 Weak Unstable Predicates 

We turn to an approach for detecting weak unstable predicates. Such pre-

dicates may be either conjunctive or disjunctive. A conjunctive predicate is 

of the form s(i) ^ s(j) ^ s(k), where s(i) represents the local state of process 

i, s(j) the local state of process j, etc. This paper will focus only on con-

junctive predicates. Disjunctive predicates are trivial to detect since only 

local state must be monitored [5].  

 

The algorithm [5] relies on each process checking its local portion of the 

predicate. For example, if the predicate is x=1 ^ y=2 for two variables x 

and y held at processes P1 and P2 respectively, then process P1 monitors 

x, and process P2 monitors y. When a local predicate becomes true, the 

current vector clock timestamp is sent by the local process to a global 

checker process. Once computation has ended, the checker process eva-

luates the global predicate to see whether both local predicates could have 

occurred concurrently. The weak conjunctive predicate a ^ b is true if a 

and b occur concurrently in the program trace [5].  

 

The implementation of this algorithm requires a special type of vector 

clock, called an lcmvector (last causal message vector) [5]. An lcmvector 

consists of a vector of n integers, one for each process. Each process is re-

sponsible for maintaining its own vector. For a system with three 

processes, the lcmvector stored at process Pi takes the form [Ci, Cj, Ck], 

where Ci is the clock that measures progress at Pi, and Cj and Ck are set to 

values advised by processes Pj and Pk, respectively. 

 

The operations permitted on an lcmvector are initialisation <init>, in-

crement <incr>, and synchronization <synch>.  Initially, the values in each 

vector are set to 0. 
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The <init> operation occurs at process startup, where each process Pi 

sets its clock value to i = 1. Whenever a message is sent, the <incr> opera-

tion is performed. For a process Pi, this involves incrementing its clock by 

one (Ci = C i + 1). When a message is received, the synchronize operation 

is invoked. This means that the receiving process performs the compo-

nentwise maximum operation, using as input its own clock and the clock 

of the process sending the message. To implement the algorithm, lcmvec-

tors are passed between processes when a message is sent. 

 

Operations on lcmvectors are depicted as occurring between states. 

Process events have the clock value that appears before the event. Hence in 

Fig.1, events a and b both have the vector time stamp {1, 0}.  

 

 

Fig. 1. Events measured using lcmvectors 

Vector clocks are compared using a type of vector clock algebra, based 

on the happened before [8] relation ( ). Vector clocks are considered 

concurrent ( ) if the happened before relation cannot be established.  

 

Consider two clocks V1 and V2. Based on the values contained in these 

clocks, the following holds true:  

 

V1  V2  if  V1 != V2 and if each value in V1 is less than or equal to 

each value in V2 

 

V2  V1  if  V1 != V2 and if each value in V1 is greater than or equal to 

each value in V2 

 

V1  V2 if neither V1  V2  nor V2  V1 
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Applying these rules to the example in Fig.1, we can assert that e  c, 

and that c  f. 

 

We turn to the checker process to see how the global predicate is eva-

luated. The checker process enqueues clock values received as <debug> 

messages (Fig.2) whenever a portion of the global predicate is detected lo-

cally. For example, if the global predicate is x = 4 ^ y = 3, process P1 

sends a message to checker process C whenever its portion of the predicate 

is true (see Fig. 2); process P2 does likewise. 

 

The messages sent to the checker process C contain the timestamps as-

sociated with detection of the local predicate. The checker process uses the 

vector clock comparison rules to decide if the predicate is true. In the case 

of a weak unstable predicate, the predicate i ^ j is true if i  j [5].  

 

  

Fig. 2. Time-stamped debug messages sent to the checker process 

2.4 Strong Unstable Predicates 

Strong conjunctive predicates are of the form s(i) ^ s(j) ^ s(k), where s(i) 

represents the local state of process i, s(j) the local state of process j, and 

so on.  In detecting such predicates, we rely on the notion of intervals [6]. 

An interval is a pair of vector clocks that delineate a period during which 
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the predicate was true. In the following discussion, clock_lo refers to the 

start, and clock_hi to the end of an interval.  

 

Consider two processes with a boolean variable ready_to_commit. As-

sume it must be determined if there is a point when these processes on 

Hosts A and B are simultaneously ready to commit. To achieve this, it must 

be determined if the intervals where the predicate is detected on each host 

overlap. 

 

For example, assume host A is ready to commit during the interval {2, 

1} to {4, 2}, and host B during the interval {0, 1} to {2, 2}. If these inter-

vals overlap, then there must have been a time when the global predicate 

(i.e., when both hosts were simultaneously ready to commit) is also true.  

 

To determine overlap, the rules for comparing vector clocks are applied 

to see if host A.clock_lo  host B.clock_hi AND host B.clock_lo   host. 

clock_hi. If so, these intervals have overlapped in (logical) time and the 

global predicate must have occurred [6]. In the example above, since {2, 

1}  {2, 2} and {0, 1}  {4, 2}, these intervals overlap, and it is certain 

that the global predicate was true at some point in the computation. 

3  JSD Architecture 

A feature of JSD is the level of indirection added to the JavaSpaces archi-

tecture to capture debugging information. A typical JavaSpaces client inte-

racts with the JavaSpace using the JavaSpaces proxy. In JSD, the de-

bugged host is modified to load a different proxy, called the debugging 

proxy. The debugging proxy does not communicate directly with the Ja-

vaSpace; instead, it routes messages through another proxy-like object, 

JSDebugSpace.  

 

JSDebugSpace is a custom-written Jini service used to filter messages 

intended for the real JavaSpace. Information is captured about these mes-

sages before they are passed to the JavaSpace for normal processing. Simi-

larly, when a message is returned from the JavaSpace, it returns through 

JSDebugSpace before it is handed back to the debugged application. By 

this means, debugging control is interposed between the debugged pro-

gram and the JavaSpace.  
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Both JSDebugSpace and the debugging proxy on each host maintain an 

lcmvector clock to order system events. These clocks are exchanged be-

tween the proxy and JSDebugSpace whenever a JavaSpaces call is made. 

By this means, clocks in the debugged system are kept current through the 

increment and synchronization methods described earlier. 

 

To monitor the local predicate, the debugging proxy loads a DLL (dy-

namic link library) on the host being debugged. This DLL uses the JVMDI 

(Java Virtual Machine Debugger Interface) [7]. The DLL is passed details 

of the predicate to watch. Based on the contents of this predicate, it then 

registers for watchpoint events with the local JVM. When such an event 

occurs, the JVM notifies the DLL, which in turn notifies a checker process 

with the lcmvector reading at the local host. These readings are put in a 

queue maintained by the checker process. The contents of this queue are 

later used to reconstruct the event sequence that occurred during monitor-

ing. Once the debugged program ends, the truth of the global predicate 

first entered by the user can be determined. 

3.1 Predicate Detection Language 

We have designed a simple language called JPL (JavaSpaces Predicate 

Language) to submit predicates to our debugger. JPL is used to express a 

predicate containing either integer or boolean values. A bytecode index 

can also be specified.  An integer or boolean predicate takes the form host-

name: class name: variable operator result [^]. The ^ symbol is the con-

junctive operator, used to chain local predicates into a single global predi-

cate. 

 

To give an example, the following predicate seeks to determine if va-

riables x and y, at different hosts in the system, are ever equal to 10 at the 

same point in the computation: Host A: Adder: x = 10 ^ Host B: Subtrac-

tor: y = 10. The local predicates in this example are Host A: Adder: x = 10 

and Host B: Subtractor: y = 10. The variables x and y are declared in 

classes Adder and Subtractor, respectively.  

 

JPL also allows predicates that contain more complex expressions. All 

of the basic mathematical operators are supported. In addition, a boolean 

predicate can use greater-than or less-than logic, such as Adder: i > 5 ^ 

Subtractor: j < 3. 
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The other type of predicate is the bytecode predicate, which has the 

structure hostname: break: class name: method name: bytecode index [^]. 

An example is Host A: break: Adder: increment: 44 ^ Host B: break: Sub-

tractor: decrement: 23. This is asking: when class Adder hits bytecode in-

dex 44 in the increment method, is it true that class Subtractor hits byte-

code index 23 simultaneously in the decrement method? We believe 

bytecode predicates offer an advantage over integer and boolean predicates 

because a variable need not exist in the application being debugged to per-

form predicate evaluation. 

4 JSD Example 

The example we describe is based on a simple chat program that consists 

of a Listener and two Talkers. To send a message to the Listener, a Talker 

must first hold an exclusive token T. This token is exchanged between 

each Talker via a JavaSpace. The Listener is notified through the JavaS-

paces notify method whenever a message is written to space. Our concern 

here is with the token, which should not simultaneously be held by more 

than one Talker. The predicate for this is as follows: Host A: Talker: has-

Token = true ^ Host B: Talker: hasToken = true . 

 

If this predicate is true, there is a problem with our algorithm because 

there is a chance that both hosts can talk at once. The setup is as follows. 

Hosts Sun and Moon each run a Talker process (Fig.3). In this test, 

Sun.Talker was started first, followed by Moon.Talker. We assume that the 

token has already been written to the JavaSpace, and contains the name of 

the host who has first possession. This host takes the token, sends a mes-

sage to the Listener (not shown), then releases the token again, addressed 

to the next recipient who performs the same set of actions. 

 

Fig. 3.Hosts Sun and Moon take and write the token.  
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After running the test, the following values appear in the local predi-

cates screen of JSD: 

 

Sun  

Talker:hasToken = true {2,0,1} 

Moon 

Talker:hasToken = true {2,2,3} 

 

This shows that each local predicate was true when the lcmvector read-

ings were {2, 0, 1} and {2, 2, 3}, respectively. The three readings in each 

lcmvector indicate that three clocks were used in this debugging session, 

one for each host and one for the JavaSpace. 

 

We are now in a position to determine whether the weak predicate was 

true during this run of the program. To do this, we must determine if it 

were possible for readings {2, 0, 1} and {2, 2, 3} to have occurred concur-

rently. When we compare these clocks, we find that {2, 0, 1}  { 2, 2, 3}, 

which means that the weak conjunctive predicate is false, at least under the 

scenario where host Sun is started first.  

 

In this example, the source code on both hosts contains the boolean va-

riable hasToken = true for use in detecting the predicate. If this variable 

did not exist the predicate could not be assessed. Unfortunately, many dis-

tributed debuggers [3] [9] assume such a variable. JSD overcomes this li-

mitation by allowing the user to specify a bytecode index instead of a vari-

able when constructing the predicate. 

 

We next apply a strong conjunctive predicate to the same scenario - this 

time to see if it was definitely the case that, at some point in the computa-

tion, Sun had the token and Moon did not. The predicate to express this is 

Sun: Talker: hasToken = true ^ Moon: Talker: hasToken = false. Only one 

round of token passing is used, and Moon is started before Sun. Once the 

test is run, JSD reports the following intervals: 

 

Sun 

Talker: hasToken = true [{2,1,1} {3,1,2}] 

Moon 

Talker:hasToken = false [{0,1,0} {2,2,3}] 

 

JSD reports that the strong conjunctive predicate is true because inter-

vals {[2, 1, 1] [3, 1, 2,]} and {[0, 1, 0] [2, 2, 3]} overlap. In general, how-

ever, due to the loosely-coupled nature of JavaSpaces, a strong conjunctive 
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predicate will never be true unless the processes named in the predicate are 

both active in the same JavaSpace at the same (physical) time. A time 

overlap only occurs when both processes are engaged in a common task – 

that is, when both simultaneously interact with the JavaSpace. This makes 

strong conjunctive predicates much less useful than weak conjunctive pre-

dicates in a JavaSpaces environment. 

5 Conclusion 

We have described JSD, a debugger able to detect both weak and strong 

unstable predicates in a JavaSpaces program, using the algorithms of [5] 

[6]. MaX [9], a distributed debugger framework for a Java/CORBA envi-

ronment, also uses these algorithms. There are several important differenc-

es between MaX and our debugger, including the ability of JSD to detect 

bytecode predicates. Our design also offers fewer overheads than MaX be-

cause only one process per machine is needed to run both the original pro-

gram and the predicate detection algorithms. Hence, our debugger is in-

process, whereas MaX is out-of-process.  

 

The JavaSpaces debugger described in [3] is used to capture message 

activity between the proxy and the JavaSpace. We believe our approach is 

superior because, in addition to capturing message activity, JSD can ar-

range these messages into a global sequence, as well as detect strong and 

weak conjunctive predicates. 

 

Many enhancements could be made to JSD. Debugging data could be 

saved in XML format to compare debugging sessions. This would offer a 

more complete picture than is currently provided. Any predicate judged 

against this additional data would have more validity than one judged 

against a single program run. The architecture might also be adapted to an 

RMI or CORBA environment so that debugging on each host is directed 

by stub objects, rather than by a Jini proxy. 
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