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Abstract 

 
The use of an Identity Management Architecture is 

emerging as a key concept in meeting the requirements 
for an effective information security architecture. This 
paper describes some of the results of a recent case 
study of the current designs for Identity Management 
Architecture within the Australian Public Sector and 
extracts the common elements of these architectures. 
The major elements of Identity Management are 
described and a new definition for an Identity 
Management Architecture is proposed. Identity 
Management Architecture is a new research area 
where further research is required. This work should 
contribute to the further development of Identity 
Management models.   
 
1. Introduction 
 

In the Australian public sector, governments at 
Local, State and Federal levels have tried to rationalise 
Information Technology (IT) resources by providing a 
shared common IT resource across the Whole of 
Government (WoG) [1-4]. Usually, the aim of this 
rationalisation is to achieve economies of scale and 
more efficient use of those IT resources. However, to 
achieve this rationalisation, governments have to 
grapple with the question of access to these resources. 
Governments are essentially left with two positions; 
they can set up new identities along with new 
authentication and access mechanisms for users to 
access these WoG resources, or they can implement an 
Identity Management system that allows existing 
identities to access the WoG resources. If governments 
choose the Identity Management solution then they are 
also faced with the commitment to implement some 
form of federation between previously separate 
agencies. Governments also have to consider the 
possibility of Government-to-Government (G2G) 
access to certain basic resources, for example, health 
data, spatial data, infrastructure data, or similar.   

 The problem that is faced by governments is that 
there is currently no accepted model of an Identity 
Management Architecture (IdMA) that can be used to 
plan and implement a solution, particularly at a WoG 
level. This has lead to inconsistent approaches to the 
design of an IdMA that may prevent the 
implementation of a G2G Identity Management 
solution and federation. This leads to expensive and 
unnecessary duplication of resources or even more 
expensive proprietary solutions that attempt to join two 
disparate Identity Management solutions. 

The issue of an IdMA is of major importance to 
both academics and practitioners. An IdMA provides a 
basic architecture that should be considered as part of 
any approach to an Identity Management solution. The 
use of an architecture ensures that the eventual solution 
will resolve the problem in accordance with the 
enterprise’s policies as well as ensuring that it remains 
in compliance with policies and standards. The 
description of an IdMA provides both academics and 
practitioners with a common starting point on which to 
base further research and implementation plans. 

This research extends previously purely technical IT 
research into the areas of process and workflow by 
constructing an Identity Management Architecture from 
a series of frameworks. This architecture will allow 
both academics and practitioners to easily develop and 
compare different architectures while ensuring that they 
meet all enterprise standards and policies.         
 
2. Background 
 

At this point it is essential that the terminology is 
defined. An Identity Management Architecture (IdMA) 
is defined by Windley[5] as ‘…a coherent set of 
standards, policies, certifications and management 
activities…aimed at providing a context for 
implementing a digital identity infrastructure that meets 
the current goals and objectives of the business’. An 
Identity Management Framework (IdMF) is a structure 
of processes and workflow that implements a digital 
identity infrastructure within an Identity Management 



Architecture.It would appear that the current 
understanding of an enterprise level architecture for 
Identity Management really depends more upon a 
particular vendor’s implementation rather than a 
defined model. The literature also indicates that there 
has been little real development in the area of IdMA. 
The Open Group [6] stated that an enterprise needed to 
develop an individual architecture to meet its own 
needs. But White et al. [7] pointed out that ‘…the 
increasing importance of compliance with standards, 
combined with the need to operate with procedures that 
can be verified and audited, means that this stance can 
no longer be adopted’.  It has been recommended that 
enterprises should ‘…strongly consider the adoption of 
visionary security standards, such as ISO/IEC 27001 
that provide a foundation and management system 
guidance’ [8].  

This move to compliance with standards, with its 
insistence on the documentation of process, implies 
that some processes may be considered as generic 
processes that are common to many enterprises. 
Although the process may be implemented differently 
in similar enterprises, the general method, or 
framework, remains the same. A review of the 
literature indicates that there is no existing, generally 
agreed framework for Identity Management within an 
enterprise [9-11].  

Koch and Worndl [12] proposed an IdMA, but it is 
more concerned with the storage of user profile 
information, maintenance of privacy and the 
cryptographic means of authentication. It makes no 
allowance for access control, provisioning of users, 
data management or governance. Claub’s [13] proposal 
of an IdMA is, realistically,  only a method of 
providing secure authentication together with some 
provision for user privacy and anonymity. These ideas 
were later extended by Hansen et al. [14] but they 
remained with a focus on the individual. The literature 
generally appears to concentrate on the technical 
aspects of secure authentication and incorrectly regards 
this as an IdMA. 

Windley [5] defines an IdMA as ‘…a coherent set 
of standards, policies, certifications and management 
activities…aimed at providing a context for 
implementing a digital identity infrastructure that meets 
the current goals and objectives of the business’. In 
Windley’s definition, an IdMA is based upon a 
Technical Reference Architecture, which is a set of 
standards and methodologies that have been adopted by 
the enterprise. He proposes two frameworks, a Data 
Framework and a Process Framework. The data 
framework proposed methods for access to data by 
identities while the process framework proposed 

authentication, provisioning and some work-flow 
methods. Fig. 1 shows that both frameworks and the 
Technical Reference Architecture are directed by 
enterprise policies and by an interoperability 
framework. This IdMA creates a logical structure from 
the enterprise requirements and these frameworks that 
fulfil the requirements for an IdMA [15, 16]. 

Accordingly, Windley’s architecture can be 
regarded as a starting point for an IdMA. Windley, 
however, does not detail an IdMF for use within an 
enterprise. The only description of a IdMF that can be 
found in the literature is the Internal Enterprise 
Framework [7, 17]. White et al. [7] defines an Identity 
Management Framework as “…one that combines the 
identity administration of entities and their identities 
with identity based access management to control 
access to the resources of an enterprise”. Fig. 2 shows 
the IdMF is divided into two components — Identity 
Administration and Identity based Access 
Management. This IdMF brings together the IdMA, 
business requirements and policies into a logical 
structure that fits into the requirements for an agency to 
implement an Identity Management Architecture. 

 
3. Methodology 
 

The hypothesis that underlies this research is that a 
model can be discerned to describe the design and 
development of an Identity Management solution 
within the Australian public sector. This model was 
determined from an examination of the design of 
existing systems. This led to the selection of a multi-
case explorative case study as the approach that was 
most suited to determining the facts.  

Although many of the potential elements of an 
architecture have been identified, there has been little 
rigorous, empirical evidence that identified the 
existence of an architecture. This research was 
designed to provide some detailed empirical evidence 
about the potential elements of an Identity Management 
Architecture and to develop this architecture as a 
potential model for Identity Management solutions.   

This research topic is relatively new. Considerable 
research has already been conducted into many of the 
technical aspects of Identity Management, but little 
research has been conducted into how an Identity 
Management solution is designed to be incorporated 
into a public sector enterprise. Eight Australian public 
sector organisations were selected for this study. These 
organisations were selected as they were the most 
advanced in design and/or implementation at the time 
of the study. It should be noted that not all 



organisations had actually implemented an IdMA at the 
time of the study.  

The specific case study methodology followed is the 
structured methodology advocated by Yin [18] and 
expanded by Gillham [19]. This study also used a 
grounded theory approach [20] to develop a framework 
for Identity Management in a public sector enterprise.  

The cases were selected because they provide 
interesting points of comparison between each other. 
All cases provide examples of a centralised approach to 
the design and implementation of Identity 
Management, but the final outcomes differ from 
successful implementation across the WoG to a stage 
of continuing implementation or placing the project on 
an indefinite hold. Some of the cases provide examples 
of a top-down WoG approach while other cases used a 
WoG architectural approach within which agencies 
could develop solutions. Another case used an Agency 
architectural approach to develop a solution particular 
to the needs of that agency.  

The study collected data from each of the 
participating cases by analysing design documentation. 
Each design document was effectively reverse 
engineered to determine the components of the design 
and the ways that they interact [21]. This 
documentation analysis was then followed up with 
interviews with selected officers from some of the 
cases. 

The data from both the document analysis and 
interviews for each agency was analysed and the 
findings brought together in a cross-case analysis.  This 
analysis was designed to highlight any patterns and 
themes in the data as well as any significant differences 
in design. 
 
4. Current architectural view  
 

Each architecture studied was composed of a 
number of elements or components. These elements are 
the basic building blocks of an architecture. Each of the 
various architectures had a different emphasis on 
elements of the architecture. Some architectures 

included nearly all elements, others only a minimal set. 
The elements were identified by examining the design 
documents to determine what the major components in 
each design were.  

The common elements that were identified in the 
design documents are: 

• Information and Data management. The 
need to integrate the enterprise’s strategic 
data and information into the IdMA. It 
ensures that silos of data are not left outside 
the IdMA. 

• Entity management. This element is 
concerned with the requirements for entity 
identification, verification and entity life-
cycle management; 

• Authentication management. This element 
brings together the requirements for the 
authentication of an identity into the Identity 
Management system.  

• Access Control management. This element 
is concerned with providing access to the 
resources that an authenticated identity is 
allowed to access. 

• Provisioning management. Provisioning is 
the process of allocating the access to 
specific resources to an identity.  

• Credential management. Credential 
management is the process of issuing a 
specific set of credentials to a particular 
identity. Credential management should also 
contain provision of maintaining the life-
cycle of the credential; 

• Directory services. Directory services are 
often considered to be part of authentication 

 
Figure 1: Identity management architecture  

 
Figure 2: Internal enterprise framework  
 



management as they can provide a single 
point of authentication. Directory services 
were specifically mentioned in most designs 
and so are included in the list of elements.  

• Meta-directories. Meta-directories may be 
used to synchronise data between different 
directory services and databases. They can 
also be used to assist in achieving federation 
between different enterprises. 

• Governance. Standards Australia in AS8015 
[22] states that Governance is the “…system 
by which the current and future use of ICT is 
directed and controlled”. The governance 
system should include both policy as well as 
audit functions to achieve these purposes.  

• Privacy management. The issue of Privacy 
management of entities and their identities 
spans a number of elements including Entity 
management, Provisioning, Authentication 
and Governance.  

The initial results of the study are shown in Fig 3 
[23]. This figure shows the perceived importance of the 
identified elements of an IdMA both in the design 
documentation and also as a result of the interviews 
with various Government officers. This simple analysis 
shows that from a design viewpoint Access Control, 
Authentication, Credential management, Governance 
and Entity management are considered as essential 
IdMA elements. However, the interviews showed that 
the officers considered Privacy management, Access 
Control, Meta-directories and Provisioning were of 
equal importance at 87.5% while Information 
management and the use of Standards rated highly at 
71.4%.  

One of the more interesting results was that only 
25% of cases included any requirement for privacy as 
part of the design of their architecture. However, 
87.5% of respondents stated that Privacy management 
was a major concern and needed to be included in the 
IdMA. A number of respondents also raised the point 
that privacy issues had caused some redesign and 
implementation changes to be made in their projects.  

The various project teams identified a number of 
obstacles to the adoption of an IdMA. These included: 

1. The lack of a process for the identification, 
verification and registration of users that is 
standard across agencies; 

2. The lack of a policy or process to ensure the 
uniqueness of user identifiers across 
agencies; 

3. The lack of a cohesive approach to 
credential selection, use, issuance and 
authentication across agencies; 

4. Some agencies rely upon third party 
credentials for user authentication; 

5. The lack of a formal approach to information 
classification and management. 

These obstacles also highlight a deficiency that was 
visible in all of the architectures to varying degrees.  
Only 50% of the cases referred to standards as part of 
their IdMA, while 71.4% of respondents thought that 
Standards were an important part of the IdMA. Many 
cases referred to a number of Australian Government 
Information Management Office (AGIMO) documents 
as the basis for their approach in certain areas of the 
architecture. There was little move to incorporate 
international standards such as ISO/IEC 27001 or 
ISO/IEC 17799, COBIT or ITIL into the architectures. 
Many respondents indicated that agencies felt that the 
move to ISO/IEC17799 or ISO/IEC 27001 certification 
was not worth the effort required [23]. 
 
5. A new architecture 
 

As seen above, an IdMA has not been well 
understood within the literature. Windley [5] has been 
the sole voice for an architecture that encompasses 
more than just technical and security implementations. 
This view is borne out by the various architectures that 
were examined. None of the architectures specified 
technical implementations, such as PKI, nor did they 
specify exacting security requirements that had to be 
met. The architectures did lay down a series of 
principles and ideas that agencies were required to 
follow in their implementation of the IdMA. 

 
Figure 3: Elements of an IdMA 



Table 1: Averaged element percentages  
The elements that were included in the various 

architectures [23] are listed in Table 1. This table lists 
those elements along with the percentage of importance 
of each element seen in the IdMA and by the 
respondents.  
These percentages have been averaged in order to 
provide an order of preference for the elements and 
have been arranged in Table 1 in descending order. 

This list of elements provides the basis for a 
common architecture that can be used for an Identity 
management implementation. It is interesting to note 
that the respondents gave each element an equal or 
higher score than those elements received from the 
different architectures. The respondents were 
interviewed some time after either the implementation 
or a review of the architectural documentation. This 
difference in weighting of importance may reflect the 
respondents’ attitudes to the architecture and their 
perception of its shortcomings [23].   

Windley [5] defined the IdMA as four frameworks 
— Process, Data, Interoperability and a Technical 
Reference Architecture. These frameworks were all 
informed and directed by the policies of the enterprise.  
However, this architecture does not address the critical 
issues of Governance or Privacy. It is therefore 
proposed that an IdMA should consist of seven 
frameworks — a Technical Reference Architecture,  a 
Privacy framework, an Identity Management 
Framework, an Information Management Framework, a 
federation framework, a Governance framework and a 
Policy Framework. This architecture is shown in Fig. 4.  

The Technical Reference Architecture is the base of 
the IdMA and as such contains those technical and 
security standards that the enterprise has decided to 

employ. This would also include the standards and 
guidelines for interoperability within the enterprise. 
The second framework of the IdMA is the Privacy 
Management framework. This framework contains the 
processes employed to safeguard privacy within the 
enterprise.  

The third framework is the Identity Management 
Framework. This framework was originally described 
as having two components — Identity Administration 
and Identity based Access Management [7], but has 
now been extended to include a third component — 
Directory Services. This component provides the 
essential binding between the other two components. 
The Identity Management Framework feeds directly 
into the Information Management framework and 
provides the essential binding between Identity 
Management and the control and management of the 
enterprise’s data and information. Without this link, the 
data will be likely to remain in a series of isolated silos 
where authentication and access control are not linked 
to the enterprise architecture. The federation 
framework provides a method of detailing the 
requirements for federation with external partners.    

The final frameworks are Governance and Policy. 
The Policy framework feeds directly from the ISMS 
into each of the other frameworks so that they are all 
informed and directed by the policies that the 
enterprise has adopted. The Governance framework 
provides a method of providing governance and 
oversight of all aspects of the architecture to ensure 
that its operations remain within the policy framework 
as well as to highlight and trap exceptions and policy 
breaches. 
This new IdMA will allow an enterprise to design and 
implement an architecture that will ensure that the 
Identity Management Framework is compliant with 
existing enterprise policy. It also allows the use of the 
existing authentication and access control systems, but 
allows for improvement and the implementation of new 

Element IdMA 
% 

Respondent 
% 

Average 
% 

Authentication 100 100 100 
Credential 
mgmt 

100 100 100 

Entity mgmt 100 100 100 
Governance 100 100 100 
Access 
Control 

100 87.50 93.75 

Directory 
services 

75 100 87.50 

Meta-
directories 

62.50 87.50 75 

Provisioning 50 87.50 68.75 
Information 
mgmt 

50 71.40 60.70 

Standards 50 71.40 60.70 
Privacy mgmt 25 87.50 56.25 

 
Figure 4: New identity management architecture 



technologies. The IdMA is technology agnostic and 
does not rely on any technology, other than a directory 
service, for implementation or operation. The IdMA 
also assures potential federation partners that it has an 
identity management system that can be verified and 
audited. This will increase the level of trust between 
federation partners. 
 
6. Conclusion 
 

This paper proposed a new definition of an IdMA 
based on Windley. The definition of this new IdMA 
was based a case study of Australian Public Sector 
Identity Management that examined the design and 
implementation of Identity Management designs in 
Australia.  

The study determined that there appear to be a 
number of common elements of an Identity 
Management Architecture. The original architecture of 
some of the designs was modified during 
implementation as a result of various issues that were 
raised during implementation. It was also found that the 
respondents were more prepared to add additional 
elements to the architecture as a result of their 
experience with implementation.  

Although the technical aspects of various parts of an 
Identity Management Architecture have been well 
researched, there has been little research done in the 
area of properly defining and integrating an Identity 
Management Architecture.  

Similarly, there has been virtually no research done 
around the area of an Identity Management Framework 
for use as part of an Identity Management Architecture. 
The study has raised a number of points that indicate 
that the use of an Identity Management Framework 
would have simplified the implementation of the 
Identity Management Architecture. The use of an 
Identity Management Framework allows an Identity 
Management Architecture to be easily translated to 
implementation.     
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