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Message from the Executive Dean
Welcome to the 2020 Online HDR Conference. After a very challenging year so far, I am glad that you
all get the opportunity to come together to discover more about the exciting research being conducted
by your peers and senior researchers. Despite being in the new virtual environment and government
restrictions, CSU researchers are still securing grants and producing quality outcomes.
The Faculty of Business, Justice, and Behavioural Sciences constitutes 110 academic researchers and
159 Higher Degree Research (HDR) students. Our range of research is wide and brings benefit to the
communities in our regions, as well as the communities that we serve nationally and internationally.
The Faculty focuses its research in four main areas:
1. Data Science, which includes machine vision and digital health, image and sensing for agriculture
and environment, data mining, and cybersecurity;
2. Business and Regional Economic Development, which includes workforce wellness, agricultural
and social marketing, business and entrepreneurship, and environmental economics and finance;
3. Health and Wellbeing, which includes research in mental health and community wellbeing, health
services research, and ageing;
4. Justice and Security, which includes home affairs, policing and security science, and law, justice
and resilience research groups.
Researchers are also working in emerging areas of waste, energy, pollution remediation, and STEM
education. Faculty researchers are currently participating extensively in the Cybersecurity, Soils, and
Food Agility CRCs and many researchers in our Faculty participate in CSU research centres including
the Graham Centre for Agricultural Innovation, National Wine and Grape Industry Centre (NWGIC),
and the Institute for Land, Water and Society (ILWS).
With continued success and growth of research in the Faculty, senior researchers and supervisors
actively support and engage with their HDR students. This support and engagement have significantly
contributed to the large number of students who have experienced successful and timely completion of
their doctorates.
The annual HDR Conference is one of the Faculty’s initiatives that demonstrate an ongoing
commitment to the support of HDR students in their areas of research.
I hope you enjoy the 2020 HDR Conference
Best Wishes,

Professor Tracey Green
Executive Dean, Faculty of Business, Justice and Behavioural Sciences
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Message from the Head of School
On behalf of the School of Computing and Mathematics, I welcome you to the 2020 Higher Degree
Research (HDR) Conference.
The School of Computing and Mathematics delivers high-level learning, mentoring and guidance in
research supervision through its strong commitment and dedication to research. Our university staff are
committed to providing a stimulating and fulfilling learning and study experience for our students.
There are approximately thirty-five academics and seventy HDR students engaged in the fields of
Information and Communication Technology (ICT) and Mathematics. Our research in the areas of
computer science, ICT security, and applied mathematics and statistics have shown a significant impact
on the local community. The four major research groups of the school are Data Mining Research Unit
(DaMRA), E-Health Research Group, Cybersecurity Research Group, and Imaging and Sensing
Research Group.
Our research staff have enjoyed success in winning competitive research grants from the Australian
Research Council (ARC), Mass Mining Technology (MMT) consortium, Wine Australia, Department
of Industry, Innovation, and Science, and several other industry funding. Our researchers work in close
collaboration with Cyber Security Cooperative Research Centre (CSCRC), CSU research centres or
units like Graham Centre for Agricultural Innovation, National Wine and Grape Industry Centre
(NWGIC), Institute for Land Water & Society (ILWS), and Data Science Research Unit. Our
publication profile has also been significantly improved with a significant increase in high ranking
journal publications. Research in the area of Artificial Intelligence and Image Processing (FOR 0801)
at CSU received a rating of world-class in the ERA 2015 and 2018 evaluation.
As an HDR student in the School of Computing and Mathematics, you have access to highly
experienced supervisors and mentors who are able to support and guide your research. You will have
the opportunity to meet and develop ties with many of these supervisors, along with other HDR students
during the 2020 HDR Conference.
Once again, welcome, and I hope you enjoy the 2020 HDR Conference.
Thanks,

Associate Professor Irfan Altas
Head of School, School of Computing and Mathematics

4

2020 HDR Conference

Table of Contents
Preface …………………………………………………………………………………………………………...6
Acknowledgements………………………………………………………………………………….…………...7

Performance Analysis of Wearable Patch Antenna for WBAN Applications and Approach to Resonate at 2.4
GHz Frequency………………………………………………………………………………………..................8
A Robust Framework for Comparing Classification Models in Spatial Domains……………………..……..….12
Waste Management: Can IoT Devices Solve Waste Management Issues?...........................................................16
Intelligent Task Off-Loading and Resource Allocation for 6G Smart City Environment………....................….20
Low Bit-Rate Intra-Frame Coding for 360-degree Video…………………………………………............…….24
Current Lightweight Cryptography in IoT Security: A Survey……………………………………….…………27
Extracting Features To Remove The Rain Streaks From a Video Sequence By TAWL Algorithm……………..32
Malicious Insider Threats to Data Integrity……………………………………………………………,,.……..36
How to Determine the Existence of Chaos in Retail IT Projects?.........................................................................39

5

2020 HDR Conference

Preface
The Faculty of Business, Justice, and Behavioural Sciences (BJBS) has been organising the Higher
Degree Research (HDR) Conference for many years. It is an annual event which provides students with
an opportunity to meet with their supervisors, other HDR students, listen to senior researchers and
discuss numerous research-related topics. Due to COVID-19 situations, we are organising this event
online this year.
It is an exciting time for the School as we continue to grow our research strengths and adapt the latest
research trends in Information and Communication Technology (ICT) and Mathematics disciplines.
The School has continued to grow its research capabilities and leadership. We have maintained our
market leadership position as the largest ICT post-graduate education provider in Australia. Since 2013
we have also become the largest education provider for the professional doctorate in the domestic full
fee‐paying category due to the success of our Doctor of Information Technology program. According
to the Excellence in Research for Australia (ERA) report, the School has gained ranking 3 (at world
level) in Artificial Intelligence and Image Processing sub-discipline.
Charles Sturt University is also rated second in Australia for Computer Science according to University
Reviews rankings for 2016. Through events like this, we will continue to bring together our HDR
students, internal and external supervisors, senior researchers, and guest speakers to provide broader
networking opportunities and remain ahead in research.
This book of Extended abstract contains some of the cutting‐edge research being conducted by our HDR
students. Like previous years, students were invited to submit short papers of 4‐5 pages which were
anonymously peer-reviewed by at least two reviewers. The review feedback was provided to students,
and the final nine papers are published in this booklet. It is great to see the diversity of research presented
in these papers, which includes themes in cybersecurity, statistics, health services, data mining, image
processing and advanced networks.
In addition to the presentation of short papers, we have two exciting guest speakers Dr Helen KeenDyer from Emergency and Disaster Management, School of Health, Medical and Applied Sciences –
CQU, and Dr Chen Cai. Dr Cai is the Research Group Manager at CSIRO's Data61 and Director of
ITS Australia.
I am thankful to the Pro Vice-Chancellor (Research and Innovation), Professor Michael Friend,
Executive Dean Faculty of Business, Justice and Behavioural Sciences, Professor Tracey Green,
Associate Dean (Research), Professor Mark Morrison, and Sub‐Dean (Graduate Studies) Associate
Professor Ramudu Bhanugopan for supporting the Symposium. I am also thankful to the Head School
of Computing and Mathematics, Associate Professor Irfan Altas, for his leadership and vision, which
has brought the School to great success. I thank my colleagues and students who were readily available
to review the short papers. Finally, a special thank you goes to Michelle Gilmour and Jennifer Podesta
for their utmost professionalism and enthusiasm in managing all of the administrative aspects of the
Conference.
Finally, I would like to thank each of our HDR students and guests for making the Symposium a great
success with your active participation.
Dr Quazi Mamun
SCM DIT Coordinator
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ABSTRACT – Among research community, Patch antenna
has been achieved very popularity for Wireless body area
networks (WBANs) application over the past decade. A wearable
microstrip patch antenna resonated at 2.4GHz frequency is
proposed for WBAN to attain desire resonant frequency. An
equivalent circuit is developed for the proposed antenna using
Polyvinyl Chloride (PVC) material as a substrate. It disperses the
power with 75% radiation efficiency. The antennas used for
WBAN applications consider the sensitive biological effect on the
human body is mainly investigated by comparing with regulated
Specific Absorption Rate (SAR). , The maximum value of average
SAR, is established 0.142 W/Kg over 1g tissue from the proposed
antenna comparing with standard allowable value ensures patient
safety. A value of notable gain is achieved at a resonant frequency
from the proposed antenna is 8.1 dB.

organ can be realised with a small increment of temperature
[13]. The aim of this paper is to design an implementable
micro-strip patch antenna for WBANs applications.
ANTENNA DESIGN AND APPROACH
Firstly, we have designed a microstrip patch antenna at 2.4
GHz and optimised at resonate approach. Figure 1(a) shows the
Antenna–1 is considered as reference antenna having 110mm
length and 90mm width and 7mm thickness substrate layer
along with X-axis and Y–axis and Z-axis respectively.

Keywords— WBAN, ISM, Micro Strip Patch Antenna, Human
Phantom Model.

INTRODUCTION
Wearable devices are potentially used in many applications
such as WBAN, telemedicine and others [1–4]. The
constitutional elements of WBANs run on several distinct
frequencies especially on Medical Implant Communication
Systems (MICS: 400 MHz) band, the Industrial Scientific
Medical (ISM: 2.4 GHz and 5.9 GHz) band and UltraWideband (UWB: 3–10 GHz) [5]. According to IEEE 802.15.6,
WBANs application-consistent on military, ubiquitous health
care and many others are categorised into medical and
nonmedical applications [6]. Several designs have been studied
on wearable antennas as Planar Inverted-F [7], multilayer
substrate [8], defected ground structure [9] antenna and so on.
However, these antennas are suffering from size, gain,
efficiency, bandwidth and direction of radiation. Typically,
wearable antennas are mounted very close to the human body
and lead to radiation. The possible penetration and partial
absorption of electromagnetic waves (EMW) propagate into the
human body tissues. Their effects on the human body are
investigated and compare with regular specific absorption rate
(SAR) [10–12]. A wearable antenna propagates most of the
radiation toward its front direction compared to the back
direction can have very less SAR since a few EMW is imposed
on the human body. It is a very beneficial attribute for a
wearable antenna for WBANs application. It has experimented
that the main biological effect of radiation is rising the
temperature at specific and sensitive organs into the human
body. The severity of the physiological effects at sensitive

Fig.1(a) antenna-1, (b) antenna-2, (c) antenna-3 (proposed antenna) and (d)
ground plane

A Polyvinyl chloride (PVC) of dielectric constant 1.25 with
loss tangent 0.05 has employed as a substrate layer [14]. A
patch layer of 66mm length, 45mm width and 0.05mm
thickness along with X-axis, Y-axis and Z–axis respectively
mounted on the substrate. The layer of ground plane consider
as 110mm long, 90 mm wide and 0.05 mm thick along X-axis,
Y-axis and Z–axis respectively shown in figure 1(d). A
microstrip feed line of 3mm width and 19mm length along with
X-axis and Y–axis, respectively shown in figure 1. The
designing of the human phantom model is described in section
A in figure 2. An inset gap 2mm width and 10mm length along
with X-axis and Y–axis, respectively, is localised into the patch
shown in Antenna–2 of figure 1(b). In order to achieve desire
resonant frequency, another inset gap of 2mm Width and 10
mm length are placed into patch shown figure 1(c) in Antenna–
3. As a result, the micro-strip feed line is extended to 3mm
8
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width and 29mm length along X-axis and Y–axis, respectively.
Thus, the desire resonant frequency is achieved from antenna–
3. Table I illustrate the calculated parameters of the suggested
antenna.
TABLE I
DESIGN VALUES OF THE PROPOSED ANTENNA

Parameters

Values(mm)

Patch width
Patch length

45
66

Substrate thickness

7

Substrate width

90

Substrate length

110

Ground plane width

90

Ground plane length

110

Feed width

3

Feed length

29

Inset gap width

2

Inset gap length

10

A. Human Phantom Model
The design of HPM is composed of three layers. Among
those, top layer, middle layer and bottom layer are deliberated
as skin, fat and muscle, respectively shown in figure 2(a). Each
layer has equivalent dielectric properties [15] of human tissues
as given in table II. Skin, fat and muscle have 2mm, 8 mm and
23 mm thickness respectively along with Z–axis – shows in
figure 2(a). The length and width of the top layer designated as
skin are 150 mm along X-axis and 150 mm Y-axis. The length
and

conventional simple rectangular patch antenna shown in figure
1(a) can be represented with the circuit shown in figure 3(a).
The distributed current into the patch follows the feeding point
to the last edges of the patch. When an inset gap is comprised
into the patch as shown in figure 1(b), a discontinuity of
propagating current into the patch appears across inset gap,
which evolves both inductance and capacitance there. These
effects are manifested into an equivalent circuit of antenna–2
as the addition of series capacitance∆𝐶1 and series
inductance ∆𝐿1 with that of antenna–1 is shown in figure 3(b)
[16–17]. It influences changing the resonant frequency of the
antenna–1 [18]. Similarly, the inclusion of another inset gap as
shown in figure 1(c) adds another series inductance ∆𝐿2 and
series capacitance ∆𝐶2 with the equivalent circuit of antenna–2
–see in figure 3(c) [16–17]. The resonant frequency further
deflected in antenna–3 than the antenna–2[18]. Eventually, the
equivalent circuit of the proposed antenna reveals in figure 3(c).
MATHEMATICAL MODEL
Consider, a microstrip patch antenna shown in figure 4. It
has a substrate layer of dielectric constant 𝜀𝑟 and thickness h.
The width and length of the substrate is 𝑊𝑠 and 𝐿𝑠 respectively.
A rectangular patch of width 𝑊𝑝 and length 𝐿𝑝 is mounted on
the substrate. The dimensions are calculated mathematically
using the below following equations [19–20]. Width of the
patch is obtained using the below equation,
𝑐

𝑊𝑝 =
2𝑓𝑟 √

𝜀𝑟 + 1
2

Where c is the speed of the electromagnetic wave in free space,
𝜀𝑟 is the dielectric constant of the substrate layer and 𝑓𝑟 is the
resonant frequency of the antenna. Length of the patch is
affected by the fringing field. The fringing effect increases the
length of the

Fig. 2 Human Phantom Model schematic
TABLE IIIII
DIELECTRIC PROPERTIES OF HUMAN PHANTOM MODEL

Parameters

Skin

Fat

Muscle

Permittivity, εr

31.29

5.28

52.79

Conductivity, (S. 𝑚−1 )
Loss tangent, Tanδ
Density, (Kg. m−3 )

5.0138
0.2835
1100

0.1
0.19382
1100

1.705
0.24191
1060

width of the other two layers, namely fat and muscle are
identical to the skin, as illustrated in figure 2(b).

Fig. 5 Gain in three-dimensional radiation pattern
Fig. 3 Equivalent circuit of (a) antenna-1, (b) antenna-2, (c) antenna-3
(proposed antenna)

EQUIVALENT CIRCUIT
Equivalent circuits of the antennas described in section 2 are
depicted in figure 3(a) through 3(c). The equivalent circuit of a

patch electrically, and actual patch length is determined as,
𝐿𝑝 = 𝐿𝑒𝑓𝑓 − 2∆𝐿

Where,
𝜀𝑟,𝑒𝑓𝑓 =

𝜀𝑟 + 1 𝜀𝑟 − 1
+
2
2

1
ℎ
√1 + 12 𝑤

𝑝

9

2020 HDR Conference
𝐿𝑒𝑓𝑓 =

𝑐
2𝑓𝑟 √𝜀𝑟,𝑒𝑓𝑓

𝑤𝑝
+ 0.264
𝜀𝑟,𝑒𝑓𝑓 + 0.3
∆𝐿 = 0.412ℎ [
] [ ℎ𝑤
]
𝑝
𝜀𝑟,𝑒𝑓𝑓 − 0.258
+ 0.8
ℎ

The length and width of the substrate are evaluated by
𝐿𝑠 = 𝐿𝑝 + 6ℎ
𝑊𝑠 = 𝑊𝑝 + 6ℎ

Length of the microstrip feed line can be obtained from,
𝐿𝑓 =

𝑐

Fig. 7 Voltage standing wave ratio

4𝑓𝑟 √𝜀𝑟,𝑒𝑓𝑓

RESULT AND DISCUSSION
The simulation of the proposed design was conducted with
high-frequency structure simulator (HFSS) software [21]. The
operating frequency is accomplished from the proposed
antenna at 2.4 GHz. The maximum value of gain has attained
8.1 dB, shown in figure 5. The antenna is capable of
transmitting input data at an extended area. The desired front
directional radiation characteristic found from the antenna is
also seen in figure 5. The antenna has the minimum value of the
reflection coefficient is 3.31 dB at the resonant frequency
shown in figure 6. It has more than 130 MHz bandwidth above
–3 dB reflection coefficient as revealed. The minimum value of
Voltage Standing Wave Ratio(VSWR) achieved at the resonant
frequency is 5.3, as shown in figure 7. It indicates that the
approximate match of the load impedance with input
impedance. The two-dimensional radiation pattern of the
antenna with directivity is 9.38 dB, shown in Figure 8, which.
The radiation efficiency of the proposed antenna is about 75%.
The maximum value of the average specific absorption rate
(SAR) is obtained 0.142 W/Kg over 1g tissue. Figure 9
demonstrates the distribution of SAR for the proposed human
phantom body model with the proposed antenna. The specific
absorption rate should meet the regulation of international
standard. In [22], less than 1.6 Watts per Kilogram (W/kg) over
1gm tissue SAR has accepted to use an antenna for WBAN
applications proposed by The Federal Communications
Commission of United States. A comparison result of the
proposed antenna with other related works is revealed in Table
III.

Fig. 6 Reflection coefficient of the antenna

Fig. 8 Two-dimensional radiation pattern

Fig. 9 SAR distribution
TABLE IVVVI
COMPARISON OF THE PROPOSED ANTENNA WITH OTHER
RELATED WORKS

Frequency
(GHz)
2.40
2.45
1-10

Size
(mm)
110 × 90
90 × 90
120 × 120

Gain
(dB)
8.1
7.81
6.49

Comparable
Papers
Proposed antenna

2.40

30 × 37

5.20

Zaini et al [24]

2.40
5.8

90 × 100
40 × 40

5.00
3.05

M. I. Ahmed et al [26]

S. Hussain et al [15]
S. K. Jain et al [23]
G. Christina et al [25]

CONCLUSION
A wearable patch antenna for WBAN applications has
studied in this paper. PVC was used for substrate has better
flexibility, compactness, good shock resistivity and so on.
Policymakers can easily implement the antenna with electronic
devices such as ECG, EMG, MRI, sphygmomanometer etc.
since its size is a small rectangle. The antenna would be a good
selection to establish an internet of things (IoT) based
communication system. The better conductive material Copper
was used for the patch, and the ground plane can easily be
10
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printed on a flat surface, which makes the antenna easier for the
manufacturing process. The cheaper with availability material
of PVC and Copper diminish the manufacturing cost.
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ABSTRACT – In the mining industry, a framework exists for
quantitative assessment of interpretation uncertainty of spatial
domains used to model a stationary spatial domain for mineral
resource estimation. This framework will improve public
reporting of mineral resource estimates, and improve the
reliability of feasibility studies by ensuring successful
communication of geological risk. In early-stage mineral projects,
there is often not enough multielement laboratory data to enable
the use of calculated geological methods for quantitative
uncertainty assessment. Portable X-Ray Fluoresce (pXRF) is an
accepted method of providing cost and time effective multielement
measurements for early-stage projects. However, these
measurements are of lower precision and accuracy, then
laboratory-based measurements. Recent work has shown that
quantitative uncertainty assessments using a Bayesian
approximation method can successfully use both pXRF and
laboratory data. Subjective visual assessment of uncertainty band
graphs, drill hole plots, and confidence matrices suggest that
models derived from the two types of data provide similar
uncertainty assessments. This paper reviews recent advances in
Null Hypothesis and Bayesian Hypothesis statistical methods for
comparing models to propose a robust methodological framework
for assessing the reliability and similarity of supervised
classification models utilising confusion matrix model metrics for
further research in the use of pXRF as a suitable measurement for
geological spatial domain uncertainty.
Keywords— Accuracy, classification model comparison,
statistical significance, Bayesian approximation, pXRF

measurements.
INTRODUCTION
In early-stage minerals projects, there is often not enough
data to produce robust variograms to allow geostatistical
assessment of spatial uncertainty in spatial domains. Spatial
domains are models that either define the three-dimensional
geology or mineral estimation envelopes used for estimating
volume and the average grade of economic material. As
production has not started the industry practice of reconciliation
against production actuals to assess model quality is also not
possible. A workflow to assess the interpretation uncertainty of
classified drill hole intercepts assigned to spatial domains as an
alternative measure of quality in early-stage mineral projects
has been developed [1].
Often the data used in the early stage to classify the drill hole
samples to enable the construction of the spatial domain models
is limited. Data that is available includes the laboratory
analysed economic element, subjective visual logging by a
geologist (expert), surface geological mapping, and
geophysical surveys. A conceptual exploration model guides

the collection of this data. So the exploration and mining
company is often not willing to commit to the extra cost of
laboratory multielement analysis until the conceptual model is
confirmed. It is often the case that exploration and mining
companies do not budget for more laboratory-based analysis
than the economic element of interest.
Furthermore, one or two other elements that can be used as
a pathfinder to show the sample is in or out of the mineralising
system may also be analysed. Later in the project, when the
project is economically viable, laboratory multielement
geochemistry is analysed. Usually, as part of a metallurgical
study and to identify toxic minerals.
The limited types of data in the early-stage can cause issues
in regards to the spatial domain model creation and the resultant
mineral resource estimate, which relies on geostatistical
assumptions. Relying only on economic grade element based
boundaries for the mineralisation spatial domains can be
problematic. Boundaries based on current metal economics will
affect geostatistical studies as they will not define stationary
statistical principles ensuring similar geological, chemical and
structural features within the model [2]. Additionally,
geological logging may be inconsistent or of unknown quality
due to industry employment demands, high turnover of staff, or
work by successive minerals companies [3]. Insufficient
subjective geological logging has led to the use of calculated
geology to support and strengthen geological models.
Calculated geology has been successful using multielement
data from Inductively Coupled Plasma (ICP) and portable XRay Fluorescence (pXRF) measurements. However, the pXRF
measurements have lower confidence and have issues with
heterogeneity, accuracy, and precision despite following best
practice workflows [4]. Reference [5] showed that
interpretation uncertainty assessment using calculated geology
from pXRF multielement data was able to determine the quality
of spatial domains created using only subjective geological data
and economical grade element laboratory results.
Recently a company has sought to assess the interpretation
uncertainty of spatial domains as they have four competing
models. The first model used arbitrary high-grade modelling of
the economic element. The second model used the geochemical
alteration halo of the ground rock, which was generated by hot
fluids that provided a chemical 'trap' for the emplacement of the
economic material. The third model uses a pathfinder element's
dispersal through the alteration halo. The final model combined
economic element presence, structure, alteration, weathering
and lithological data. The company has taken 1,045 samples
from pulverised reject powders from previous laboratory
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samples in a test area that includes six classes of the new spatial
domains and collected ICP and pXRF measurements on the
powders, which should reduce much of the heterogeneity issues
of the pXRF method.
Separate Bayesian approximation models have been
developed to assess the spatial domains' interpretation
uncertainty using just the pXRF and just the ICP multielement
data. As there are significant savings in time and cost of using
pXRF measurements compared to ICP laboratory data, the
company is interested in determining if the uncertainty
assessment of the two models are similar, so that they can
continue to use the cheaper pXRF method. Initial results
suggest both the pXRF and ICP models are providing similar
measures of uncertainty. Figures 1 and 2 show the graphed
Bayesian uncertainty bands for the alteration spatial domain. A
subjective visual comparison shows similar peaks and troughs
in the prediction value for each sample point. Similar high
uncertainty in the prediction at sample 72 is visible in both
figures. Metrics from confusion matrixes also suggest the
models are similar, with overall accuracy for both models being
0.94.
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Fig. 1 Point prediction and uncertainty bands for alteration spatial domain,
using ICP measurements for the first 100 samples.
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Fig. 2 Point prediction and uncertainty bands for alteration spatial domain,
using pXRF measurements for the first 100 samples.

The main aim of the paper is to demonstrate a contemporary
methodological framework for assessing the reliability of
different supervised classification models. Following is a
selective review of statistical significance tests in use in the
spatial science and data science fields that might be appropriate
for determining if the null hypothesis, 'That both models are
equal', is true.

STATISTICAL MODEL COMPARISON METHODOLOGY
It is current practise to assess and compare spatial supervised
classification models with the following criteria; these include
accuracy, reproducibility, robustness, and suitability of the
algorithms. The error matrix or confusion matrix [6] with
resultant Overall Accuracy (OA), and Kappa (K) provides a
base for determining these criteria. In its simplest form,
comparison of models is achieved through a subjective
comparison of a confusion matrix from each model presented
as a table of results as well as a set of standard performance
metrics computed from the confusion matrix.
A review of research papers that compared models found
that the majority only provided a confusion matrix and resultant
model performance metrics. The metrics used included, Overall
Accuracy, Area under the receiver operating characteristic
curve (AUC), sensitivity, specificity, F-score and Kappa. The
highest metric determines the preferred modelling method. This
methodology does not answer the question if two models
provide different performance on the same data set using a test
of statistical significance. The practice of just presenting the
confusion matrix and model performance does not provide any
evidence in regards to actual differences between model
outcomes. However, it is useful in displaying the visual metrics
of each model [7]. This simplistic method is also limited in that
it does not provide practical information around predictive
power, accuracy as well as ability and utility, especially when
the data size is large for predictive modelling.
Modifications have been applied to the metrics to account
for the limitations of subjective evaluation. These include;
modification of the confusion matrix, the use of different Kappa
formulas to account for discrepancies in the Cohen kappa
formulation, and a normalised confusion matrix. These
modifications assume the result is a 'hard' classification, one
where a location or sample may only belong to one category
[8]. The raw or modified metrics are then often used in a formal
statistical test of significance using the t-test [9]. The use of the
t-test in assessing Bayesian predictive modelling is also
successfully demonstrated.[10]. However, a straightforward
implementation of the frequentist t-test may be inappropriate as
there are several issues in regards to assumptions.
The issues that affect model comparison when using a t-test
include; an inflated Type I error rate, a low statistical power, or
low reproducibility. We are not able to test multiple
hypotheses, for example, when looking at the current problem,
we can ask, does ICP perform similar to pXRF and if not, which
one performs better? The t-test assumes a specific distribution,
whereas our models may not conform to that assumption. There
is no consideration for the data uncertainty. Finally, in regards
to p-values, the p-value does not distinguish between the effect
and sample size. The correlated t-test alleviates some of these
issues when comparing confusion matrix metrics of different
classifiers with the same data set [11] or the signed-rank test
[12] when comparing different classifiers over multiple data
sets.
To reduce the issues highlighted sampling from the
distribution or resampling in some format from the confusion
matrix is required. One such method is the Resampling method
(without replacement) combined with the Student t-test. This
method still produces a high Type I error rate as well as failing
to meet one of the critical assumptions of the test, that of
normality. This failure is due to the difference between the
metrics of the two models not conforming to a normal
13
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distribution. Both models use identical training and test data
sets, which are highly correlated and during the resampling
process, the resample sets may overlap. A similar method to
Resampling is the bootstrap method but includes replacement.
This method also produces a high Type I error, there is less
overlap than in the previous method, but the models are still
strongly correlated due to the identical training and test data
sets. A third method, the K-Folds test, attempts to reduce the
correlation but because there is an overlap between k-2 folds,
also produces a high Type I error.
In order to reduce the inflated Type I error with the
resampling methods [13] proposed to use the corrected
resampled t-test using an expression in equation (1) which
adjusted the estimated variance (𝜎̂ 2 ) of the t value to account
for the inflated Type I Error:
1

𝜎̂ 2 = +
𝐽

𝑆𝜇2𝑗

𝑛2

𝑆2
𝑛1 𝜇 𝑗

(1)

where,
is the sample variance of the estimates, 𝑛1 is the
number of samples from the training set, 𝑛2 is the number of
samples in the validation set and 𝐽 is the number of samples,
which is the number of k-folds x the number of repeats.
The corrected cross-validation test applies the same variance
correction for the t-test. The corrected repeated k-fold Cross
Validation test removes not only the Type I errors, through the
adjusted t-value variance, but also improves the power and
higher replicability issues. The method does this by repeating
a 10 K Fold test 10 times, so there is a total of 100 samples. As
there are 10 K Fold data sets (including training and test data
sets), it also reduces the correlation seen in the previously
discussed resampling methods.
The next two methods discussed, resample from the
simulation of the metrics of the confusion matrix rather than
actual data. Reference [14] proposed a Bayesian interpretation
of the confusion matrix to allow assessment of uncertainty in
the performance indicators of a classifier when the researcher
only has the confusion matrix utilising the values of the matrix
as a random vector following a multinomial distribution. The
Bayesian method also allowed for the update of the model with
prior information. The method draws on similar techniques
used in the previously discussed method as well as in the
Bayesian Correlated t-test discussed later. An alternative
method that also worked just with the confusion matrix values
utilises the discrete squared Hellinger distance and assumes a
multinomial distribution. The difference between this method
and the previous one is that this method uses individual cell
values of the confusion matrix. This method considers the
correct number of correctly classified and misclassified
samples—the previous method averages and aggregates the
individual matrix values to arrive at the Overall Accuracy and
Kappa [15].
There is also an application of Corrected K-Fold crossvalidation test through a Bayesian approximation methodology
through two additional tests. The Bayesian hierarchical method
for testing different models over multiple data sets [16] and the
Bayesian correlated t-test for testing different models on the
same data set [17]. Both tests use a data set of repeated k-fold
cross-validation results. Which utilises the most robust
resampling method, to improve the Type I error, power, and
replicability issues. Moreover, when the prediction is our
concern, the effects of prior distributions are significant for
different models through [18], and the effect of prior

distributions can be investigated by iteratively changing the
prior.
Previously discussed tests used an averaging model which
provides just the single value to assess in a t-test. Both of these
Bayesian methods provide several outputs that are useful in
examining the relationship between the two models. Firstly, a
resultant posterior probability of the classifier confusion matrix
metrics is available that can be used with the corrected variance
t-test using the frequentist null hypothesis methodology.
Secondly, the intersection of the posterior distribution function
within a defined Region of Practical Equivalence (ROPE)
shows the intersection of the models. Figure 3 shows the
relationship of the ROPE with the posterior density function of
the difference between the two models. In this case, it is the ICP
and pXRF model for a single spatial domain using a single data
set. With a ROPE of 1%, that is, if there is less than 1%
difference in the Overall Accuracy, then both models are
practically equivalent. The probability mass that is within the
bounds of the ROPE is the probability that two models are
practically equivalent. The areas outside the bounds of the
ROPE provide the probability that one model is more accurate
than the other model. So, for a ROPE of 1% the probability that
ICP is better than pXRF is 23.3%, the probability that both
models are practically equivalent is 75.9% and the probability
that pXRF is better than ICP is 0.8%

Fig. 3 Example of defined ROPE at 1% and posterior density of the difference
between two models (ICP and pXRF) for the Accuracy metric.

DISCUSSION
In the context of the comparison of the ICP and pXRF
models, the set of tests that assume one set of data is
appropriate. That is the Correlated Bayesian t-test. The ICP and
pXRF models use different variables, but the variables are from
the same data set and the same sample points. So this will
exclude the signed-rank test and the Bayesian hierarchical test,
which test the same models over different data sets.
pXRF measurements are not possible for lighter elements,
which may mean that geological features, such as alteration
may not be as well defined compared to ICP measurements. An
additional limitation may be that each metric might result in a
different outcome for each of the five spatial domains—
especially where the features of the spatial domains are
sensitive to light elements. The pXRF model may be affected
by low specificity in addition to the precision and accuracy of
the measurements. It may be practicable to consider a series of
ROPE from 1% to 5%. Iteratively looking for the percentage of
ROPE where the most significant mass of probability exists
will allow consideration of practical equivalence in models,
where the pXRF model is not as accurate but still showing a
slightly weaker equivalence. In the context of the study area,
we may expect the set of spatial domains based on the alteration
to have a weaker equivalence then say the spatial domain based
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on the pathfinder element as the pathfinder element is a heavy
element.
Even though the ROPE used for different metrics and
different spatial domains, may differ, it is clear what level of
practical equivalence and the mass of probability within that
region of practical equivalence. The method reduces high
Type-I errors, improving power and high replicability issues.
Also, assessment of assumptions of the distribution and
sensitivity of the prior is possible using the Bayesian method.
CONCLUSION
The use of a traditional frequentist Null Hypothesis t-test to
compare model metrics has issues. Also, the subjective
evaluation of the metrics and presentation of the confusion
matrix for each model does not answer statistical significance
with rigour. In reviewing current practise, resampling
methodology and application of Bayesian techniques, it is clear
that a method of resampling using k-fold cross-validation,
combined with a t-test corrected for variance will remove these
issues. The addition of Bayesian approximation allows the
assessment of prior sensitivity, the use of different distributions
and a statement of practical equivalence.
The following recommendation for the hypothesis, 'that
pXRF and ICP models are practically equivalent for assessing
interpretation uncertainty' is the following methodology
framework;
•
Presentation of the metrics and confusion matrix for
each model for subjective evaluation,
•
Correlated Bayesian t-test analysis of repeated crossvalidation results (10x10) of the differences between
the following model metrics; Overall Accuracy, AUC,
Sensitivity, Kappa, precision, recall, and root mean
square error,
•
Analysis of prior sensitivities, and
•
Selection of an appropriate ROPE for each spatial
domain.
This methodology framework will reduce the Type I error,
improve power and replicability as well as verify distribution
assumptions.
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ABSTRACT – As populations around the world increase, the
problem of safely and efficiently managing waste also grows. In
recent years many cities have designed and implemented data
collection network architectures as a part of 'Smart Cities'
initiatives. Some waste managers have taken advantage of these
networks to gather environmental data from waste bins through
the use of the Internet of Things (IoT) devices and wireless
networking technologies. The key to managing waste in a safe,
efficient, and timely way is to create mechanisms that allow for the
collection of waste before a waste bin becomes full, or the waste
inside the waste bin becomes toxic. It is the purpose of the
proposed research project to examine the use of IoT devices to
capture meaningful environmental conditions from inside waste
bins. Furthermore, the proposed research is to investigate the
specific environmental conditions that need to be measured by IoT
device sensors to alert waste managers when to collect waste bins.
Keywords—Waste Management; Internet of Things (IoT); Smart
Cities; Environmental Sensors; Wireless Technology

INTRODUCTION
Modern-day waste managers in cities all over the world face
unprecedented levels of Municipal Solid Waste (MSW) as
human populations grow. In a World Bank [1] report, it was
found that the world generates 2.01 billion tonnes of MSW
annually; a third of the worlds generated waste is not managed
in an environmentally friendly way. The authors of the report
claim sobering figures for the year 2016; that all of the cities
around the globe produced 213 million tonnes of solid waste,
from this waste 1.6 billion tonnes of carbon dioxide (CO2) was
created. The authors predict that if waste management practices
remain unchanged, the level of CO2 will rise to 2.6 billion
tonnes by the year 2050. Carbon dioxide is acknowledged by
most scientists to contribute directly to the greenhouse effect,
which is responsible for global warming. To address current
and future waste management needs, waste managers will be
required to adopt smarter ways of collecting waste. Up until
recently, to detect if a public waste bin is full, if the bin has
caught fire, or the waste is giving off toxic odours causing a
public hazard a scheduled waste truck visit to each public bin
was required. The key challenge for effective and sustainable
waste management is to provide waste managers with data, so
they can base an informed decision on where and when to
collect MSW. This is where technology has a part to play to
make waste management more efficient for waste managers
around the world.
Developments in technology systems have allowed waste
managers to use data sources such as Global Positioning
Systems (GPS) and Geographical Information System (GIS)
systems [2] to make the waste collection more efficient through
the use of mapping and path optimisation. As IoT devices have

become cheaper and more accessible to waste managers, there
are now more data sources available to waste managers to
design effective and efficient waste management practices to
combat waste issues. Researchers from around the world are
using different technologies to analyse the problems associated
with waste management. These include a study performed by
Hong et al. [3] in the Gangnam district, Seoul, Republic of
Korea, using RFID and weight sensors on 136 smart food waste
bins throughout the district to analyse food waste behaviour of
food business owners. Khan and Samadder [4] undertook a
study in Dhanbad, India, to determine the optimal route for the
collection of solid waste through the use of GIS technologies
and algorithms based on Dijkstra shortest path algorithm. A
further study was undertaken in Kayseri, Turkey, by Oralhan et
al. [5] to determine if the cost of collection and a reduction of
waste pollution is possible through the use of a waste level and
CO2 sensors attached to IoT devices.
Most of the case studies that have been mentioned in this
paper use technologies that either did not exist a few years ago
or were prohibitively expensive to implement. As prices and
the capability of IoT sensors and auxiliary systems comes down
to an affordable level, there will be a greater uptake of IoT
devices to solve waste management problems. Two of latest
developments in the field of IoT devices surrounds the
networking technology that is used to transport the data from
the IoT sensor to the central data repository and digital sensor
technologies which can more efficiently sense different types
of chemicals in waste. Recent developments in LoRaWAN
networking technologies have shown that it is possible to send
and receive signals from IoT devices via specially designed low
orbit satellites [6] which will dramatically increase the
coverage for IoT devices. The second improvement is through
the use of digital chemical sensors which have been shown to
be more accurate, take less time to stabilise and consume less
power than equivalent analogue chemical sensors, an example
of this is the Digital Hydrogen Sulphide sensor by Spec Sensors
[7].
There are many challenges presented to today's waste
managers in modern cities; these include:
 The reduction in generating greenhouse gases and
exposing its citizens to the potential of deadly diseases
found in putrid solid waste.
 The processing of increasing levels of MSW in a way
that is better for the environment at the same time
using fewer resources.
 Better management of staff and resources to achieve
waste processing goals (achieving more with less)
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A proposed research study using IoT technologies in the area
of waste management aims to address the following research
question:
1. How the use of IoT devices can improve waste
management practices?
2. How can waste gases be measured through the use of
a designed IoT sensor to determine more efficient
waste management processes?
3. What are the environmental conditions and levels that
need to be measured to identify a public MSW hazard?
4. What are the specific levels of gas present in MSW
that will result in mitigating actions by waste
managers?
As discussed previously, MSW levels are increasing around
the world, and the need for improved waste management
practices has never been more necessary. A proposed study
would utilise a newly developed IoT technology that will not
only allow waste managers to improve current waste practices
but contribute to the advancement of studies already undertaken
in the field of waste management. The purpose of the research
is to highlight a technology use case that can deliver a data
stream in real-time to waste managers in conjunction with
existing analytics to make informed decisions on the best way
to manage the environmental condition(s) detected. This
proposed research study is to take place in Australia, which
would highlight the unique conditions that face waste
managers, such as temperature extremes, distances waste trucks
need to travel, and the different types of MSW generated.
RELATED WORK
The introduction of the Internet of Things (IoT) over the last
few years is changing the way field data is collected for many
environments. Saadeh et, al. [8] define a ‘smart city’ as a
collection of disparate smart objects, heterogeneous networks
and systems which are networked together, allowing for the
collection and processing of data from connected smart city
assets for city managers. IoT devices are being used within
smart cities environments to provide new data sets through the
use of specially designed support networks, message protocols,
data distribution services and data storage.
It has been shown in numerous case studies that IoT devices
can provide data using multiple sensors. First case study by
Pardini et al. [9] shows that it is possible to use multiple sensors
on an IoT device to deliver environmental data from waste bins
to waste managers. A second case study shows that raw
environmental data from IoT sensors can have machine
learning algorithms applied to it, and useful predictions can be
determined. The predictions allow waste managers to
determine the optimal time and route for waste bin collections
[10].
A more recent development in the use of IoT within Smart
Cities is the conceptual model of Fog (also known as Edge)
computing. The idea behind the Fog model is using
neighbouring wireless devices (typically) to perform
computational operations for the required function. Fog
computing has numerous benefits over tradition IoT networks
as much of the computing is done locally near the IoT devices.
Therefore, computing latency is reduced. As newer high
bandwidth low latency networks such as 5G [11], transmitting
higher volumes of data through to city managers is possible.
Using IoT architecture models and smart city networks,
smart city managers can govern city infrastructure by

implementing new services and policies that were not
previously achievable. Ultimately, IoT and smart city
technologies allow managers to gain awareness of the
conditions within a city that need managing through the
acquisition of relevant data. IoT and smart cities bring unique
sets of standards, challenges and opportunities.
Currently, numerous researchers in the field of waste
management are examining the question 'How can the use of
technology change how cities manage waste?'. The basis of
many research studies is to use an IoT device to detect
environmental conditions such as bin waste levels to determine
more efficient and timelier disposal of MSW. Why is the
detection of environmental conditions important in waste
management? The faster the MSW can be processed, the less
chance toxic gases are exposed to the atmosphere, less toxic
gases in the atmosphere is better for the environment, and the
prevents a potential public health hazard. It has been shown that
Hydrogen Sulphide (H2S) present in rotting MSW can be
harmful and potentially fatal in high concentrations. [12].
Furthermore, the additional benefit of collecting solid waste
only when it is required saves labour and resources costs for
waste managers.
Most current research in the waste management field is centred
around route optimisation using fill level sensors and GIS data
[4]. While this assists the determination of more efficient waste
collection routes, it does not address the immediate requirement
of collecting waste when an environmental level has been
sensed. It is hoped through a proposed research study into using
different chemical sensors in the IoT sensor devices coupled
with a suitable computing platform, low power consumption
figures, secure communication and long-distance network
architecture. Meaningful real-time data can be produced to
allow waste managers to act quickly in managing solid waste
METHODOLOGY
A proposed research study would need to use both
quantitative and qualitative research methodologies. The use of
quantitative and qualitative research methodologies is required
to answer research questions on the data collected from IoT
sensor devices and the documented improvements to waste
collection experienced by waste managers and waste
management participants.
Quantitative Research Methodology is to address the
following criteria:
 Collection of baseline measurements of current waste
management practices
 Allows for multiple environmental conditions such as
temperature, detected chemicals and bin waste levels
to be measured simultaneously
 Examines the use of IoT sensors in waste management
and how the relationship between individual
environmental condition present in waste bins causes
specific outcomes
 The resultant outcomes from measured environmental
conditions and how they are to trigger specific actions
to be carried out by waste managers
 Examine how the measurements collected by IoT
devices test the hypothesis of the research project
Qualitative Research Methodology is to address the
following criteria:
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Show through the collection of interview and survey
data how a baseline measurement of current waste
management practices is achieved
Reporting on the improvements to existing waste
procedures through interviews and surveys
Examine how the collection of data through
interviews and surveys tests the hypothesis of the
research project

PROPOSED IOT HARDWARE REVIEW
A research study using a wireless sensor technology within
waste management would require the use of numerous sensors,
using a wireless architecture on a small low powered portable
processing platform. The preferred platform for this application
due to its low power requirements, size, price, compatibility
with many sensors on the market, is the Arduino Uno
processing platform [13]. The second aspect of the IoT device
for waste management is the sensors required to collect the
environmental data. In this application, the sensors to be used
are an ultrasonic level sensor and an H2S sensor. The HC-SR04
[14] ultrasonic sensor is used to measure the waste level in the
Public Waste Bin between 2cm and 450cm. The H2S Spec
Sensor [7] is a digital Hydrogen Sulfide sensor which has a
measurement range of 1 to 10 parts per million (ppm) which is
a sufficient range to alert waste managers of a health hazard.
The H2S Spec Sensor also measures temperature, relative
humidity and is compatible with the Arduino computing
platform. The Arduino compatible LoRa shield [15] is the
networking device responsible for transmitting the measured
environmental conditions back to a LoRa gateway.
PROPOSED IOT SENSOR DEVICE DATA
COLLECTION
To fulfil an essential quantitative research requirement, a
proposed IoT sensor device as described in the previous section
needs to collect environmental data from public waste bins and
notify waste managers when certain measured levels from the
onboard sensors have been reached. The proposed waste bin
sensor is to take four measurements. The first measurement that
would be taken by the IoT sensor is the H2S concentration
levels contained within the public waste bin, measured in parts
per million (PPM). A second measurement to be taken by the
IoT sensor is the temperature, in degrees Celsius. The next
measurement is the relative humidity level inside the public
waste bin, which is presented to the waste manager as the
percentage of water vapour present in the atmosphere. And the
final measurement is the waste volume level present in the
public waste bin, and this is achieved using an ultrasonic
distance sensor which measures the proximity of the waste
from the top of the bin measured in centimetres.
The four stages required to collect data and present
meaningful data to waste managers are described in the
proposed conceptual IoT Infrastructure model (see figure 1).
The IoT Infrastructure model works in the following manner:
1. Sensor measurements collected at the IoT Device
Stage are passed to the Communication Stage in realtime via a Transmitting Device on the IoT sensor
2. A Wireless Network Infrastructure in the
Communication Stage passes the collected IoT
measurements on to the Cloud Stage for further
processing

3.
4.

At the Cloud Stage, Machine Learning and Analytics
are performed on the measurement data to make the
information more meaningful for waste managers
The final step is the Application Stage where the
processed data from the Cloud Stage is presented to
waste managers in a format that efficient and timely
waste processing actions can be based

Fig. 1 Proposed IoT Infrastructure Model. The four stages of the IoT
Infrastructure Model

RESULTS
A preliminary trial of the Spec Sensor H2S Sensor was
performed on a public waste bin to determine if Hydrogen
Sulphide could be detected in decomposing organic MSW. In
atmospheric concentrations, exposure above 2 ppm for
durations longer than 30 minutes can become harmful to
humans. [12]
Two quantitative research field samples were taken for a
public waste bin that showed the presence of H2S. Figure 2
shows two samples from the Spec Sensor Hydrogen Sulphide
sensor [7], one is taken outside a public waste bin located five
metres away in ‘clean air’. The second sample was taken from
a public waste bin that exhibited the characteristic odour of
rotten eggs. The first number column on the left-hand side is
the serial number of the sensor. This can be used to identify the
sensor out in the field. The highlighted number columns
represent the H2S concentration in the air sample measured in
parts per billion, the temperature in degrees Celsius and the
relative humidity. The next three columns are raw data readings
from the sensor, and the final four columns represent the time
in days, hours, minutes and seconds. It is worth noting that
many government health agencies classify sustained
concentration levels of hydrogen sulphide approaching 2000
parts per billion as a health hazard [12].

Fig. 2 Ambient Outside Air and Inside Waste Bin Measurement
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CONCLUSIONS AND FUTURE WORK
Many researchers in the waste management field are
currently looking into the question ‘How can the use of
technology change how cities manage waste?’. The current
thinking is to use IoT devices to detect environmental
conditions such as bin waste levels to determine more efficient
and timelier disposal of solid waste. Why is this important? The
faster the solid waste can be processed, the better it is for the
environment. Processed waste allows for less toxic gas
exposure to the atmosphere from rotting solid waste.
Furthermore, the general public is at a lower risk from
disease when rotting waste is processed quickly. The further
benefit of collecting solid waste only when it is required saves
labour and resources costs for waste managers. Most current
research is centred around route optimisation using fill level
sensors and GIS data. While this assists the determination of
more efficient waste collection routes, it does not address the
immediate requirement of collecting waste when an
environmental level has been sensed. It is hoped through further
research into using different sensors in the IoT sensor devices
coupled with a suitable computing platform, low power
consumption figures, secure communication and long-distance
network architecture. Meaningful real-time data can be
produced to allow waste managers to act quickly in managing
MSW.
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ABSTRACT – Smart cities enhance the quality of life for
citizens by utilising cutting edge technologies such as 5G and
beyond wireless communication. Internet of Everything (IoE)
enables a smart city to power and monitor multiple
geographically distributed IoE nodes to support a range of
applications across various domains such as energy and resource
management, intelligent transport systems and E-health to
name a few. Due to unprecedented increase in the use of IoE
technology and the volume of data it generates, there is need to
develop a state-of-the-art architecture to support a wide range of
applications in order to manage smart city resources in an
efficient and intelligent manner. In this work in progress article,
we present a conceptual design to establish efficient task
offloading and resource allocation architecture for the smart city
environment. We first present a novel conceptual design, called
a conventional model for task offloading and resource allocation.
Secondly, we build upon the conventional model to introduce the
intelligence for task offloading and resource allocation problem.
We further develop the specific research questions in order to
design and evaluate the performance of various units within the
above-mentioned models to accommodate the technological
advancements such as the use of Artificial Intelligence (AI) in the
sixth generation (6G) wireless communication era.
Keywords— Smart City; IoE, 6G communication; Edge
Computing; Task off-loading; Resource allocation

INTRODUCTION
According to a recent report by the United Nations [1], the
urban population is increasing and estimated to reach 9.7 billion
worldwide by 2050. Cities are increasingly seeking
technological solutions such as the Internet of Everything (IoE),
thus giving rise to the concept of smart cities. It is estimated that
smart cities will have an estimated 21.5 billion units deployed
worldwide, with these units generating approximately 79.4
zettabytes of data over the next five years [2].
Establishing such a complex architecture with many inherent
challenges, such as resource utilization and operation
optimisation, will need to be addressed in these modern smart
environments. A traditional solution utilised is to move all
computing tasks to the cloud platform since it provides more
computing resources to handle these tasks. Due to limited
bandwidth and tight latency constraints of such a stringent
network architecture, fulfilling the demand of time, the critical
application is a problem for future wireless systems driven by
6G communication. Recently edge or fog based computing has
been investigated as a novel paradigm that aims to utilize
computing-based resources at the edge of the networks for
heterogeneous applications and services deployment [3]. Such
architecture helps IoE based applications to off-load intensive

computational tasks to nearby computing-resources to satisfy
the rising demand for low latency and higher computational
power [4]. Because of the diverse fog- cloudlet environment, a
smart management architecture is vital to intelligently address
scheduling and task processing locally, then transferring to
further resources enriched clouds. In an edge computing system,
IoE based applications can off-load intensive computational
tasks to satisfy the rising demand for low latency and higher
computational power. Because of the diverse fog-cloudlet
environment, a smart management architecture is vital to
intelligently address scheduling and task processing locally,
then transferring to further resources enriched clouds.
The key motivation of this research is to contribute to the
advancements of technology by exploring new and innovative
ways of tackling the design challenges of establishing realtime implementation of complex network architectures for
smart environments. Since the design of such an architecture
will use the state-of-art future network communication of 6G
architecture, this research focuses on devising solutions to the
inherent problems of task off-loading and resource
optimisation by benchmarking according to the future wireless
communication architecture standards. Therefore, this
research emphasizes the important design aspect of 5G or
beyond communication architectures that requires adaptation
of advanced intelligent techniques using Artificial Intelligence
(AI) to overcome these intrinsic challenges.
Earlier in [5] authors have presented an IoT-based resilient
architecture for smart cities, and the existing integration
challenges of IoT and cloud computing are emphasized.
Authors have proposed the term Cloud of Things to present
their architecture. In another research in [6], the main focus is
on investigating smart city architecture to deal with data and
resource management. In this research, authors have
presented a model to highlight the advantages of both
centralized and decentralized cloud architectures. A new 6G
intelligent AI-enabled architecture has been proposed in [7] to
realize intelligent service enabling automatic network
improvement, knowledge discovery, and smart resource
optimization. Authors emphasize that 6G networks will need
to be more revolutionised as compared to the previous
generation networks. AI embedded wireless networks has
been discussed in [8], in the light of multi-functional mobile
feature applications requirements in future wireless
communications. A task-oriented resource allocation model
has been introduced in [9] by comparing tasks as pairwise
based on task completion times, network bandwidth, task
reliability, as well as the task cost. In another study, a job
priority-based scheduling algorithm named (PJSC) [10] has
been presented.
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Fig. 1 Conventional resource allocation model for IoE devices.

In this work-in-progress paper, we present a conceptual
design architecture of conventional and AI-based resource
allocation system for IoE devices in smart cities for 6G
communication environment. The proposed system has a novel
conventional model based on a layered approach and then
integrates the intelligence in the scheduling so that proper
scheduling decisions can be made using AI. Our conventional
model is novel since it tries to offload tasks locally and puts an
effort to make sure the tasks are computed locally if possible.
This reduces the latency and bandwidth utilisation issues for the
system. Computational resources are only requested from the
upper layers if a task cannot be computed at the base layer. This
paper has the following major contributions:

i We propose a design of conventional resource allocation
and off-loading task architecture that can be used for IoE
devices for smart city environment ( 6G).
ii Based on the proposed intelligent model, we present a
multi-layer intelligence enriched 6G architecture for IoE
devices for the smart city environment
iii We develop specific research questions to design and
evaluate the performance of each component in the

proposed conventional and intelligent architecture.
SYSTEM MODEL
In this section, we describe the overall task computation and
resource allocation system model used in this work, namely
conventional and intelligent models, as shown in Figures 1 and
2, respectively.
Conventional Model: In this model, tasks from IoE
devices are forwarded to resource allocator to schedule the
tasks to get access to the available resources. The resource
allocator, after scheduling the task through the scheduler,
assigned the scheduled task to an available device to seek the
resources.
Intelligent Model: In this model, to overcome the critical
issues of the conventional model, an Intelligent Unit (IU) is
embedded in resource allocator to intelligently manage the
scheduled tasks and available resources. The intelligence
capability of IU is to analyse the nature of the tasks from IoE
devices and then make the decision keeping in view the nature
of tasks to allocate an available appropriate resource. IU also
has features such as larger databases to store information about
available resources. It also has the capability to communicate
with other cluster IUs through the access points (AP). Accurate
modelling of IU with machine learning techniques such as
Deep Learning (DL) is part of the future work of this article.
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Fig. 2 AI-based resource allocation model for IoE devices

Rf = {rf1, rf2 …….. rfN}.

A. Layer Model
Layer 1: This layer comprises Ndifferent IoE devices, such
that d1, d2,..,dN. Let us represent the set of devices d1, d2...,dN
by D and given as:
D = {d1,d2...........dN }.

(1)

A combination of IoE devices forms a cluster that we call IoE
cluster in the model. Each IoE cluster has a resource allocator
known as a task scheduler (LoS) and an IU. LoS and IU can
communicate with each other, whereas IU can also
communicate with IUs of other IoE clusters. We assume that the
tasks available for scheduling in an IoE cluster are independent
of each other and also their arrival at the scheduler is
independent from each other as well. Let us represent the set of
tasks t1,t2....., tN by Ƭ and given as Ƭ =t1, t2.........tN .
After receiving a set of tasks from all devices, the scheduler
selects a particular task ts of device ds (the scheduled task of a
scheduled device) using certain scheduling algorithm SAi . This
selected task ts then is assigned to a device da within the cluster.
Otherwise, if there is a device with the computational resource
available in the cluster, assign the task to it.
Layer 2: The second part of the proposed system model is
layer 2, which comprises of fog units (Layer 2a) and cloudlet
(Layer 2b) as shown in Figure 1. We divided layer 2 into two
sub-layers because we consider that fog and cloudlet units will
have different computational resources and different
databases for information. This second layer of the proposed
model is considered to be at the city infrastructure level that
is maintained by the local city administration. This layer
serves as the second source of information and resources or
task computation for ts that could not be computed at layer 1
and requires more powerful computational resources.
Layer 2a (Fog units): In this sub-layer, the fog units are
comprised of powerful but lightweight computational devices
that can be accessed by the IoE devices through a predefined
mechanism. Let us assume that there are N different resources
available at fog layer 2a represented by RfN the set of these fog
resources, Rf can be written:

(2)

Layer 2b (Cloudlet units): In the same context as
described for layer 2a, cloudlet units comprise of different
resources and extra feature of self-management. Cloudlets
internally resemble wireless LAN with high bandwidth,
internally connected gigabit storage and multicore computers
with multiple clusters. Let us assume that there are also N
different resources available at cloudlet layer 2b such that r1cl,
r2cl,....rNcl such that:
Rcl = {r1cl, r2cl,......... rNcl }.

(2)

Layer 3: The core global part of our system model is layer
3, which comprises of cloud module. This layer serves as the
third source of information or task computation for ts that could
not be completed at layer 2. Different devices having diverse
resources and capabilities as depicted in Figure 1 are available
such that private enterprise clouds for example, Google’s
cloud, Amazon and Microsoft’s Azure are few to name.
B. Communication Model
The communication model considered in this paper is
assumed to be based on 6G technology. As shown in Figure 1,
IoE devices are communicating with each other and with the
scheduler which can also be considered as one of the IoE
device for the explanation of communication. The scheduler
also communicates with the IU and AP, which can be
equipped with multiple antennas, using 6G technology. APs
can support large data rates as well as they will have a short
delay in communication meeting 6G expectations. For the
radio propagation, these APs are working in either mmWave
(millimetre wave) or THz (TeraHertz) frequency spectrum.
C. 6G-AI Enabling Technologies
In the intelligent part of the proposed model, as shown in
Figure 2, enabling technologies to play a crucial role. These
technologies are categorised into intelligent sensing unit, data
mining unit, intelligent control unit, and smart application unit.
The role of these technologies is to use AI-based techniques to
facilitate the resource allocator to allocate computational
resources effectively and efficiently.
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D. Resource Allocation Model
The resource allocation part of the system model is
responsible for scheduling computational tasks to the potential
devices. In the proposed system, there are two schedulers called
Local Scheduler (LoS) and Layer Scheduler (LaS), which are
described below:
Local Scheduler (LoS): This scheduler is located within the
IoE cluster of the layer, hence named local. Our aim is to use
multiple scheduling algorithms as LoS schedulers with both
conventional as well as intelligence modes. As explained before,
the intelligence schedulers will have the capability to analyse the
nature of tasks from IoE devices. For the sake of brevity, let SAi
be an LoS and i = 1,2, ….. M where M is the maximum number
of scheduling algorithms used, namely Round Robin (RR),
Proportional Fair Scheduling (PFS) and Priority Based
Scheduling (PBS). Hence, in this case, we have M = 3 and SAi
can be written as SA = {SA1 , SA2 , SA3} where SA1 → RR, SA2
→ PFS, SA3 → PBS. As an example, we have developed RR
scheduling algorithm for our proposed model as shown in Table
I.
Pseudo code of RR Algorithm:
Input: Ƭ ={t1, t2,.........,tN }
D = {d1,d2,........,dN}
Where N= total number of task/devices in IoE cluster
Output:
ts SA i{T}
where SAi = RR,
and da ← {D \ ds},
where da and ts are defined as allocated device and scheduled
task.

Q4: What AI and ML techniques can be applied for the
intelligent model defined in Q3?
Q5: How 6G communication technology can be modelled
for the system model being studied in this research?
CONCLUSION
Efficient task off-loading and scheduling in nextgeneration wireless systems is an important function for
obtaining maximum benefits of new technologies. In this
article, we presented a work in progress conceptual design of
conventional and intelligent task scheduling for IoE devices in
smart city environment using 6G wireless technology. We
surveyed some key technologies that will play a crucial role in
future smart cities, including 6G, fog and cloud computing,
resource allocation and artificial intelligence. Based on these
technologies, we presented a layered network approach to
resource allocation problem in order to utilise the
computational resources in a hierarchical order. IoE devices
use resources from layer 1 at the first instance, followed by
accessing resources from layers 2 and 3 on the need to be
based. Our future work will be to design and evaluate the
performance of each individual component in the proposed
system.
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ABSTRACT – This paper presents a new approach for
improving intra-frame coding, especially at low bit rate video
transmission for 360-degree video for the lossy mode of HEVC.
Prior to using traditional HEVC intra-prediction, this approach
exploits the global redundancy of the entire frame by extracting
common important information using multi-level discrete wavelet
transformation. This paper demonstrates that the proposed
method considering only low-frequency information of a frame
and encoding this can outperform the HEVC standard at low bit
rates. The experimental results indicate that the proposed intraframe coding strategy achieves an average of 54.49% BD-rate
reduction and 2.66 dB BD-PSNR gain for low bit rate scenarios
than the HEVC. It also achieves a significant improvement in
encoding time reduction of about 66.84 % on an average.
Moreover, this finding also demonstrates that the existing HEVC
block partitioning can be applied in the transform domain for
better exploitation of information concentration as we applied
HEVC on wavelet frequency domain.
Keywords— intra-frame coding, 360-degree Video, HEVC,
Discrete Wavelet Transform

INTRODUCTION
With the advancement of multimedia technologies, 360degree videos (360 videos for short) have emerged as a new
means of providing an immersive visual experience of the real
world for users with a wider-angle view. 3600 videos, also
known as spherical or immersive videos, are video recordings
that cover a full 360 x 180 panoramic field of view, which is
different from traditional fixed-frame videos covering a limited
plane. These videos enable the users to feel as if they are inside
the scene by recording a view in every direction at the same
time and mapping it on a whole sphere [1]. Nowadays, 360
video has drawn great attention and popularity due to its diverse
applications in virtual reality, augmented reality, and mixed
reality (e.g. gaming, training, education, medicine, etc.) [2]. As
evidence of this popularity, video service providers such as
YouTube, Google, and Facebook have been integrating support
for streaming 360 videos in their platforms [3-5].
However, processing 360 video is a challenging issue. The
resolution of 360 video is extraordinarily high due to covering
the whole spherical range with high fidelity [6]. Furthermore,
the frame rate is also high to avoid the viewer’s motion
sickness. Thus, heavy burdens are encountered in the storage
and transmission of 360 videos.
With the increase of higher resolution video content
consumption, more efficient video compression techniques are
growing [7]. The High-Efficiency Video Coding (HEVC) [8],
as a successor to H.264/AVC [9], has the potential to achieve
almost 50% compression accuracy with the same quality over
earlier standards [10-11]. However, for low bit rate video

transmission, these state-of-the-art methods are still complex
enough to meet the limited bit-budget over narrow bandwidth
channel while maintaining a good quality with less blocking
artifacts [12-13]. To tackle this, ever better compression is
possible for low bit rate scenarios to relieve the storage and
transmission burdens by saving bit rates and maintaining the
quality of 360-degree contents. Currently, researchers are
working on intra coding techniques that exploit different
directional redundancy within a coding unit by dividing the
frame into fixed-sized non-overlapping blocks. Although this
process exploits local redundancy within a block, it fails to
exploit redundancy for the entire frame. Hence, our motivation
is to improve intra-frame coding accuracy by lowering the bit
rate but preserving the video quality at the same time. The
proposed process (i.e. making the smaller resolution frame by
keeping important information) can exploit global redundancy
by considering the whole image rather than only a small block.
For this, Xu et al. [14-15] proposed a lifting-based wavelet
scheme to decompose a frame into different frequencies and
apply HEVC intra-frame encoding technique after DC level
shifting using the frequency domain. They use a lossless
encoding technique. In the proposed method, we have
transformed the entire frame to decompose into different
frequencies using multi-level discrete 2D wavelet transform
(DWT) with Cohen-Daubechies-Feauveau (CDF) 9/7 wavelet
and encode low-frequency components and gradually added
other higher frequency information in a lossy way for different
bit rates using with the intra-frame coding technique. The main
idea is to concentrate information into the frequency domain
and process basic information to observe the performance
variation for lossy encoding technique. This provides excellent
data compression, especially in the very low bit rate to the
lower end of moderate bit rate scenarios compared to the
standard lossy technique and a significant saving of
computational time.
PROPOSED FRAMEWORK
Conventional intra coding techniques use block-based
processing to exploit spatial redundancy of frames in the pixel
domain. Due to depending on blocks, these techniques fail to
understand overall pixel correlation throughout the frame, and
thus, some redundancies still appear while encoding. Our aim
is to separate the overall common information before applying
encoding techniques so that the proposed method can exploit
global redundancy. With a view to achieving an overall coding
gain for a low bit rate scenario, our goal is to represent the least
compressible frames that don't require other video frames to
decode, named I-frame, with the fewest possible number of bits
while preserving the essential information within it.
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To extract essential information from a video sequence, we use
a multi-level DWT with Cohen-Daubechies-Feauveau(CDF)
9/7 wavelet [16-17]. Multi-level DWT is capable of performing
a multiresolution analysis of n-dimensional data. At each level,
the decomposition is characterized by low pass filter and high
pass filter operators. The decomposition process ends up
getting approximation and details coefficients. Details are the
coefficients generated from high pass filtering original image.
The filtered part of the image is approximation will be like the
original while details will be containing values with only highintensity gradients. Thus, DWT is capable of encoding more
information than other transforms by transforming image
information from the spatial domain to the time-frequency
domain and back again. Working with signals in the temporal
or spatial domain allows us to use their correlation properties
to develop techniques such as differential encoding and vector
quantization. Working with signals in the frequency domain
allows us to use their spectral structure and develop transform
coding approaches. The information found from the timefrequency domain can be used to observe the frequency of
patterns within an image and their variations over it. Usually,
high-frequency signals contain detailed information, and lowfrequency signals contain most of the basic information. DWT
can differentiate between very fine details and coarse details of
a signal by carrying out multi-resolution analysis with
localization description of signals in both time and frequency
[18].
In present work, the frame of a video source is first
decomposed into four sub-bands named LL, HL, LH, and HH
sub-bands with 2-D DWT of order 1. In the frequency domain,
most significant information is carried out by the LL
component as predictor while the LH and HL component store
the errors made with the low-pass predictor.
Thus, to extract the common information, we will collect
low-frequency information using DWT. However, gradually
we also include other frequency information for encoding at
higher bit rates. We find that in this way, the proposed method
outperforms the HEVC in a wider range of low bit rates.
As we are considering lossy compression, for a very low bit
rate scenario, the insignificant information can be omitted as
HVS is less sensitive to high-frequency information and only
the LL part can be considered for intra-frame coding using
conventional HEVC technique. For a relatively higher bit rate
scenario, the second sub-band can be added for improved
quality. Thus, adding sub-bands gradually responds better than
HEVC for moderate bit rates.
EXPERIMENTAL RESULTS
To verify the feasibility of the proposed method, we investigate
the performance of the proposed DWT based modified intraframe coding with H.265/HEVC reference software.
Experiments are conducted over several JVET test sequences
for 360-video [19] of YUV 4:2:0 format. The I-frames of the
video sequences are coded by the HEVC reference software
HM 16.10 [20]. Experimental platform hardware is set to Core
i5-8350U CPU @ 1.70 GHz with 8.00 GB RAM. Each
sequence is coded with few different quantisation parameters

(QP) (varied from 25 to 45 for HEVC and 18 to 51 for proposed
methods) considering low bit rate scenarios i.e. the PSNR
ranges between 30dB to 40dB. Rather than fixing the same
values for both algorithms, we varied QP values based on the
content of video sequences for better adjustment. 8k test
sequences are converted to 4k ERP video before encoding.

Fig. 2 Performance comparison of R-D curves for Community Sequence

The encoding performance is measured by Bjontegaard BDrate and BD-PSNR [21] and average encoding time reduction,
∆T.

In Fig. 1, the proposed method uses only the LL component
for very low bit rates video coding and then gradually includes
other components for higher bit rates. For example, up to 39dB
(corresponding QP=28) we only use LL component, and then
we use LL+HL (QP=26 and PSNR = 40dB), LL+HL+LH
(QP=22 and PSNR = 41.5dB) and finally all components (QP
= 18 and PSNR = 42dB).
When we add all components for entire QP ranges, we name it
the Proposed method+. We also compared the performance
against a reference method [14] where all components using
LWT is used for all QPs. For better understanding, we also
compare against HEVC. We compared the proposed method
with down-sampled I-frame for HEVC as well. The figure
shows that the proposed method outperforms all relevant
methods for low bit rates, however, for higher bit rates, it
cannot outperform HEVC as the loss through wavelet
transformation cannot compensate after a certain level of
coding.
The BD-rate, BD-PSNR and ∆T are presented in Table I for
four sequences with wider content and different resolutions. It
is observed that the proposed approach gets an average BD-rate
saving of 54.49% and BD-PSNR gain of 2.66 dB on top of
HEVC. Again, significant encoding time reduction is observed,
which is 66.84% on average. The time required to compress the
intra-frame using DWT prior to encoding is less than 2% of
total encoding time. Considering this, for a low bit rate
scenario, the proposed scheme is capable of saving up to 64%
of encoding time over HEVC efficiently. Again, the proposed
scheme outperforms the reference scheme by 27.77% BD-rate
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saving and 0.54 BD-PSNR gain on average. In case of encoding
time, the proposed scheme is capable of saving up to 49.63%
time on average compared to a reference scheme for lossy
technique.

Against reference

Against HEVC

Video
Sequence

TABLE VII
BD-RATE, BD-PSNR AND ENCODING TIME RATIO OF THE PROPOSED SCHEME
AGAINST HEVC AND REFERENCE

Bjont
egaard
Value

Balbo
a

Broad
-way

Communit
y

GasLamp

Average

BDRate
(%)
BDPSNR
(dB)
∆T

-55.78

-54.36

-53.81

-54.03

-54.49

+2.91

+2.29

+2.75

+2.68

+2.66

70.30

53.31

71.67

72.44

66.84

BDRate
(%)
BDPSNR
(dB)
∆T

-31.83

-27.74

-27.50

-24.02

-27.77

+0.66

+ 0.54

+0.49

+0.48

+0.54

51.99

46.05

49.70

50.78

49.63

CONCLUSION
In this paper, an efficient 360 video intra-frame coding for low
bit-rate is proposed by keeping important information. We
proposed to compress the I-frame using DWT to extract lowfrequency information prior to using conventional intra-coding.
The experimental results indicate that the proposed common
information extraction based intra-frame coding strategy has
the ability to compress the 360 videos further compared to the
HEVC video coding standard. The proposed scheme is capable
of achieving BD-PSNR improvement by 2.66 dB while BDrate reduction of 54.49% with an encoding time saving of
66.84% over HEVC at low bit rate scenarios on an average.
Again, the proposed scheme outperforms reference scheme by
0.54 dB PSNR gain and 27.77% BD-rate saving with 49.63%
reduced encoding time. Thus, proposed modified intra-frame
coding not only reduces bit rates while preserving the quality
but also saves encoding time significantly as we need to encode
a subset of information. However, for higher bit rates, it cannot
outperform HEVC as the loss through wavelet transformation
cannot compensate after a certain level of coding.
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ABSTRACT – The IoT is a promising domain that links an
enormous quantity of devices to communicate and share
information every day. The primary purpose of IoT security is to
maintain privacy, confidentiality, integrity, availability, and
access control. Cryptographic algorithms are applied to provide
data confidentiality and maintain data integrity. However,
traditional cryptographic algorithms cannot be used due to small
size, limited computational capability, limited memory, and low
power IoT devices and a lightweight algorithm require to secure
IoT network. This paper presents an analysis of the most recent
research algorithm in the lightweight cryptographic algorithm for
resource-constrained IoT devices. The main contribution of this
paper is to provide an overview of the current state of lightweight
cryptography research to secure the IoT domain and find a
research issue in the field of a lightweight algorithm.
Keywords—Lightweight cryptography, IoT, security

INTRODUCTION
In the last few years, IoT growth exponentially, and it
occupies our lives in several areas such as agriculture, hospital,
environment, homes, roads and so on. The IoT object usually
equipped with different types of sensors and actuators, which
collect numerous data and sent the accumulated data through
the cyberspace for monitoring, analysing, controlling, and
reaching various conclusions [1]. However, this internet driven
raw data need to be transferred securely and switched to
human-understandable information.
Malicious attacks can exploit the enormous data that are
shared in the IoT system. Ensuring security in IoT nodes is
challenging for several reasons. Firstly, the CPU in IoT devices
is minimal and cannot compute complex algorithms. Secondly,
the power consumption of the security algorithm should be low
since the majority of IoT devices work with a battery. Thirdly,
simple sensors are connected to cover significant physical
network. Finally, the cost of implementing the security
algorithm should be little to deploy as many devices as
possible.
The current security algorithms for the traditional network
such as AES, RSA, 3DES, blowfish, and RC6 are not suitable
for the IoT devices because of the constrained nature of the
devices in terms of CPU, power, and cost [2]. Thus, it is a
necessity to develop Lightweight Cryptographic (LWC)
algorithms for IoT security. In an IoT environment, a literature
review on lightweight cryptography algorithm is essential to
secure IoT communication. Hence, this paper focuses on the
following main research questions:

1.

What lightweight cryptography been has developed to
address the IoT security issues?
2. How can a lightweight cryptography secure IoT structure?
3. What consequences the findings have on future IoT
research?
The main contribution of this paper is to address the most
current state of the art research in the field of lightweight
cryptography covering the year 2019 and 2020. After the
comprehensive analysis, research gaps have been discovered.
This paper has been organised into six parts. Section I
introduces IoT and the need for the development of LWC.
Section II describes the IoT architecture and threats. In section
III discusses devices used in a different layer. Section IV
describes how to secure IoT system. In Section V, recent
lightweight cryptography development in IoT. In section VI,
presented the result and limitations. Finally, the conclusion is
provided in Section VII.
IOT ARCHITECTURE AND DEVICES
IoT network connects with heterogeneous devices, various
OS and different communication protocol which creates
considerable threats in security and privacy [3]. In this chapter,
we outline IoT Architecture and discuss attacks in various
layers. IoT architecture contains four different essential layers:
(i) Perception Layer, (ii) Network Layer, (iii) Middleware
Layer, and (iv) Application Layer [4]. Table 1 demonstrates
IoT layer details with the components of each layer and their
tasks.
A. Perception Layer and Security Attacks
The perception layer contains various types of sensors,
actuators and communication devices like a humidity sensor
and temperature sensors etc. The perception layer has two parts,
such as (a) perception node (sensors or controllers, etc.) and (b)
perception network that communicates with a transport
network [5]. The Perception Node collect, and control
information and perception network transmit collected
information to the gateway.
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TABLE VIII
IOT ARCHITECTURE

Layer
Application
Layer
Middleware
Layer

Components
Third-party
application, Consoles,
Websites, Touch
panel.
Vendor-specific
application.

Network
Layer

Nodes, Gates,
Firmware.

Perception
Layer

Sensors
(Temperature,
humidity), Actuators

Tasks
Machine learning,
Business model,
Graphs and Flow
charts.
Machine learning,
Processing, and real
time action.
Device management,
Process and Secure
routing.
Identity, Monitor,
Acquisition and
Action.

In the perception layer, the node could be attacked or
intruded or compromised physically Wang et al. [6] proposed
the intrusion discovery probability in both homogeneous and
heterogeneous WSN. Perception layer vulnerable to the various
attacks such as Physical Damage [7], Code Injection attacks
[8], Jamming attacks [8] and Battery draining [9] etc.
B. Network Layer and Security Attacks
Network Layer also called Transit layer which processes and
securely routes or transmits the data throughout the IoT
infrastructure. This layer uses different protocols like Zigbee,
Bluetooth, IR, and 6LowPan for data transmission. The
different attacks in this layer are Sinkhole attacks [7], Device
Cloning attacks [8], Eavesdropping [8], Spoofing attacks [9],
DDoS attacks [10], Key Attack [11], Traffic analysis [12],
Brute-force attack [13], Man-In-The-Middle attacks [14], and
Sybil attack [15], etc.
C. Middleware Layer and Security Attacks
This layer manages the vendor-specific services for different
IoT device information and acts as a bridge between the
Network Layer and Application Layer. [16]. An intruder can
introduce distinct attacks in the Middleware in a different way
such as application security attack [7], unauthorised access
attack [10], sleep deprivation attack [17], data security attack
[18] etc.
D. Application Layer and Security Attacks
The application layer is the top layer in the IoT
infrastructure. Some of the application layer attacks are buffer
overflow attacks [7], Cross-site Scripting attack [7], denial of
service attack [17], phishing attacks [19], and data privacy issue
[20].
DEVICES IN DIFFERENT IOT LAYERS
IoT devices are present in all architectural layer which have
a limited proficiency due to low memory, internal storage,
computational capability and power. The IoT environment
comprises of various service architectures, protocols and
network design to deal with billions of IoT nodes to exchange
information. IoT devices can be generally divided into three
categories like Class 0, Class 1 and Class 2 [21, 22].
Class 0 or low-end IoT devices are with constrained
resources like memory, power, and computational capability,
which are mainly present at the first layer of the IoT
architecture. These low-end devices sense data and

communicate with lightweight communication protocols. The
RAM varies from 1 to 50 KB, and flash memory ranges from
10 to 50 KB [23]. Security is the primary concern in these lowend nodes as there are vulnerable to threats.
Class 1 or middle-end IoT devices have more resources
compared to low-end nodes. These devices are basic
microcontrollers and sit over low-end devices in IoT
architecture to improve the abilities of class 0 nodes devices
[24][11]. These devices have a higher clock rate like from
100 MHz to 1.5 GHz, and RAM varies from 100 KB to
100 MB. The flash memory varies from 10 KB to 100 MB.
These devices can use data encryption technology to secure the
data. Arduino, Netduino are some of the middle-end nodes and
they also present at both first and second layer of IoT design
[25, 26].
Single-board computers with a high number of resources in
terms of CPU, RAM, flash memory is in Class 2. These devices
support traditional operating systems such as LINUX, UNIX
[27] and support growing technologies like artificial
intelligence, machine learning, deep learning and neural
network. These devices have comparatively less security
concern due to the higher resources [28].
SECURING THE IOT SYSTEM
Modern lightweight cryptography is split into stream cipher
and block cipher. Block cipher process a block of data (block
of bits), on the other hand, stream cipher process data bit by bit.
A stream cipher is suitable for a short message or data length,
and block cipher is ideal for long message length. Block cipher
is further divided into symmetric and asymmetric lightweight
cryptographic algorithms. Small key size is an advantage of
symmetric algorithms compared to asymmetric, but they are
vulnerable to attacks because of the less complexity function.
However, the asymmetric algorithm is more complexity which
secures the communication, but such a large key size does not
support resource-constrained devices in IoT applications. A
new lightweight symmetric and asymmetric algorithm need to
develop considering reducing computation, using less energy
and time and guarantee to deliver fast and efficient security to
low resource devices.
RECENT LIGHTWEIGHT CRYPTOGRAPHY FOR IOT SECURITY

LSC [13] proposed a lightweight stream cipher algorithm
which is based on the dynamic key-dependent method to reach
high-level security. This system also includes a few simple
operations to reduce the overhead. Security and performance
study confirms that the proposed cipher attains a high level of
effectiveness and robustness, which make it suitable for
resource-restricted IoT devices. It uses 128, 192, and 256 bits
secret key with a nonce. This algorithm is a combination of
CR4, PRNG, and LFSR with 12 to 14 rounds. This algorithm
shows high periodicity, low energy consumption, low
computational power and resistive to statistical, Algebraic and
brute-force attacks. However, it is not adequate for the
disclosure and de-synchronisation attacks.
Hybrid symmetric [29] model is a hybrid algorithm based on
the PRESENT (Block cipher) and Salsa20 (stream cipher)
cryptography algorithms. The principal objective of the hybrid
algorithm is to enhance the complexity of the current
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PRESENT algorithm and keep the performance of
computational operations as nominal as possible. The proposed
algorithm uses a 64-bits symmetric block cipher algorithm and
a 128-bits length key, and 20 rounds of PRESENT keys
algorithms is used. Mainly the block PRESENT algorithm is
considered for fast its performance [30]. Salsa20 has proposed
because of its efficiency to use with constrained nodes [31].
The suggested algorithm has a significant level of randomness
and demonstrates efficient performance with rapid execution
times but introduces more complexity while preserving the
computational speed at a minimum.
LWHC [11] proposed a new hybrid algorithm that used a
combination of LED and PRESENT Cipher with a compact key
scheduling algorithm SPECK. This system used RECTANGLE
S-Box to make it faster and more robust. Encryption is done by
the use of LED, PRESENT and RECTANGLE S-Box.
However, the SPECK algorithm is also used for key
scheduling. Proposed system used 64 bits of plain data to
encrypt and perform an XOR operation with 128 bits schedule
key. This advanced system used 64bit block plain text XOR
with 128 bits key that maintains its robustness. This algorithm
is lightweight and secure to the various key attacks; however,
not resistive to the other security attack.
OCR [32] propose a lightweight cipher algorithm based on a
dynamic structure with a single round roll. This model
generates a dynamic key and then used to develop two robust
substitution tables, a dynamic permutation table, and two
pseudo-random matrices. This dynamic cipher structure uses a
single round while providing a high level of randomness and
security. Proposed chipper is resistant to statistical attacks
which exhibit high randomness. OCR cipher shows a high level
of sensitivity which protect it for key-related attacks.
TABLE IXI
IOT COMPARATIVE ANALYSIS DIFFERENT REVIEWED ALGORITHM

adequate level of security to the resource-constrained nodes of
tag-based applications. This lightweight primitive does not
support for an extensive range of functions and impose many
challenges to the attacker and considered as weak.
The Generalised Triangle Based Security Algorithm (GTBSA) [35] is applied in wireless sensor networks (WSNs)
with low power WiFi. G-TBSA, is a combination of resourcefriendly data encryption and an efficient key generation
mechanism. The key generation process is the heart of the
algorithm since its usages fewer resources to generate the keys
which minimise the complexity and provide energy efficiency.
However, this algorithm works only for sensor devices.
Modified PRESENT [36] is a new lightweight PRESENT
cipher which has changed the original PRESENT cipher by
reducing encryption round and modifying the Key Register.
The additional layer helps us to reduce the PRESENT round
from 31 to 25, which is the minimum round required for
security. The efficiency of the proposed algorithm is increased
by encrypting the key register. This algorithm shows better
performance in terms of gate value. However, this algorithm
has not tested for power consumption.
Key-Dependent and Flexible (KDF) [37] proposal supports
the logic and delivers a new lightweight cipher, with a simple
round event and a dynamic key for every message.
Subsequently, the proposed cipher utilised for real-time
Multimedia applications with limited resources. This algorithm
generates dynamic cryptographic primitives and performs the
mixing of selected blocks in a dynamic pseudo-random
manner. KDF shows the high level of immunity to the attacks
such as statistical, differential and brute-force attacks.
Lightweight CA (LCC) [12] proposed a lightweight cellular
automaton (CA)-based cipher. This method encrypts
information at the perception layer, which shows more efficient
than some of the existing ciphers like DES, 3DES. It passes all
the DIEHARD tests which show the strong security feature of
LCC. Modified QARMA [38] proposed a part-iterative
architecture for QARMA, which integrates encryption and
decryption operations.
The Modified Block Cipher Technique (MBCT) [39] is a
combination of one Matrix Rotation, XoR and Expansion
function. The encryption process primarily changes in
Expansion and Round key creation function. The key length is
256 bits, uses 32 rounds, and 256 bits block plain text used in
this process. This algorithm needs less encryption and
decryption time to compare to AES, DES and SIMON.
Modified MBCT is also used less memory than AES, DES and
SIMON.

SAT_Jo [33] system is based on the substitutionpermutation network (SPN) with a new lightweight block
cipher which is appropriate for tag-based functions of the IoT.
This system computes a 4 x 4 S-box by 24 order of the Galois
field. This design is based on the SPN network of a block cipher
with DES and PRESENT [34] involves in 31 rounds. It usages
64 bits block and 80 bits key size. This system presents an

DISCUSSION AND LIMITATION OF EXISTING LWC
Table 2 shows a comparative analysis of some of the most
recent proposed protocols. These protocols have been briefly
reviewed in this paper. LWHC, SAT_Jo, Modified PRESENT,
LCC, Modified QARMA and MBCT are block cipher
algorithm which is suitable for resource-constrained device in
an IoT environment. Modified PRESENT and LWHC both
used 25 rounds of the algorithm; thus, they need less
computational power. However, they are protective of key
attacks but vulnerable to other attacks. On the other hand,
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MBCT applied 256 bits of key and 32 rounds of algorithm
which require low memory but need to verify differential and
linear cryptoanalysis attacks. One round ORC is a stream cipher
algorithm which is resistive to statistical analysis, but latency is
comparatively high. Hybrid symmetric with PRESENT and
Salsa20 need less computational power. However, more time is
required to calculate (computational time). G-TBSA require
low energy consumption which is suitable for wireless sensor
networks only. LSC and KDF are suitable for stream cipher and
use less computational and less power to generate the
algorithm, but they showed less resistive to disclosure and desynchronisation.
Many new lightweight cipher algorithms have been
proposed; however, the scope is there to improve in the area of
latency reduction, security improvement, lowering energy
consumption, decreasing power consumption and reduction in
chip area. Different types of the cipher are facing different
challenges. None of the modern lightweight algorithms is
secure enough for both block cipher and stream cipher. Various
issues that need to address to develop lightweight block cipher
such as reducing key size, using a more frequent dynamic key,
decreasing block size, introducing more straightforward
rounds, designing simple key schedules. On the other hand,
steam cipher has several areas to look after like reduction in
chip area, use low key length, lowering the internal state and
decrease the number of keys.

[8]

CONCLUSION

[16]

We have analysed different lightweight cryptographic
technique used in IoT to secure data communication. Each
algorithm has some pros and cons to IoT security. Some
algorithm demanded more storage space but fewer
computations requirement and vice versa. None of them is
perfect for securing resource-constrained communication in
IoT network. The security problem is a severe issue of IoT
which has not been appropriately addressed, and it is a hot
research topic in IoT. A lightweight cryptographic algorithm
needs to be developed to secure resource-constrained IoT
architecture.
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ABSTRACT – In computer vision algorithm, the visibility of
the video frames is significant to perform accurately. Visibility of
a video can be affected by several atmospheric interferences in
challenging weather; one of them is rain streak. In recent time,
rain streak removal achieves lots of interest to the researchers as
it has some exciting application like the autonomous car,
intelligent traffic monitoring system, multimedia etc. In this
paper, we proposed a novel and simple method, combining some
newly extracted rain features. In the first step, we extract
Temporal Appearance (TA) characteristic of the rain streak, which
is able to detect most of the rain streak. This step produces some
false positive in the results, and some portions of the moving
objects are missed out in the rain-free video. In the second step,
we focus on the false positive to improve the moving object in the
rain-free video. We refine detected false rain streak by extracting
novel features based on the streak shape and position. Moreover,
it progressively processes features from the up-coming frames so
that it can remove rain in the real-time. We applied our algorithm
on videos with synthetic rain and videos with real rain streak to
see the experimental results. The proposed method outperforms
the state-of-the-art methods in various types of evolution.
Keywords— Rain removal, rain-free video, rain streak shape,
synthetic rain.

INTRODUCTION
THE visibility of a video is affected by many atmospheric
interferences to degrade the quality of the video content. The
video information is also affected by a climatic catastrophe
such as rain [1-5]. The low visibility situation degrades the
performance of subsequent video analysis or processing
applied in computer vision techniques. This undesirable
situation degrades the performance of several computer vision
applications such as driverless car, intelligent traffic monitoring
system and surveillance [6-8]. As a result, it is a necessary task
to improve the visibility of a video affected by external things
like rain.
Many types of numeric methods have been proposed to
improve the visibility of images/videos captured with rain
streak nosiness [9-18]. They can be categorised into two
classes: multiple images/video-based approaches and singleimage based methods.
The scope of the paper is to remove rain streaks from video
sequences. Fig.1 shows an example of the performance of the
proposed method to generate a rain-free frame compared to the
outcome using other existing methods.
Garg et al. [9] firstly raised a Rain Streaks Removal in Video
(RSRV) method with a comprehensive analysis of the visual
properties such as spatial distribution, shape and velocity of the
raindrops on an imaging system. They proposed that two
camera properties, exposer time and depth of field adjustment
can reduce or even remove the effects of rain in a video

sequence. Subsequently, many approaches have been
recommended for the RSRV task and achieved a good result in
rain streak removing with a variety of rain conditions. Wideranging primary video-based methods are reviewed in [10].
Some very active scenes have been studied in [11]. Where Kim
et al. [12] have focused on the time-based relationship of rain
streaks and the low-rank characteristic of rain-free videos.
Santhaseelan et al. [13] marked and eliminated the rain streaks
based on phase congruency features. You et al. [14] worked
with the environments where the raindrops are situated on the
window glass or the windscreen of the car. In [15], the authors
focused on the directional property to propose a tensor-based
RSRV method. Ren et al. [16] worked for both conditions,
snow and rain. Authors considered matrix decomposition
technique. Wei et al. [17] have stochastically modelled the rain
streaks and have not considered the deterministic features. The
rain-free background has been modelled using a mixture of
Gaussians while the multiscale convolutional filters are
introduced by Li et al. [18] from the rainy data. Both methods
reached to the satisfactory level of performances with
surveillance videos.
However, not all insightful characteristics possessed by rain
streaks in a video still have not been explored. The literature
explores that in video rain removal techniques, two difficulty
aspects of the rain removal from a video are to distinguish rain
streaks from the moving regions and remove the rain streak
completely. The existing methods can perform better in one or
other aspect but not at the expected level in both aspects. Some
of the existing methods cannot remove rain streak in the realtime for a video as they may need to store future frames to
learn/train the models.
First, we modelled the background with Low-Rank Matrix
Factorisation (LRMF) and applied a Mixture of Gaussian
(MoG) to separate background and foreground [18][25][33].
After separation of the background, the foreground usually
includes rain streak and moving objects. The main challenge of
the rain removal algorithms is to separate rain streak from the
moving object for the rain-free video. Here we model the rain
streak based on temporal appearance (TA) of the rain streak in
the video[21]. We have observed that the appearance of rain in
the same location in adjacent frames of a video sequence is
highly unlikely. We have exploited this property to separate
rain streak from other moving objects. But it misses out some
portions of the moving objects which have also shorted
appearance. To solve this issue and recover the missing moving
objects, we extract more features based on the other properties
of the rain streak. We exploit the width of the rain streak which
filters some false positive from the candidate rain pixels. The
candidate pixels location is also a very important property to
distinguish the rain streak from the moving objects. We also
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exploit location-wise properties to identify rain from other
moving regions.
In this paper, we propose a novel algorithm by combining
the TA properties of rain streak with the shape and location
properties of rain streak to improve the recovered moving
objects in rain-free videos. We also see the performance of the
proposed method in different resolutions, and frame rate as the
TA, shape and location properties have been changed with
frame rates and/or resolutions. To make the proposed method
effective in different resolutions and frame rates, we have used
properties criteria in an adaptive fashion.
In summary, the main contributions of the proposed methods
are:
 We introduced and formulated the temporal appearance
of the rain streak to differentiate them from other moving
objects.
 In addition, we also developed and formulated the two
other vital features of the rain streak based on the shape
and location where the correlation of the neighbouring
pixels of the already identified rain streak has been
exploited.
 We have fused different criteria to make the final
decision.
METHODS
The proposed rain streak removal algorithm contains five
significant steps (see the schematic diagram in Fig. 2): (i)
background extraction, (ii) apply TA property, (iii) apply streak
width property, (iv) apply location property, and (v) generate
rain-free video. In this method, we explore three rain streak
properties to refine the candidate rain streak pixels.
A.
Background Modeling
Many dynamic background modelling approaches [19-21] are
available and basic concept to develop these modelling is very
similar. The background remains the same over all the frames
in a video scene captured by a static camera except the
interference of moving objects and change of light. Thus, this
background layer can be formulated as recovering a lowdimensional subspace [22-26]. The regular approach to
subspace learning is the subsequent LRMF:
𝐵 = 𝐹𝑜𝑙𝑑 (𝑈𝑉 𝑇 )
(1)
𝑑×𝑟
𝑛×𝑟
where, 𝑈 ∈ 𝑅 , 𝑉 ∈ 𝑅 , 𝑑 = ℎ𝑤, 𝑟 < min(𝑑, 𝑛), and the
operation of ’‘Fold’ refers to fold up each column of a matrix
into the corresponding frame matrix of a tensor.
At each frame, we generate a background frame. We use the
background frame to find rain streak and other foregrounds as
well to generate the rain-free video in the proposed method.
Initially, we have generated foreground by subtracting the
background from the input frame,
1, |𝐼𝑛 − 𝐵𝑛 | > 𝑇ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑
𝐹𝑛 = {
0,
𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
(2)
th
where F is a foreground binary image of the n frame, In is
the original nth frame and Bn is the background frame at the nth
frame. Here we use an intensity threshold value 20 to eliminate
the effect of other light or illumination interference from the
generated foreground. This image contains rain streak and

moving objects.
B.

Temporal Appearance (TA)
After subtracting the background frame from the current
frame, we can get the foreground which comprises both rain
streaks and moving objects. Fig. 3(a) shows the background
frame at frame 85 of the Traffic video sequence and Fig. 3(a)
shows the rain streaks and moving objects at frame 85 in
greyscale. To separate the moving objects from the rain streaks,
we exploit the TA property of the rain streak in a video
sequence.
We have used this temporal appearance characteristic
of rain streak to separate rain streak from the moving objects of
the foreground. To model rain streak and analyses the temporal
characteristic, we have generated a mask image for each frame
with the foreground binary images of adjacent frames. In the
binary image, ‘1’ represents a foreground comprising rain and
other moving objects, and ‘0’ represents the background.
𝑛−𝑚

𝑀𝑛 = ∑ 𝐹𝑖 ; (𝑖 = 𝑛, 𝑛 − 1, 𝑛 − 2, … 𝑛 − 𝑚)

(3)

𝑖=𝑛

Where M represents mask of the nth frame, F represents the
foreground binary images of adjacent frames (described in
section “A”), and m is the maximum number of adjacent
frames. If at any pixel location in the mask appearance value is
more than 25% of the frame rate of the video, it is considered
as the part of object area and any value more than 0% and less
than or equal to 25% is considered as the rain area; otherwise,
it is considered as background area.

(a) Rain free image after applying TA
property

(b) Rain streak Image

Fig. 1: Outcome of the rain streak model based on TA property.

C.
Width and Location Properties for Frame Rate and
Resolution Invariant
After applying rain streak model based on the TA feature of
rain streak we missed a few portions of moving objects in the
rain-free video frame as the model detects some part of the
object as rain streak (Fig. 1). For example, a portion of the
moving car is also identified as rain streak in the TA process
(see Fig.1 (b)) together with the rain streak. To overcome this
issue and reduce the false positive due to the inclusion of
moving objects in the outcome of the TA process, we need to
filter out the moving objects from the identified rain streak
using other properties of the rain streak. We refine the candidate
rain streaks pixels by two consecutive filters. We modelled both
filters based on rain streaks characteristics. One rain’ 'streak's
width and the other one is a relative position of the candidate
pixels.
Rain Streak Width: From the candidate rain streaks, we
filtered out the false positive by measuring the rain streak
width. The rationality for using the width of the rain streak is
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that the width of the rain streak is not very wider and normally
discrete. We check the number of consecutive '1' in every row
of the binary image includes candidate rain streaks. In this
filter, we consider a length threshold with respect to the frame
width as a maximum rain streak width. Thus, any rain streak
candidate with a number of consecutive '1' in a row is less than
the length threshold of the frame width is considered as rain
streak. We use 5% of the width of the frame as the length
threshold. We experimentally observed many datasets with
different types of rain streaks, and we found our consideration
works better. We consider the threshold against the width of the
frame to make the filter resolution-independent so that the
adaptive threshold should work in different resolutions.
Rain Streak Location: After refining with the width property,
some false positives are filtered out; however, still some false
positives remain as it includes some moving regions with the
similar width of the rain streak. For further filter out the moving
areas, we check the neighbourhood pixels of the candidate rain
streaks to determine how close they are to the moving objects.
If they are very close and connected with the moving objects,
then it is considered as a part of the moving objects rather than
rain streak, thus need to be filtered out as false positive. The
neighbour pixels of each candidate pixels are checked using the
separated binary objects image. The same number of neighbour
pixels in each quadrant (up-right, up-left, down-left and downright) of the candidate pixel is checked to see whether they are
an isolated cluster of '1' s or not. If they are an isolated cluster
of '1' s then we assume that they are rain streak; otherwise, they
are a part of a moving object. The rationality of this assumption
is that if the cluster of '1's has connected with another cluster of
'1's, then they are part of a moving object rather than rain streak
as the rain streak is usually isolated.
D.

Rain-Free Video Generation
After applying all those extracted features, we have
generated an object mask for the current processing frame. To
generate a rain-free video frame, we have used both the
generated background frame at the current frame position and
the current frame. For example, if we like to generate the rainfree frame for the current ith frame, then we use both ith
background and the ith frame. Through the processes as
mentioned earlier, we identify each of the pixels as a
background, rain and moving object. For a rain-free frame, if
the pixel is identified as a background or rain, then the
corresponding pixel intensity is taken from the background
frame, and if the pixel is identified as the moving object, then
the corresponding pixel intensity is taken from the current
frame.
RESULTS
We have conducted experiments using video sequences with
real rain to compare the performance of the proposed method
and other contemporary and relevant methods. This comparison
provides a subjective quality assessment as there is no ground
truth of the rain-free real videos. We also compare the
performance using video sequences with synthetic rain to
understand subjective and objective measurements as the
synthetic video sequences have ground truth to compare with.
We have used two existing methods [17, 18] to compare the
performance of the proposed method. These two methods are

based on the feature extractions, relatively recent and relevant
to the proposed method; thus, we select these two methods to
compare with. The feature extraction with physical meaning
gives us a better understanding of the rain characteristics for
classification.
A.

Experiments on Real Rain Video

Input frame

ICCV-17 [17]

CVPR-18 [18]

Proposed Method

Fig. 2. Rain removal results and comparison between the Proposed method
and other methods of video sequence "traffic".

Fig. 2 shows the experimental results of video sequence
"traffic" at the frame 72. The figure demonstrates that the
proposed method outperforms the state of the art method in
both cases rain removal and object recovery. The zoomed area
shows that some distortion has occurred in the CVPR 18
method's results. This portion is a part of object reflection.
B.

Experimental results of Synthetic Rain streak

Input

Ground truth

ICCV 17[18]

CVPR 18 [19]
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[10]

[11]

[12]
Proposed
Fig. 3. Rain removal results and comparison between the Proposed method and
other methods of video sequence “truck”.

Fig. 3 shows the results of video sequence "truck", frame 65.
The proposed method provides good results where the CVPR
18 method provides a sharp image.
Table 1 represents the comparison of average PSNR value of
all frames for two synthetic datasets "Truck" and "Park". For
both of the datasets, the proposed method performs better than
state-of-the-art methods.

[13]

[14]

[15]

[16]

TABLE 1 AVERAGE PSNR COMPARISON BETWEEN DIFFERENT
METHODS

Dataset

Input

Truck

32.3063

ICCV
17[17]
33.6189

CVPR
18[18]
37.4504

Proposed

[17]

38.1368
[18]

CONCLUSION
In this paper, we try to understand the insightful
characteristics of the rain streak and then use them to make a
rain-free video
For these, we identify three crucial
characteristics: temporal duration appearance, width, and
relative location of the rain streak. We experimentally observed
and compared the proposed method with state-of-the-art
methods for several types of dataset. The proposed method
outperforms the state-of-the-art methods.
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ABSTRACT— Insider threat does not act in one way but act in
many aspects. Several employees misuse their positions of trust by
interrupting regular organisational functions, while others
transfer classified information or confidential data and can be
used to damage the employer’s reputation. In addition, intended
malicious take advantage and abused and used accesses for those
who have resigned or been terminated from their positions to
achieve their act. This paper aims to investigate the security
counter to protect data and prevent insider threat from exploiting
and gain access to organisation information beyond their
privileges. This paper further discusses protective measures by
insider individuals to unauthorised access of data that leads to
exfiltrate or steal the classified data.
Keywords — Malicious, Confidential, Insider threat, data
security.

INTRODUCTION
Data security is a critical part that every organisation should
take particular care to perform its activities effectively. The
term “Insider Threat” is considered one of the critical risks of
data protection and is difficult to describe in a general sense. It
can be referred to primarily as a trusted individual working for
an organisation (current or existing employee) who knows or
have had access to organisational structure and take advantage
to steal or exfiltrate the sensitive information to external agents.
This paper will consider investigating insider threat associated
with working from home remotely. Due to the huge number of
users forced to work from home due to Coronavirus or Covid19 the risk for insider attack have overwhelmingly increased
because many organisations or government have no proper
contingent plan to protect their data. Remote access has been
ignored for many years, and the reason is due to low demand
only a few organisations had the option to allow staff to work
from home and without doubt the risks involved is paramount.
The data breach could compromise privacy, lose reputation and
cause other serious security issues. Insider threat to data
integrity is common and difficult to deal with. With the
COVID-19 pandemic, many people are working from home,
and it increases the possibility/ease of insider attacks.
LITERATURE REVIEW
The study by Frank L. Greitzer proposed the uses of anomaly
detection technique which can be used to detect unusual access
to the data in the system. The outcome of an exhaustive
literature survey discussed and defined vulnerabilities and
threat posed by the insider attack in the organisation. The study
has gone further and defined insider threat as the act of
intentionally or unintentionally to access unauthorized data in
an organisation [1]. Asmaa Sallam and Elisa Bertino describe a
technique to detect data misused or unauthorized data access in
an organisations system. There is no evidence showing if this

technique can give accurate results in multiple database
platforms in the organisation [10]. Retrieving data and analysis
data for database access logs per user usage does not represent
data misused accuracy in the systems. Insider attack aims to
hide from being detected and remain in hiding until they can
achieve their target. Therefore, to scrutinize and make sure all
users are accountable for their action, user ID authentication
technique should be developed and uses by organisations to
target users base on their IDs. For example, contractors, full
time, and sub-contractors will not be given access after-hours
and outside organisations only with an exception for nonesensitive information [10,11]. Further studies, described threats
as an incident that potentially can cause harm to the system or
target organisations and vulnerabilities as any weak point in the
system that can be used by attackers as an entry to exploit the
systems of an organisation.
Although all employees can be trusted and given high accesses
to the organisation’s system, this does not mean they cannot
misuse data of organisations. All employees should be held
accountable for their actions, data and systems related training
should be made compulsory to all employees, including
workshops to minimise the risks of insider’s threat [11,13,14,].
Insiders as authorized users having legitimate access to
organisations sensitive data and confidential materials and
possibly, they know vulnerabilities that may be available in the
organisation system [2]. Masquerading this is a methodology
used by a malicious user to act as if it is an authorized person
who has legitimate access to confidential information but turn
out to be an intruder who pretends to deceive and illegally gain
access to organisation system. Insider threat as an attack initiate
by a trusted user who knows the organisation system [2,3].
Moreover, the masquerade is referred to as an attacker who uses
other people active sessions or steals user credential and
pretends to be the legitimate person to illegally gain access to
organisation data. Many techniques are used by masquerade
like phishing, and social engineering just to mention few.
Furthermore, a traitor is an attack who knowns and aim for the
target system and can legitimately be granted access to
information resources. This attacker uses his genuine
credentials to accomplish malicious actions. Moreover, attacks
made by traitors are much more difficult to differentiate due to
fine-grained deviations from their normal behavioural [4].
Passive attacks this type of attack does not involve the attacker's
interaction with the network devices. Regularly the main aim
for this type of the attack insiders simply care to remain hidden
and secretly reading and saving the data of interest exchanged
using the several devices on the network. Their target is to
sneak information with no interacting and remain hiding.
Moreover, Passive attack technique use by attackers to spy and
to remain anonymous, and it is exceedingly difficult to detect
the attackers who are considering having legitimate internal
access to organisation data [12]. Information systems are
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crucial components in today’s organisations. Including the
main purposes of information, systems are the capability to
deliver confidentiality, integrity, and availability of processes,
including user-system interfaces. Insider threats are staffs that
may be trusted with legitimate access to sensitive data or
information in the organisation. At the same time, insiders’
attacks are always categorised as extremely harmful, given the
opportunity that insiders have regarding trust and access. The
insider issue has the most challenging in computer security.
Insider threats are a threat that is posed by individual working
in an organisation who act as trusted employees. Still, they also
present harm to organisational data, either intentionally or
unintentionally and cause data leakage to an external agent.
Although behavioural monitoring mechanism has been
established and used by most organisation’s administrators to
monitor user’s legitimacy uses of the system, insider threat
cannot be easily mitigated via supervised. This model has not
gone far enough to include how to deal with the challenge about
forces by working from home environment. Data can be
exposed to intruders who might be sharing living space with
legitimate user and organisation cannot have evidence to track
who has accessed their data [7,8]. One of the approaches that
have been studied and stressed to be robust and effective is
RADISH (Real-time Anomaly Detection In Streaming
Heterogeneity), this could still achieve little, insider threat can
also be physical whereby the user can take notes, and this
cannot be detected by using learning machine [9]. In other
hands, the study by [1] talked about a trusted operator whereby
the organisation relied on the administrator to monitor and
action any suspicious behaviour. The trusted operator cannot be
used as evidence to prevent insider threat because insider threat
can be whom an organisation trusted at the same time.
Therefore, this technique can encourage many bad Apples to
pretend to be good to deceived employers for bad intention.
METHODOLOGY
In this paper, there will be two methods involved in collecting
data from employees and employers as follow.
Online survey – this technique will be used to collect data from
employees or staffs, and it will content ten questions that will
be comprised of multiple choices, open-ended and close-ended
question. This will encourage many people to take the survey
due to the simplicity of the questions.
A survey questionnaire will be designed to collect data from
targeted organisations, and the data collected will be analysed
for study purposes. A questionnaire will be comprised of openended, close-ended and multiple choices questions. Some of
the example questions can.
The procedure of data collection:
Face – to – face
This technique will be informed of interview used to collect
data from supervisors or managers, and this will contain 10
questions with long answer to get a better understanding for
the systems and how staff access data and the security issues
that are of concern regarding insider threat. Face – to – face
interview with Organisation’s employers to find out
measures being used to protect and prevent the
organisation’s data from being compromised by the insider
threat. For the worst-case scenario, if this technique fails for
any reason, then hardcopy will be used as a plan B to make
sure the same result achieved.

Hardcopy survey
This technique will be used in case if the online survey fails
due to technical issues, then this will be a plan B, and it will
contain exactly the same questions in the online survey.
Data validation
Data quality will be validated by comparing online survey
and face – to – face results, face to face will give result for
the supervisors and managers while online survey results
will come from employees and different questions from the
results will be accurate.
Prepare the outcome:
Once the data have gone through all necessary steps, then
data will be translated into meaningful data and finding
report will be produced.
ETHICAL AND CHALLENGES
The harders and challenging part are how to get accurate data
from Government agencies due to fear of exposure and lack of
trust between Governments and Academic. Most of Businesses
and Organisations operate with secrecy, and they will fear to
participate due to lack of trust for their data. Some
organisations are doing nothing to protect their data, and they
feel ashamed to reveal their weakness. Data collection will not
be implemented for this research the issue being Ethical
approval have not been obtained, but any data or survey to be
collected through human or animals required ethical approval.
There are challenges involved with trust from the stakeholders
regarding their systems and sensitive data and their privacy.
Lengthy waiting time for Ethical approval cannot allow you to
achieve your methodology.
CONCLUSION
In this paper, my studies will focus more on the insider threat
affecting mass remote access; currently, almost all
organisations are using remote access recent, including schools
offering online learning for students. Although many types of
research have been done over the last ten years which
emphasized to include behavioural factors, the issue for insider
threat remains a mysterious and a dream that has no viable
solution to address this issue which devastates most
organisations, regardless of any progress made in the last few
years to identify appropriate factors to contemplate set up
insider monitoring programs. Due to COVID19 pandemic
outbreak mass, remote access has been an alternative way to
give business and government running the essential services.
The research will evaluate the existing proposed solution and
further investigate ways to improve and mitigate the issue.
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ABSTRACT – Exploration of the applicability of Complexity
science theories to IT software development projects in the Retail
industry requires a combination of quantitative and qualitative
methods. Determining the existence of chaos, the edge of chaos, or
of unorder, commences with the application of an iterative
grounded theory analysis, categorising a sample data set against
one of many frameworks that purport to aid in identifying the
existence of complexity in projects. Proving the existence of chaos
in this environment will validate the necessity of developing a new
project management framework, one that is more aligned to
complex organisational realities than the traditional quantitative
project management approaches currently in use.
Keywords— Retail IT, Project Management, Chaos Theory,
Edge of Chaos, Grounded Theory

INTRODUCTION
The existence of chaos and complexity within IT software
development project management in the Australian Retail
industry is frequently presented as a justification for schedule
and cost overruns, poor quality deliverables, and multiple
variations to the project baseline. This paper presents a proposal
for analysing historical and in-flight projects in the study
organisation for the existence of chaos; for the ‘edge of chaos’;
and for the degree of order. This study will build on previous
research that indicated chaos, complexity and constraints are
inherent in the organisation’s IT project domain, resulting in
outcomes across scope, schedule and cost that differ to initial
plans [1]. A model is proposed wherein the application of
mathematical determinants of chaos and complexity are
validated against independent outcomes from grounded theory
analysis of the available big data. The model will aid in the
determination of whether chaos is in existence and applicable
to this organisation and the Australian Retail environment.
LITERATURE REVIEW
A. Chaos Theory
The field of Chaos, and Chaos Theory as a discipline, has
emerged in the latter half of the twentieth century due in large
part to increases in computational capabilities able to process
large volumes of raw data [2]. Definitions of chaos generally
align on a disordered and sustained evolution over time [2],
“…’uncertainty’ and ‘instability’ as opposed to stable
conditions” [3]; or “…bounded instability, in between stable
equilibrium and explosive instability” [4]. The concept ‘edge
of chaos’ has been introduced and preferred by authors who
may hesitate the apply the label of pure chaos, acknowledging
the existence of a transitional and potentially organisationally
disruptive state where both order and disorder co-exist [4-7].
Chaos theory is a mathematical field of study that applies
analysis, mathematical criteria, and principles that underpin

chaos [2]. Singh and Singh [4] refer to Chaos Theory as “…the
science of chaos”. Whether a purely scientific or mathematical
field of study, or inextricably linked; chaos, the edge of chaos,
and chaos theory have experienced a surge of interest as
significant work is undertaken to attempt to apply the
theoretical concepts to organisational realities.
Evidencing the existence of chaos requires adherence to the
underlying principles and assumptions of the theory. Chaos
requires satisfying “…certain special mathematical criteria…”
which occurs in a “…deterministic nonlinear system” [2], while
Singh and Singh [4] include the third dimension of criteria; that
of ‘dynamical systems. Defining the concepts of ‘nonlinearity’,
‘deterministic’, and ‘dynamical’ are imperative for a study of
the applicability of chaos and chaos theory as they are the key
determinants of whether chaos exists or not [1]. Nonlinearity is
seen when the output of the system is not “…directly
proportional to the input, or that a change in one variable
doesn’t produce a proportional change in the related
variable(s)” [2]. By way of graphing a systems nonlinear
quotation as attractors, Singh and Singh determined that a
chaotic system may be seen to “…settle down into patterns over
time,” [4]. The existence of nonlinearity measured in behaviour
over time, responses to small changes, and local pulses in the
system can be viewed as evidence of chaos in a system if
dynamics and determinism is additionally present. When a
system is deterministic, it demonstrates the properties of
completely and accurately specified initial conditions that can
be measured by way of mathematical equations [2]. The third
underlying principle that must exist for chaos to be present is
that of Dynamics, which refers to anything that moves or
changes over a period [2]. Putting chaos into perspective;
nonlinearity, dynamism and deterministic properties must be
present in a system to prove the existence of chaos.
A theme of assuming the existence of chaos in corporate
contexts is emerging as a management problem to be solved by
operating at the edge of chaos, as discussed, at the junction of
order and disorder. At issue is the actual existence or not of
chaos in the business world and, as applicable to the IT software
development project management domain. Determining a lack
of order as chaos is a narrow and potentially misleading
statement which may only diminish the problem and serve to
redirect research from the real problems of the domain. Studies
of chaos applied to corporate systems vary in the extent of
mathematical chaos theory applied to justify the application of
the chaos definition. Is the current research paradigm
inaccurate to label it as chaos or the edge of chaos when
emergent order or ‘un-order’ would be a more accurate term?
The notion of ‘un-order’ is introduced by Kurtz and Snowden
[8] to demonstrate that the apparent lack of discernible order in
a given state is not necessarily due to the existence of chaos or
of being on ‘the edge of chaos’. Courtney, Merali, Paradice and
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Wynn [9] further question the existence of chaos in the IS
domain, “Chaos consists of well-specified models whose
behaviour gets less predictable over time because of
nonlinearities, The two do not seem to be isomorphic” [9].
A literature review of the current applications of chaos
theory to IT software development project management will be
completed to determine whether variations across scope,
schedule, and cost across the duration of the project may be
attributed to the effects of chaos. The research that follows will
then utilise quantitative measures of chaos to determine its
existence in the retail IT project management domain based on
a current and large data set. According to Williams and Garnett,
there are benefits to applying mathematical chaos theory
measurements, “Applying chaos analysis to a set of data (even
if those data are not ideal) can reveal many important features
that other, more traditional, tools might not disclose” [2]. It will
also reveal the “…behaviour of systems under certain imagined
or ideal conditions…insights that may or may not be
meaningful or practical” [4]. Contrary to what many articles
would suggest, it is imagined that one cannot simply apply
chaos equations to a dataset and determine the existence or lack
thereof, of chaos, as its existence is “…extremely difficult to
identify in real-world data” [2]. The author justifies this
obstacle to obtaining ‘easy’ confirmation of the existence of
chaos from running mathematical equations against data sets by
stating “One of the biggest problems is that, when applied to
ordinary data, the present methods often give plausible but
misleading results, suggesting chaos when in fact there isn’t
any” [2]. This will be accounted for further in the contexts of
grounded theory.
Grounded Theory
A parallel stream of research will focus on the application of
qualitative methods based on an underlying interpretive
epistemological philosophy [6] [8] [10-12] [13]; in which the
researcher is deeply embedded within the social and
organisational construct of the IT project management business
unit, able to understand the pre-structured words and data
existing in the organisational project environment in question
[10]. The double hermeneutic principle [10] recognises the
researcher as a subject, making subjective interpretations in the
same manner as those being studied or interviewed, focusing
on contextualized meaning-making for situation definition and
understanding. Charmaz’s interpretation of grounded theory –
Constructivist Grounded Theory – firmly embeds the
researcher as a participant in the construction of knowledge,
generating both data and theory [13].
Randomised, multi-stage cluster sampling of projects in
various stages of the project life cycle will be undertaken,
underpinned by the qualitative research method of the grounded
theory which will assist in associating outcomes from the data
with explanations of the organisational phenomena [10].
Utilising retrospective quantitative datasets within a Grounded
Theory qualitative proposal is a deviation from the usual
approach of purposive sampling however acceptable in a
research proposal to provide a contextualized framework for
the data and qualitative analysis to commence.
The Grounded Theory concept allows a theory to emerge
from successive conceptual analyses of empirical data [12],
requiring iterative data mining and analysis of IT project
artefacts, determining successes and failures based on original
baselined scope, schedule and cost against the number of

variations and project closure scope, schedule and cost. This
methodology “…[enables] a theory that describes the
phenomena to arise or emerge from the data…”, therein
allowing the researcher to build a theory based on “…results
and findings grounded in the empirical world” and is “…an
effective methodology for pragmatic research-based on
rationalism (a reason-based approach to rationalism)” [13].
The application of grounded theory to this research is
expected to allow the research question to be refined as
analytical approaches are either proven or disproven. Figure 1
depicts a framework of integrating grounded theory for
determining the existence of chaos in IT projects. It reveals that
the application of grounded theory will be followed by using a
five-step process:
1. Define the research problem
2. Define the research question
3. Iterative sampling and review process
a. Initial Coding
b. Theoretical Sampling
c. Data Collection
d. Detailed data analysis (through the
application of machine learning and data
mining algorithms)
e. Coding
f. Constant comparison
4. Selective Coding
5. Theory Development

Fig. 3 A framework of how Grounded Theory is to be used

The full research study will assess projects closed within the
previous five years, and in-progress IT projects, reviewing the
past projects to determine whether commonly associated
theories or frameworks make sense when applied to the project.
Assessment of failures will be undertaken with the potential
application of the model as a preventative on in progress and
future initiatives. The projects and key decisions within each
will be mapped onto the Cynefin framework [8]. A parallel
assessment of a subset of IT project managers will be
undertaken via stakeholder questionnaires and in-flight project
satisfaction surveys, with positive correlation expected
between leadership ranking according to the Cynefin
framework and projects reported with successful outcomes
expected.
Decision making within the projects will be assessed via an
analysis of the ‘Decisions Made’ and ‘Assumptions’ artefacts,
relying on interpretive generalisations derived from researcher
experience within the organisation, allowing acceptable
reconstruction of facts based on a shared understanding of
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meanings and intentions in the organisation [10]. The
plausibility of the logical reasoning employed in this research
will be validated with the original authors of the documents and
artefacts if such persons remain within the organisation. A
series of interactive workshops will be held to facilitate the
classification of projects across the Cynefin domains [8],
eliciting shared group understanding of project outcomes and
further contextualizing the research within the organisational
construct.
Grounded theory is the most suitable methodology to
address this proposed research area, where the study of the data
will iteratively evolve and inform the research question,
particularly given the proposed intersection of multiple
analytical approaches. According to Burnham’s study [13], the
grounded theory provides a suitable method of inquiry when
“…researching several bodies of knowledge to produce a
theory for a new class of system solutions”. Complexity
Theory, Theory of Constraints, and Chaos Theory will be
applied in this research against historical data to evaluate the
strengths and weaknesses of each in relation to an application
for sense and decision-making in IT software development
projects in the Retail sector and the potential for improving
project outcomes by employing a combination of analytical
approaches and frameworks beginning with the initial
categorization of both the project and the project manager using
the Cynefin framework.
EMPIRICAL RESULTS AND DISCUSSION
Sample Data
A private cloud-based project management application
solution is utilised within the organisation to manage IT
projects. This application is integrated with the organisation’s
ERP solution to allow a single source of truth of project
management information. For the purposes of this research
study, the project artefacts stored on the application database
will be analysed. Additional information is provided in the form
of Google sheets which are used for tracking the status of
project submissions for the initiation, variation, and closure.
Within the organisation, changes to a project’s baseline require
submission to weekly or monthly forums for review and
decision. A summary of these decisions is captured within this
Google sheet and will be matched against, and utilised in
conjunction with, the available application data to form a
complete picture of the variations in a project across its
lifecycle. Sample data for this proposal was limited to projects
with variations in FY20, and to Steps 1 to 3d in the grounded
theory defined process.
Results from the procedural analysis
Grounded theory process generally “…begins with low level
substantive concepts and works towards high-level theoretical
concepts using a series of analytic techniques” [13].
The two distinct variants of grounded theory belong to
Glaser and Strauss [15,16] and for the purposes of this research,
the variant proposed by Strauss and Corbin [17] is used, with
the coding broken down into distinct stages. Stage 1 – Open
Coding results are outlined in Table 1.
1. Open Coding - During this phase, the data is analysed,
identified, and categorised with the expectation of
continual comparison of codes being produced until "The
differentiated concepts become categories" [10] This

process of categorising assists in the identification of
"...properties and causal conditions that influence
phenomena..." [13], allowing ongoing iterative analysis to
be pursued against the application of subsequent analytical
approaches to assess complexity, chaos and constraints.
Fig. 1 A framework of how the grounded theory is to be used.

A risk inherent in grounded theory is that of not having a
starting point to guide the initial categorisation for coding. For
the purposes of this research, initial categorisation will be in
accordance with factors identified by Singh and Singh [4].
These factors comprise those commonly changing variables
with the potential to impact a project's outcomes.
The results from Phase 1 of the sample analysis - Open
Coding, are categorised and recorded in the following table
where initial coding has revealed all FY20 variations can be
attributed to one of the defined project complexity factors.
TABLE X
VARIATIONS CATEGORISED ACCORDING TO PROJECT COMPLEXITY FACTORS

Sources of Complexity - Categorisation
Leadership
Procurement
Technology
Customer Orientation
Communication
Education and Training
Quality
Project Controls
Long-Range Planning
Resources
Management Skills
Risk Analysis
Productivity
Culture
Organisational Structure

FY20 Variations
1
5
5
2
3
1
3
4
4
2
4
0
0
0
0

CONCLUSION AND FUTURE ITERATIONS
An initial conceptual analysis of sample data indicates
variations in IT software development projects may be related
to categorisations typically associated with the inherent
complexity in projects. Thus the applicability of chaos,
complexity and constraints theories appears justified in future
iterations of analysis.
The next cycle of research will expand the dataset,
categorising variations and utilising machine learning and data
mining techniques including decision tree (see Rahman
[18,19]), on the entire dataset extending from 2014 through
2020, seeking to extract patterns from the data. Once this
review of the expanded dataset has been completed, the
grounded theory process will continue as follows:
2. Axial (selective) coding - An interpretation of the
defined categories will begin to emerge, with research seeking
to refine and explain the interactions across and between
identified categories [10]. Any of the initial categories has the
potential to steer a project off course and align with the Chaos
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theory concept of "...the butterfly effect..." [4] wherein small or
minor changes in any of the parameters has the potential to
significantly impact any of the other parameters.
3. Theoretical coding - At this stage of data analysis, it
becomes possible to formulate hypotheses based on the
categories and inferences output from the previous two coding
phases by "...specifying explicit causal and/or correlational
linkages between individual interpretive constructs" [10]. This
stage of coding is successively repeated for each of the
analytical approaches identified as applicable to complexity
and chaos with comparisons across the outcomes to influence
additional or subsequent data sampling requirements.
4. Theoretical sampling – Progression of data analysis
will require additional data gathering and analysis to assist the
emergence of theory. This process assists in the definition of
the research problem [10] and continues until the point of
saturation, an idea from the grounded theory that data collection
naturally ceases "...when gathering fresh data no longer sparks
new insights or reveals new properties" [5].

[13] Burnham, R., (nd). An overview of Complexity Theory for Project
Management.
Retrieved
from
https://www.academia.edu/6908046/An_Overview_of_Complexity_Th
eory_for_Project_Management?email_work_card=view-paper
(03/08/2020)
[14] Birks, Melanie, Hoare, Karen, & Mills, Jane. (2019). Grounded Theory:
The FAQs. International Journal of Qualitative Methods, 18(1):1-7.
[15] Rupsiene, L. & Pranskuniene, R. (2010) The Variety of Grounded
Theory: Different Versions of the Same Method or Different Methods?
Social Sciences, 4(70): 7-19.
[16] Glaser, B.G. & Strauss, A.L. (1967). Discovery of grounded theory:
Strategies for qualitative research. Hawthorne, NY: Aldine de Gruyter
[27] [17] Strauss, A. & Corbin, J. (1990) Basics of qualitative research:
Grounded theory procedures and techniques. Newbury Park, CA: Sage.
[18] Rahman, A. (2020). Statistics for data science and policy analysis.
Springer Nature.
[19] Rahman, A. (2019). Statistics-based data preprocessing methods and
machine learning algorithms for big data analysis. International Journal
of Artificial Intelligence, 17(2):44-65.

The completion of coding will result in the researcher
"...articulating a theory to explain the phenomena" [13]. Such
theory will have application across a range of sectors and
specialisations, delivering significant material improvements to
the management and execution of IT software development
projects within the Retail industry specifically, and to the IT
sector more broadly.
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