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ABSTRACT

This study examines the evolution of drone tactics employed by drug cartels in
Mexico from 2017 to 2022. The research traces the increasing sophistication of
drone technology, payload capacities, and adaptability of cartels in employing
airborne drones in low-intensity conflicts It also highlights the increasing reliance
on drones for various purposes. The analysis reveals insights into how criminal
organizations adapt to the changing technological landscape, incorporating drones
into their operations and creating new challenges for law enforcement. The analysis
outlines strategies and identifies specialized measures to counteract this asym-
metric warfare.
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Introduction

In contemporary warfare, drones, also known as unmanned aerial vehicles
(UAVs),! have become a progressively significant element.? Drones have also
emerged as a prevalent tool for cartels and law enforcement agencies® in the
Mexican drug war.* The employment of airborne drone technology has signifi-
cantly impacted the operations and tactics of drug cartels and law enforcement
agencies.” Recently, drone technology has attained increasing levels of sophisti-
cation, with the addition of supplementary technology and add-ons such as
thermal cameras and extra heavy-load cargo capabilities.® This development has
provided drug cartels with a means of conducting surveillance, evading detec-
tion, and transporting contraband across borders with greater ease. Cartels have
also been using drones for cross-border narcotics trafficking purposes since at
least 2010.” Mexican law enforcement agencies have encountered difficulties in
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effectively countering the threats posed by drug cartels’ utilization of drones,
particularly from the Jalisco Cartel New Generation (CJNG) and Cartel de Santa
Rosa de Lima (CSRL).2 Drug cartels have even established a new rank within their
vertical hierarchy known as ‘droneros’, or drone operators, underscoring the
importance of drones to their operations.”

Drones have become an increasingly common weapon in the arsenals of
Mexican drug cartels due to their affordability, adaptability, and the cartels’
propensity to embrace new technologies. This study traces the evolution of
drone tactics in Mexico’s low-intensity conflicts to the 2010s, when cartels may
have begun repurposing commercial agricultural and inspection drones for
intelligence, surveillance and reconnaissance (ISR) purposes.10 The widespread
commercialization of UAVs in the United States (US) and their increasing avail-
ability likely contributed to this development.'" InSight Crime, a foundation
dedicated to studying national security threats in Latin America, sets 2010 as
the year Mexican criminal organizations started using UAVs.'? It was not until
2015 that the media began extensively covering stories about narco-drone
seizures. In January 2015, a drone carrying six pounds of methamphetamine
crashed approximately 15 miles from San Diego near Tijuana.'® Another incident
occurred in Calexico,' on the California-Mexico border in April 2015, when
a drone was discovered with 28.55 pounds of heroin valued at nearly
$1.5 million."”

The affordability and convenience of purchasing drones and their spare
parts from commercial markets such as eBay, Alibaba, and Amazon make
them a desirable option for cartels, who can modify them to meet their needs.
In 2016, Mexico accounted for 5% of the global market for legal drones, and
recent projections project a volume increase of 11.5% by 2024.'® In 2019,
2,140 drones (or RPAS — Remotely Piloted Aircraft Systems) were registered in
Mexico, representing an increase of over 2,000% compared to 2016." This
number was anticipated to approach 6,000 by 2020; however, determining
the number of drones sold on grey or black markets remains challenging.

In the hands of Mexican drug cartels, the adaptability of drones is a key
strength. Drones can be modified to carry a variety of payloads based on the
goals and objectives of specific operations, such as drug smuggling, intelli-
gence gathering, or improvised explosive device (IED)-based targeted attacks.
This research demonstrates the adaptability and creativity of Mexican cartels
in low-intensity conflicts by analyzing the tactics and technologies employed
in five case studies. In addition, the analysis highlights the escalating danger
posed by drone technology in the hands of criminal organizations and the
need for specialized defensive measures to combat this asymmetric warfare.

Frigate Captain Rafael Eduardo Cosso Lugo, a senior official of the Mexican
Navy, explains in his report ‘Drones: Technology at the Service of
Transnational Criminal Organizations’ published by the Center for Superior
Naval Studies (CESNAV), the research arm of the Secretary of the Navy, that
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drug traffickers use real-time video to track the movement of border agents
or authorities to establish illegal border crossings. This circumstance compro-
mises the effectiveness of the patrol and the authorities’ accountability.'®
Similarly, former director of the Specialized Unit on Organized Crime of the
Attorney General of the Republic, Samuel Gonzalez Ruiz, notes that drones
are an essential addition to organized crime’s use of technology to increase
the number of watchmen (halcons) at the service of Mexican drug cartels.'®

Cartels also use drones to maintain their operations while reducing the risk
to their members by limiting direct involvement in dangerous situations.
Drones can perform tasks remotely, reducing the likelihood of cartel members
being captured or injured during confrontations with law enforcement or rival
groups. Another significant aspect of cartels’ use of drones is their employ-
ment for psychological warfare and publicity. Armed drones have emerged as
a potent psychological warfare weapon, with cartels employing them to instill
fear and intimidation in rival cartels, law enforcement, and the general public.
The unpredictability of drone attacks compels these groups to maintain
constant vigilance and modify their strategies. Additionally, cartels use the
fear generated by drones to bolster their reputation as formidable and
technologically advanced foes, making it more difficult for law enforcement
to gain public support in their fight against these criminal organizations.

In addition, drug cartels’ drones are difficult to detect and counter due to
their low radar signatures, low heat signatures, and ability to fly at low
altitudes. These features make it difficult for law enforcement and security
personnel to monitor and neutralize cartel drones effectively. The limitation
of anti-drone jamming devices is one element that complicates the detection
and neutralization of cartel drones. These devices utilize 400 MHz to 6 GHz
frequency ranges. Drones operating outside these frequency bands may be
less susceptible to jamming and other countermeasures, making it harder for
law enforcement to detect and neutralize them effectively.?

In sum, the use of drones by Mexican drug cartels demonstrates the
significance of recognizing and addressing the challenges posed by new
technologies in the fight against organized crime. The cost-effectiveness,
adaptability, and innovation displayed by cartels in their use of drones, as
well as the psychological warfare and publicity aspects, highlight the need for
law enforcement agencies and policymakers to stay abreast of emerging
technologies and develop effective strategies to counter these threats,
including addressing the limitations of current anti-drone technologies.

In the broader strategic context, as detailed in Teun Voeten’s book Mexican
Drug Violence, the use of drones by Mexican drug cartels represents
a profound shift in the dynamics of the country’s drug war.?' The deployment
of this technology has both operational and symbolic implications, marking
an escalation in the sophistication of cartel warfare and challenging the
state’s monopoly on the use of force. Strategically, it serves to expand the



1098 (&) G.KRAME ET AL.

cartels’ operational reach, bypassing traditional border security measures and
enabling the transport of contraband across previously inaccessible or high-
risk areas. In terms of the psychological dimension, the use of drones
enhances the cartels’ image of power and invincibility, further undermining
state authority and the rule of law. This increased complexity in the cartels’
modus operandi demands an equally complex and multi-faceted response
from law enforcement, integrating technology, intelligence, and international
cooperation.

The strategic relevance of drones in the Mexican context is not only about
the immediate tactical advantages they provide to the cartels, but also about
their broader implications for national security, public safety, and the balance
of power in the ongoing fight against organized crime. In addition to Voeten’s
work, drawing upon Bunker and Sullivan’s seminal book Criminal Drone
Evolution, it becomes evident that the use of drones by Mexican drug cartels
transcends the tactical sphere and has profound strategic implications.
Bunker and Sullivan argue that the adoption of this technology is a game
changer, significantly altering the landscape of organized crime and insur-
gency tactics. They identify an emerging drone threat matrix, which encap-
sulates not only the physical threats posed by drones in terms of surveillance
and the delivery of lethal and non-lethal payloads, but also the broader
strategic threats related to territorial control, power projection, and psycho-
logical warfare.?” The authors further contend that the drone phenomenon is
indicative of a larger trend towards the technologization of criminal activities,
which necessitates a paradigm shift in law enforcement and counter-
insurgency strategies. This shift includes, but is not limited to, investing in
anti-drone technologies, improving intelligence capabilities, and fostering
international collaborations.”

The strategic implications of drones, as explored by Voeten, and Bunker
and Sullivan, underscore the urgency of responding to this rapidly evolving
challenge in a comprehensive and forward-looking manner, taking into
account both the tactical and strategic dimensions of the drone threat.
Through an in-depth examination of drone tactics in Mexico's low-intensity
conflicts, this study contributes valuable insights that can guide the devel-
opment of such law enforcement strategies and pave the way for more
effective responses to the evolving threats posed by drone technology in
the hands of the criminal fraternity.

Literature review

This brief literature review delves into the various applications of drone
technology in drug cartels and law enforcement agencies, providing
a basic understanding of the benefits and risks associated with drone
use in Mexico’s low-intensity conflict. The use of armed and unarmed
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drones by non-state actors in conflict zones has been increasing rapidly in
recent years, posing an increasing security threat to states.”* In Mexico,
drone technology has become an essential tool for drug cartels and law
enforcement agencies, allowing them to carry out their respective activ-
ities more effectively and covertly.?® Drug cartels have harnessed the
power of drones for various illicit purposes, such as conducting aerial
surveillance to monitor their territories and the movements of rival groups,
as well as law enforcement. Drones have also been employed to smuggle
drugs and weapons across international borders, bypassing traditional
security measures and checkpoints.26 Moreover, cartels have started
using drones to deliver drugs directly to customers, making the distribu-
tion process faster and less risky for traffickers.?” The effect of droneros on
drug and law enforcement operations is significant, as these individuals
often possess advanced technical skills and knowledge of drone technol-
ogy, making it difficult for law enforcement agencies to detect and effec-
tively neutralize the threat.?®

Law enforcement agencies have been adopting drone technology to
improve their crime-fighting capabilities.”® Aerial drone surveillance
enables law enforcement to monitor criminal activity in real time and
from a safe distance, making it easier to track suspects and gather crucial
evidence.®® Drones also provide real-time situational awareness to first
responders during critical incidents such as hostage situations, active
shooter scenarios, and natural disasters, allowing them to make informed
decisions and respond more effectively.' As a result, developing and
deploying anti-drone technologies, like radio frequency jammers and
drone detection systems, have become increasingly important in counter-
ing the illicit use of drones by terrorist organizations and drug cartels.*?
This ongoing technological arms race between criminal organizations and
law enforcement agencies demonstrates the significant impact of drone
technology on both sides of the law.??

Case examination

Building on the understanding that drones have become an integral part
of the Mexican drug cartels’ arsenal, this section delves into a detailed
analysis of five specific cases, each representing a step forward in the
utilization of drone technology by the cartels. By examining these cases,
we can better comprehend the evolving tactics employed by cartels and
the corresponding challenges law enforcement agencies face. Additionally,
this exploration offers valuable insights into the cartels’ adaptability and
resourcefulness and the urgency for proactive countermeasures against
this rapidly escalating threat. Table 1 below summarizes the key points of
each case, providing a foundation for the in-depth examination of the
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Table 1. Summary of cases examined.

Case Date Location Key Points
1 20 October 2017 Valtierrilla, The first use of weaponized narco-drones was
Guanajuato recorded, using rudimentary Papa Bomba
explosives with limited payload capacity.
2 10 July 2018 Tecate, Baja Cartels employed drones carrying powerful and
California sophisticated explosives as a threat warning to
a law enforcement official.
3 19 April 2021 Aguililla, The cartels introduced second-generation
Michoacan weaponized drones armed with C4 and SEMTEX

explosives, causing a significant psychological and
physical impact on the local population.

4 4 May 2021 Tehuacan, The CSRL demonstrated its ability to adapt technology
Puebla by recruiting engineering students to develop
drone capabilities.
5 27 November 2022 Encarnacion de A coordinated attack involving drones for intelligence

Diaz, Jalisco gathering and weaponry alongside an airplane
showcased the dual use of drones and the cartels’
evolving tactics.

Source: the authors.

cartels’ technological advancements and tactical shifts in the subsequent
discussion.

Case examination 1. The Papa Bomba drone

20 October 2017. To the best of our knowledge, this case study has been the
first documented and publicly acknowledged discovery of a weaponized
drone with an IED in the hands of a Mexican drug cartel3* At dawn, the
Mexican Federal Police/Policia Federal (PF) intercepted an improvised explo-
sive drone in Valtierrilla, Guanajuato, Central Mexico. Four men were arrested
following a ‘high-risk’ vehicle stop on the Salamanca-Morelia highway. In the
stolen vehicle’s hatchback/rear cargo area, a 3DR Solo Quadcopter in an open
case with an IED, known as ‘Papa Bomba’, is attached by a sling rope and
a remote RF detonator was discovered.®® Also recovered were an AK-47
variant assault rifle, two magazines, thirteen 7.62 mm bullets, three smart-
phones, one texting phone, and three black caps, one of which bore the word
Guanajuato. The discovery of an improvised Unmanned Aerial System (UAS)
with a remotely detonated IED enables a precise strike against a designated
target.>® The recovered IED drone in Valtierrilla, Guanajuato, appears to be
a 3DR Solo Quadcopter, which can be purchased online for less than US$350
as it is no longer produced by Berkley’s California 3D Robotics which went out
of business by 2016.3” The Solo Quadcopter has a real flight time of approxi-
mately 15-18 minutes,*® 800 meters (1/2 mile) maximum flight control dis-
tance with a radio frequency of 2.4 GHz and a payload capacity of up to 800
grams (1.76 pounds).39 It has a maximum speed of 55 mph (89 km/h) and
a range of approximately 0.6 miles (1 km).*® Using weaponized drones with
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Papa Bomba by the CING presents a complex interplay of advantages and
weaknesses regarding tactical, operational, and strategic implications.

Innovation for drug cartels is a matter of survival. It enables them to stay
ahead of law enforcement efforts, maintain a competitive edge in the highly
lucrative and competitive drug trade, and adapt to the ever-changing poli-
tical, economic, and social landscape. By continually developing new meth-
ods and technologies, cartels can ensure operational efficiency, exploit
weaknesses in law enforcement and security, exert more significant influence
and control over territories and populations, and engage in psychological
warfare. Ultimately, their ability to innovate and adapt to emerging chal-
lenges is crucial for their continued success and survival in the illegal drug
market. According to this logic, the evolution of drones from drug-smuggling
tools to weaponized drones used by cartels was predictable, given the pre-
cedents set first by Al Qaeda to an alleged threat of using UAVs weaponized
with IEDs to attack a G8 Summit in 2001, and, a year later, to a closer Latin
American example set by the Fuerzas Armadas Revolucionarias de Colombia
(FARC) when the Colombian Army seized nine remote-controlled pIanes.41

The relevance of this finding by Mexican authorities was indicative that
CING was taking cues from global terrorist organizations and other non-state
actors, adopting their tactics and technologies to support criminal activities.
The 2010 internal memo from the Tucson Police Department raised severe
concerns about the ties between Islamic terrorist groups, specifically
Hezbollah, and Mexico’s drug cartels. According to the memo, Hezbollah
had established operations and a large arms stockpile in Mexico, as evi-
denced by the arrest of Jameel Nasr in Tijuana and Jamal Yousef in
New York.** These arrests exposed a vast network of smuggled weapons,
including assault rifles, hand grenades, explosives, and anti-tank munitions,
all originating from Iraq and stored in Mexico.*®

Expanding Hezbollah’s criminal networks has resulted in closer coopera-
tion with organized crime networks, mainly Mexican drug cartels. According
to former DEA Chief of Operations Michael Braun, Hezbollah is adept at
identifying and exploiting the region’s existing smuggling and organized
crime infrastructures.** Given Hezbollah’s well-known expertise in tunnel
construction along the Israeli border, intelligence officials believe drug cartels
have enlisted the group’s assistance to improve their tunnels. Both parties
benefit from this collaboration, as cartels gain access to Hezbollah's expertise
while Hezbollah profits from its efforts.*> In addition, there is evidence that
elite members of the Sinaloa and Golfo drug cartels were sent to Iran for
weapons and explosives training.*®

On the other hand, the CJNG and Los Cuinis have reportedly received
training in counter-military tactics from the FARC, according to Proceso,
a well-established Mexican magazine considered to contain serious investi-
gative journalism. This information comes from US intelligence sources, who
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have detected members of Mexican drug trafficking organizations being
trained in Colombia by FARC for several months. Although the number of
CJNG and Los Cuinis members trained by FARC remains uncertain, US intelli-
gence agencies have shared this sensitive national security information with
the Mexican government to address the potential threat these well-trained
and equipped criminal organizations pose.*’

The discovery of a weaponized drone in Valtierrilla, Guanajuato, attributed
to the CING, suggests that the cartel may adopt tactics typically associated
with religious extremist terrorist groups. The use of Papa Bombas could be
seen as a direct influence from FARC, another ideologically-driven extremist
group. Tactically, weaponized drones offer several benefits to the CING.
Drones with IEDs, such as the 3DR Solo Quadcopter carrying FARC-inspired
Papa Bombas, enable precise strikes against designated targets. This preci-
sion can help the cartel eliminate rivals or specific threats with reduced
collateral damage. Adopting tactics influenced by groups like Al-Qaeda,
Hezbollah, and FARC showcases the cartel’s willingness to learn from and
adopt methods used by ideologically-driven extremist groups. Using drones
allows the CJNG to engage targets from a safe distance, minimizing the risk to
their members. Drones can also be deployed quickly and discreetly, making
them harder to detect and counteract by law enforcement.

Operationally, weaponized drones serve dual purposes for the CING. As
ISR platforms, drones can gather information about enemy movements,
locations, and activities. This information can be used to plan and coordinate
ground attacks, enabling the cartel to strike more accurately and effectively.
When combined with payload-carrying capabilities like the Papa Bomba,
drones function as ISR tools and as weapon delivery systems. This allows
the CJNG to respond rapidly to evolving situations on the ground, enhancing
its overall operational agility and adaptability.

Leveraging drone technology brings several tactical and operational
advantages to the CING, including challenging the air superiority of
Mexican law enforcement agencies. Drones are generally smaller and have
a lower radar signature than conventional aircraft, making them difficult to
detect and track. This allows the CJNG to conduct operations without draw-
ing significant attention from law enforcement’s air assets. The low radar
signature of drones presents a tactical advantage, as they can conduct ISR
missions without being easily intercepted or disrupted. This clandestine
nature of drone operations provides the cartel with valuable information to
plan and coordinate ground attacks or avoid detection and capture.

Drones also offer a significant cost advantage compared to anti-drone
systems and helicopters. Drones and their spare parts are widely available
and can be purchased for a fraction of the price of traditional air assets. This
cost-effectiveness enables the CING to deploy multiple drones simulta-
neously, increasing their operational reach and complicating law
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enforcement’s efforts to counter the threat. The affordability of drones allows
the cartel to maintain a steady supply of UAVs, even if some are lost or
destroyed during operations. The increasing sophistication of drone technol-
ogy and payload capacities contributes to the CJNG’s adaptability in employ-
ing UAVs in low-intensity conflicts. As drone technology evolves, the cartel
can incorporate new features and capabilities, such as enhanced sensors,
increased range, and improved payload capacities like the Papa Bomba. This
adaptability enables the CING to stay ahead of law enforcement counter-
measures and continuously refine its tactics.

In this case, the CJNG has skillfully combined the drone-focused terrorist
tactics of Al-Qaeda and Hezbollah with the use of Papa Bomba as IEDs,
a technique pioneered by the FARC. The synergy of influences and strategies
enables the CJNG to contest the air superiority of Mexican law enforcement,
conduct clandestine intelligence operations, and employ cost-effective
weapon systems. In general, weaponized drones have emerged as an increas-
ingly formidable and challenging threat for Mexican law enforcement agen-
cies engaged in a spiraling low-intensity war with drug cartels.

Case examination 2. The psychology behind the “I could, but | chose
not to”

10 July 2018. Two grenade-equipped drones flew over the house of Gerardo
Sosa Olachea, the head of the Baja California Ministry of Public Security in
Tecate, Mexico. Witnesses reported seeing the drones descend on the build-
ing, and authorities later discovered that the devices had fragmentation
grenades attached with adhesive tape that did not detonate when they
fell.*® According to Zeta, who had access to SEDENA's report, the ‘grenades’
[attached to the drones] had been tampered with so that they would not
explode, had been emptied and had the safety on, wrapped in tape; the other
was a Chinese-made rubble, an ‘inert’ device used in training practices that
has the actual weight of a grenade, but without the explosive charge”.*® In
the drone where the apocryphal artifacts were hung, there was also
a message and images of the Sosa Olachea family:

The black drone equipped with video and sound camera, with six motors and
colorful propellers (two red, two green). They tied two ornate grenades with
gray adhesive tape, and a sheet or cardboard with photos of female members of
his [Sosa Olachea] family, images that the relatives [from Sosa Olachea] have
published on their Facebook accounts, and that [previous] months ago were
limages] made public through a narcoblog.>®

Sosa Olachea believes that the attack was perpetrated by the drug cartels,

‘who have been hit hard by the seizures, which are large and constant, from

drug trafficking, from the laboratories located in Tecate and Rosarito’.*’
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In 2018, the Sinaloa Cartel (SC) was the hegemonic Cartel of Tijuana, with
fierce competition mainly from CING, which controlled the vast majority of
Tecate and the Arellano Felix Cartel that had also strongholds in the state.>?
Other minor fractions were also fighting for a piece of the strategic turf or
‘plaza’* of the Baja California to smuggle drugs into the US, across the border
to California. Despite the precedent of the Papa Bomba drone seized from the
CJNG in the previous case, the authors argue that the Tecate weaponized
drone is more likely to have been deployed by the SC. Many reasons hint at
that. Sinaloa was the cartel hit hardest in Baja California, in 2018, followed by
the CJNG reportedly breaking its alliance with Ismael ‘El Mayo’ Zambada of
the SC. This coincided with the Cartel Tijuana Nueva Generacidn (CTNG) re-
branding to align itself under the CING, along with Beltrdn Leyva
Organization (BLO), to form an anti-Sinaloa alliance in 2016, the same year
El Chapo was re-captured. The former Governor of Baja California, Francisco
‘Kiko" Vega, who appointed Sosa Olachea as Secretary of Public Safety, was
under investigation for corruption.>® Twitter,>> and other social media, were
flooded with ‘narco mantas’ allegedly suggesting a pact between the anti-SC
cartels, led by CING, with the former Governor of Baja California.
Investigations by SEDENA and the Cybernetic Police after the weaponized
drone incident reiterated that, in Tecate, only one criminal cell is ‘in control,
but they have moved from one cartel to another at their convenience, they
are currently with the Jalisco Cartel’.>®

The CING has been known for its extreme violence and brutality. The
group’s origins as Los Mata-Zetas, or the Zeta Kkillers, suggest a desire to
outdo the Zetas Cartel, who were infamous for their use of beheadings and
torture. By being even more heinous and cruel than its predecessors, the
CJNG aimed to establish itself as the most feared cartel in the region, instilling
fear in its rivals and the general public alike. This strategy has proven
effective, as the CJNG has become one of Mexico’s most influential and
dangerous criminal organizations, with a reputation for extreme violence
and territorial expansion. In this logic and modus operandi, the CJNG would
have been expected to make a direct attack given the operational advantage
of their territorial supremacy in Tecate at the time, as reported by SEDENA.

In contrast to the CING, while just as violent as other drug cartels, the
SC has gained a reputation for utilizing negotiation skills, intimidation,
and persuasion to corrupt officials and establish business deals with
other cartels when at a disadvantage. During 2018, Zeta,”’ Sin
Embargo®® and El Sol de Tijuana>® reported a series of narco laboratory
busts and arrests involving primarily methamphetamines and fentanyl
due to the cartel war for control of the routes to the US and rival cartel
tip-offs. The SC was allegedly most affected by those operatives. Thus,
we hypothesize that the SC never intended to detonate the grenades
attached to the first drone but rather to video their weaponized drone
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operation with the second drone carrying a camera. This threatened Sosa
Olachea and also served as a power statement, mainly to the Governor of
the State of Baja California in order to warn him of his alleged pact with
rival cartels. Sosa Olachea, as Secretary of Public Security of the State of
Baja California, was in Mexicali. In this capital city, he was living and
dispatching from his offices, 135km (84 miles) away from his private
home in Tecate, where only his cleaning staff living at his residence
witnessed the drones.®® Small Wars Journal, however, documents that
‘[t]he attack was timed while the Baja California public safety secretary
was leaving his residence and getting into his vehicle in order to later
meet with the new US Consul in Tijuana’.®’'

Sullivan et al. suggest that '[b]Jased on an ongoing pattern of earlier threats
directed at lower level police officials by organized crime - specifically the
CTNG/CING alliance - and the inoperability (render safe procedures) of the
IEDs carried on the attacking drone, this incident can be viewed as a threat,
a communication or “threat escalation” meant to intimidate the public safety
secretary of Baja California rather than an actual attack (or attack dry run) in
which mission failure took place’. The analysis by Sullivan et al. also highlights
that ‘[tlypically, two drones are used in any of the above attack methods.
The second drone is used not only for spotting and documenting, but to
assist the primary drone operator in establishing and maintaining correct
flight orientation’.®?

We propose that the drones used in the attack on Sosa Olachea’s house
were operated and weaponized by the SC rather than the CING. The two
drones were used in tandem, with one carrying unarmed grenades and the
other a mounted camera, were used not only to assist the operator in
controlling the first drone, but also to capture propaganda footage for use
as a tool of fear, intimidation, and persuasion. This was the first known
instance in Mexican warfare history where drones were used in tandem.
They were also used as a ‘deterrent tactic’ to reduce the risk of retaliation
from rival cartels and/or law enforcement, solidifying SC's ‘plaza’ in Baja
California, while achieving the intended psychological effect of instilling
fear and intimidation to a particular audience.

The fact that the grenades attached to the drones were tampered with and
rendered inoperable supports the notion that the primary goal of the drone
operation was to create fear and intimidation rather than to cause physical
harm. The presence of a message and images of Sosa Olachea’s family on one
of the drones reinforces the idea that the attack was meant as a personal
threat and a powerful statement. The strategic timing of the attack when Sosa
Olachea was leaving his residence, as mentioned in Small Wars Journal,
indicates that the perpetrators had knowledge of his schedule and aimed
to create a sense of insecurity and vulnerability by choosing this particular
moment. This further supports the idea that the attack was primarily intended
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as a power statement and threat. Sosa Olachea’s belief that the attack was
perpetrated by drug cartels affected by seizures in Tecate and Rosarito lends
credence to the assumption that the SC was behind the operation. As the
cartel hardest hit in Baja California in 2018, they were most motivated to send
a message to the authorities responsible for their setbacks, making them
more likely to resort to such intimidation tactics.

The context of the ongoing turf war and shifting alliances in Baja California,
in 2018, with the SC facing competition from the CING and the re-branding of
the CTNG to align with the CING, further supports the likelihood of the SC's
involvement in the drone attack. Their weakened position in the region
would have motivated them to engage in psychological warfare tactics. The
allegations of a pact between the anti-SC cartels, led by the CING, and the
former Governor of Baja California, as suggested by narco mantas on social
media, could have prompted the SC to target Sosa Olachea. They may have
viewed him as a key figure in their rivals’ alliance and sought to intimidate
him to disrupt their enemies’ operations. Thus, the SC could state their
knowledge of and oppose any potential alliances threatening their interests.
The fact that SEDENA and the Cyber Police investigations identified only one
criminal cell in control in Tecate, which had switched between cartels and
was affiliated with the CJNG, might have created an environment in which the
SC felt it necessary to assert their dominance and remind their rivals and the
government of their capabilities.

At the same time, it is important to recognize that the deployment of
weaponized drones near the US border could have counterproductive con-
sequences for drug smuggling operations, regardless of the cartels, in
a strategic passageway such as Tecate. This is due to the fact that such
activities would likely provoke a significant increase in the Mexican military
presence, driven potentially by political pressure from the US. This escalation
would add further complexity to an already intricate bilateral relationship
that would not benefit any of the parties. The use of non-functional grenades
suggests that the cartels were seeking to avoid provoking a military inter-
vention or retaliation from the US government. Sosa Olachea’s house was
located in the upscale neighborhood of Los Laureles in Tecate, approximately
120 meters from the US border. The M-67 grenade, used in one of the Tecate
drone incidents, has a casualty radius of approximately 16 feet (5 meters), but
fragments from the explosion can disperse up to 820 feet (250 meters) away.
The explosion would have likely been seen and heard from the US side of the
border, as the sound only needs to reach 120 decibels to be audible from
a distance of 120 meters. A grenade explosion can generate up to 180
decibels, particularly the US-made M-67 attached to the drone. This supports
the hypothesis that the Sinaloa Cartel, which was most affected by recent
drug busts and arrests, did not intend to detonate the grenades but rather to
use the drones as a propaganda tool for threatening and intimidating
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a specific public official. By doing so, they could avoid drawing too much
attention to themselves and the region, which would only complicate an
already complex bilateral relationship. Overall, the SC may have sought to
send a message while avoiding a strong response from the US government
and more military presence from the Mexican government in a contended
but strategic territory where they are not the hegemonic player and have the
most to lose. Using unarmed IEDs in the Tecate drone operation was
a psychological tactic with a significant deterrent effect. By attaching tam-
pered and inoperable grenades to the drones, the SC conveyed a clear
message: they possess the capability to execute a deadly attack but chose
not to follow through. This strategic decision psychologically impacts the
target and other potential adversaries: ‘I could, but | chose not to'.

Case examination 3. Papa Bomba went for plastic surgery (C4/semtex
weaponized drones)

On 19 April 2021, in Aguililla, Michoacén, officers were injured when armed
drones with a payload of C4 explosives attacked them.®® Two days after the
attack, the Secretary of Defense (SEDENA), General Luis Cresencio Sandoval,
said that the CJNG had used explosive-laden drones not only in Aguililla,
Michoacan but also in Guanajuato and Jalisco and that while ‘they are of
concern, they have not been as effective as they would like. They have not
been effective because they cannot load amounts that are harmful to per-
sonnel or to a facility’.®*

Since 2019, the Tierra Caliente region of Michoacdn’s Aguililla has been
a hotspot of violence between the CJNG and La Nueva Familia Michoacan
(NFM).®> The NFM has a long-standing history of drug trafficking and other
illegal activities in Michoacan, particularly the production and distribution
of a range of drugs, including opium poppy, cannabis, methamphetamine,
heroin, cocaine, and fentanyl methamphetamine.®® The NFM is supported
by ‘auto-defence’ armed wings known as Los Viagras and Los Blancos de
Troya, which have engaged in numerous violent clashes with the CING.
Michoacan is a strategic region due to its role as a drug transit point and
its control over the Lazaro Cardenas port in the Pacific, an entrance point
for synthetic drug ingredients. Until now, the only parties interested in
thwarting the powerful CJNG's attempt to control Michoacan were these
self-proclaimed, which ostensibly defend their community legitimately but
have allied with other cartels. The conquest of Michoacdn has taken
considerably longer than initially anticipated by the CING’s commanders.
These self-defense groups have undeniable advantages. First, they are
familiar with the terrain and know every town, colony, and hiding place
like the back of their hand. Second, many politicians and police comman-
ders have a long-standing history with the Michoacan mafia. Not only do
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they demand gratuities, but several are also full-fledged cartel members.®”
Before the weaponized drone incident in Aguililla, the Mexican Army had
augmented its presence in Michoacan a few months earlier. SEDENA
declared on 10 January 2021, that over one thousand Mexican Army and
National Guard members had been dispatched to Michoacan.®®
Additionally, on 6 March 2021, the Secretary of National Defense deployed
980 personnel from the Mexican Army, National Guard, and Special Forces
to three municipalities in Michoacdn that reported the highest number of
intentional homicides.®®

Amid a complex situation involving the Mexican Army, the NFM and its
armed self-defense groups, the CJNG deployed weaponized drones in
Aguililla as a tactical response to mitigate their disadvantageous position in
an unfamiliar geographical terrain and a numerical disadvantage against their
opponents. Drones were a logical choice for the CING, as they had the
potential to provide several tactical advantages on uncharted terrain.
Drones can survey the terrain from the air and provide real-time information
on Mexican law enforcement and rival cartel movements and positions,
enabling their sicarios to plan and execute operations more effectively.
Drones were used for reconnaissance and surveillance without endangering
personnel on the ground, as was the case in December 2020 in La Bocanda,
Michoacan, where the CING utilized drones for surveillance, intelligence,
report (target acquisition), and in a real-time operation for the first time as
reported by the media. Drones gave CJNG an aerial advantage, allowing them
to monitor the movements of Michoacan’s self-defense groups”.”® CING's
drones provided intelligence, through SIR, on the formation, quantity and
location of trucks modified as fighting vehicles (IAFV), usually mounted with
Barrett .50 Cal rifles and rocket-propelled grenades (RPGs), as well of rival
cartel’s manpower.”' In addition, drones can deliver supplies and weapons to
remote or inaccessible areas, reducing the need for ground transport and
minimizing personnel risk in the same way they smuggle drugs through the
US border or into prisons.

Moreover, one-time events involving weaponized narco-drones covered
by the media had a psychological effect on the potential use of this technol-
ogy. In Aguililla, the full effects in the collective consciousness shifted from
hypothetical to plausible, as the full impact of this technology was fully
portrayed in the form of the two injured police officers, despite previous
encounters with drones carrying IEDs that were discovered but not deto-
nated. Initially, narco-drones were perceived, through the footage in Mexican
media, as a mere fantasy or propaganda tactic from drug cartels. However,
the effective engagement of an armed drone in Aguililla put pressure on
SEDENA and the federal government to address this threat publicly.
According to the National Association of Drug Diversion Investigators
(NAADI), ‘the bee-like sound of flying drones has become a new symbol for
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terror in small Mexican towns like Aguililla in the southwestern Mexican state
of Michoacan’.”?

Journalist David Rohde, who was held captive by the Taliban for seven
months in 2008, described the psychological impact of drones on the
ground, describing the sound of a drone’s propellers as a ‘constant
reminder of imminent death.””® and emphasized the fear and uncertainty
that drones can instill in those unaware of who or what the drone is
tracking. The media had previously portrayed the use of armed drones in
Mexico by cartels as stories or a form of propaganda. Nonetheless, the
deployment of armed drones by the CING in Aguililla had a significant
psychological effect on the local populace. Before this event, the sound
of drones served as a distant, almost reassuring reminder of the govern-
ment’s efforts to maintain security. However, the drones employed by
the CJNG were no longer an abstract threat but a concrete reality that
caused psychological trauma among the local populace. The use of
armed drones in Aguililla signaled a shift in the public consciousness
from a hypothetical threat to a real one, heightening the fear and anxiety
felt by the local populace.

Despite General Sandoval’'s remarks regarding the limited capabilities of
narco-drones in causing harm to personnel or facilities, the CJNG's use of weap-
onized drones demonstrated not only the emerging trend of the use of a second
generation of weaponized drones with plastic explosives, mainly C4 and SEMTEX,
also their increasing proficiency in utilizing this technology. This was the first
public acknowledgement by the Mexican government of an attack on human
assets with a narco-drone. The CJNG's transition from Papa Bombas to C4
explosives represents a technological and tactical evolution. Plastic explosives
are more powerful explosives that can be molded into various shapes to fit the
structure of the designed bomb, whereas Papa Bombas are rudimentary explo-
sive devices. In addition, plastic explosives are safer to handle than other types of
explosives, making them easier to transport and deploy by the CING.

Overall, in Aguililla, Michoacan, the CING's use of drones represents
a significant shift in the evolution of their tactical capabilities. Drones have
become an intuitive decision for the CING, providing several tactical advan-
tages on unfamiliar terrains, such as aerial reconnaissance and real-time
intelligence on the movements and positions of Mexican law enforcement
and rival cartels, allowing the CJNG to plan and execute operations more
effectively. The CING's use of weaponized drones equipped with plastic
explosives exemplified the emerging trend of using a second generation of
weaponized drones and their growing proficiency with this technology.

Despite General Sandoval’'s comments regarding the limited capabilities of
narco-drones, the CJNG's use of weaponized drones demonstrates their
growing mastery of this technology. Using drones in Aguililla marked a shift
in the public consciousness from a hypothetical to a real threat. The CING's
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use of drones also demonstrates its willingness to adopt new technologies
and strategies to achieve its objectives and its capacity to evolve and adapt to
ever-changing conditions. The CJNG’s use of drones in Aguililla is likely to
represent a significant turning point in the evolution of drug cartel tactics
incorporating UAVs.

Case examination 4. beauty may be dangerous, but intelligence is
lethal

Between April and May of 2021, the Mexican media reported that ‘pioneers in
the use of drones with explosives’’* were arrested after the Office of the
Special Prosecutor for Organized Crime Investigation (SEIDO) obtained a link
to the process against two members of organized crime who were detained
as a result of an investigation that began a year prior due to the seizure of
drones loaded with explosives during a search conducted in the municipality
of Tehuacan, Puebla. However, these ‘pioneers’, Diego ‘J’ and Rogelio ‘N’
were engineering students recruited by the CSRL, one of the CING cartel’s
most adamant rivals.”®

The CSRL dates back to 2014 when it was a group of huachicoleros, which
refers to the illegal tapping and theft of fuel from PEMEX pipelines.”®
According to federal authorities, it gained notoriety when José Antonio
Yépez, alias ‘El Marro’ (The Sledgehammer), allegedly assumed leadership of
the organization and in October 2017 declared war on CING for control of
fuel theft in the so-called ‘Triangle’, made up of the municipalities of Ledn,
Irapuato, Salamanca, Celaya and Los Apaseos, through which PEMEX (State-
owned Mexican petroleum company) pipelines pass; as well as for the sale of
drugs, kidnapping and extortion. In response, the Mexican government in
March 2019 launched an operation dubbed ‘Golpe de Timon’ (Timon Strike)
against the organization. As a result of government crackdowns and a turf
war with the rival CJNG, the Santa Rosa de Lima Cartel had lost a substantial
portion of its territory by 2020. El Marro, CSRL's leader, was apprehended in
August of that year. Paradoxically, El Marro, who pioneered the use of
weaponized drones, was pursued by a fleet of drones, eventually leading to
his capture. According to top-level authorities, Mexican law enforcement
agencies combed the area for weeks in search of the capo. However, he failed
to go unnoticed in the small town of Guanajuato. The most serious mistake
he made was increasing his security with the few remaining trusted sicarios,
which attracted the attention of intelligence officers in the field. Three
unmanned, technologically advanced, and silent aircraft provided the SIR
necessary for his capture, as he was unaware that his movements were
being recorded by air.”’

lllegal tapping and fuel theft (i.e. huachicoleo) require a high level of
technical knowledge and skill, making it difficult and dangerous for those
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involved. The process necessitates drilling into pipelines and pumping out
fuel, which can result in fires, explosions, and environmental damage.
Pipeline location is one of the most significant challenges of huachicoleo.
Corrupted employees within PEMEX frequently sold or gave, under threat,
sensitive information to CSRL, including pipeline locations and pump team
schedules. Additionally, PEMEX engineers were known to be on the payroll of
El Marro, further illustrating the capabilities of the CSRL to outsource exper-
tise when required.”®

The CSRL’s modus operandi of co-opting or employing engineers from
PEMEX to transfer their technical skills for huachicoleo and recruiting engi-
neering students to enhance their capabilities for weaponized drones with
plastic explosives demonstrates the cartel’s ability to adopt and adapt tech-
nologies and skills for their criminal activities. In both instances, CSRL's
resilience was based on the cartel’s unique strategy of employing civilian
experts instead of relying solely on individuals with military backgrounds, like
other cartels. In Mexico’s criminal landscape, recruiting skilled individuals
were crucial for the CSRL to compete with larger and more powerful rival
organizations. In a high-profile example, Esthela de Jesus ‘N’, also known as
‘La Guera China’, ‘La Comandante Guera’, and ‘Guerachina’, deserted the
National Guard, where she oversaw the agency’s drones.”® Los Viagras,
a criminal gang affiliated with El Marro, recruited her. Without investing in
their training, ‘La Guera China’, along with college engineering students
Diego ‘J' and Rogelio ‘N’, were outsourced for their skills and knowledge.
These examples illustrate the strategy employed by El Marro and his affiliated
criminal organizations, such as Los Viagras, to enhance their operational
capabilities by recruiting skilled individuals without investing time or
resources in their training. El Marro recognized the importance of incorporat-
ing talented individuals into CSRL to maintain competitiveness and consoli-
date his power and control within his criminal organization.

El Marro's criminal profile differs significantly from his archenemy Nemesio
Rubén Oseguera Cervantes, alias El Mencho, founder of CJNG. The leadership
traits of these two drug cartel leaders have imprinted a defined modus
operandi and the way they approach knowledge outsourcing. While both
escalated from the bottom of the criminal ladder in different cartels before
founding or co-founding their criminal organizations, El Marro was profiled as
a psychopath, narcissist, and sadist.®° Psychopaths and narcissists are known
for manipulating others and using charm to their advantage. El Marro would
be attracted to advanced technology, such as weaponized drones, as they
align with his desire for power, control, and inflicting fear. El Marro was able
to assert his dominance through the use of drones, which demonstrate the
innovative nature of his criminal organization, intimidate rivals and law
enforcement, and serve as a deterrent. Additionally, weaponized drones
have allowed him to inflict violence and terror from a distance, providing
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a sense of detachment from the resulting suffering. El Marro would likely use
a combination of manipulation, exploitation, and showcasing his organiza-
tion’s technological prowess to attract these skilled individuals. By portraying
his criminal enterprise as innovative and technologically advanced, he has
enticed engineering students with the promise of working on groundbreak-
ing projects. Moreover, El Marro has taken advantage of potential recruits’
vulnerabilities, such as financial difficulties or professional setbacks, by offer-
ing solutions or protection in exchange for their knowledge.

El Mencho and El Marro’s distinct criminal profiles significantly impact their
strategic decisions and leadership styles within their respective drug cartels.
El Marro is characterized by psychopathic, narcissistic, and sadistic traits,
whereas El Mencho, the leader of the CING, is a more mysterious and enig-
matic figure who values power over wealth. The DEA has even referred to El
Mencho as a ‘ghost’ due to his low profile.®! This difference in their person-
alities and motivations results in distinct approaches regarding using weap-
onized drones in criminal operations and recruiting highly skilled individuals.

According to The Wall Street Journal, the CING used Facebook and
Instagram to recruit, train, and even pay new hitmen. The alleged ‘recruiters’
would locate critical people, explicitly targeting teenagers who lacked money
and followed certain accounts and Iifestyles.82 To advance their interests, the
CJNG, under El Mencho, developed sophisticated propaganda arms capable
of generating many professional-looking narco messages created by people
well-versed in marketing and publicity. These messages frequently employ
stock phrases or slogans, cartel logos, and cohesive narratives, demonstrating
the organization’s ability to communicate effectively and maintain a unified
image.®®

El Mencho's secretive nature, exemplified by his ‘ghost’ moniker and
emphasis on power and control, suggests that he would employ armed
drones for various reasons. Primarily, these cutting-edge technologies
enhance the CJNG's operational capabilities, allowing them to conduct tar-
geted attacks, gather intelligence, and evade law enforcement. In addition,
using drones enables El Mencho to maintain a low profile, reduce his risk of
capture, and conceal his identity by executing attacks remotely. El Mencho’s
low-key approach to recruiting highly skilled individuals may result in a more
careful and calculated recruitment process. To attract skilled professionals, he
could build strong connections within specific industries and establish reli-
able networks. In contrast, El Marro’s psychopathic, narcissistic, and sadistic
traits may lead him to use charm, manipulation, and exploitation to entice
skilled individuals to join his criminal organization by emphasizing the
rewards and prestige they stand to gain.

In summary, the distinct criminal profiles of EI Mencho and El Marro
influence their motivations and strategies, such as using weaponized drones
and recruiting highly skilled individuals. Although both leaders recognize the
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strategic benefits of employing such technologies and expertise, their distinct
personalities and objectives result in divergent implementation strategies. El
Mencho’s emphasis on power, control, and maintaining a low profile, as
highlighted by the DEA’s description of him as a ‘ghost’, contrasts with El
Marro’s sadistic and ostentatious approach. By understanding the strategic
advantages and vulnerabilities associated with weaponized drone technolo-
gies, as well as the distinct leadership styles and motivations of cartel leaders
like EI Mencho and El Marro, law enforcement agencies can better tailor their
efforts to counter the growing threat posed by these criminal organizations.

Case examination 5. The Jet-Set mindset

On 27 November 2022, in Encarnacion de Diaz, Jalisco was the first time a cartel
employed drones and an airplane to coordinate an attack on law enforcement
officers. According to local news reports, the cartel used a Cessna aircraft to fire
on the police, who responded by killing two cartel members. During the attack
on November 26, the CJNG used multiple drones to drop homemade explo-
sives on police and at least a dozen men in pick-up vehicles to fire on the police
station.2* From the analysis of the video posted on Twitter by a witness that
went viral and related threads from alleged spectators, it is deduced that
drones were allegedly used to provide information and terrain surveillance
via radio transmission from the droneros to the Cessna’s crew.®> Drones
dropped IEDs with the dual goal of signaling the target through the blasts
produced before the Cessna’s crew seconded the attack. Media reported that
the unofficial tally was two municipal police officers killed and possibly more
injured by shots from the air by an aircraft.®® Authorities responded by sending
two helicopters in pursuit of the CING’s Cessna, which was already too far to be
reached.

Using weaponized drones and an airplane in tandem to carry out
a coordinated attack by a cartel was a significant milestone in Mexico. It
was the first time that technology was employed in this way, allowing the
attackers to exploit the Mexican air space. The relatively low cost of drones
and light aircraft compared to conventional military aircraft is one of the
primary advantages for criminal organizations seeking to acquire air power. In
addition, the use of drones and light aircraft can provide attackers with
greater mobility and adaptability, enabling them to adapt to changing con-
ditions and avoid detection quickly.

The CING's attack on 27 November 2022, demonstrated the potential for
the dual use of drones as both a means of gathering real-time intelligence on
the target and a weapon for carrying out attacks. By using drones for
reconnaissance and intelligence gathering, the CING obtain critical informa-
tion in real-time for a second strike through a manned aerial vehicle with
greater precision and effectiveness than previous attacks employing drones
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with |IEDs as payloads. The incident in Encarnacién de Diaz underscores the
growing threat posed to violent non-state groups by the proliferation of
civilian drone technology, particularly in asymmetric, low-intensity confronta-
tions. The cartel’s deployment of drones with light manned aircraft demon-
strated the disruptive transformation in the terrain of Mexico’s military
combat and defensive systems. The delay in delivering two army helicopters
highlights the need for better efficiency and responsiveness in combating
these growing dangers.

The increasing sophistication and adaptability of cartels, as demonstrated
by their use of weaponized drones and light aircraft, such as Cessna, present
new challenges for law enforcement and security forces. Although cartel-
operated narco-drones may not be as capable as Mexican government air-
power, they offer substantial advantages as a force multiplier. Drones allow
cartels to undertake surveillance and reconnaissance operations, deliver IEDs,
and carry out coordinated strikes with unprecedented precision and effi-
ciency. This is especially true in asymmetric combat circumstances when
drones can assist in overcoming the disadvantage of having less sophisti-
cated or modern weaponry systems. The potential of drones to supplement
light aircraft, such as the Cessna deployed by the CJNG at Encarnacién de
Diaz, increases their usefulness in such situations. The increased payload
capacity of a light aircraft efficiently compensates for a narco-drone’s limited
payload capacity, increasing the coordinated strike’s overall impact.

Leveraging a light aircraft in conjunction with drones can extend the
duration of operational engagements against the Mexican government,
compared to previous instances where only drones were utilized. The com-
bined use of weaponized drones and a Cessna aircraft can yield substantial
tactical and operational benefits against Mexican law enforcement units,
especially in scenarios characterized by low-intensity conflict and asymmetric
warfare. Employing drones for reconnaissance and utilizing a Cessna for
added firepower significantly enhances situational awareness. This dual
approach facilitates a more comprehensive understanding for the CJNG of
the positions, defenses, and potential weak spots of Mexican law enforce-
ment resources. This real-time intelligence enables them to execute their
operations with increased precision and efficacy. Such a strategy not only
amplifies the effectiveness of their offensive measures but also potentially
disrupts the defensive strategies of law enforcement, rendering this com-
bined approach a game-changer in the context of their engagements.

In this case, the CJNG was able to launch a more intricate and coordi-
nated strike with the help of weaponized drones and a Cessna, operating
as a force multiplier. Encarnacién de Diaz's law enforcement personnel
were overwhelmed and outmaneuvered by this cooperation. This case
demonstrates that drones can offer greater stealth and surprise because
they fly at lower altitudes and generate less noise than conventional
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aircraft, making them more challenging to detect. This capacity has
allowed the CING to conduct a surprise strike, followed by traditional
aircraft weaponry, hampering law enforcement’s ability to respond effec-
tively. Moreover, cartels can lessen the risk to their troops by deploying
drones and light planes, such as Cessna. Drones may be controlled remo-
tely, whilst manned aircraft can keep a safe distance from the target,
limiting the possibility of casualties among cartel members. Moreover,
the CJNG’s employment of drones and a Cessna aircraft enables them to
quickly modify their tactics in response to changing ground conditions.
They can redeploy forces, change assault plans, and even cancel missions
if necessary, increasing operational flexibility and agility.

Finally, deploying weaponized drones with a Cessna aircraft can have
a more significant psychological impact on law enforcement and the general
population than when deployed individually. The unpredictability and origin-
ality of these attacks can instill dread and uncertainty, thereby damaging
security services’ morale and public trust in their ability to keep the public
safe. These tactical and operational advantages underscore law enforcement
organizations’ need to create effective countermeasures and alter their
defense plans to combat the rising danger posed by cartels deploying
weaponized drones and light Cessna aircraft. The CING's success in
Encarnacién de Diaz was dependent on maintaining stable communication
links between the Cessna and drone pilots. Disruption of these communica-
tion links would have made coordinating and carrying out their planned
activities challenging. This emphasizes the significance of comprehending
and managing the underlying vulnerabilities linked with using such technol-
ogies in criminal operations. Moreover, understanding cartels’ various tactics
and techniques in using weaponized drones and light aircraft can help law
enforcement agencies develop targeted, practical strategies for combating
these threats. This may involve investing in advanced counter-drone tech-
nologies, enhancing intelligence-sharing among various agencies, and train-
ing personnel to recognize and respond to the evolving tactics of criminal
organizations.

Discussion and policy recommendations

The examination of five cases demonstrates cartels’ ongoing innovation and
adaptation in their use of drone technology for illicit purposes. This empha-
sizes the need for proactive, all-encompassing responses from law enforce-
ment and policymakers to the growing threat of low, slow, and small (LSS)
weaponized drones. Considering this, we propose a number of policy recom-
mendations to address these evolving threats and enhance the security
forces’ capacity to counter the sophisticated use of drones by Mexican drug
cartels. Additionally, we discuss strategies and technologies available to
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Mexican law enforcement agencies to effectively counter drone threats,
along with best practices and case studies from other countries or industries
that can be applied to the Mexican context.

Drone threats can be countered using advanced anti-drone technologies
such as radio frequency jammers, drone detection systems, and establishing
protocols to respond swiftly to any identified drone threats.®” Additionally,
using artificial intelligence (Al) and machine learning algorithms for drone
detection and tracking has shown promising results in other law enforcement
contexts.®® In parallel, enhancing intelligence and surveillance through
increased investment in these domains is a crucial policy recommendation,
allowing for improved monitoring and tracking of cartel drone activities. This
would enable security forces to foresee and prevent attacks. Equally essential
is the training of law enforcement personnel in the detection, identification,
and neutralization of weaponized drones, as well as the deployment of
counter-drone technologies, passive and active, such as radio frequency
jammers and drone capture systems.

Implementing a comprehensive and collaborative approach involving
multiple law enforcement agencies and engaging with the private sector to
develop and implement innovative anti-drone technologies can also be
beneficial.®’ A complete and multi-faceted approach to countering drone
threats is essential for success. Encouraging joint training exercises between
military forces, law enforcement agencies, and other relevant parties facil-
itates the exchange of best practices and fosters a unified response to drone
threats. Conducting realistic exercises and simulations that replicate various
drone-related scenarios, such as surveillance, reconnaissance, and offensive
operations by non-state actors, helps personnel develop their decision-
making, communication, and response abilities under operations.

Improving the training of military and law enforcement personnel is
indispensable for addressing the challenges posed by the proliferation of
civilian drone technology among violent non-state actors. Training personnel
in using advanced detection and tracking systems, such as radar, electro-
optical, and infrared sensors, will enable them to effectively locate and
monitor drones in real time, providing vital data for decision-making and
response. By ensuring that training programs are routinely updated to
include the most recent intelligence, technology, and tactics related to
drone threats, personnel can stay ahead of the evolving capabilities of non-
state actors and maintain a high level of readiness. By enhancing the training
of military and law enforcement personnel in these areas, the Mexican
government can better equip its forces to identify, monitor, and neutralize
drone threats, thereby mitigating the challenges posed by the proliferation of
civilian drone technology among non-state violent actors.

Increasing community awareness and engagement through outreach pro-
grams can educate the public on the dangers of weaponized drones and
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encourage citizens to report suspicious drone activity to authorities. It is also
essential to address the underlying causes of cartel recruitment and activity,
such as poverty, lack of education, and limited employment opportunities.
This can be accomplished by investing in social programs and initiatives for
economic development. Moreover, allocating funds and resources to
research and development in drone detection, identification, and counter-
measure technologies would enable security forces to stay ahead of the
constantly evolving threat landscape. Maintaining the long-term effective-
ness of countermeasures necessitates routinely reviewing and revising poli-
cies in response to emerging trends, technological advancements, and
changes in the threat landscape. Allocating funds and resources to institu-
tions like the National Council of Science and Technology (CONACYT),*°
Mexican state and private universities can support research and development
in drone detection, identification, and countermeasure technologies, ensur-
ing that security forces stay ahead of the ever-changing threat landscape.

Regularly reviewing and updating policies is also vital. Continuously mon-
itoring the efficacy of existing policies and modifying them as necessary in
response to emerging trends, technological advances, and alterations in the
threat landscape will ensure the long-term effectiveness of countermeasures.
For example, although Mexican regulation currently includes registration and
operational authorization provisions, incorporating more comprehensive
background checks for prospective drone buyers would be advantageous.”
Restricting sales of certain types of drones to authorized users would only add
a layer of security.”? It is also essential to encourage manufacturers to imple-
ment firmware limitations on UAVs, restricting their capabilities, range, and
geographical operating areas to prevent misuse. Collaboration with manu-
facturers to establish and enforce firmware restrictions, such as Global
Navigation Satellite Systems (GNSS) restrictions and enforced geo-fences
within UAV autopilot systems, should be based on risk assessments and
specific threat landscapes in high-risk states like Michoacan, Jalisco, and
Guanajuato.”

Combating the cross-border trafficking of drone technology and other
resources utilized by cartels is dependent on international cooperation. Key
to countering this threat is fostering information sharing between Mexico,
the US, and other nations and collaborating on joint initiatives to dismantle
infrastructure supporting cartel drone usage. Specific measures include con-
ducting background checks on prospective drone purchasers, collaborating
with manufacturers to implement firmware restrictions on UAVs, investing in
detection and identification systems such as multi-static active-passive radar
systems and holographic/volumetric radars, and developing and deploying
passive and active countermeasures such as electronic countermeasure
(ECM) equipment, programmable air burst munition, and high-energy laser
systems.
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In addition, it is essential to strengthen international cooperation to
exchange intelligence, technology, and best practices; this may include
joint training exercises and operations to enhance regional security. The
best practices and case studies from other countries or industries can
provide valuable insights into how drone technology has effectively coun-
tered the use of drones in drug and law enforcement operations.”* By
learning from other countries and industries’ successes and failures,
Mexican law enforcement agencies can develop tailored strategies and
tactics that effectively counter drone use by droneros. Examples include
using geofencing technology to create no-fly zones around sensitive areas
or developing drone swarms to overwhelm and disable hostile drones.®
Furthermore, the use of trained birds of prey and other animals to capture
drones has been successfully implemented in some countries, such as the
Netherlands and France.”®

It is important to note, however, that Mexico is a low-capacity state, and
implementing many of the proposed measures may not be feasible due to
limited funds and capacity for various Mexican law enforcement groups.®’
Recognizing these constraints, it becomes crucial for the Mexican govern-
ment to prioritize its efforts and allocate resources strategically. This could
involve focusing on the most pressing threats and exploring partnerships
with international organizations, NGOs, and the private sector to enhance law
enforcement capacity. Collaboration with external partners can help facilitate
knowledge transfer, technology sharing, and financial assistance, enabling
Mexican law enforcement agencies to build their capacity to counter drone
threats effectively. Additionally, by engaging in regional and global initiatives,
Mexico can contribute to collective efforts in addressing the challenges posed
by the proliferation of weaponized drone technology among non-state
actors. In the long run, these collaborative efforts can support the develop-
ment of a more robust and resilient Mexican law enforcement apparatus that
is better equipped to tackle the complex challenges associated with security
and cartel drone usage.

Conclusion

This study demonstrates that the use of drones by Mexican drug cartels has
evolved significantly in recent years. As evidenced by the five case examina-
tions, cartels have successfully adopted and adapted drone technology for
various purposes, including intelligence gathering, psychological warfare,
and weaponized attacks. The increasing sophistication of these tactics has
allowed cartels to maintain the upper hand against law enforcement, posing
significant challenges for Mexico's security forces. The evolution of drone
technology in Mexico’s drug war highlights the need for law enforcement and
policymakers to remain vigilant and adaptive in response to emerging
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threats. By understanding the cartels’ tactics, security forces can develop
countermeasures to mitigate the impact of drone technology on public safety
and security. The ongoing battle against drug cartels in Mexico is a stark
reminder that organized crime is not stagnant; instead, it continuously
evolves and seeks new ways to maintain its influence and power.
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