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Abstract: While existing studies explore smartphone privacy setting risks for adolescents, they
provide limited insight into the role of gender in these dynamics. This study aims to enhance
adolescents’ awareness of the security risks associated with smartphone privacy leakage by focusing
on how a cyber safety intervention lesson can affect knowledge of smartphone privacy settings,
attitudes toward smartphone settings, and concerns about smartphone privacy. This study surveyed
376 high school students before and after a cyber safety lesson. Our study found that before the cyber
safety intervention, females reported lower knowledge of smartphone settings than males. After
the lesson, this gap narrowed, with both genders demonstrating more consistent understanding.
Both genders showed lower attitudes towards smartphone privacy compared to knowledge, with
males displaying the largest gap, reflecting the privacy paradox. Females expressed greater concern
regarding location privacy, especially when tracked by unknown individuals, indicating that while
both genders are aware of risks, females perceive them more acutely. The results suggest that targeted
educational programs can effectively enhance adolescents’ knowledge, attitudes, and concerns about
smartphone privacy, particularly in technical areas where gender gaps exist.

Keywords: smartphones; information security management; privacy; cybersecurity; Internet of
Things (IoT); adolescent; gender

1. Introduction

A recent survey revealed that 95% of U.S. teens have access to smartphones, with 94%
of adolescent boys and 97% of adolescent girls reporting smartphone ownership [1]. While
this widespread access enables connectivity and learning, it also introduces significant pri-
vacy risks, especially if smartphone data leakage is not properly managed. Research shows
that privacy behaviour in online environments is shaped by various factors, including
privacy concerns, attitudes, knowledge, skills, experience, education, gender, and age [2,3],
trust and risk perceptions [4] and offline expected social norms [5]. Children primarily
use their smartphones to pass the time, connect with others, and learn new things [6].
However, frequent use of apps for social media, gaming, and communication often leads to
the neglect of critical privacy settings, thereby increasing the risk of personal information
leakage [7,8].

Studies in child psychology reveal that children’s impulsive behaviour and strong
desire for social connectivity often overshadow their privacy concerns [9]. Male and
female teenagers exhibit significantly different attitudes toward privacy, influenced by
socialization, personal experiences, and perceived risks [10]. Despite being aware of risks
such as exposure to inappropriate content, interactions with strangers, and oversharing,
children often struggle to take effective steps to address privacy issues and prevent data
tracking [11]. This behaviour reflects the “privacy paradox”, where children express concern
for privacy but engage in actions that compromise it. Therefore, effective educational
interventions are crucial to raising children’s awareness of privacy risks and encouraging
protective behaviours.
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In this study, smartphone privacy refers to the protection of sensitive personal informa-
tion that smartphones collect, store, and share. It focuses on the awareness and behaviours
of adolescents in managing privacy settings to prevent unauthorized access or exposure of
their data, such as location, and personal identifiers. Specific privacy risks include leaving
Wi-Fi and Bluetooth enabled, sharing real names for device identification, and failing to
manage location tracking settings. This study examines the knowledge and behaviours of
adolescents regarding these risks and how targeted educational interventions can improve
their understanding and practices to better protect their privacy.

Despite the importance of safeguarding children’s smartphone privacy, there is limited
research on how educational interventions can effectively protect children, particularly in
the context of gender differences. This study aims to enhance adolescents’ awareness of
the security risks associated with smartphone privacy leakage by focusing on three key
areas: (1) knowledge of smartphone privacy settings, (2) attitudes toward smartphone
settings, and (3) concerns about smartphone privacy. Critically, this study investigates
gender differences in adolescents’ responses to a hands-on cyber safety lesson they attended
in their school to raise their awareness about these security areas.

Although existing studies examine adolescent risk-taking in relation to privacy [9],
online privacy perceptions [10], and general privacy attitudes [11], they offer limited
insight into the specific role gender plays in smartphone privacy dynamics. This study
builds on the protection motivation theory (PMT) [12], which posits that individuals are
motivated to protect themselves based on their perceived severity and vulnerability to a
threat. This theoretical framework is particularly relevant to online privacy, as it helps
identify factors that may deter individuals from engaging in protective behaviours. PMT
may be instrumental in addressing gender disparities in adolescent privacy behaviours
and in developing targeted strategies to reduce the risk of smartphone privacy leakage
across different genders. As technology continues to evolve and new privacy threats
emerge, it is imperative to continuously update educational content to effectively safeguard
children’s privacy.

This paper is structured into five key sections. The Section 2 reviews the existing
literature on smartphone privacy, cyber safety education, and gender differences in dig-
ital literacy among adolescents. In Section 3, we describe the survey methodology, the
educational interventions delivered, and the approach used to measure data leakage and
student knowledge before and after the lessons. The Section 4 presents the key findings
from the surveys and data leakage analysis, highlighting improvements in smartphone
privacy knowledge and behavioural changes post-intervention. In Section 5, we analyse
these findings in the context of prior research, exploring the implications for educational
practices and policies. Finally, Section 6 summarizes the key takeaways and suggests
directions for future research, emphasizing the importance of targeted interventions in
enhancing cyber safety for adolescents.

2. Related Work
2.1. Knowledge of Smartphone Privacy Settings

Male and female attitudes towards privacy often diverge due to various factors,
including early exposure to technology, societal expectations, and career aspirations. Males
are frequently encouraged to engage with programming, hardware, and gaming from a
young age, which contributes to their advanced technological skills and confidence in these
areas [13]. In contrast, females typically develop proficiency in communication tools, social
media, and creative applications, favouring technology that enhances productivity and
collaboration [14]. These differences influence how each gender approaches online privacy,
data sharing, and the protection of personal information.

Males’ higher likelihood of pursuing STEM (science, technology, engineering, math-
ematics) careers further cultivates their technological expertise [15]. On the other hand,
females often gravitate towards fields such as education, healthcare, and social sciences,
where the use of technology is more focused on application rather than development [16,17].
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This divergence in career interests may impact their knowledge of and attitudes toward
technical privacy settings.

Males also tend to report higher confidence in performing technological tasks [18,19],
which could contribute to a perception of greater technological proficiency among younger
males. This confidence, potentially bolstered by frequent engagement with video games
and other technology-intensive activities, might lead to higher levels of perceived knowl-
edge [20]. However, despite having comparable abilities, females may exhibit lower
self-efficacy in traditionally male-dominated areas [21,22]. This discrepancy in confidence
can result in females perceiving themselves as less knowledgeable, even if their actual skills
are equivalent.

The perception that technology settings are a “male activity” could further influence
females’ enthusiasm for learning about technology [19], particularly if smartphone privacy
settings are seen as more technical [23]. This societal bias might discourage females
from engaging deeply with privacy settings, reinforcing the gender gap in perceived
technological expertise. Based on these gender differences that are likely to result in
differences for adolescent male and female knowledge of smartphone settings, we propose
the following hypothesis:

Hypothesis 1: Adolescent males are expected to have higher levels of knowledge of smartphone
privacy settings than adolescent females.

2.2. Attitude towards Smartphone Privacy Settings

Male and female teenagers exhibit differing levels of privacy practices, influenced by
factors such as social acceptance and peer approval. Male teenagers generally perceive
lower risks related to online privacy, often prioritizing convenience over security. This
behaviour is reflected in their tendency to share personal information more freely on social
media, potentially leading to less effective use of privacy settings [24]. Social acceptance
and peer approval often take precedence over privacy concerns for males, which may
cause them to underestimate the potential consequences, such as privacy breaches or data
misuse [10].

In contrast, female teenagers tend to be more proactive in protecting their privacy.
They are more likely to utilize simple privacy protection settings on social media (e.g.,
untagging photos), limit the sharing of personal information, and carefully select their
online interactions [24,25]. Females are more inclined to manage their online social media
presence with greater caution, sharing content primarily with trusted friends and family
while being vigilant about what they disclose [24,26]. This contrasts with males, who are
more inclined to share personal data with third-party apps, often prioritizing convenience
and enhanced functionality over informed consent [27]. The gender differences for attitudes
towards privacy may translate into differences in attitudes for male and female adolescent
attitudes towards smartphone settings. We propose the following hypothesis:

Hypothesis 2: Adolescent females are expected to have a more cautious attitude towards smartphone
privacy settings than adolescent males.

2.3. Concerns About Smartphone Privacy

While female teenagers are more likely to seek privacy-enhancing tools and value
informed consent [28], their strong motivation for social connection can sometimes lead to
compromises in privacy for the sake of maintaining online interactions [29]. Despite their
general caution, the desire for social connection may cause them to occasionally overlook
privacy risks. Females are more likely than males to adopt protective practices, such as
limiting contact with strangers and using stronger privacy settings, due to a heightened
awareness of issues like online harassment [30]. Additionally, females often prioritize
physical safety in their online behaviour, employing strategies like using pseudonyms
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and avoiding the sharing of real-time locations to mitigate potential risks [31]. Given the
anticipated gender differences, where adolescent females are more likely to worry about
smartphone privacy due to concerns related to physical safety and location risks than
adolescent males, we propose the following hypothesis:

Hypothesis 3: Adolescent females are expected to have higher levels of concerns about smartphone
privacy than adolescent males.

2.4. Privacy Paradox

The privacy paradox describes a phenomenon where individuals express concerns
about their privacy yet engage in behaviours that contradict these concerns, often com-
promising their privacy in online environments [32]. This paradox is especially evident in
digital spaces, where users claim to value their privacy but still share personal information
freely, use weak passwords, or neglect to adjust privacy settings [33].

For adolescents, the privacy paradox is particularly pronounced due to their still-
developing capacity to fully comprehend long-term consequences and risks [34]. Ado-
lescents are more susceptible to impulsive behaviour, especially in the context of peer
interactions or social validation [9]. This impulsivity can lead to sharing personal informa-
tion online without fully considering the associated privacy risks [9]. While they may be
aware of privacy concerns such as cyberbullying, identity theft, or unwanted attention and
express anxiety about these threats, they frequently engage in risky behaviours like sharing
personal details, using weak passwords, or failing to log out of shared devices [35].

Gender differences are likely to influence how the privacy paradox manifests among
adolescents. These differences are shaped by variations in socialization, risk perception,
and the ways in which boys and girls interact with technology [24]. Males, who may be less
concerned about privacy breaches related to physical safety, such as stalking or harassment,
often focus more on cybersecurity threats like hacking and identity theft, employing tools
like two-factor authentication to protect themselves [36].

Females, on the other hand, typically perceive higher risks regarding privacy, espe-
cially concerning personal data being accessed and misused by third parties, potentially
leading to safety issues and harassment [24,37]. However, despite their heightened aware-
ness of these risks, they may paradoxically expose themselves to harm by freely using real
names and profiles across platforms for social connection purposes [38]. This behaviour
exemplifies the privacy paradox, where high-risk perception does not always translate
into protective actions. Given these observations, where adolescent males are likely to
have higher levels of knowledge of smartphone settings and a less cautious attitude to
smartphone privacy settings than adolescent females, we propose the following hypothesis:

Hypothesis 4: The privacy paradox between levels of knowledge of smartphone privacy settings
and levels of attitudes toward smartphone privacy settings will be more pronounced for adolescent
males than for adolescent females.

2.5. Targeted Educational Intervention

Addressing gender differences in privacy through inclusive education for technologi-
cal skills may help bridge gaps in knowledge, attitudes, and concerns related to smartphone
privacy settings by encouraging all teenagers to explore and develop a diverse range of
competencies. While many studies have applied theories such as communication privacy
management [39] and the privacy calculus model [40,41], this study leverages PMT to
examine how threat and coping appraisals influence protective behaviour. PMT suggests
that individuals are motivated to protect themselves when they perceive a threat as both
severe and credible (perceived threat) and believe they have the capability and efficacy
to respond effectively (perceived efficacy) [12]. This framework is particularly relevant
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to smartphone privacy, as it helps identify the factors that may deter individuals from
engaging in protective behaviours.

Linking PMT with educational programs has proven critical for enhancing cyber
privacy protection [42]. Research indicates that educational interventions can significantly
improve children’s digital skills and self-efficacy [43]. However, much of the current
cybersecurity privacy messaging lacks proper evaluation regarding its effectiveness in
being learned, applied, and the actual safety it provides [44] and differences between
genders. Understanding how PMT can address gender disparities in privacy attitudes
is essential, as these differences highlight the need for tailored education that addresses
specific concerns and behaviours. Considering that targeted educational interventions are
expected to reduce gender differences in privacy threat perceptions and efficacy based on
PMT, we propose the following hypothesis:

Hypothesis 5: A targeted educational intervention is expected to reduce gender disparities in knowl-
edge, attitudes, and concerns regarding smartphone privacy among adolescent males and females.

3. Materials and Methods
3.1. Procedure

The presenters delivered a one-off hands-on lesson of approximately one hour du-
ration in five Australian high schools. The lesson demonstrated how smartphones can
inadvertently share sensitive information, how easily this information can be captured
by others, and how students can manage their devices to prevent such data leaks. The
lesson included practical demonstrations where students learned how to turn off Bluetooth,
switch off Wi-Fi, change their Bluetooth name, and disable location services.

Before and after the lesson, students were invited to complete a short online survey
to assess changes in their awareness of online safety. Participation was voluntary and
not targeted by gender or ethnicity. Each student received a QR code linked to a unique
identifier for survey access. All participants received an AUD 20 gift card, regardless of
survey completion. Ethical approval was obtained from the university’s Human Research
Ethics Committee (Protocol No. H23489). Of 574 responses, 79 were excluded due to
incomplete surveys, leaving 495 valid responses for analysis.

3.2. Participants

To confirm the validity of the survey responses, the data were analysed to identify
duplicate participant IDs among the high school students who had shared the same QR
code. To differentiate between unique responses, different IP addresses suggested that the
survey was accessed from different devices. Gender, age, and high school information were
also used as unique identifiers to differentiate between responses.

Where all information was valid between the responses and there was a time difference
that aligned to before and after the presentation, these were classified as “Before” responses,
where the timeframe aligned to prior to the cyber safety lesson, and “after” responses, where
the timeframe aligned to after the cyber safety lesson. The dataset included 376 “before”
responses and 100 “after” responses.

Table 1 presents the sociodemographic statistics for the before and after groups, includ-
ing age, gender, school, and device ownership. Gender distribution remained relatively
consistent, with males comprising 41.2% of the before group and 47.0% of the after group,
and females making up 58.8% and 53.0%, respectively. Participants ranged in age from 13
to 19 years, with a mean age of 14.96 years (SD = 1.07) in the before group and 14.76 years
(SD = 0.94) in the after group. Most students were between 14 and 16 years old (>90%
in both groups), and 93% owned a smartphone. Smartphones accounted for 44.5% of all
devices owned, with 42% of students indicating they owned only one type of digital device.
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Table 1. Summary of sociodemographic statistics for the before and after groups.

Before After

n % n %

Age

13 8 2.1 1 1.0
14 155 41.2 54 54.0
15 88 23.4 15 15.0
16 100 26.6 28 28.0
17 19 5.1 2 2.0
18 5 1.3 - -
19 1 0.3 - -

Gender
Male 155 41.2 47 47.0

Female 221 58.8 53 53.0

Devices Owned

Smartphone 342 44.5 92 43.2
Smartwatch 113 14.7 34 16.0

iPad 125 16.3 34 16.0
Android Tablet 25 3.3 5 2.3
Fitness Tracker 52 6.8 14 6.6

Clothing with “Smart Tags” 7 0.9 5 2.3
Dumb Phone 15 2.0 2 0.9

None 3 0.4 27 12.7
Other 87 11.3 92 43.2

Number of
Devices Owned

0 3 0.8 2 1.9
1 159 42.3 39 37.5
2 99 26.3 26 25.0
3 70 18.6 24 23.1
4 35 9.3 12 11.5
5 7 1.9 1 1.0
6 1 0.3 2 1.9
7 2 0.5 39 37.5

3.3. Measures

Knowledge of smartphone privacy settings was measured using 13 questionnaire items
rated on a four-point Likert scale from one (Strongly disagree) to four (strongly agree). The
questions asked students about their knowledge of smartphone names, location services,
Bluetooth, Wi-Fi, IP address, and SSID settings. This questionnaire received a total of
476 responses from students. There were 375 “before” responses and 101 “after” responses.

Attitudes towards smartphone privacy settings were measured using 6 questionnaire
items rated on a four-point Likert scale from one (strongly disagree) to four (strongly agree).
The questions asked students about their attitude towards accessing public Wi-Fi’s, using
their real name, switching off location services, Bluetooth and Wi-Fi, and whether or not
they worry about their cybersecurity. This questionnaire received a total of 476 responses
from students. There were 367 “before” responses and 96 “after” responses.

Concerns about smartphone privacy was measured using 13 questionnaire items rated
on a four-point Likert scale from one (strongly disagree) to four (strongly agree). The
questions were grouped into four main privacy concern categories with an additional
two questions for each category outlining whether their concern was heightened “if the
person monitoring their privacy was a stranger” and “if the monitoring was happening
without their awareness”. A total of 448 responses were included in the analysis. There
were 358 “before” responses and 90 “after” responses.

3.4. Data Analysis

Data analysis was conducted using IBM SPSS Statistics for Windows, Version 26. To
explore intergroup differences in responses before and after the intervention, as well as
potential gender-related variances, we employed t-tests and one-way ANOVA. Data were
collected via an online survey tool, extracted, and tabulated using Microsoft Excel Version
2406 (Microsoft Corporation, Redmond, WA, USA). An independent sample t-test was
used to compare gender differences and evaluate before and after intervention outcomes.
The mean (M) and standard deviation (SD) values were also calculated. Additionally,
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analysis of variance (ANOVA) was used to assess the magnitude of changes within each
group, determining t-values (t) and statistically significant p-values (p). Eta-squared (η2)
was calculated as a measure of effect size. Tukey’s post hoc test was conducted to facilitate
pairwise comparisons between mean scores, particularly in assessing differences between
before and after intervention results across schools. Statistical significance was set at
* p < 0.05 and ** p < 0.01.

4. Results

Figure 1 presents the mean differences between males and females for each question
set before and after the intervention. Females had the highest overall mean scores for
the concerns about smartphone privacy questions, while males had the highest mean
scores for knowledge of smartphone privacy settings and attitude towards smartphone
privacy settings.
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Figure 1. Gender before and after mean results for each survey questionnaire.

Table 2 presents the overall mean scores for each question set, comparing gender
results for the before and after groups. Notably, all mean scores for both males and females
increased in the after group compared to the before group.

Table 2. Overall mean statistics for each question set relating to each gender for the before and
after groups.

Before After

n M SD n M SD

Knowledge of Smartphone
Privacy Settings

Male 147 3.19 0.53 46 3.45 0.44
Female 213 3.04 0.55 51 3.42 0.45

Attitudes towards Smartphone
Privacy Settings

Male 142 2.41 0.65 43 2.46 0.65
Female 210 2.35 0.71 50 2.41 0.87

Concerns About
Smartphone Privacy

Male 138 3.48 0.54 38 3.58 0.51
Female 206 3.54 0.56 49 3.64 0.46

4.1. Knowledge of Smartphone Privacy Settings

Table 3 shows the mean and standard deviation for the knowledge of smartphone
privacy settings questions based on both the male and female responses for the before
and after groups. For the before group, males scored higher than females in 11 out of
13 knowledge of smartphone privacy settings questions. For the after group, males scored
higher on seven out of 13 knowledge of smartphone privacy settings questions, which
indicated a reduction in the differences between male and female knowledge levels post
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the cyber safety lesson. The results indicate that both males and females possess a generally
high level of knowledge regarding smartphone settings, with mean scores predominantly
above 3. This suggests that both genders had a solid understanding of essential smartphone
functionalities post the cyber safety intervention lesson.

Table 3. Mean results for knowledge of smartphone settings for male and female before and af-
ter groups.

Before After

Question Gender n M SD n M SD

1 I know how to change my name
on my smartphone

Male 147 3.39 0.73 46 3.76 0.43
Female 213 3.41 0.76 51 3.76 0.47

2 I know how to switch off my
location services

Male 147 3.48 0.66 46 3.63 0.57
Female 213 3.50 0.69 51 3.67 0.59

3 I know what an SSID is Male 147 2.53 0.97 46 2.93 0.93
Female 213 2.01 0.93 51 2.47 0.99

4 I know how to switch off my
Wi-Fi connection

Male 147 3.79 0.46 46 3.76 0.43
Female 213 3.74 0.54 51 3.73 0.57

5 I know what my Wi-Fi is
broadcasting

Male 147 3.07 0.87 46 3.50 0.66
Female 213 2.77 0.93 51 3.35 0.72

6 I know what Bluetooth
advertisement is

Male 147 2.90 0.89 46 3.30 0.73
Female 213 2.81 0.92 51 3.29 0.78

7 I know how to switch off my
Bluetooth connection

Male 147 3.76 0.49 46 3.67 0.47
Female 213 3.71 0.55 51 3.75 0.48

8 I know how to prevent apps from
tracking my activities

Male 147 3.31 0.70 46 3.43 0.69
Female 213 3.05 0.84 51 3.49 0.67

9 I know how to prevent IP
Address Tracking

Male 147 2.67 0.87 46 3.00 0.84
Female 213 2.50 0.99 51 3.12 0.89

10 I know what my Bluetooth device
is Broadcasting

Male 147 2.91 0.87 46 3.33 0.70
Female 213 2.74 0.97 51 3.27 0.87

11 I know how to change my
Bluetooth name

Male 147 3.21 0.85 46 3.52 0.66
Female 213 3.08 0.89 51 3.57 0.67

12 I know how to manage my
smartphone settings

Male 147 3.48 0.58 46 3.59 0.54
Female 213 3.34 0.70 51 3.57 0.54

13 I know that my smartphone
continually leaks information

Male 147 3.02 0.88 46 3.48 0.59
Female 213 2.88 0.87 51 3.43 0.61

Before intervention, both male and female participants displayed a reasonably high
level of knowledge about smartphone settings, with males generally scoring slightly higher
across most questions. Males showed a higher familiarity with concepts like SSID (M = 2.53,
SD = 0.97) and what their Wi-Fi is broadcasting (M = 3.07, SD = 0.87) compared to females
(SSID: M = 2.01, SD = 0.93; Wi-Fi broadcasting: M = 2.77, SD = 0.93). Both genders had the
highest confidence in knowing how to switch off their Wi-Fi connection (males: M = 3.79,
SD = 0.46; females: M = 3.74, SD = 0.54). On average, males reported higher knowledge
than females in nearly all aspects of smartphone settings. The most significant gaps were
observed in technical areas, such as knowing what an SSID is and understanding what
their Wi-Fi or Bluetooth devices broadcast.

After intervention, knowledge levels improved across all items for both genders, with
noticeable increases in understanding complex concepts like preventing IP address tracking
(males: M = 3.00, SD = 0.84; females: M = 3.12, SD = 0.89) and what Bluetooth devices
broadcast (males: M = 3.33, SD = 0.70; females: M = 3.27, SD = 0.87). The gap between
male and female knowledge narrowed after the intervention, particularly in areas like
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changing Bluetooth names (males: M = 3.52, SD = 0.66; females: M = 3.57, SD = 0.67) and
managing smartphone settings (males: M = 3.59, SD = 0.54; females: M = 3.57, SD = 0.54).
Both genders saw increases in their mean scores, with the most substantial gains in areas
where knowledge was initially lower, such as understanding SSID and IP address tracking.

The variability in responses was generally higher among females than males before the
intervention, particularly in knowledge areas that were more technical, such as SSID and
what their devices broadcast via Bluetooth or Wi-Fi. This suggests a broader range of un-
derstanding within the female group. Post the intervention, standard deviations generally
decreased, indicating a more consistent level of knowledge across participants, with some
areas showing significant convergence between males and females. For example, knowl-
edge about preventing IP address tracking saw a notable reduction in variability for both
genders, suggesting the intervention was effective in standardizing this understanding.

A two-sample t-test and ANOVA means analysis were performed to compare knowl-
edge of smartphone privacy settings questions results between males (n = 147) and females
(n = 213) in the before group. There was a significant difference in the means for question
three relating to students “knowing what an SSID is” between males (M = 2.53, SD = 0.97)
and females (M = 2.01, SD = 0.93); t(304) = 5.038, p = 0.000, η2 = 0.067. There was a significant
difference in the means for question five relating to students “knowing what their Wi-Fi is
broadcasting” between males (M = 3.07, SD = 0.87) and females (M = 2.77, SD = 0.93); t(358)
= 3.083, p = 0.002, η2 = 0.026. There was a significant difference in the means for question
eight relating to students “knowing how to prevent apps from tracking their activities”
between males (M = 3.31, SD = 0.70) and females (M = 3.05, SD = 0.84); t(358) = 3.094,
p = 0.002, η2 = 0.026. There was a significant difference in the means for question 12 relating
to students ‘knowing how to manage their smartphone settings’ between males (M = 3.48,
SD = 0.58) and females (M = 3.34, SD = 0.70); t(358) = 2.003, p = 0.046, η2 = 0.011.

A two-sample t-test and ANOVA means analysis were performed to compare knowl-
edge of smartphone privacy settings questions results between males (n = 46) and females
(n = 51) in the after group. There was only one significant difference in the means post
the cybersecurity lesson and that was for question three relating to "students knowing
what an SSID is” between males (M = 2.93, SD = 0.93) and females (M = 2.47, SD = 0.99);
t(95) = 2.386, p = 0.019, η2 = 0.056. There was no significant difference in the means for
the remaining knowledge of smartphone privacy settings questions post the cybersecurity
lesson, which indicates the cybersecurity lesson was effective in increasing both male and
female knowledge of smartphone privacy settings.

The results indicate that Hypothesis 1 was supported, as males were found to have a
higher level of knowledge of smartphone privacy settings than females. The intervention
appears to have effectively elevated knowledge in these more technical aspects, reducing
the gender gap observed before the intervention.

4.2. Attitudes towards Smartphone Privacy Settings

Table 4 presents the mean and standard deviation for responses to the attitude towards
smartphone privacy settings questions, comparing male and female responses before and
after the cyber safety lesson. In both the before and after groups, males and females scored
three out of six questions higher. Females reported higher scores than males in the following
areas: regularly switching off location services, regularly switching off Wi-Fi, in the after
group only, switching off Bluetooth radio regularly and, in the before group only, concerns
about smartphone security not being adequately addressed by their device.
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Table 4. Mean results for attitude towards smartphone settings questions for male and female before
and after groups.

Before After

Question Gender n M SD n M SD

1 I don’t use public Wi-Fis whenever they
are available

Male 142 2.77 1.03 43 2.88 1.00
Female 210 2.60 0.95 50 2.62 1.10

2 I don’t use my real name as my
smartphone name

Male 142 2.35 0.98 43 2.79 0.97
Female 210 2.10 0.98 50 2.40 0.97

3 I switch off my location services regularly Male 142 2.32 0.89 43 2.21 0.89
Female 210 2.38 0.89 50 2.28 0.97

4 I switch off my Wi-Fi connection regularly Male 142 2.15 0.85 43 2.07 0.74
Female 210 2.22 0.92 50 2.30 1.04

5 I switch off my Bluetooth radio regularly Male 142 2.43 0.96 43 2.28 0.80
Female 210 2.31 0.95 50 2.40 1.01

6 I worry about smartphone security because
my smartphone does not take care of it

Male 142 2.42 0.89 43 2.53 0.96
Female 210 2.47 0.94 50 2.44 1.01

Before intervention, both males and females exhibited moderate levels of protective
behaviours regarding smartphone use. Males were slightly more likely than females to
avoid using public Wi-Fi (M = 2.77, SD = 1.03) and to not use their real name as their
smartphone name (M = 2.35, SD = 0.98). However, neither group consistently engaged in
practices like switching off location services or Bluetooth regularly, with mean scores around
2.3 for both genders. In comparison, in the post-intervention group, there were modest
improvements in privacy protective behaviours. Both genders reported slight increases in
not using their real name as their smartphone name (Males: M = 2.79, SD = 0.97; Females:
M = 2.40, SD = 0.97). However, behaviours such as regularly switching off Wi-Fi and
location services remained relatively unchanged, indicating persistent habits that may be
harder to shift.

Males generally reported slightly higher protective behaviours than females across
most questions before the intervention, particularly in avoiding public Wi-Fi and not using
their real name as a smartphone name. The differences were small but consistent. Both
genders showed small improvements in their protective behaviours, with males continuing
to report slightly higher levels of these behaviours than females in the after group. The
most notable improvement was in the practice of not using real names for smartphone
identification, especially among males (M = 2.79, SD = 0.97).

The variability in responses was similar between males and females in the before
group, with standard deviations indicating a moderate spread in protective behaviours.
The highest variability was observed in the use of public Wi-Fi and the switching off of
Bluetooth, suggesting diverse attitudes and practices within each gender group. Standard
deviations remained relatively stable post-intervention, with no significant reductions in
variability. This indicates that while mean behaviours improved slightly, the range of
attitudes and practices among participants did not become more uniform.

A two-sample t-test and ANOVA means analysis were performed to compare knowl-
edge of smartphone privacy settings questions results for males (n = 142) and females
(n = 210) in the before group. There was a significant difference in the means for question
two relating to whether students “didn’t use their real name as their smartphone name”
between males (M = 2.35, SD = 0.98) and females (M = 2.10, SD = 0.98); t(350) = 2.339,
p = 0.020, η2 = 0.048. There were no statistically significant differences for the attitudes
towards smartphone privacy settings questions for after group between males and females
indicating the educational intervention led to more consistent levels of privacy attitudes
post the cybersecurity lesson.

The results indicate that Hypothesis 2 was not supported, as both males and females
exhibited cautious attitudes toward smartphone settings, albeit in different areas. In the
preintervention group, males showed more caution in technical aspects, while females
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were more cautious regarding location privacy and general security concerns, aligning
with expected gender differences in knowledge of smartphone settings and concerns
about privacy.

The results supported Hypothesis 4, as the results underscore gender differences in
knowledge and attitudes toward smartphone privacy and security, leading to increased
privacy paradox for males. While both genders expressed moderate concern, males tended
to score slightly higher on most measures. However, mean attitude scores were lower
than knowledge scores, indicating a gap between awareness and behaviour. In the post-
intervention group, this gap narrowed for means for both genders, with the difference
between male and female scores decreasing from 0.09 to 0.02, though males continued to
exhibit larger gaps between knowledge and attitudes.

4.3. Concerns About Smartphone Privacy

Table 5 shows the mean and standard deviation for concerns about smartphone privacy
questions for males and females within the before and after group. Females scored higher
means than males across the majority of the questions in the before and after group. Both
male and female respondents exhibited a strong awareness of privacy concerns regarding
their location data, with average scores consistently around 3.5 on a scale of one to four.

Table 5. Mean results for concerns about smartphone privacy for male and female before and
after groups.

Before After

Question Gender n M SD n M SD

1. I would be concerned if someone knew where I was at
any particular point in time

Male 138 3.24 0.80 38 3.47 0.65
Female 206 3.23 0.80 49 3.49 0.65

1.1 I would be more concerned if that someone was
a stranger

Male 138 3.49 0.70 38 3.55 0.69
Female 206 3.64 0.62 49 3.69 0.51

1.2 I would be even more concerned if I didn’t know it
was happening

Male 138 3.54 0.62 38 3.61 0.64
Female 206 3.59 0.65 49 3.67 0.47

2 I would be concerned if someone knew where I was at
the same time every day

Male 138 3.43 0.66 38 3.55 0.60
Female 206 3.44 0.70 49 3.59 0.54

2.1 I would be more concerned if that someone was
a stranger

Male 138 3.56 0.64 38 3.61 0.50
Female 206 3.66 0.64 49 3.71 0.50

2.2 I would be more concerned if I didn’t know it
was happening

Male 138 3.57 0.60 38 3.55 0.69
Female 206 3.60 0.66 49 3.69 0.47

3 I would be concerned if someone knew what my
regular travel route to school was

Male 138 3.25 0.74 38 3.55 0.65
Female 206 3.34 0.80 49 3.55 0.58

3.1 I would be more concerned if that someone was
a stranger

Male 138 3.50 0.66 38 3.68 0.47
Female 206 3.60 0.69 49 3.71 0.50

3.2 I would be more concerned if I didn’t know it
was happening

Male 138 3.52 0.61 38 3.58 0.60
Female 206 3.57 0.66 49 3.65 0.48

4 I would be concerned if someone was able to plot my
location on a Google map at a particular point in time

Male 138 3.49 0.64 38 3.53 0.65
Female 206 3.56 0.65 49 3.59 0.57

4.1 I would be concerned if someone could plot my
location on a Google map over a period of time

Male 138 3.53 0.63 38 3.61 0.60
Female 206 3.55 0.69 49 3.67 0.47

4.2 I would be more concerned if that someone was
a stranger

Male 138 3.54 0.64 38 3.58 0.55
Female 206 3.64 0.65 49 3.67 0.52

4.3 I would be more concerned if I didn’t know it
was happening

Male 138 3.56 0.62 38 3.63 0.54
Female 206 3.61 0.66 49 3.61 0.61

The highest concerns were related to the involvement of strangers and the lack of
knowledge about being tracked, with males and females both expressing significant unease
about these scenarios (e.g., “I would be more concerned if that someone was a stranger”:
males M = 3.49, SD = 0.70; females M = 3.64, SD = 0.62). There was a slight increase in
concern levels, post-intervention, especially among females. For example, female concern
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about someone knowing where they were at any particular point in time increased slightly
(M = 3.49, SD = 0.65), as did concern about strangers having access to their location data
over time (M = 3.67, SD = 0.47). Males also showed slight increases, but the changes were
generally smaller.

The means indicate that females were generally more concerned about location privacy
than males, particularly when considering scenarios involving strangers or unknown
tracking in the before group. For instance, females reported higher concern about a stranger
knowing their location (M = 3.64) compared to males (M = 3.49). Both genders exhibited
small increases in concern levels post-intervention, with females maintaining slightly
higher concern levels than males across most variables. Notably, the concern about location
tracking by strangers remained one of the highest-rated items for both groups (males:
M = 3.58; females: M = 3.67).

Standard deviations across the board were relatively low in the before group, suggest-
ing a consensus among participants regarding their concerns about location privacy. The
highest variability was observed in responses to concerns about what a stranger might
know, indicating some differences in perception among participants. The standard de-
viations remained stable post-intervention, with only minor changes, indicating that the
intervention did not significantly alter the distribution of responses. Females, in partic-
ular, showed a slight decrease in variability, suggesting a more uniform concern level
post-intervention.

A two-sample t-test and ANOVA means analysis were performed to compare concerns
about smartphone privacy questions results for males (n = 138) and females (n = 206) in
the before group. There was a significant difference in the means for the second question
in the first category of whether students “would be more concerned if a stranger knew
where they were at any particular point in time” between males (M = 3.49, SD = 0.70) and
females (M = 3.64, SD = 0.62); t(271) = −2.015, p = 0.045, η2 = 0.048. There was no significant
difference in the means for any of the other questions in the male and female groups for
concerns about smartphone privacy. There were no statistically significant differences
for the concerns about smartphone privacy questions for after group between males and
females, indicating the educational intervention had some effect on consistency in attitude
towards privacy post the cybersecurity lesson.

The results support Hypothesis 3, with females exhibiting higher levels of concern
about smartphone privacy settings, especially related to personal safety and strangers,
compared to males. The intervention successfully increased perceived threats for both
genders, narrowing the preintervention gender gap.

The results also supported Hypothesis 5, as the targeted educational intervention
reduced gender differences in knowledge, attitudes, and concerns regarding smartphone
privacy. Post-intervention, responses from male and female adolescents were more con-
sistent across all question sets, suggesting that educational interventions can effectively
reduce gender disparities in smartphone privacy risk.

5. Discussion
5.1. Knowledge of Smartphone Privacy Settings

The results revealed that, prior to the intervention, females reported lower knowledge
of smartphone settings compared to males. However, after the cyber safety lessons, both
genders exhibited significant improvements in knowledge, leading to more consistent levels
across genders. This finding highlights the effectiveness of the intervention in enhancing
students’ understanding of smartphone security settings, aligning with PMT [12], which
suggests that perceived threat and efficacy can drive behavioural change.

Despite overall improvements in knowledge across both genders, technical aspects
like SSIDs and broadcasting settings remained challenging, particularly for females. Males
exhibited slightly better technical understanding, supporting previous findings on gender
differences in confidence and technical knowledge [13]. The results suggest that targeted
interventions may be necessary to bridge this gap. Interestingly, even males—who initially
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reported higher confidence in their knowledge—demonstrated significant improvement,
suggesting the value of continual reinforcement of PMT concepts for addressing ongoing
behaviour change [12].

While the results showed that the intervention helped equalize knowledge between
genders, the results also indicate that post-intervention, females rated their knowledge on
par with males, highlighting that when equipped with equal knowledge, both genders
can perform similarly. This suggests that prior to the lesson, females may have lacked
confidence rather than ability. This finding aligns with previous research, which suggests
that a lack of confidence may lead females to perceive themselves as less knowledgeable,
even when their actual skills are comparable to males [21]. Social biases often portray
men as being more proficient in technology and this is likely to contribute to females
self-reporting lower confidence in technological skills [19,20].

5.2. Attitudes towards Smartphone Privacy Settings

Despite increased awareness, the persistence of behaviours like keeping Wi-Fi and
Bluetooth enabled underscores the privacy paradox [32], where knowledge does not al-
ways translate into protective actions. These results emphasize the need for educational
programs to not only increase knowledge but also actively change behaviours regarding
smartphone privacy management. The gender differences observed in attitudes toward
privacy management suggest that education should target specific concerns and behaviours.
Programs should focus not only on increasing knowledge of smartphone privacy settings
but also on shaping attitudes toward actively managing these settings.

Future research could explore the psychological or contextual factors that contribute
to the persistence of risky behaviours, such as the reluctance to disable Wi-Fi or Bluetooth.
Additionally, evaluating the impact of different educational interventions, such as gamified
learning or peer-led discussions, could provide valuable insights into improving behaviours.
Additionally, evaluating whether these risky behaviours correlate with actual privacy
breaches would offer a more comprehensive understanding of the practical effectiveness of
these educational interventions in promoting cyber safety. Although targeted interventions
resulted in modest improvements in behaviours, such as avoiding real-name use for
smartphone identification, other behaviours—like regularly disabling location services
or Wi-Fi connections—remained more resistant to significant change. This suggests that
ongoing education is crucial to not only raise awareness but also to motivate more consistent
behavioural changes. Tailoring educational messages to address specific misconceptions or
barriers could significantly enhance the effectiveness of these interventions.

The results underscore gender differences in the privacy paradox [32]. While both
genders expressed moderate concern, males tended to score slightly higher on most mea-
sures. However, mean attitude scores were lower than knowledge scores, indicating a
gap between awareness and behaviour. This aligns with previous research showing that
while females perceive greater privacy risks, especially related to personal data misuse
and harassment, their attitudes may not always translate into protective actions [24,37],
and males have a tendency to share personal information more freely on social media,
potentially leading to less effective use of privacy settings [24].

5.3. Concerns About Smartphone Privacy

The findings highlight gender differences in privacy concerns related to location data.
Both genders showed moderate concern about their whereabouts being known, with males
slightly more concerned overall, but females expressing greater concern when strangers
were involved, aligning with other research on gender and physical safety concerns [30].
This concern persisted across scenarios, such as being tracked daily or having their travel
route known.

Both genders consistently demonstrated awareness of location tracking risks. Females
were particularly worried about being tracked via Google Maps, especially by strangers
or without their knowledge. These results suggest that females’ concerns are often linked
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to personal safety, emphasizing the need for education that addresses both privacy and
physical security risks.

The findings highlight the need for tailored cyber education that not only addresses
knowledge gaps but also focuses on motivating protective behaviours, particularly where
privacy concern gaps persist. Future interventions should prioritize educating adolescents
about location privacy, especially in relation to personal safety concerns for being tracked
by unknown individuals. While self-reported concern levels were already high, targeted
education can further increase awareness and promote safer behaviours. Future inter-
ventions should not only raise awareness but also teach practical strategies for managing
location privacy, like effective use of privacy settings and understanding the implications of
location sharing. Further research could explore whether increased concern leads to more
cautious use of location services, the factors driving higher concern among females, and
how peer influence shapes attitudes toward location privacy. This could help in designing
more impactful educational programs. Teaching practical strategies for managing location
privacy and emphasizing the implications of location sharing will be essential for fostering
safer digital practices among adolescents.

6. Conclusions

This study contributes to the understanding of how gender differences influence
privacy behaviours among adolescents and underscores the need for tailored educational
interventions to address these disparities. Our study found that before the cyber safety
intervention, females reported lower knowledge of smartphone settings than males. After
the lesson, this gap narrowed, with both genders demonstrating more consistent under-
standing. Males still had a slight edge in technical areas like SSIDs and broadcasting
settings, highlighting the need for targeted interventions to support female students in
these areas. Both genders showed lower attitudes towards smartphone privacy compared to
knowledge, with males displaying the largest gap, reflecting the privacy paradox. Females
expressed greater concern regarding location privacy, especially when tracked by unknown
individuals, indicating that while both genders are aware of risks, females perceive them
more acutely.

The results suggest that targeted educational programs can effectively enhance ado-
lescents’ knowledge, attitudes, and concerns about smartphone privacy, particularly in
technical areas where gender gaps exist. The narrowing of the knowledge gap across both
genders post-intervention underscores the importance of such programs in building essen-
tial digital literacy skills, though persistent differences highlight the need for continued,
focused efforts. Educational interventions should not only address the knowledge gap but
also focus on changing behaviours related to privacy. Adolescents need practical skills to
manage privacy settings, understand data-sharing risks, and recognize phishing attempts.
By acknowledging gender differences, digital literacy programs can be tailored to meet
distinct needs. These differences are influenced by education, cultural norms, access to
technology, and personal interests.

These findings highlight the potential for targeted educational interventions to sig-
nificantly improve smartphone privacy knowledge and reduce risky behaviours among
adolescents. Schools can incorporate cyber safety lessons into their curricula, supported
by policies that mandate regular education on managing smartphone privacy settings and
mitigating data leakage. The demonstrated reduction in data leakage post-lesson suggests
real behavioural change, with implications for shaping broader government and advocacy
programs. Tailored interventions, particularly for female students who were found to be
more at risk, can further enhance the effectiveness of these initiatives. Ultimately, these ef-
forts could lead to a generation of digitally literate adolescents better equipped to navigate
online risks, informing both school policies and national cyber safety strategies.

A limitation of this study was the small size of the post-lesson survey group and the
lack of long-term impact assessment. Future research should ensure that all prelesson
survey participants also complete the post-lesson survey and conduct longitudinal studies
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to evaluate the lasting effectiveness of cyber safety education. Another limitation is un-
derstanding existing levels of technology use and psychological or contextual factors that
contribute to the persistence of certain risky behaviours, such as the reluctance to switch off
Wi-Fi or Bluetooth. Further research might also examine whether these behaviours correlate
with actual incidents of privacy breaches, offering a more comprehensive understanding
of the effectiveness of these practices. Future investigations could shed light on persistent
knowledge gaps, especially concerning SSIDs and technical aspects, and understanding
students’ prior technology experiences could provide valuable insights.
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