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Abstract
There have been a number of articles in the literature that discuss the
creation of an architecture for identity management. However these have
generally been technical implementations of secure authentication processes
rather than the description of an architectural design with one notable
exception. This thesis explores the level of understanding of identity
management architecture along with its place in the literature and its use in
industry. It also defines the major terms used in identity management.
The research is based on a case study of eight Australian public
sector agencies that had designed identity management systems. The case
study allowed the essential elements of identity management systems to be
identified. The identification of these elements enabled the development of a
new Identity Management Architecture (IdMA).
This IdMA was designed as a series of frameworks that will
integrate identity management into the existing policies, processes,
workflows, technologies and data of an enterprise. Each framework
combines one or more of these identity management elements with the
relevant enterprise processes and workflows into an integrated set of
processes and workflows.
The IdMA provides a reference architecture for researchers and
practitioners. This reference architecture contains a set of diagrams that
illustrates how the frameworks relate to each other and to the processes and
workflows of the enterprise. It provides a set of architectural guidance and
best practice information for the design of identity management systems.
It also provides a graphical representation of the enterprise and its
policies, processes, workflows, technologies and data. This provides the
enterprise with a set of unique tools to investigate and map existing
processes and workflows. It is also possible to use the IdMA as a tool to
evaluate other potential identity management and federation solutions.
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1 Chapter 1 — Introduction
“Computer Science is no more about computers than astronomy is
about telescopes” E. W. Dijkstra (1930-2002)

In the Australian Public sector, governments at both State and
Federal levels have tried to rationalise resources by providing a shared
common resource across the Whole of Government (WoG). Each
government‘s aim was to achieve economies of scale and a more efficient
use of resources. There are a number of proposals to share some common
Government corporate services amongst different agencies. For example,
the New South Wales (NSW) Government has a proposal for Shared
Corporate Services (Government Chief Information Office, 2003); the
Western Australian Government set up a Shared Corporate Services
Program to begin the process of sharing services between agencies
(Convergence e-Business Solutions Pty Ltd, 2005); the Local Government
Association of South Australia is developing initiatives to share services
among Local Government Areas (Shared Services Management, 2003); the
National E-Health Transition Authority (NEHTA) is developing a national
approach within the Australian health sector for a comprehensive method of
managing digital identities and E-Health applications and resources between
State and Federal agencies (NEHTA, 2007).
But before any form of sharing services can commence, each
government has to resolve the problem of providing separate groups of
identities with access to those resources. Essentially, a government has two
potential solutions: they can establish new identities for all personnel that
need access to the shared resource; or they can find a method to allow
existing identities in each agency to access these resources. The first
solution requires a complete new authentication and access control system
to access those resources. The second solution requires an identity
management system that allows existing agency identities to access external
resources in other agencies. This also implies some form of federation
between the agencies. The identity management system is often chosen
because this solution can be developed and implemented using the existing
infrastructure and identities. An identity management system will also act to
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prevent the increased administrative burden of managing large numbers of
external users, their identities and authentication credentials.
The use of an identity management solution to provide access to
WoG resources means that governments will need to implement some form
of federation between previously separate agencies. A federation can be
created when an enterprise has resources that it wishes to publish and which
other external enterprises wish to consume. The enterprise that publishes the
resources is known as the federation master, while enterprises that consume
those resources are known as federation members. Typically, a federation is
created when the federation master allows users in a federation member
enterprise to authenticate and consume the published resources using their
own internal federation member identity and authentication credentials. This
allows the federation master to shift the administrative burden of
maintaining and authenticating identities back to the member federations.
A federation can only work when a trust arrangement is in place
between the federation master and each federation member. This trust
arrangement includes both a contractual trust agreement, such as an
Information Exchange Agreement (IEA), that allows one enterprise to trust
the other, as well as the technical trust arrangement between the enterprises‘
directory services, Each enterprise must trust that the other enterprise is
diligent and consistent in their approach to the federation. If one agency
cannot trust another then the federation is doomed to failure (White, Altas,
Howarth, & Weckert, 2007).
A federation of existing agencies can become a major issue for a
government. As one example, the NSW Government currently has some
130 agencies and approximately 220,000 personnel. The cost of creating a
separate infrastructure so that some or all personnel can access shared
resources could become prohibitive. This infrastructure would also need to
include new information security policies along with any applications that
would also need to be deployed to access the shared resources. Each NSW
agency already has its own identity and access infrastructure, so the
federation of existing infrastructure using a single identity management
architecture is the obvious solution.
A major problem for government is that there appears to be no
current model of an identity management architecture that can be used as a
2

reference to design a solution. This lack of a defined and agreed model
leaves government with the possibility that the solution may be inadequate
for their needs. Dijkstra‘s comment at the start of this chapter then becomes
quite pertinent. Identity management is often seen as a purely technical
solution to a problem. However, the problem of a clearly defined model for
the design of identity management solutions leaves both practitioners and
researchers without a clear and consistent foundation on which to base a
design.
It was therefore necessary to examine current research and practice
in the area of identity management. This examination was designed to
determine if any common elements can be discerned from the design and
implementation of identity management in public sector enterprises. This
research aimed to explore whether the identity management designs and
implementations studied used some common elements that together can
constitute an Identity Management Architecture (IdMA).
The problem of identity management, together with the allied issues
of design and implementation, pose particular problems for governments in
all countries. The Australian Public sector consists of a Federal Government
with eight State and Territory Governments. It provides a good example for
study as the sector is not too large to be studied thoroughly, as already
noted. Each government has approached the same problem in a different
manner, so a study of this sector provides a good baseline that can be easily
extended to public sectors in other countries. It will also provide a baseline
for industry as many of the same problems, although with a different
emphasis, exist for commercial enterprises.
This study identified the common elements of each design which led
to the recognition and clarification of the essential components of an IdMA.
A new IdMA was able to be described following the identification of these
elements. This new IdMA should provide a model for the implementation of
identity management in a public sector enterprise.
The scope of this study was restricted to the analysis of the design of
identity management solutions that have been designed or implemented
within the public sector in Australia. The specifics of individual designs,
implementation details or details of security were excluded from the scope
of the study. The research also excluded the questions of access to shared
3

resources by third parties or the general public. These various exclusions
were necessary to preserve the security of the designs and implementations.
The issues of both third party access as well as access by the public to
public sector resources will be considered in future research.
The WoG architectures were also examined to determine how they
would be able to federate between agencies. The need to consider federation
is evident as governments want to share resources between agencies as well
as combine services in order to provide consumer access in the future. An
example of this need to consider federation is the proposed introduction of
E-Health records for Australian citizens (NEHTA, 2007). The proposal is
that all health records should be stored electronically and that these records
be accessible to clinicians and health providers at all levels. An electronic
health record would then be available to the patient‘s local doctor, local
clinic, hospital and other health service providers regardless of where in
Australia the record is accessed. This provides the possibility of having a
patient‘s full health record available to a clinician anywhere in Australia and
that accessibility may well save a patient‘s life. However, this requires an
additional layer of identity management at a Federal level over any existing
State implementations of identity management. This implies that each level
of identity management at State and Federal level must be capable of
passing and handling authentication requests between agencies in other
states and the Federal health agencies. It also implies that each level has a
series of IEA‘s in place to create the essential trust agreements.
Government agencies, and other enterprises, may also be required to
comply with a number of highly complex, and sometimes conflicting, sets
of legislation or regulation. These requirements may also be in conflict with
existing internal security controls and requirements. The introduction and
compliance with international standards, such as ISO/IEC 27001 or
ISO/IEC 17799, COBIT or ISO 20000, forces agencies and enterprises to
examine their existing processes and procedures and document them in
order to meet their compliance targets.
This move to enforce compliance with standards, with its insistence
on the documentation of process, implies that some processes are common
to many enterprises. These generic processes are commonly used in
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enterprises, even though they may be implemented differently in similar
enterprises.
It would appear that current understanding of an enterprise
framework for an identity management system depends more upon a
vendor‘s implementation than a defined model. Most major vendors offer
identity management systems. But they offer the some components as
separate, stand-alone systems that can be installed and later linked together
into an identity management system. Strictly speaking, this could be
potentially recognised as an implementation of a framework that allows
interoperability between the components (Gamma, Helm, Johnson, &
Vlissides, 2000) but it does not define a formal model of an enterprise
identity management system.
It is obvious that a set of problems exists that will cost Governments
and other enterprises a considerable amount of time and resources to
resolve. It is proposed that the development of an IdMA and its associated
frameworks will provide governments and other enterprises with a set of
tools and procedures that will reduce this effort. It is also proposed that the
IdMA will provide the Information Technology industry with a model that
can be used to develop solutions to this set of problems.
It will be seen that many of the governments studied implemented a
form of IdMA in an attempt to resolve some of these issues. This is an
important step in the development of identity management solutions as it
shows an understanding and awareness that more than just a technical
solution is required in order to fully resolve these issues. It will be shown
that there is no accepted model of an IdMA that could be used to plan or
implement a WoG solution that also includes federation.
But identity management is an area that is not clearly defined either
in industry or in the literature. Many people claim to know what it means,
but the definitions they use are often very different. It is therefore necessary
to initially define some of the major terms that will be used throughout this
thesis.
We define Identity Management as the administration of an entity’s
digital identity so as to provide secure and controlled access to the
resources that the entity is entitled to use. This definition indicates that
Identity Management covers a much wider scope than is initially realised.
5

The ‗administration of an entity’s digital identity‘ implies that all aspects of
that administration, including identification of the entity and the issuing of
credentials, are part of the identity management process. It also implies the
continued maintenance of the identity and its credentials throughout their
life-cycles. The need to provide ‗secure and controlled access‘ entails the
use of a system of authentication to ensure that only the correct identities are
allowed access. It also includes access control to ensure that the
authenticated identity only has access to those resources that it is entitled to
use. The use of the phrase ‗entitled to use‘ also implies that there must be a
system of provisioning to ensure that an identity is granted access only to
the resources that it is entitled to access. This leads to the additional
implication that a system of governance must be in place to monitor the
entire process of identity management.
The term Federated Identity is also used both in the literature and by
a number of vendors, but the term seems to be loosely defined. Federated
Identity may be defined as the authentication of an entity’s digital identity
by an enterprise that is separated by a domain boundary. It effectively
describes the effect of a federation from an entity‘s viewpoint.
We define Identity Management Architecture as the set of processes,
workflows, frameworks, standards and policies that define and describe a
system of Identity Management. This definition does not specify any form of
implementation of systems or even the use of technology in general. But, it
includes many of the activities that will surround any technical
implementation. This definition implies that an identity management
architecture must be integrated into an enterprise, rather than adding a
technical implementation to existing business process.
We define Identity Management Frameworks (IdMF) as a
structured set of policies, processes, workflow and technology that
implements an architectural element. With this definition we begin to see
how the integration of the framework should occur within the enterprise.
For example, an information and data framework may involve the
integration of some existing data authentication systems with the enterprise
authentication system. Another example would be the identity management
framework that would integrate the entity identification, verification and
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credentialing processes into the framework along with provisioning,
authentication, access control and network access.
There also appears to be some confusion around the use of some
other relatively common terms. The term Identity Management Systems can
be defined as the implementation of a set of processes, workflows and
software that provides identity management services for an enterprise.
Identity Management Solutions are suites of software that are designed to
provide identity management services for an enterprise. Generally, vendors
offer identity management solutions to enterprises, while an enterprise will
implement an identity management system. Finally, a Federation is defined
as a set of enterprises that share resources as a result of a trust relationship
that regards any federated identity information as valid.
Finally, we define an Identity Management Model as a conceptual
plan of the design, structure and components of an IdM system and their
relationships to each other and the environment. This definition is derived
from the IEEE Standard 1471-2000 (2000) where the standard for an
architectural description of a software system is described. But this
definition does not describe how various identity management models are
used as conceptual models to describe the intended operation of the system.
In order to provide consistency and clarity throughout this thesis, an
Agency is defined as a government department or organisation that is
referred to in the multi-case study. A Project is defined as one of the
individual designs or implementation that was included in the multi-case
study. An Enterprise is defined as an organisation that exists to provide
particular goods or services. It should be noted that an enterprise can
encompass both government and commercial organisations.

1.1 Aims and significance of the research
This thesis tested two hypotheses. The first hypothesis was whether
common elements of identity management can be discerned and described
from a study of existing identity management designs. The second
hypothesis was whether these common elements, determined from the first
hypothesis, can then be used to describe a new reference architecture for
identity management.
This thesis will show that an IdMA is not generally well described or
recognised in the literature. It will also show that the current view of this
7

architecture is based more on the technical issues of authentication and
ignores the wider context of identity management in an enterprise. A new
definition of an IdMA has been proposed and it will be shown that this
architecture extends far beyond the mere technical implementation of some
new controls. It will be proposed that an IdMA contains a series of
frameworks that intimately connect the strategic aims, policies, technology,
controls and governance within an enterprise into a single cohesive
structure. It will also show that an IdMA can be used to assess the suitability
of a proposed model for an enterprise‘s requirements.
The definition of an IdMA is an important issue for governments and
other enterprises. Part of the problem that is faced by any government or
enterprise that is considering the use of identity management is that there is
no accepted model of an IdMA that can be used to plan a solution. This has
lead, as will be seen, to a number of inconsistent and incompatible
approaches to the design of an IdMA. In some cases this inadequate design
may actually work against the eventual implementation of an identity
management solution that includes federation with other external
enterprises.
The issue of the design and use of an IdMA is of major importance
to both researchers and practitioners. An IdMA provides a basic architecture
that should be considered as part of any approach to an identity management
solution. The use of an architecture ensures that the eventual solution will be
in accordance with the enterprise‘s policies. The description of an IdMA
provides both researchers and practitioners with a common starting point on
which to base further research as well as design and implementation plans.
This research extends the architecture developed by Windley (2005)
by constructing an IdMA based on a series of frameworks. Each framework
is comprised of a series of processes and workflows that implement one or
more of the identified elements of an IdMA. Each of the frameworks allows
an enterprise to modify and fine-tune the architecture to suit its strategic and
organisational needs. This architecture will provide a basis for both
researchers and practitioners to compare the application of different
technologies while ensuring that they comply with the standards and
policies required.
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1.2 Chapter overview
Chapter 2 examines the problem space that exists in this area and
looks at how the current literature provides limited answers to some of the
issues that are involved.
Chapter 3 describes the research question and methodology used to
conduct the research. It argues that the use of Design Science is an
appropriate research method for the development of an architecture and
describes how it is used in conjunction with case study research and
grounded theory.
Chapter 4 describes the multi-case study of Australian Public Sector
designs for identity management solutions. It describes the common
elements found in each design and looks at how these interact to create an
IdMA.
Chapter 5 discusses the findings of the multi-case study and
describes an IdMA that can be used as a reference model to design a
solution for a public sector enterprise. It shows that the architecture is
composed of a series of frameworks that together tie in the aims and
security policies of the enterprise.
Chapter 6 further discusses the findings of the multi-case study and
describes each of the frameworks that comprise the IdMA. Each of the
frameworks is shown to consist of a series of systems, processes and
workflows.
Chapter 7 summarises the research and draws some conclusions
from it. This chapter also summarises the contribution of this thesis. There
are also a number of suggestions for further research that arise from this
thesis.
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2 Chapter 2 — Identity Management
Architecture in the Literature
The wireless telegraph is not difficult to understand. The ordinary
telegraph is like a very long cat. You pull the tail in New York, and it
meows in Los Angeles. The wireless is the same, only without the cat.
Albert Einstein (1879 – 1955)

The previous chapter outlined some of the issues and problems that
Governments and other enterprises face when they attempt to rationalise the
use of resources for existing agencies. It also outlined the major hypotheses
of the thesis. The first hypothesis was whether the common elements of
identity management can be discerned and described from a study of
existing identity management designs. The second hypothesis was whether
these common elements, determined from the first hypothesis, can then be
used to describe a new reference architecture for identity management.
This chapter will review the current literature on identity
management. It will attempt to determine if the literature has previously
identified any of the common elements of identity management and how
these are used. It will look at any existing IdMA designs and attempt to
determine if they provide an effective basis for design or if they resemble
Einstein‘s wireless cat. It will also provide a firm basis for an examination
of current identity management designs in the Australian Public sector. This
examination is expected to identify any common elements in these designs.
These common elements are expected to be representative of other similar
identity management systems and their identification should help to clarify
and describe the common components of an IdMA. This chapter will review
the current literature on identity management to determine if these elements
are viewed as part of an IdMA.

2.1 Problem background
Many organisations in the public sector hold information that is
critical to the effective running of both the organisation and the State itself.
This can encompass many different types and forms of records and data
from paper based records to digital Geographic Information Systems (GIS)
files that may comprise many different layers of information. These records
10

and information cover everything from patient health records in a hospital to
Land Title records. The security, accuracy and integrity of this information
is essential to the State. Public confidence in the organisation and
ultimately, in the State itself, relies upon the assurance that this data is both
accurate and protected from unauthorised access and/or modification.
Many governments have tried to rationalise Information Technology
(IT) resources by providing a shared common IT resource across the WoG.
The aim of this rationalisation is to achieve economies of scale and more
efficient use of these IT resources that are expensive to create and maintain
in terms of both money and the skilled administrators required to maintain
the resource. In order to achieve this rationalisation, governments have to
grapple with the question of access to these resources. Governments are
essentially left with two positions; they can set up new identities along with
new authentication and access mechanisms for existing government users to
access these WoG resources, or they can implement an identity management
system that allows existing government digital identities to access the WoG
resources. If governments choose the identity management solution then
they are faced with the additional commitment to implement some form of
federation between previously separate agencies.
Governments also have to consider the possibility of Government to
Government (G2G) access to certain basic resources, for example, health
data, spatial data, infrastructure data, or similar, between separate state
governments. This then raises the same issues of identity management and
federation, but now the problems are on a G2G level. These already
complex issues could well be compounded by radically different solutions
being used by each of the Governments involved. This opens the possibility
that a federation may not be possible in the short term.
The dilemma for government is compounded by the problem that
there is currently no accepted model of an IdMA that can be used to plan
and implement a solution. This is particularly evident when the IdMA is
considered for either a WoG or G2G design. The lack of an accepted model
has led to inconsistent approaches to the design of an IdMA. These different
approaches could possibly prevent the implementation of a G2G identity
management solution and federation. Potentially, this may lead to further
expensive and unnecessary duplication of resources or perhaps even more
11

expensive proprietary solutions that attempt to join two disparate identity
management solutions.
This problem of identity management, along with the allied issues of
design and implementation, pose particular problems for Governments in all
countries. The Australian Public sector consists of a Federal government
with eight State and Territory governments. It provides a good example for
study as the sector is not too large to be studied thoroughly, as already
noted. Each of the governments involved in the study has approached the
same problem in a different manner, so a study of this sector provides a
good benchmark that can be easily extended to similar public sectors in
other countries. It should also provide a standard for Industry as the same
problems, although with a somewhat different emphasis, also exist for
commercial enterprises.
The issues of federation that are also raised by this problem need to
be set into their correct context. Federation, in the context of this thesis,
refers to the federation and the sharing of resources between two separate
enterprises. It specifically excludes any consideration of third party access,
or access by individuals to those resources.

2.2 The Identity Management problem
The problem that is faced by Governments is to consolidate and
simplify access to data that is held by different agencies in different
systems. Another part of the problem is to make access to the data as
seamless as possible. Ideally the solution should allow a user in one agency
to access data in another agency with a minimum of additional
identification, authentication and complexity. This implies that the solution
should include some system of identity management as well as a form of
federation. The combination of identity management in conjunction with
federation would allow the access of data in one agency by a user in another
agency with the minimum of complexity for the user.
However, to fully understand the scope of the problem, it is essential
to first examine each of the components of the problem and the proposed
solution. It was identified that any probable solution may require the
implementation of both identity management and federation. However this
also implies that there is an overall view of how these solutions are going to
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work. If the aim is to introduce this into a WoG or even a G2G environment
then a definition of the standards and processes involved is essential.
The individual components of identity management will be
examined in section 2.3. In section 2.4, we will examine how these
components act together to form a system. Section 2.5 will examine identity
management architectures and federation. Finally, section 2.6 will examine
information security and governance and investigate their particular impacts
on identity management.

2.3 Identity Management
Identity management was defined in Chapter 1 as the administration
of an entity’s digital identity so as to provide secure and controlled access
to the resources that the entity is entitled to use. Wood (2005) also saw
identity management as having
―…two principal components – management of identity and
management by identity. Management of identity is the
process of issuing and using digital identities …Management
by identity combines the proven identity of the user with
their authorisation, in order to grant access to resources‖.
An identity management system normally comprises a number of
individual processes. The minimum requirements or elements of an identity
management system were first stated by The Open Group (2002) and later
expanded by White et al. (2007). It should be noted that not all of these
processes are based on a technological solution. Many may still be carried
out manually in a majority of enterprises. The essential elements include:
Identification. The process of identifying those entities that will use
the system.
Enrolment & Verification. The enrolment process gathers the
identifiers for each entity. These identifiers are then verified to
ensure that the entity has been correctly identified.
Credentials. Entities are issued with authentication credentials that
can be recognised by a system to provide access to resources.
Provisioning & Revocation. Provisioning is the process of granting
of access to various resources based on the entity‘s role or position.
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Revocation is the process of removing access rights for entities that
no longer have the right to access resources .
Authentication is the process of checking credentials to ensure that
they are valid. This leads to a binding between the entity, the
credentials presented and the claimed identity.
Access Control. Entities are granted access to resources based on
the identity that has been authenticated.
Audit. All activities within the identity management system must be
audited.
Each of the processes needs to be investigated through the lens of
the problem at hand.

2.3.1 Identification
An entity is usually thought of as a person who has an identity by
which they are known. However, that casual definition may not be useful to
identify the various entities that require authentication and authorisation to
access an information system. As a starting point, we can say that any entity
that requires access to a system will need to be identified. One definition of
identity is ―…a set of characteristics, which are called identifiers when used
for identification purposes‖ (Josang & Pope, 2005). That identity must
contain sufficient identifiers about the entity so that it can be positively
identified (Renaud, 2005).
Identity can now be defined as: a set of characteristics, or
identifiers, of an entity that uniquely identifies that entity within a specific
context or system.
It would be an over-simplification to regard identification as merely
human identification, as entities may also be non-human in the context of
access to information systems, such as service accounts, applications, web
services or other computers. However, non-human identification does not
appear to be a major issue in this situation. Computer accounts and service
accounts are generally added to a domain by a trusted party, such as a
domain or system administrator, and their creation is usually well audited
and controlled. Non-human identification will not be further considered in
this thesis.
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Enterprises usually have a system in place for identifying and
verifying the identity of an entity. These are usually mandated, in a
government agency, by certain legal rules and requirements (Public
Employment Office, 2005). There are a number of identifiers, or sets of
characteristics and information about an entity, that when combined in some
order act to identify an entity (Bosworth, Gonzalez Lee, Jaweed, & Wright,
2005; Josang, Fabre, Hay, Dalziel, & Pope, 2005; Josang & Pope, 2005).
These identifiers can include names, date of birth, address, names of related
persons, photographs, tokens (such as certificates, licences, passports, credit
cards), biometric information (such as fingerprints, palm prints, iris patterns,
retina patterns, earlobe capillary patterns, hand geometry, DNA patterns),
dynamic biometrics (such as handwriting characteristics and typing
patterns), appearance and physical characteristics. Many of these identifiers
are used and processed by people each day as they identify and recognise
other people. But these identifiers alone are usually not sufficient to allow
an unknown person to be identified by a computer system.
The industry has for some time accepted that there are three factors
of identification (National Institute of Standards and Technology, 2003).
Biometrics – what the user is. This includes both physiological
characteristics and behavioural biometrics.
Memometrics – what the user knows.
What the user holds – this is usually a token such as an RSA token,
smartcard, USB token, or similar.
Renaud (2005) however argues that there are actually four factors
and that the last factor is Cognometrics – what the user recognizes.
Cognometrics is a method of allowing entities to recognise items, faces,
designs or patterns that may also have a spatial location element as part of
the recognition process (Brostoff & Sasse, 2000; Sasse, Brostoff, &
Weirich, 2001; Yan, Blackwell, Anderson, & Grant, 2005; Zviran & Haga,
1993).
However, from the point of view of the enterprise attempting to
identify an entity, all that is often used is a simple username and password
system of authentication. This entails an entity entering a username or ID
and then entering a password or PIN. The assumption is that only that entity
will know the password/PIN associated with a particular ID.
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The challenge for the enterprise is to decide exactly how to conduct
human identification and what entity characteristics to associate with the
identity. There are still many issues associated with the use of biometrics
and identification which include privacy concerns, false readings, and
function creep. There is also some concern about the use of biometrics for
authentication. These concerns centre mainly on privacy issues and fear of
―Big Brother‖ style surveillance (Adams & Sasse, 1999; Cameron, 2005a;
The National Academy of Sciences, 2002, 2003).

2.3.1.1 Identity and Privacy
The enterprise has a need to capture and hold a considerable amount
of personal data about its employees. Much of this may be required by law
and this information is essential for proper personnel administration. There
is considerable discussion in the literature about the need for privacy for
individuals and the use of identifiers that may link individuals to certain
data sets. This debate has proposed that individuals should be allowed to
maintain some control over the management of their identities and how
information about them is handled (Ackerman & Mainwaring, 2005;
Beynon-Davies, 2006; D. Clarke & Wilson, 1987; R. Clarke, 1994a; Cranor,
2005; Crompton, 2004).
There are also a number of State and Commonwealth Privacy Acts
that will affect an enterprise in Australia. In NSW, the act that has to be
considered is the Privacy and Personal Information Protection Act, 1998
("Privacy and Personal Information Protection Act (NSW)," 1998). This act
specifies 12 principles that apply to State Government enterprises and cover
the areas of collection, storage, access, use and disclosure. The act also
specifies the requirement for state agencies to comply with a privacy code
of practice.
The Commonwealth Privacy Act 1988 also incorporates the
amendments made to it by the Privacy Amendment (Private Sector) Act
2000 ("Privacy Act (Commonwealth of Australia)," 1988). This act
specifies 11 information privacy principles that apply under this act. These
principles could further expand the privacy requirement for an enterprise.
Generally, Commonwealth statutes take precedence over State statutes, so
there is potential for a wider applicability of privacy requirements.
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There are a number of other Commonwealth acts that also
complement the Privacy Act 1988. These include the Spam Act 2003
("Spam Act (Commonwealth of Australia)," 2003), the Do Not Call Register
Act 2006 ("Do Not Call Register Act (Commonwealth of Australia)," 2006),
and sections of the Telecommunications Act 1997 ("Telecommunications
Act (Commonwealth of Australia)," 1997) and the Telecommunications
(Intercept and Access) Act 1979 ("Telecommunications (Interception and
Access) Act (Commonwealth of Australia)," 1979). These acts may well
have an impact on the way an enterprise conducts business electronically,
particularly when involved in a federation. The Australian Law Reform
Commission has conducted a Review of Privacy (2006) which recommends
an overhaul of privacy laws, the removal of some exemptions and the
introduction of provisions to deal with health records, telecommunications
and marketing, identity theft, the regulation of identifiers and transborder
data flows (Hughes, Dawson, & Brookes, 2008).
Much of the literature discusses the need for privacy in the context
of Internet usage (Cameron, 2005a, 2005b; R. Clarke, 1994a; Crompton,
2004; Daemen & Rubinstein, 2006; Jones & Cameron, 2005; Josang &
Pope, 2005) . There is also further discussion around the subject of national
identity cards in Europe, the United Kingdom and Australia (BeynonDavies, 2006; R. Clarke, 1987, 2006; Crompton, 2004; Daemen &
Rubinstein, 2006; S. Smith & Jamieson, 2006; The National Academy of
Sciences, 2002) . Although this discussion could be considered to be
tangential to this review, it raises a number of issues that must be considered
especially with regard to a federated identity system. For example, what
information about an identity should be passed between federation partners?
Does a federation partner need to know more than the identity details
needed for authentication and authorisation? Does the federation partner
need more than domain and identifier (user name), will this information be
stored and what use will the partner make of this information? These issues
should be considered by the partners in a federation when they negotiate to
form a legal trust agreement to underpin the federation.
Crompton (2004) proposed a system called ―Good Identity
Management‖ that authenticates identity only when it is absolutely essential
to do so and where unique identifiers remain specific to a system and carry
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no identifying information. Both Cameron (2005a) and Daemen and
Rubinstein (2006) propose that disclosure of identity information must be
only with the users consent, for a limited use and to the fewest possible
parties. The use of privacy enhancing principles in an identity management
system ensures that an enterprise protects its own identities, as well as any
external identities, when the enterprise begins to plan federation with other
enterprises.

2.3.2 Verification and enrolment
Verification is the separate process of establishing the identity of an
entity before the creation of a digital identity. This is usually a manual
process that an enterprise will conduct to satisfy itself that an entity can be
correctly identified and it is normally subject to certain legal rules and
requirements (Public Employment Office, 2005; Sloane & The Open Group,
2004).
Enrolment is the process of adding an entity to a system. This
usually occurs on recruitment when a new entity‘s details are added to the
system. Generally, this process creates an identifier, such as a user name,
from the characteristics of the entity. This identifier is then added to a
system to create an identity for that entity within the system.
Most enterprises now have many separate systems that an entity
needs to be able to access. But enrolment only occurs when the entity is
entered into a system and given an identifier for the first time. Entry into
subsequent systems is more correctly known as provisioning.

2.3.3 Bob and Alice are employed
We introduce Bob and Alice at this time to demonstrate how a
system of identity management and federation can work in practice. Bob has
been employed as a planning officer at the Department of Infrastructure in a
state government. Alice has been employed as a project manager at
InfraPlan Ltd, a public company specialising in the planning and project
management of large infrastructure projects.
Both Bob and Alice have to submit proof of their legal identity along
with proof of their qualifications and their bank details to their respective
employers. The proof of their identity, as we have seen above, would
normally consist of sufficient documentation (tokens) to allow the employer
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to positively identify them. This could include birth certificates,
photographic drivers licence, passport, etc. The proof of their qualifications
would normally include documentation such as university transcripts, course
certificates, etc. Bank details are normally required to allow the direct
deposit of wages and salaries, but may also used as a secondary
confirmation of identity.
Most employers store the information collected from and about their
employees in paper based files as well as in electronic Human Resources
(HR) systems. This information is traditionally kept private by restricting
access to HR staff and the person‘s manager.

2.3.4 Credentials
A credential is something that is used to prove an identity to a
system (Bosworth, Gonzalez Lee, Jaweed, & Wright, 2005). This has
traditionally been a username or identifying number, combined with a
password or Personal Identification Number (PIN) that has been issued to an
entity to allow their unique identification to a system. Credentials are
normally issued to an identity at enrolment.
Credentials have two parts (Bosworth et al., 2005):
A Private Credential. This is what is used by an entity to prove
their identity to the system. This can be:
o A secret (passwords, PIN or a private key),
o A physical device (smart card, OTP token, etc), or
o A characteristic biometric of the entity.
One or more of these private credentials are used by the entity in
some way so that the system can verify these credentials to establish
the claimed identity;
A Verifying Credential. This is the counterpart to the private
credential and is used by the system to check that the presented
private credential is valid. This can include password hashes, PKI
infrastructure, photographs, signatures, type patterns or other
biometric verifying credentials.
If a credential is to be associated with a particular identity then it
requires a binding operation to occur between the identity and the verifying
credentials. This will normally happen in a database-type structure, such as
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a database or an LDAP directory, although it could be linked to a third party
that is responsible for identity verification (Bosworth et al., 2005; Cameron,
2005b; R. Clarke, 1994; Josang & Pope, 2005; Sloane & The Open Group,
2004; Zhu, 2007) .
All entities have a distinct life cycle. The life cycle of people,
through birth, life and death, is well understood, but there appears to be a
failure to recognise that other entities, such as computers, mobile phones,
Personal Data Assistants (PDAs), etc also have a distinct life cycle. The life
cycle can be described as:
Birth. The birth stage can be considered as the entry of an entity into
a system. Identifiers are recorded and an identity is created.
Credentials are allocated to the entity to allow it to be identified by
the system.
Life. During the life stage of an entity there may be the requirement
to update or change details of various identifiers, for example, name,
address, bank account details, etc. Credentials also need regular
maintenance, such as password changes, smart card, token and
certificate renewals.
Death. Identities may be terminated while the entity still lives, e.g.,
termination of employment, changing bank accounts, etc. There may
be a legal or business requirement to keep the associated records for
that identity. Identifiers for previous entities may need to be retained
indefinitely to prevent fraud, or to fulfil legislative or regulatory
requirements. Credentials normally are valid only for a certain
period and are then invalid unless they have been ―updated‖ prior to
the expiry date. Credentials can also be revoked if it is compromised,
forgotten or discovered to be fraudulent (Bosworth et al., 2005;
Josang, Fabre, Hay, Dalziel, & Pope, 2005; National Electronic
Commerce Coordinating Council, 2002; Sloane & The Open Group,
2004; "State Records Act (NSW)," 1998) .
The different life cycles for entities, identities and credentials need to be
recognised and documented within the enterprise. These life cycles must be
maintained throughout the life cycle of the entity in the enterprise in order to
ensure that the entity‘s access to her identity and resources is not disrupted.
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The importance of these discrete life cycles is not generally recognised
within the literature.

2.3.5 Bob and Alice receive credentials
Bob‘s identification and verification procedures are complete and his
details have been passed to the Department‘s helpdesk for the creation of his
digital identity. A user account for Bob is manually created in the
Department‘s directory service and the account is allocated a default
password that Bob will be required to change immediately on his first logon.
The identification and verification procedures for Alice have been
completed at InfraPlan and her personal details and enterprise role have
been entered into the HR system which automatically creates a user account.
Alice is issued with a smartcard that allows building access and a one time
pass (OTP) token for computer access. Alice chooses a Personal
Identification Number (PIN) to use with the token and these details are
entered into the credentialing system. The credential details are then linked
to Alice‘s user account to allow her access to the system.
Either credential system is a valid choice for the enterprise. The
critical issue is that the appropriate credentials are linked to the correct
account so that the identity can be authenticated.

2.3.6 Provisioning and Revocation
Provisioning is the dynamic process of establishing the specific
access rights for a specific identity. There are three steps to provisioning:
1. Provisioning policy creation is the process of determining the
permission or role parameters that apply to groups of system users
and systems.
2. Privilege resolution is the process of matching specific identity
attributes to provisioning policies and then creating the accounts,
group memberships and access rights for that identity.
3. Synchronisation is the process of transferring the access permissions
data for the identity to the various target systems that the identity
will access.
The provisioning process starts with an account being created in an
―authoritative source‖. This may be a specific system, such as a HR
database. This creation triggers a series of policy driven events that creates
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all the accounts and access rights that an entity will require to complete their
role (Microsoft Corp, 2006a, 2006b; Novell Inc, 2003a, 2006; Zhu, 2007) .
It should be noted that traditionally, provisioning has been carried
out by the administrators of the various systems and databases involved.
This usually meant that an entity had a different account identifier and
password for each account. The identity management provisioning process
implies that the entity is given a single account identifier and password that
can be used in each of these different systems. Provisioning forms the basis
of the Single Sign On (SSO) system that allows an entity to access all
resources based on their authentication.
Revocation is the reverse of provisioning. It is the process of
removing a specific identity‘s access rights when a particular event occurs,
such as the entity leaves the organisation. This is an essential part of the
provisioning process as it ensures that there are no inactive accounts left
open for unauthorised access.
Provisioning does not feature much in the literature. There is a
considerable amount of information from various vendors and it would
appear that it is regarded more as a technical problem to be solved, rather
than part of an identity management model. But the validity of that
assumption requires questioning. It can be argued that a centralised
provisioning process is essential to ensure that the security of the system is
maintained.

2.3.7 Bob and Alice are provisioned
After Bob‘s account has been created, the system administrator that
created the account will pass Bob‘s details to the next system administrator
to create an account for him in the databases or applications that he will
require to complete his role. This is not an ad hoc process; there is normally
a well defined workflow that specifies the access that a particular role will
require. Often this is a paper-based process where the workflow is defined
on paper and a number of different system administrators may be involved
to complete the provisioning of an individual account. The logon details
(username and password) for each system and database are then passed to
Bob so that he can then access each system.
The linking of Alice‘s credentials to her account provided the trigger
for her account to be provisioned using the provisioning engine that
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InfraPlan has deployed. The provisioning engine allows InfraPlan to
automatically provision its employees based on their enterprise role. Each
enterprise role was previously defined as a template by InfraPlan to provide
access to certain resources. Alice‘s HR record contains her enterprise role
and she would then be automatically provisioned for that role. Alice‘s
digital identity is added to each system that she requires in her role. This
allows Alice to access each system using her enterprise credentials: her
username and OTP token.
Either process is valid for the enterprise. However the advantage of
automated provisioning is that an employee can be provisioned into a new
role quite rapidly. Automated provisioning also allows for the deprovisioning of accounts as their roles change or if the entity leaves the
enterprise. De-provisioning is more of an issue for a manual provisioning
system, where it may be delayed for a period of time until the various
administrators can complete their part of the process.
However, Bob now has a series of usernames and passwords that he
will need to remember to access the different applications and databases.
This may be an issue if the number of passwords becomes excessive. It may
also lead to a situation where the attempt to bolster security by using
different passwords for different systems becomes self-defeating.
Alice now has a series of applications linked to her identity. This
allows her to access all these applications by using a single authentication
mechanism. This linkage of applications to an enterprise level identity is
usually referred to in the Industry as Single (or Simplified) Sign On (SSO).
It reduces the password complexity issue for users in an enterprise and
allows a strong authentication technique to be deployed. Its downside is that
a compromise of that identity, allied with access to the authentication
device, allows access to the user‘s entire range of enterprise resources

2.3.8 Authentication
Authentication is the process of verifying the identity claim that is
presented. The process starts with the entity presenting a claim to the
system, usually by presenting an identifier such as username, ID number or
similar. This identifier must be unique within the name space so that it is
clear exactly which identity is being claimed (Bosworth et al., 2005; Pang,
2005; Sloane & The Open Group, 2004) .
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The identifier that is presented for authentication claims a specific
identity, but it should offer no intrinsic proof of that claim as part of the
identifier. The entity requiring authentication provides a credential that is
proof of the claim. Credentials need not be unique within a name space, for
example, a number of users may have the same password, but they must be
a valid private credential that can be matched to a verifying credential. If the
presented credential is verified, then the system can be confident that the
entity is the rightful owner of the identity (Bertino, Khan, Sandhu, &
Thuraisingham, 2006; Bosworth et al., 2005).
Existing enterprise systems provide a level of protection to their
data. However it is difficult to guarantee the accuracy and integrity of the
data because each individual system provides its own separate security
environment and protocols. Traditionally, this has meant that each system
has had its own authentication system, which may differ from the corporate
security requirement. Each system is also usually administered separately
from other systems.
This traditional, but fragmented, approach means that a typical user
will usually have a separate authentication mechanism, usually a username
and password combination, for each separate system. This can lead to the
situation where a user, frustrated with a number of different authentication
mechanisms, may adopt methods that ―work-around‖ some of these
mechanisms, thereby defeating the security methods adopted to protect the
data (Adams & Sasse, 1999; Brostoff & Sasse, 2001; Riegelsberger, Sasse,
& McCarthy, 2005; Sasse, Brostoff, & Weirich, 2001).
The basis of any information system is the data and information that
it holds. Management may not recognise that the users who manage and
manipulate the data are just as critical as the information itself. Users take
raw data and transform it into information by entering it into an information
system in a particular format. They also transform existing information and
data by adding other data or information to it in order to produce new and
enhanced information.
Enterprises generally regard their information as secure. Information
is usually stored in a database or in some form of records management
system on their internal network. This implies that only authorised users can
access it. However the security of the data relies, in part, on who has access
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to the data and if the access is compromised, by the unauthorised use or
theft of a users identity, then the security of the data is compromised. It has
been stated that ―If just one user‘s identity is compromised, your systems
are vulnerable‖ (Wood, 2005).

2.3.8.1 Authentication: Techniques and Strength
Authentication techniques range from a simple username and
password to biometrics or external security devices such as smart cards,
tokens or digital certificates. A strong authentication solution may require
an entity to use more than one of these techniques in order to achieve a valid
authentication.
The strength of an authentication solution is not necessarily linked to
its implementation of security devices. Rather, it is determined by the
security provided to the authentication sequence. Strong authentication
protects the credentials so that the system that the entity is attempting to
access does not know what the verifying credential is. This is usually
achieved by cryptographically signing data with a password or certificate
that is known only to the entity and a trusted third party (in a system context
this could be an LDAP server, such as a Domain Controller) (Microsoft
Corp, 2006b; Todorov, 2007). Authentication is achieved by the system
presenting the credentials to the third party for verification.
It has been claimed that for any authentication solution to be
effective, it must also consider how both the identifiers and credentials are
handled by the users (Josang & Pope, 2005). If the usability of the identifier
and credentials are poor, then users will not be able to handle their
credentials adequately and the resulting authentication strength will be
weak. It can be said that the limiting factor in system security is the human
user, not the technical security system (Proctor, Mei-Ching, Vu, Schultz, &
Salvendy, 2002). Research has also shown that many security mechanisms
create overheads or require unworkable user behaviour with the result that
users try to circumvent these mechanisms (Adams & Sasse, 1999; Brostoff
& Sasse, 2000, 2001, 2003; Renaud, 2005; Riegelsberger et al., 2005; Sasse,
2007; Sasse et al., 2001; Yan et al., 2005).
Passwords are the authentication technique of choice for most
enterprises. The security of passwords can be increased by making
passwords longer and more complex, i.e. by also using a combination of
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upper and lower case characters, numbers and non-alphabetic characters,
such as @,#,%,^,&, etc. However, some research argues that humans have
limited information-processing capacity and that we can only remember
about 7 plus or minus 2 chunks of information at a time (Miller, 1956).
Research has found that 90% of users had difficulty with standard password
generation mechanisms and welcomed advice on how to create passwords
(Sasse et al., 2001). It was also found that users with access to different
systems had difficulty recalling the user ID for each system (Adams, 1996;
Brostoff & Sasse, 2000). Other research suggests that users resist attempts
to make passwords stronger (Adams & Sasse, 1999; Proctor et al., 2002) . It
has been suggested that passwords should be replaced by pass phrases
which would allow for more complexity but stay within human informationprocessing limitations (Johansson & Riley, 2005; Renaud, 2005; Spector &
Ginzberg, 1994).
There has been significant research into making passwords stronger
and less likely to be broken (Adams & Sasse, 1999; Brostoff & Sasse, 2000,
2003; Johansson & Riley, 2005; Proctor et al., 2002; Renaud, 2005;
Riegelsberger et al., 2005) . A considerable amount of research has been
conducted with the aim of improving the use of passwords and designing
security policies around user requirements and work flows (Adams & Sasse,
1999; Brostoff & Sasse, 2000, 2003; Riegelsberger et al., 2005; Sasse et al.,
2001; Zviran & Haga, 1993) . But a later report indicates that cheap storage
and the increase in computing power has led to the use of rainbow tables
which can be used to crack up to 40 bit encrypted passwords in seconds
(Gray, 2006).Consequently an enterprise may not achieve adequate security
by merely increasing password strength and complexity. Another major
issue is that password support for users can be a cost intensive exercise.
Brostoff & Sasse (2000) estimated that the cost of password resets by a
Helpdesk in 2000 was about £40 (approximately AUD$90) per reset.
The use of an OTP token, smartcard, smart USB device or digital
certificate is another authentication technique. These are normally used in
conjunction with an identifier, most commonly a username. Personal
Authentication Devices (PADs) are being proposed, particularly in the
context of Web services authentication, as a solution to allow users to store
identifiers and credentials in a tamper resistant hardware device, such as a
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mobile phone or PDA. This means that the user can store identifiers and
credentials for different organisations, but that authentication can be
conducted through a separate communications channel which reduces the
chance of interception and hacking (Josang & Pope, 2005). This is a
solution adopted by some Australian banks to provide additional security for
Internet banking. The banks will send passwords to the customer‘s
previously registered mobile phone.
There have also been moves to use Radio Frequency Identification
Devices (RFID) to provide authentication for humans. Some studies have
concentrated on implanting RFID tags in humans (Data Privacy & Integrity
Advisory Committee, 2006). Other studies have considered some of the
issues, such as privacy and security, which are involved with the human use
of RFID (Chatmon, van Le, & Burmester, 2006; Juels & Weis, 2005; Weis,
Sarma, Rivest, & Engels, 2004).
The introduction of electronic passports or ePassports has seen these
referred to as using RFID tags. In fact, ePassports are a form of contactless
smart card, not RFID. RFID tags are only capable of transmitting a fixed
message, while a contactless smart card usually has a CPU and has
cryptographic capabilities along with the ability to conduct significant
computation (Juels, Molnar, & Wagner, 2005; Vaudenay & Vuagnoux,
2007).
The major use of ePassports is to initially authenticate the proffered
identity document as containing the correct identity attributes to identify the
human that it purports to identify. The aim is to prevent tampering and
reduce the chances of forgery and identity theft (Juels et al., 2005;
Vaudenay & Vuagnoux, 2007). The use of RFID tags for human
authentication, whether implanted or carried, has been proposed in a number
of situations from national identification (Data Privacy & Integrity Advisory
Committee, 2006) through to activity-based computing for medical
administration in hospitals (Christensen & Bardram, 2002). However, there
are still a number of concerns particularly about privacy, spoofing and DOS
attacks against RFID tags that prevent the widespread adoption of this
technology for human identification (Juels & Weis, 2005; Weis, 2005; Weis
et al., 2004).
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Users must go through an enrolment process for any authentication
device that is to be used. This will necessitate that an entity has to be
positively identified before the issue of the device and the recording of the
device identifier as part of the entity‘s identifiers. Provision also has to be
made for forgotten, lost or stolen devices and a policy developed to deal
with these situations (Brostoff & Sasse, 2000).
The use of an authentication device is, of itself, no guarantee of
proof of identity. Devices may be stolen and, although difficult, they are not
impossible to forge. Possibly even more important is the relaxation in
attitude that the use of authentication devices may induce. This may cause
users to be tempted to relax their attitude to security rules, particularly if
they see the use of an authentication device as a security panacea.
Biometric authentication is often proposed as the solution to all our
authentication problems. A biometric system is essentially a pattern
recognition system that makes a personal identification by establishing the
authenticity of a specific physiological or behavioural characteristic
possessed by the user (Jain, Hong, & Pankanti, 2000). Biometric
authentication relies on the uniqueness of a person‘s anatomy or behaviour
for identification and verification. An ideal biometric should be:
universal, where each person possesses the same biometric
characteristic;
unique, where no two persons should share the same digital
representation of the biometric characteristic;
permanent, where the biometric characteristic should neither
change nor be alterable; and
collectable, where the biometric characteristic is readily
presentable to a sensor and is easily quantifiable (Jain et al.,
2000; Rankl & Effing, 2003; Renaud, 2005; Sasse, 2007) .
Users have to be enrolled in a biometric system before they can be
authenticated. This involves scanning the required biometric identifier and
producing a digital template. On authentication, the presented identifier is
scanned, converted to digital format and compared with the original
template. However, biometric systems are not perfect, and will sometimes
wrongly accept an impostor as a valid identifier (a false match) or
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conversely, reject a valid identifier (a false non match) (Brostoff & Sasse,
2000; Hill, 2001; Jain et al., 2000) .
Bosworth (2005) recommended that biometric identifiers should
only be used as a secondary credential. If a biometric is used as an
identifier, the system has to read the biometric and compare the result with
the biometric template of all identities held until it locates a match. The
point was made that ―…identifiers must be unique, but credentials are not
necessarily unique, so long as only the relevant entity knows which
credential to use for a claimed identity‖ (emphasis added) (Bosworth et al.,
2005). So when used as a credential, the biometric is matched against the
template held for the claimed identity. This may result in a faster credential
match that may also reduce the potential for both false positive and false
negative matches (Bosworth et al., 2005; Brostoff & Sasse, 2000; Hill,
2001; Jain et al., 2000; Zhang, 2007) .
Biometrics can be physiometric or behavioural. Physiometric
biometrics consists of those characteristics that do not change, such as
fingerprints, retina patterns, DNA, etc. Behavioural biometrics consists of
characteristics such as handwriting styles, typing patterns, and voice
properties (Brostoff & Sasse, 2000, 2001; Hendry, 2001; Jain et al., 2000;
Josang & Pope, 2005; Riegelsberger et al., 2005; Sasse et al., 2001; Zviran
& Haga, 1993) .
Multi-factor authentication is authentication using two or more
factors. This could include username + smart card, or username + OTP
token, or username + a biometric or some other combination. In order to
make the use of tokens or biometrics sufficiently secure, they need to be
combined with another mechanism in a two-step procedure; otherwise the
authentication strength is weak. (Bosworth et al., 2005; Brostoff & Sasse,
2000, 2001; Renaud, 2005; Riegelsberger et al., 2005; Sasse et al., 2001;
Standards Australia & Standards New Zealand, 2006) .

2.3.9 Bob and Alice logon
When Bob logs onto his computer for the first time, he enters his
authentication credentials (username and password) into the GINA
(Graphical Identification and Authentication) screen. It is likely that Bob‘s
credentials will be authenticated against the Departments Directory Service.
Essentially, this process consists of searching for the username in the
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directory service database. This is followed by a comparison of the
password entered with the entry found in the record. Of course, this system
may vary depending on the directory service used, but the general principle
remains the same. If the credentials supplied match those in the directory
service record then Bob will be authenticated.
Alice uses an OTP token for authentication so her logon procedure
will be slightly different. She will enter her username into the GINA, but
will then, normally, press a button on her OTP token. This will display a 6
to 8 digit number that Alice will enter into the GINA as her password. This
number is generated by using either a mathematical or a time-synchronised
algorithm. The authentication server receives the credential and generates a
password using the same algorithm. The passwords are compared and if
they are the same, Alice is then authenticated.
All that has happened here is that both Bob and Alice have presented
identity claims to their respective directory services. In both cases the claim
consisted of a username and a password, even though Alice‘s password was
generated by an OTP token. The directory service compared the identity
claim with the details held, or generated, in its database. If the credential
presented to verify the identity claim (the password) was correct, then the
identity claim is authenticated. This means that the directory service has
received the correct credentials for that identity; it is not positive proof that
a particular person actually logged onto to the system at that time.

2.3.10

Authorisation
Authorisation, or access control, is the process of granting access to

certain resources to a claimed identity that has met the authentication
requirements. These access rights are also known as privileges and are
determined at this stage. The system determines the privileges for the
authenticated entity and binds those privileges to that identity (Bosworth et
al., 2005). Sandhu and Samarati (1994) describe the purpose of access
control as:
―…to limit the actions or operations that a legitimate user of a
computer system can perform. Access control constrains what a user
can do directly, as well as what programs executing on behalf of the
users are allowed to do. In this way access control seeks to prevent
activity that could lead to a breach of security.‖
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An access control mechanism must have the properties of being
tamper-proof, non-bypassable, within a security kernel (i.e. not scattered
throughout a system) and small so that it can be subjected to rigorous
verification (Samarati & de Capitani di Vimercati, 2001).
All models of enterprise identity management refer to the
authorisation or access control component of the system. There are a
number of recognised forms of access control that are in use. The main
models are described below.
Discretionary Access Control (DAC) allows the owner of the
resource to determine who has access to it. DAC policies control access to
resources based on the proved identity that requests the access and on access
rules stating what certain requestors are, or are not, allowed to do. DAC
allows data to be freely copied from object to object, so that even if access
to the original data is restricted or denied, access to a copy can still be
obtained. There are a number of administrative policies to enforce DAC.
These include Centralised, Hierarchical ,Cooperative, Ownership or
Decentralised (Hu, Ferraiolo, & Kuhn, 2006; Sandhu & Samarati, 1994,
1996) . This model is used by most operating systems to provide access to
directories, files and programs within the operating system. Samarati
(Samarati & de Capitani di Vimercati, 2001; Sandhu & Samarati, 1994)
formalised the Access Matrix model to describe DAC policies although
these were first described by Lampson (1974). It is not really suited as the
sole method of access control in an identity management system, but may
well be used in conjunction with another form of access control.
Mandatory Access Control (MAC) allows the transfer of information
in one direction only within a latticework of security labels. All information
would be classified with a security label, for example, Unrestricted,
Confidential, Secret, and Top Secret. This would allow information to
move from, for example, a low security classification to a higher
classification, but not from a high classification to a low classification. This
is usually controlled by a central authority. MAC was originally developed
for military applications so that a user having a certain security level could
only read and/or write to a specified security level (Hu et al., 2006; Sandhu
& Samarati, 1994, 1996) .
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Role-based Access Control (RBAC) assigns access rights to a series
of roles rather than individual users. Users are granted membership of roles
based on their competencies and responsibilities in the organisation
(Ferraiolo, Barkley, & Kuhn, 1999; Ferraiolo, Kuhn, & Chandramouli,
2007; Ferraiolo, Sandhu, Gavrila, Kuhn, & Chandramouli, 2001; Hu et al.,
2006; Sandhu, Ferraiolo, & Kuhn, 2000; Sandhu & Samarati, 1996). Users
then receive access rights based on the role that they are assigned (Sandhu
& Samarati, 1996). RBAC allows a user to access all the resources that are
authorised for that particular role. This gives the organisation a number of
advantages. These include:
Authorisation Management. The task of allocating user security
rights is broken into two parts; the first assigns specific access rights
to a role, the second assigns users to a role. This allows users whose
organisational role has changed to be quickly given the correct
security rights by removing them from one role and placing them in
another (Ferraiolo, Barkley, & Kuhn, 1999; Ferraiolo, Sandhu,
Gavrila, Kuhn, & Chandramouli, 2001; Sandhu, Ferraiolo, & Kuhn,
2000; Sandhu & Samarati, 1996).
Hierarchical Roles. Roles can be arranged in a hierarchy based on
the principles of generalisation, specialisation and inheritance.
Least Privilege. The use of roles allows users to act with the least
privilege required for a particular task (Saltzer & Schroeder, 1974;
Schneider, 2003).
Separation of Duties. There are many organisational roles where a
single user is not allowed sufficient privilege to misuse the system,
for example the person authorising payments should not be the same
person who prepares the payment. This separation of duties can be
enforced with RBAC by either defining conflicting roles that cannot
be held by a single person, or by enforcing that separation
dynamically at run time (Botha & Eloff, 2001; Sandhu et al., 2000;
Sandhu & Samarati, 1996) .
Essentially, the RBAC model assigns access rights for resources to a
series of roles rather than to individual users. Fig. 1 shows the relationship
of users to roles and the relationship of roles to operations and objects. It
also clearly shows that operations and objects both exist in a web of
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privilege that is required for the operation to succeed on the object. The
usefulness of this model is that it allows for the decentralisation of
management of roles. The day to day management of the roles can be
devolved to individual business managers, who can move their personnel
from one role to another as the business requires it, without requiring
specialised knowledge. This model allows the business to have a finer level
of control over their resources and who has access to them (Sandhu, Coyne,
Feinstein, & Youman, 1996; Sandhu & Samarati, 1994, 1996).
This model was further refined (Sandhu & Bhamidipati, 1999;
Sandhu et al., 1996) and was subsequently adopted by the U.S. National
Institute of Standards and Technology (NIST) as a formal model for RoleBased Access Control (Ferraiolo et al., 2001; Sandhu et al., 2000) .
Extensions to the RBAC model have been proposed based on the
combination of task and role (Oh & Park, 2003), temporal based constraints
(Joshi, Bertino, Latif, & Ghafoor, 2005) and the separation of duties (Botha
& Eloff, 2001).

Figure 1: Role-Operation-Object Relationship
(Ferraiolo et al., 1999, p. 8)

Rule based Access Control (RUBAC) is a term that is used to
describe a system that applies access control according to a set of predefined organisational rules. RUBAC allows users to access systems and
information based on pre determined or configured rules (Hu, Ferraiolo, &
Kuhn, 2006). RUBAC works by intercepting every access request and
comparing the user‘s rights with the pre-defined rules in order to make an
access decision. The system works by using a security label system which
creates rules dynamically as defined by the security policy. These security
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labels are attached to all objects including files, directories, devices and
users and allow the application of business rules to its access control system
(Hu et al., 2006).
There is no formally defined standard or model for RUBAC. It
appears to be used only as part of the LINUX Rule Set Based Access
Control (RSBAC) system.
Usage control (UCON) encompasses traditional access control, trust
management and also digital rights management. The UCONABC model is
designed to integrate Authorization (A), oBligation (B) and Conditions (C)
into a single framework. This provides ongoing controls to provide longlived access or immediate revocation based on obligations and conditions
that are bound to the object (Park & Sandhu, 2004). In this model, a target
object has relationships with consumer, provider and identifiee subjects. The
consumer subject seeks access to a target object that is provided by a
provider subject. A subject may have to fulfil some obligations and meet
some conditions in order to gain authorisation to access a particular target
object. Access to the target object is determined by these relationships and
the involvement of each of the parties in the access decision (Oh & Park,
2003; Park & Sandhu, 2002, 2004).
Although based on the traditional RBAC model, the model also
includes provision for trust management and Digital Rights Management
(DRM). This model also includes provision for privacy management of an
entity‘s identity attributes. Traditional RBAC models have focused only on
server-side controls, but the UCON model also includes client-side controls
to ensure that authorisation controls remain persistent.
The UCON process consists of three phases in time: before usage,
ongoing usage and after usage. Control-decision components —
authorisation, rights, obligations and conditions — are checked and
enforced in these first two phases. Fig. 2 shows how the components of the
UCON model interact. It shows that any usage decision must meet the
authorisation, obligations and conditions for an object before rights are
granted.
This model is a paradigm shift from the traditional RBAC model. It
is ideally designed to fit into a Federated or Internet model, particularly if
the organisation has files or data that are either subject to DRM, or need to
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have access controls applied continuously. This model has the potential to
possibly become one of the dominant models for access control in an
Internet or Federated environment.

Figure 2: UCON model components
(Park & Sandhu, 2004, p. 8, )

There have been a number of concerns raised about the issues of
confidentiality, trust and privacy in both the RBAC and UCON models
(Bertino et al., 2006). There have been a number of proposals for secure
knowledge-management that would also incorporate trust negotiation and
privacy management (Bertino et al., 2006; Bhargav-Spantzel, Squicciarini,
& Bertino, 2006, 2007). These proposals would further extend the RBAC
and UCON models.
A new model of access control— Authorization Based Access
Control (ABAC) — proposes that access should be controlled by
authorisations, not by identity (Karp, 2006). ABAC uses an identity based
access control and that raises issues of distributed identity management
particularly in a Distributed or Internet environment. This may lead to reassignment of identity distinguished names in order to prevent conflicts with
other domains in the distributed system. There are also some security issues
with identity based access control, particularly if used in conjunction with a
Single Sign On (SSO) system.
The ABAC model proposes that an entity receives authorisations
based on the proved identity assertion. These authorisations can then be
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presented to gain access to the various resources required. This model
provides an elegant solution that appears to bypass some of the security
issues that could arise in a more standard RBAC or UCON model.
Temporal constraints are defined by Hu et al as ―…formal
statements of access policies that involve time-based access to resources‖.
These constraints are imposed to either limit access to resources or to
control time sensitive activities. These constraints are often enforced as part
of a history based access control system. This type of system defines its
security policy as a series of events over time at a particular security level.
The security policy then decides which system events are permitted to
ensure that information doesn‘t flow in an ―unauthorised‖ manner (Botha &
Eloff, 2001; Hollingsworth, 1995; 2006; Joshi et al., 2005; Workflow
Management Coalition, 1999). The most popular history based access
control policies are the Workflow and the Chinese Wall.
The Workflow Management Coalition (WFMC) defines a workflow
as a representation of an organisational process where ―…documents,
information or tasks as passed between participants according to a defined
set of rules to achieve, or contribute to, an overall business goal.‖
(Hollingsworth, 1995; Workflow Management Coalition, 1999). Workflow
is often specified as a set of tasks with dependencies whose sequence is
critical to the process. The various tasks may be carried out by a number of
individuals in accordance with the organisational rules. The goal of the
Workflow policy is to maintain consistency between the internal data and
external users‘ expectations of that data (Atluri, Chun, & Mazzoleni, 2001;
D. Clarke & Wilson, 1987).
A Chinese Wall security policy is used to address conflict of interest
issues. The objective is to prevent illicit flows of information that can cause
conflicts of interest (Atluri et al., 2001; Brewer & Nash, 1989; Oh & Park,
2003). It is used predominately in the banking and finance industry and is
used to preserve confidentiality of information rather than the integrity of
the information. It is designed to act as a dynamic policy so that as certain
information is accessed other information that was previously accessible
now has its access denied. The previous access events are used as part of the
decision process for access authorisation (Atluri et al., 2001; Brewer &
Nash, 1989).
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2.3.11

Bob and Alice access resources
After Bob‘s identity was authenticated the directory service will

normally run his logon scripts and enumerate his security group
memberships. The Department provisions its users by using the DAC model
where security groups are used to allocate privileges to resources and
applications. Bob‘s identity was provisioned into the various resources and
applications that he required by adding his account into a number of security
groups. As Bob attempts to access each resource or application, his identity
is checked at the directory service to see if it holds the required privilege.
InfraPlan is using a system of RBAC to control the provisioning of
its identities. Alice‘s identity was initially allocated a role. Each role is
defined to have access to certain resources and applications. When Alice is
authenticated, her role(s) are enumerated, her privileges bound to her
identity and then her logon scripts would run. As Alice attempts to access
each resource or application, her identity is checked to see if it holds the
required privilege.
Both the DAC and RBAC models authorise access by checking if
the identity has authorisation to access the resource. But the approach used
by the models is quite different. The DAC model generally uses the
membership of security groups as the basis of authorisation. In most
implementations of DAC, the group membership is checked at the time of
access. This makes DAC quite responsive as security group membership can
be changed dynamically while an identity is logged on. The RBAC model
generally binds the privileges to the identity at logon. This means that, in
some implementations of RBAC, changes to access for a role may not be
dynamic and may require the identity to logon again to get the new
privileges.

2.3.12

Audit
Audit is the process of making a record of what occurred once

authorisation had been granted. It has two components:
the collection and organisation of audit data, and
an analysis of the data to discover or diagnose security violations
(Sandhu & Samarati, 1996).
Audit records should also link each established identity to the
actions that it has performed (Bosworth et al., 2005). Audit data has to be
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protected from unauthorised access and modification or the security of the
system becomes compromised. However, it appears that analysis of audit
data tends to occur only when violations are suspected.
Automated audit analysis can be carried out in either passive or
active mode. The passive mode of analysis looks for possible intrusions or
violations offline and brings items of interest to the attention of an auditor.
Active analysis occurs in real-time and may possibly take immediate
protective response by killing suspect processes or disabling an account.
One approach that can be used is anomaly detection. This is based on the
assumption that the exploitation of the system is based on abnormal use of
the system. Another approach is misuse detection which is based on rules
that specify events, sequences of events or observable properties of the
system that are symptomatic of violations (Sandhu & Samarati, 1996).

2.4 Identity Management Systems
Identity management systems were defined in Chapter 1 as the
implementation of a set of processes, workflows and software that provides
identity management services for an enterprise. In an identity management
system each of the individual components needs to be combined with
existing and new processes and workflows into a coherent system to provide
an enterprise with a workable solution. This is generally where vendors
integrate the components into a solution for their customers and much of the
literature in this area is vendor driven (Allan, Wagner, & Witty, 2006;
Novell Inc, 2003a; Rouault & Pato, 2003; Wagner, 2006; Zhu, 2007). The
components of an identity management system were described by White et
al (2007) as:
1. Identity Administration. This component contains a number of
modules :
a. Identification. This module formally identifies the entity
according to the requirements of the enterprise. The process
is usually manual and involves the collection of identifiers
for a particular person.
b. Verification. This module establishes the identity of an entity
before the creation of a digital identity. This process is also
manual but must be verifiable and may be subject to various
legal requirements
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c. Enrolment. The enrolment module creates an identity in a
computer system for an entity. It is at this stage that a
credential(s) will be associated with a particular entity. This
will normally consist of a user id along with some form of
credential. This can be a password, OTP token, smart card or
a biometric signature.
d. Life-cycle management. All identities have a distinct life
cycle that must be managed. Identities are created and
credentials allocated; they require updating and change as
they mature and move through the enterprise; the identity
may require termination, even though the entity still lives and
there may be a legal requirement to maintain the identity‘s
associated records for a period of time. Credentials also have
a limited life and become invalid if they are not updated at
regular intervals. This module manages the life-cycle of the
identity and its associated credentials. It ensures that any
updates and changes that occur to the identity or its
credentials are correctly handled.
e. Audit. Audit is the process of making a record of what
occurred once authorisation had been granted. There are two
components to audit: the collection and organisation of audit
data and an analysis of the data to discover or diagnose
security violations (Sandhu et al., 1996). An audit record
should also link each established identity to the actions that it
has performed (Bosworth et al., 2005). Audit data has to be
protected from unauthorised access and modification
otherwise the security of the system may become
compromised. However, analysis of audit data tends to occur
only when violations are suspected.
2. Identity based Access Management. This component contains a
number of modules:
a. Provisioning. Provisioning is the dynamic process of
establishing, or revoking, the specific access rights for a
specific identity. The Provisioning process starts with an
account being created in an ―authoritative source‖. This may
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be a specific system, such as a Human Resources database.
This creation triggers a series of policy driven events such as
the creation of a network account, an email account, various
database accounts, and so on. In effect, the provisioning
process creates all the accounts and access rights that an
entity will require to complete their role and responsibilities
within the organisation.
b. Authentication. Authentication is the process of verifying the
identity claim that is presented so that access to resources can
be properly assessed. The process starts with the entity
presenting a claim to the system, usually by presenting an
identifier such as username, ID number or similar. The
identifier that is presented claims a specific identity, but
offers no proof of the claim intrinsically. The proof must be
provided by the connecting entity and consists of a set of
credentials. Credentials need not necessarily be unique within
the name space, for example, a number of users may have the
same password, but they must be a valid private credential
that can be matched to a verifying credential. If the presented
credential is verified, then the system can be confident that
the entity is the rightful owner of the identity (Bosworth et
al., 2005).
Most Identity Management systems use an LDAP
Directory Service to provide authentication. LDAP Directory
services, such as Active Directory, eDirectory, iPlanet,
eTrust, OpenLDAP, etc., provide a repository for the
representation,

storage

and

management

of

identity

information and objects. Meta-directories attempt to provide
a method of consolidating and integrating, or at least
synchronising, directory data within an enterprise.
c. Authorisation. Authorisation, or access control, is the process

of granting access to certain resources to a claimed identity
that has met the authentication requirements. These access
rights are known as privileges and are determined in the
authorisation stage. The system looks up the allowed
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privileges for the authenticated entity and binds the privileges
to the identity (Bertino et al., 2006; Bosworth et al., 2005;
Pang, 2005).
d. Life-Cycle Management. The life cycle of the identity is also
reflected in the identity based access management. Identities
are created in systems during provisioning; they mature
during their life and change roles. At the end of the identities
life, their access rights are revoked. Revocation is the reverse
of provisioning. It is the process of removing a specific
identity‘s access rights when a particular event occurs, such
as the entity leaves the organisation. This is an essential part
of the provisioning process as it ensures that there are no
inactive accounts left open for unauthorised access (Bertino
et al., 2006; Casassa Mont, Bramhall, & Pato, 2003; Hu et
al., 2006).
e. Audit. As seen above, audit is the process of making a record
of what occurred once authorisation had been granted. This is
an essential part of any Identity Management system.
3. Other components. Other components have been proposed in the
literature as essential components of Identity Management systems.
These include:
a. Single Sign On (SSO). Vacca and Krause (Vacca & Krause,
2000) specifically include Single Sign On (SSO) as a major
component of Identity Management. An SSO system allows
an entity to authenticate once to a system and thereby gain
access to the resources of multiple software systems without
the requirement of further authentication.
b. Web Services. Casassa Mont et al. (Casassa Mont, Bramhall,
& Pato, 2003) included Web Services as a component as it is
usually used as part of a federated identity management
solution.
It should be noted that many of the components described by White
et al. (2007) included processes and workflows, not just a software
solution or some other technological implementation.
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2.5 Identity Management Architecture and
Federation
The National Electronic Commerce Coordinating Council said that
the major drivers for an enterprise to adopt an identity management system
were organisational efficiency, competitive advantage, security, speed of
reaction to change, fraud prevention, consistent treatment of the individual
and integrated information infrastructure (The National Electronic
Commerce Coordinating Council, 2002). These drivers provide a powerful
incentive for an enterprise to plan and implement an identity management
system. But, enterprises are faced with a number of choices for possible
systems. They also face the additional issue of needing to integrate any
chosen identity management system into the enterprise.

2.5.1 Identity Management Models
In Chapter 1, identity management models were defined as a
conceptual plan of the design, structure and components of an IdM system
and their relationships to each other and the environment. Currently there
are a number of different identity management models that are described in
the literature. These can be generally described as:
o Enterprise. An enterprise model is one that centralises the
management of identities and control of access to resources within a
single enterprise (Casassa Mont, 2004; Rouault & De Clercq, 2004).
o Distributed. A distributed model is one where the management of
identities and control of access to resources is distributed amongst a
number of trusted repositories. Each repository is responsible for the
management of its own identities and resources. Each repository also
trusts the identities from other repositories that it has trust
relationships with, for access to its resources (Cantor & Erdos, 2002;
He & Zhang, 2005).
o Internet. An Internet model is one that allows an entity to certify an
identity with a trusted third party authentication provider. The
identity can then be trusted by other third party service providers
who also use that authentication provider as a means of
authentication (Cantor, Hodges, Kemp, & Thompson, 2003; Josang
et al., 2005; Microsoft Corp & IBM. Corp, 2002).
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o Federated. A Federated model is essentially an extension of the
Internet model where the entity‘s identity information is aggregated
from a number of identity providers. The aim of the federated model
is to provide the user with a single aggregated identity where
different attributes are certified by different identity providers. A
service or resource provider may use only some of those identity
attributes to allow access to specific resources. It is an attempt to
combine an entity‘s business and personal profiles into a single
identity (Bhargav-Spantzel, Squicciarini, & Bertino, 2005; BhargavSpantzel et al., 2007; Cantor et al., 2003).
There have been a number of reviews of the current state of identity
management systems recently (Bertino et al., 2006; Casassa Mont, Bramhall
et al., 2003; Hu et al., 2006) which have all come to similar conclusions.
They have identified the core components of an effective identity
management system, but have generally only modelled the access control
component. Although this is a critical component, it is by no means the only
critical component of an identity management system.
A basic assumption, in the Enterprise and Distributed models, is that
an enterprise maintains control over the identification, provisioning and
authorisation processes and that all entities are obliged to abide by those
requirements. In effect, they can both be regarded as implementation
frameworks designed for the provisioning of an enterprise‘s employees.
It can be argued that the Enterprise model could be regarded as the
base model for an identity management system. The Enterprise model gives
an enterprise centralised control over its identities and resources. This would
be regarded as the essential first step for an enterprise in its move towards
identity management. The Distributed model can be regarded as an
extension of the Enterprise model as it allows separate enterprises to share
resources. It implies that these enterprises have implemented an identity
management system internally using the Enterprise model. The Distributed
model then appears to depend on a base Enterprise model being in place for
each of the trusted repositories.
From one point of view, the Internet model is simply a Distributed
model of an identity management system. Each of the authentication
providers requires a form of the Enterprise model in place to provide the
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basic identification, provisioning, authentication, and authorisation services
required by the individuals and service providers that use the authentication
provider‘s services. However, there is now a move towards giving the
individual considerably more control over the management of his or her
identity within this model (Cameron, 2005a, 2005b; Jones & Cameron,
2005; Josang & Pope, 2005). It is now an integral part of both the Liberty
Alliance project (Cantor et al., 2003) and the WS-Federation (Microsoft
Corp & IBM. Corp, 2002).
Josang and Pope (2005) have proposed a paradigm shift by viewing
an Internet model as a user-centric model, rather than the previous
enterprise-centric view. An alternative view (Casassa Mont, Bramhall et al.,
2003) is that context is all important and that an enterprise will only be
concerned with an enterprise-centric view of an Identity Management
model; Governments will naturally tend to take a government-centric view
of the same model, while individuals will tend to view the model from a
user-centric stance. Essentially, this view can be described as a self-centred
approach to a model that will differ depending upon the context that it is
viewed from.
There now appears to be considerable convergence towards a single
model that describes both a Federated system as well as an Internet system.
Both Liberty Alliance (Cantor et al., 2003) and the WS-I Consortium
(Microsoft Corp & IBM. Corp, 2002) now talk of their models as Federated
models, rather than an Internet model. The Shibboleth project (Cantor &
Erdos, 2002) has also moved in this direction. Microsoft (Daemen &
Rubinstein, 2006; Microsoft Corp, 2006b), Novell (Novell Inc, 2003a,
2003b) and HP (Trustgenix Inc, 2005) also refer to their Federated models
which now display the basic features of an Internet model.
This convergence of models and terminology tends to add to the
general confusion in this area. If we look back at the basic terminology, a
federation occurs where two or more separate enterprises share resources.
The Distributed model, discussed above, appears to have been developed to
provide identity management services to enterprises in a federation. The
Internet model also provides for the needs of an enterprise in a federation by
using a third party identity provider, while the Federated model is

44

essentially an Internet model where the entity‘s identity information is
aggregated from a number of identity providers.
The rapid industry acceptance of Web Services has forced the
convergence of the models. This convergence has also caused a re-definition
of the terms used to describe the models.
Federated and Distributed models were described above, and it was
argued that they are extensions of an enterprise Identity Management model
designed to encompass authorisation and access to resources based on
remote authentication from another trusted enterprise. It can also be argued
that they are now merely an extension of the Internet model.
The current version of an Internet model (Cantor & Erdos, 2002;
Cantor et al., 2003; Jones & Cameron, 2005; Josang & Pope, 2005;
Meinecke, Nussbaumer, & Gaedke, 2005; Zhu, 2007) allows an entity to
certify an identity with a trusted identity provider. The identity can then be
trusted by third parties who also use that identity provider as a means of
authentication. The identity provider and the third parties can all be
enterprises with varying degrees of trust enabled between them.
A variation of the model allows an entity to register its identification
details with a Registrar (or identity provider) and receive a token in return.
The Registrar passes some details of the identity and the token to a Trusted
Third Party (TTP) who maintains an authentication server that does not have
access to the identity‘s full details. Online service providers who enrol can
interrogate the authentication server to authenticate an identity (Coroneos,
2006; Jones & Cameron, 2005; Josang et al., 2005; Josang & Pope, 2005) .
Although this variation is particularly designed for individual entities to
securely access resources over the Internet, it is capable of being adapted for
use within an enterprise system. Some shortcomings (Hommel & Reiser,
2005) have been identified in the Internet models of both Liberty Alliance
and WS-Federation, particularly in relation to federation security and
privacy management.
Hommel (2005) has adopted this extended view of the Internet
model. Although he speaks of Federated Identity Management, it is clear
from the context that he supports the view outlined above of the Federated
model as an extension of the Internet model. He also takes up the issues of
Privacy, Security and Corporate Governance in the passage of identity
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information between Federation members. He has proposed an extension to
the Security Assertion Markup Language (SAML) to allow increased
security, inter-domain privacy management and schema conversion.
The Federated model attempts to provide an entity with a single
identity profile that encapsulates all of the entity‘s identity attributes,
including business and personal attributes and profiles (Bhargav-Spantzel et
al., 2005, 2007; Squicciarini, Bertino, & Spantzel, 2005). This appears to be
an attempt to simplify identity without the use of Personal Identity
Managers (PIM) such as CardSpace (Cameron, 2005b; Daemen &
Rubinstein, 2006; Jones & Cameron, 2005) or the Higgins Project (Eclipse,
2006; Trevithick, Nadalin, Olds, & Ruddy, 2006). This model, although
initially attractive, may well run into considerable privacy issues. The model
allows an identity provider to certify only certain entity attributes to a
service provider. But, the model provides for those attributes to be
automatically gathered from a number of identity providers in order to meet
the requirements for access to a service or resource. This could lead to a
significant breach of an entity‘s privacy if those attributes were incorrectly
released to a service provider.
The problems of digital identity that exist in a Federation and
particularly in a SSO environment have been examined in some detail
(Bhargav-Spantzel et al., 2006; Borcea-Pfitzmann, Hansen, Liesebach,
Pfitzmann, & Steinbrecher, 2006; Bramhall, Casassa Mont, Gittler, Pearson,
& Beres, 2003; Casassa Mont, Pearson, & Bramhall, 2003). Various
methods of securing identity attributes from identity theft have been
proposed as a result.
The issues of trust between Federation partners have also been
discussed (Beres, Baldwin, Casassa Mont, & Shiu, 2007; Bertino et al.,
2006; Bhargav-Spantzel et al., 2005, 2006, 2007; He & Zhang, 2005; Josang
et al., 2005; Riegelsberger et al., 2005; Squicciarini, Bertino, & Spantzel,
2005; Woodhouse & White, 2007) with a number of issues raised and some
possible solutions proposed.
There appears to be some disagreement in the literature with the
description of these models. There does not appear to be an agreed formal
model, framework or architecture for an enterprise identity management
model. This is possibly due to two factors. First, the literature tends to
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concentrate on each technical component to the virtual exclusion of all other
components. The effect is that each component is viewed within a very
restricted and narrow context. This context may, at most, consider the
interactions of another component but only when it is either tightly bound or
is either a pre-requisite or a dependency. Second, most identity management
systems are supplied as separate component modules by various vendors.
This tends to reinforce the approach taken by the literature of separate
individual components.
But this lack of a formally described enterprise or base level
framework leaves most enterprises with no foundation on which to base an
adequate assessment of their needs or of a proposed system. It also means
that an enterprise is left with no real guidelines to the design of an identity
management system that will meet their requirements.
It appears that the current view of an Enterprise model of an identity
management

system

depends

more upon

an individual vendor‘s

implementation than on a defined model. Most major vendors, including
Microsoft, Novell, IBM, HP and Sun, offer identity management systems.
But all offer the individual components as separate, stand-alone systems that
can be installed individually and then later linked together as an identity
management system. Realistically, this is more of an implementation of an
interoperability framework between components (Gamma et al., 2000)
rather than the definition of an Enterprise Identity Management model.
An IdMA could use any of the models of Identity Management. The
model selected for implementation can be customized and deployed in an
enterprise through the use of the IdMA and its frameworks. The IdMA and
frameworks provide a structure that will help to ensure that the model
selected will meet the strategic and security requirements of the enterprise.
Proposed models can also be assessed for their suitability and completeness
by attempting to fit them into the IdMA.

2.5.2 Bob and Alice join a federation
One of InfraPlan‘s major clients is the Department of Infrastructure.
InfraPlan does a considerable amount of planning and project management
work for the Department and needs access to some of the Department‘s
resources to plan and manage these projects. The Department and InfraPlan
have decided to create a federation so that both sets of employees can easily
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access resources in each enterprise. An IEA has been agreed and signed and
a trust arrangement has been made between the two directory services.
It must also be noted that each of the enterprises has to ensure that
the resources that are to be shared must be capable of accepting
authentication from an external directory service and have a method of
authorisation based on that external authentication. This implies that these
resources need to have an LDAP based authentication system. Woodhouse
and White argued (2008) that this was an essential part of both
authentication and authorisation in a federation. This means that the current
authentication and authorisation controls for resources must be considered
as part of the federation process.
Alice has been advised that she can now access resources in the
Department by using a desktop shortcut that points to a Department website.
Alice clicks on the link and is prompted to enter her authentication
credentials. Alice has been instructed to use her email address as her
username on the Department‘s websites and duly enters her email address
followed by the password generated by her OTP token. Alice finds that she
can now access the information that she requires.
There are a number of different methods that enterprises can use to
provide federated access to their resources. These will depend upon the
solution adopted by the two enterprises; which in turn will depend upon
their individual risk posture and how they see the need for security both
internally and within the federation. This is a question that cannot be
answered adequately without using specific examples, but that then ties in
the risk postures and security needs of the enterprises. It also moves the
discussion from the general to a specific implementation.

2.5.3 Identity Management Architecture
Identity Management Architecture (IdMA) was defined in Chapter 1
as the set of processes, workflows, frameworks, standards and policies that
defines and describes a system of Identity Management. However, the terms
Identity Management, Identity Management Architecture and Identity
Management Frameworks are not clearly defined within the literature.
Architecture is defined by the ANSI/IEEE Standard 1471-2000,
Recommended Practice for Architectural Description of Software-Intensive
Systems (2000) as the fundamental organization of a system, embodied in
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its components, their relationships to each other and the environment, and
the principles governing its design and evolution. From this definition, we
find that the essential criteria for an architecture include:
The fundamental organisation of a system;
The components of the system;
A definition of the relationships between those components;
A definition of the relationships between those components
and their environment;
A statement of the principles that govern the design and
evolution of the architecture.
This definition and criteria can now be used to assess the various
architectures that are claimed to be identity management architectures.
The literature concentrates primarily on the technical aspects of
security, authentication and access control to the virtual exclusion of all
other aspects of identity management (Claub & Kohntopp, 2001; Hansen et
al., 2004; Koch & Worndl, 2001). It has often been proposed that the use of
Public Key Infrastructure (PKI) is a possible solution to the issue of
authenticating external users into an enterprise‘s resources. In some cases,
this has also been claimed to be an IdMA. However, this is a very simplistic
approach. PKI is really only an authentication mechanism that also
addresses some issues of identity administration.
None of these proposed architectures (Bhargav-Spantzel et al., 2006;
Claub & Kohntopp, 2001; Hansen et al., 2004; Koch & Worndl, 2001;
Rouault & De Clercq, 2004; Taylor & Murty, 2003) meet the IEEE 14712000 standard for an architecture as they do not address the basic issues of
the fundamental organisation of the system nor do they properly define the
relationships between the components, their environment and each other.
Most do not also meet the minimum standards that have been proposed for
identity management systems (National Institute of Standards and
Technology, 2003; White et al., 2007) as they do not address all of the
major elements of identity management.
Windley (2005, p. 134) defined identity management architecture as
―…a coherent set of standards, policies, certifications and
management activities. These are aimed at providing a
context for implementing a digital identity infrastructure that
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meets the current goals and objectives of the business, and is
capable of evolving to meet future goals and objectives‖.
It is interesting to note that this definition does not specify any form
of implementation of systems or even technology generally. It is a definition
that includes many of the activities that will surround any technical
implementation. This definition states that identity management does not
just consist of a technical implementation. It also consists of the process,
workflows, policies and aims of the enterprise that is implementing the
architecture. This view, and definition, is at odds with most of the literature.
Windley uses frameworks to define the processes and workflows
that are an integral part of each identity management component. These
frameworks are also required as part of the IdMA, but have generally been
ignored in the literature (White et al., 2007; Woodhouse & White, 2007).
An Identity Management Framework (IdMF) was defined in Chapter 1 as a
structured set of policies, processes, workflow and technology that
implements an architectural element.
The literature indicates that there has been little real development in
the area of internal frameworks. The Open Group (2002) stated that there is
no standard enterprise identity management architecture and that enterprises
need to define an individual architecture to meet their own needs. But, as
White et al (2007) point out ―…the increasing importance of compliance
with standards, combined with the need to operate with procedures that can
be verified and audited, means that this stance can no longer be adopted.‖.
Enterprises may also be required to comply with a number of highly
complex, and sometimes conflicting, sets of legislation or regulation. These
requirements may also be in conflict with internal security controls and
requirements. Pearsons (2007)

recommends that enterprises ―…should

strongly consider the adoption of visionary security standards, such as
ISO/IEC 27001 that provide a foundation and management system
guidance…‖. The introduction and compliance with international standards,
such as ISO/IEC 27001, ISO/IEC 17799, ISO/IEC 20000, or COBIT force
enterprises to examine their existing processes and procedures and to then
document them in order to meet their compliance targets.
This move to compliance with standards, with its insistence on the
documentation of process, implies that some processes may be considered
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as generic processes that are common to many enterprises. Although the
process may be implemented differently in similar enterprises, the general
method, or framework, remains the same. A review of the literature, as seen
above, indicates that there is no existing, generally agreed framework for
identity management within an enterprise (Bertino et al., 2006; Casassa
Mont, Bramhall et al., 2003; Hu et al., 2006; 2007). This is in line with The
Open Group‘s (2002) assertion that enterprises need to define their own
individual identity management architecture.
It would therefore appear that the literature does not define an
enterprise framework for an identity management system. It appears that an
identity management architecture and the implemented system is more
dependent on an individual vendor‘s implementation rather than on a
defined model, as proposed in Sect. 1. Most major vendors offer identity
management systems. But they generally offer the individual components as
separate, stand-alone systems that can be installed individually and then
later linked together to form an identity management system. However, this
can realistically only be regarded as the implementation of an interoperability framework (Gamma et al., 2000) but it does not define a formal
model of an enterprise identity management system.
Koch and Worndl (2001) proposed an IdMA, but this architecture is
more concerned with the storage of user profile information, the
maintenance of privacy and the cryptographic means of authentication. It
makes no allowance for access control, provisioning of users, data
management or governance. Claub and Kohntopp‘s (2001) proposal of an
IdMA is, realistically, only a method of providing secure authentication
together with some provision for user privacy and anonymity. These ideas
were later extended by Hansen et al. (Hansen et al., 2004), but they
remained with a focus on the individual. The literature generally appears to
concentrate on the technical aspects of secure authentication and incorrectly
regards this as an IdMA. This very restricted view of an IdMA cannot be
justified when Windley‘s definition of an IdMA is used.
In Windley‘s (2005) architecture, the IdMA is based upon a
Technical Reference Architecture, which is a set of standards,
methodologies and technologies that have been adopted by the enterprise.
He proposed two frameworks, a Data Framework and a Process Framework.
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The data framework proposed methods for access to data by identities while
the process framework proposed authentication, provisioning and some
work-flow methods. Fig. 3 shows that both frameworks and the Technical
Reference Architecture are directed by enterprise policies and by an
interoperability framework. This IdMA creates a logical structure from the
enterprise requirements and the frameworks that fulfil the requirements for
an enterprise architecture (O'Rourke, Fishman, & Selkow, 2003; Zachman,
1987).

Figure 3: Identity Management Architecture
(Windley, 2005, p. 141)

Accordingly, Windley‘s architecture can be regarded as a starting
point for an IdMA. Windley, however, does not detail an Identity
Management Framework (IdMF) for use within an enterprise. The only
description of a IdMF that can be found in the literature is the Internal
Enterprise Framework (White et al., 2007; Woodhouse & White, 2007).
White et al. (2007) defines an identity management framework as ―…one
that combines the identity administration of entities and their identities with
identity based access management to control access to the resources of an
enterprise‖. Fig. 4 shows the IdMF is divided into two components —
Identity Administration and Identity based Access Management. This IdMF
brings together the IdMA, business requirements and policies into a logical
structure that fits into the requirements for an agency to implement an
IdMA.
The Open Group (2004) created an example architecture that
displays some of the basic requirements for an identity management system
but then ignores others. This architecture is shown in Fig 5. It is useful as a
possible starting point for the development of an enterprise Identity
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Management Architecture, but it leaves too many components untouched
and does not provide a clear path forward for an enterprise.

Figure 4: Identity Management Framework
(White et al., 2007)

Adaptive Identity Management (AIM) (Casassa Mont, Bramhall et
al., 2003) has been proposed as a model that current Identity Management
systems need to evolve towards. This model proposes a more integrated
solution that is policy based and has significant contextual awareness. AIM
also tries to integrate the management of security, privacy and trust into the
model. This integration is shown in Fig. 6. AIM is designed to allow the
refinement and deployment of policies at various levels in order to cater for
specific issues that may arise.

Figure 5: The Open Group example Identity Management Architecture
(The Open Group, 2002, p. 26, )
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The AIM model sets certain requirements for an Identity
Management system. These are Integration, Rationalisation, Flexibility,
Context Awareness, Privacy Management, Control over Identity Flow,
Delegation of Control, Accountability, and Simplicity. These requirements
separate AIM from all current implementations of Identity Management.
The AIM model really proposes an integrated architecture that would allow
an organisation considerable flexibility after implementation. It does
however progress on the idea of an IdMA as proposed by Windley.

Figure 6: Adaptive Identity Management Model
(Casassa Mont, Bramhall et al., 2003, p. 12, )

It can be seen from this review that the literature is somewhat
confused about what constitutes an Identity Management Architecture.
Zachman‘s framework (1987) states that the architecture, like an architect‘s
plans for a building, has a series of views with varying amounts of detail
shown. It would appear that this basic concept has been either been ignored
or forgotten in some of the literature. This could explain the concentration
on the technical issues surrounding some components of Identity
Management. The literature is however, inadequate in considering what
methods are required to bring all the technical components together to
provide a coordinated approach to Identity Management for an enterprise.
This thesis proposes to make a major contribution to the literature by
describing a new IdMA that can be used as a reference architecture for
identity management design. This new IdMA will provide a common
starting point for researchers and practitioners in the research and design of
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identity management solutions. Another contribution of this thesis will be to
describe the new IdMA as a series of frameworks that intimately connect
the strategic aims, policies, technology, controls and governance of an
enterprise into a single cohesive blueprint. A third contribution of this thesis
is that this new IdMA can be used to assess an identity management model
or a proposed identity management system for its suitability for an
enterprise‘s requirements. This additional use of an IdMA has not been
discussed in the literature previously.

2.6 Security, Governance and Identity Management
Schneier (2000, p. 354) claims that ―…complexity is the enemy of
security‖ and with good reason. Consider the complexity just of the basic
requirements for identification, credential management, authentication and
access control in a single enterprise. The implementation and management
of just these requirements usually takes a considerable effort. The additional
complexity required by the addition of a federation increases the overall
complexity of the system by a considerable degree. If the federation
contains more than one external enterprise or also contains individual
entities accessing services from the Internet, then the level of complexity
increases yet again.
Enterprises that supply services or resources to a federation need to
have strong levels of information security in place around those resources to
protect and secure them. They also need to have good governance and audit
mechanisms in place to monitor for anomalies in access, modification or
use. The level of complexity for these two components alone increases
dramatically when the enterprise is in a federation.
It can be argued that the information security and the governance
environments in an enterprise are shaped by the complexity that is inherent
in them. Information security can be viewed as a pattern of continually
changing co-dependent variables where the chain of cause and effect
between actions and outcomes will seldom be the same. There may also be a
nearly infinite number of potential outcomes for each action (Smith, 2006).
This level of continually changing complexity finds parallels in both Chaos
theory (Gleick, 1987) as well as in Complexity theory (Waldrop, 1992).
Cohen and Stewart (1994, p. 232) argue that "Emergent simplicities
‗collapse chaos‘; they bring order to a system that appears to be wallowing
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hopelessly in a sea of random fluctuation". They propose the idea of
Simplexity which they argue is the process ―…whereby a system of rules
can engender simple features. Simplexity is the emergence of large-scale
simplicities as direct consequences of rules‖ (Cohen & Stewart, 1994, p.
411). Waldrop (1992) also argues against the standard reductionist
approach. ―Everything affects everything else, and you have to understand
the whole web of connections‖ (Waldrop, 1992, pp. 60-61).
The consequence of complexity for the enterprise is likely to be the
increasing cost of maintaining control as individual components become
more complicated to integrate and configure. This will lead to many of the
security and governance controls becoming more elaborate in order to
continue their monitoring role. However, White et al. (2007) suggested that
a series of security chokepoints should be employed in order to add layers of
security to a system. Day (2003) advocated that chokepoints allow the
enterprise to concentrate its security controls and monitoring on the areas of
greatest concern in the system in order to achieve reduction in exposure
allied with ease of control. But, the design and use of security chokepoints
requires them to be coordinated at a high level within the enterprise.
A possible solution to this increasing complexity is to impose a
system of rules in order to create the large-scale simplicities that Cohen &
Stewart recommend. It would therefore seem that developing an architecture
to impose a system of rules is the best solution. Architecture is defined by
the

ANSI/IEEE

Standard

1471-2000,

Recommended

Practice

for

Architectural Description of Software-Intensive Systems (2000) as
“the fundamental organization of a system, embodied in its
components, their relationships to each other and the environment,
and the principles governing its design and evolution” .
The 1471-2000 standard also goes on to say that an architectural
description conforms to this standard if it identifies the stakeholders and
their architectural concerns; defines viewpoints to satisfy those concerns;
documents the way that the architecture will satisfy those viewpoints;
records any known inconsistencies between views, and provides a rationale
for the architectural decisions (IEEE, 2000). An architecture that conforms
to the IEEE 1471 definition will impose a set of rules, or framework, that
will embody the requirements of the enterprise and its environment. The use
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of an architecture would appear to meet the requirements of Cohen and
Stewart to create large-scale simplicities.
In Chapter 1 an IdMA was defined as the set of processes,
workflows, frameworks, standards and policies that defines and describes a
system of Identity Management. This definition appears to satisfy the IEEE
1471-2000 requirement as it uses the existing enterprise policies to
determine stakeholders, requirements and environment. The IdMA then
proposes a view that satisfies the architectural concerns and provides a
rationale for the decisions made by the IdMA.

2.7 Summary
This chapter has outlined some of the problems faced in identity
management by various enterprises. It has also reviewed the current
literature on identity management to determine how these problems are
viewed by a range of researchers and practitioners. It was found that most
research tended to concentrate on some of the more technical aspects of
identity management, particularly authentication and access control.
Another area of considerable research was in the area of privacy
management for entities using digital identities over the Internet. There was
not much focus on developing an architecture for identity management. A
few architectures were developed, but were found to concentrate either on
the authentication aspects of identity management or on managing privacy
for entities over the Internet. A definition of an IdMA was developed from
the standard and this definition will now guide the study of the IdMA
throughout this thesis.
The following chapter will address the methodology that was used
throughout the research leading to this thesis. It will examine the research
questions that guided the research as well as the methodology used to
develop an IdMA and its frameworks. It will also look at the methodology
used to conduct the multi-case study research that underpins this research.
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3 Chapter 3 — Methodology
“Science is facts; just as houses are made of stones, so is science
made of facts; but a pile of stones is not a house and a collection of
facts is not necessarily science” Henri Poincare (1854-1912)

This chapter addresses the methodology used throughout the
research leading to this thesis. The research questions that framed and
guided the research are examined along with the methodology used to
develop a new IdMA and its frameworks. The chapter looks at the
methodology used to conduct the multi-case study research that gathered the
empirical data that underpins this research. It will show how the use of
grounded theory transformed this collection of facts into a theory. Finally it
will demonstrate how the use of a design science methodology led to the
development of the new IdMA and its frameworks.

3.1 Aims and Hypotheses
The main questions that this thesis sought to answer were:
1. Can the common identity management elements be identified in
order to form the basis of a standard architectural description of an
IdMA?
2. How best can an IdMA describe the design and development of an
identity management system for an enterprise?
The following sub-questions provided guidance and context for the
research questions:
Can some common IdMA elements be discerned from the designs of
identity management solutions that have been implemented in the
Australian public sector?
What were the major objectives and constraints that were
identified in each project?
Was an IdMA defined or adopted for the design and
implementation of identity management within the various
governments?
Was an IdMF defined or developed for implementation within an
agency?
o If an IdMF was defined then:
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What advantages and/or problems did this framework
pose for the design?
Did the framework fit with the objectives &
constraints of the project?
Were there any major issues found with the
framework and how were they resolved?
Was the framework integrated with an internal
Information Security Management System?
o If an IdMF was not used then:
If no framework was used, what approach was
followed in the implementation of the architecture?
What common elements exist in each government or agency’s
approach to Identity Management?
Do these common elements constitute the basis of a general
Identity Management Architecture?
There are two hypotheses (Sect.1.1) that were tested in this
research. The first hypothesis was whether the common elements of identity
management can be discerned and described from a study of existing
identity management designs. The second hypothesis was whether these
common elements, determined from the first hypothesis, can then be used to
describe a new reference architecture for identity management.
The research was conducted in the Australian public sector. The
Australian public sector consists of a Federal Government with eight State
and Territory governments. This sector provides a good example for study
as already noted. Each of the Governments participating in the study has
approached the same problem in a different manner, so a study of this sector
provides a benchmark that can be easily extended to other countries. It
should also provide a standard for Industry as the same problems, although
with a different emphasis, also exist for many commercial enterprises.
This research is significant as it is the first study of identity
management designs to be conducted with empirical data. Generally, most
identity management research to date appears to have been theoretical and
that research has developed concepts that are based solely on theory. The
research reported in this thesis is grounded in a study of designs for
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implementation. This makes this research particularly significant as the
concepts developed are based entirely on this empirical data.

3.2 Methodological approach
The research was undertaken in three stages. The initial stage of the
research was a multi-case study of the eight projects involved. The second
stage of the research was the use of grounded theory to take the results of
the multi-case study and develop an architectural theory for an IdMA.
Finally, a design science methodology was used to develop the new IdMA
and frameworks.

3.2.1 Case study research
Each project was treated as a separate case study. Each case study
examined the design documentation of the case in some detail. The aim of
each study was to determine what identity management elements were
considered important in that design. In many cases the documentation had to
be ‗reverse-engineered‘ in order to establish which elements were deployed
in addition to how they were employed. A complete understanding of how
each element was to be used was critical in the final determination of the
elements importance.
The specific case study methodology followed was the structured
methodology advocated by Yin (2003). Each project in the multi-case study
was treated as a separate case study. A study of the project was conducted
and then analysed. An individual project summary was made before the next
project was started. When the projects were completed, a summary of all the
projects was compiled. This led to the identification of a number of crosscase conclusions. A final cross-case report was then written.
The individual cases were selected because they were the current
projects that were active in the Australian public sector. Each project design
was found to have some similarities with the other project designs. All the
projects studied provide examples of a centralised approach to the design
and implementation of identity management. But the final outcomes
differed greatly. One project achieved a successful implementation across
the WoG; another project was in the process of continuing implementation;
while a third project was on an indefinite hold. Some of the projects
provided examples of a top-down WoG approach while other projects used
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a WoG architectural approach that agencies could develop solutions within.
Only one project did not use a WoG approach and instead used an Agency
architectural approach to develop a solution particular to the needs of that
agency.
The projects that are examined are all from the Australian public
sector. At the start of the multi-case study there were eight known cases of
WoG identity management projects in the Australian public sector. Two of
the projects were State Government WoG designs that were being
implemented. The designs of these projects were examined at the WoG
level as well as at an agency level. Another two projects had completed the
design phase but had not yet moved to the implementation phase. One
project was a State Government agency design and implementation, where
no State Government WoG architecture has yet been described. The
remaining three projects include two WoG architectures that had been
designed but not implemented and a Government to Government
architecture that had also been designed but not implemented.
The unit of analysis for the research was the identity management
project in each Government agency that was studied. The context for the
research was the design for the implementation of identity management
within the Agency. This context included the information security issues
that surrounded the design from the viewpoints of Government, IT, and the
enterprise views of involved agencies. The context excluded any
implementation of information security protocols or controls other than in a
general sense. This was necessary to preserve the information security
design for each agency.
Pare (2004) advocated the use of a case study protocol to minimise
the chance of error and bias and increase the reliability of the study. A
multi-case study protocol was developed to ensure that each individual
study was conducted in the same manner and using the same techniques.
This protocol detailed a standard agenda that was to be followed for each
individual study. It included:
The multi-case study research questions and hypotheses;
Data collection procedures. This included details of each
participating agency, contact persons and locations of
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documents. It also included organising interviews with
officers in different Government agencies.
Interview procedures. The interview questions were
developed for officers in different agencies. These were
based mainly on the individual design documentation. But,
some questions were also developed that were based on the
summary of elements information that had been discovered.
Access to officers at different levels was also sought.
Field procedures. This included travel and access to the
various officers in different states.
Analysis procedures. The method of analysing the
documentation was detailed. This included analysis of the
documentation for elements and interactions. It also
included analysis of the interview transcripts for elements
and interactions.
Report outline. This included the main headings for the
report as well as an outline of its layout.
The study collected data from each of the participating projects by
initially analysing design documentation. Each design document was
effectively reverse engineered to determine the components of the design
and the ways that they interact (Spring, Wetherall, & Anderson, 2004). The
design documents for each case were examined individually and allocated a
code number.
Each set of documents was first examined to determine the aims and
requirements for the design together with any constraints that were imposed
on the design. The documents were then further examined to determine how
the identity management design was to be implemented. This examination
showed what elements were considered part of the identity management
design. All of these elements were collated in a spreadsheet under the
design‘s allocated code.
A number of the elements that were identified also displayed some
interaction with other elements. These interactions were recorded on the
design spreadsheet. The discovery of these interactions was particularly
important as they showed how each design saw the connection between
elements.
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Each documentation study was completed separately to ensure that
the design ideas and elements were not contaminated by ideas and elements
from other studies.
As the study of each set of design documents was completed, the
elements that were discovered were entered into a summary spreadsheet.
This summary gradually displayed a list of identity management elements
that were considered essential in the various designs. The various
interactions that were discovered were also entered into the summary
spreadsheet.
Further information about the use of elements and their relative
importance to a design was found in a number of public lectures and
presentations. These presentations were made by officers from different
agencies that were involved in the design or implementation projects.
(Halberg, 2006; Moore, 2008; Moskwa, 2007; Reilly, 2007). This
information was primarily used to verify information discovered in the
design documentation.
The number of instances for each element identified was counted.
This count was averaged to give an indication of the importance of the
element across all case studies as shown in Table 1. This table of relative
importance allowed a series of open ended question to be framed for
interviews with officers in a number of agencies.
Following the examination of documents, a series of interviews were
conducted with officers in agencies that were involved in either the
development or the implementation of the design. These interviews were
designed to test the information discovered from the documents. The
interviews were also used to try and ascertain areas of weakness or
shortcomings in the design. Each interview also allowed any design or
implementation issues for that particular design to be raised and discussed.
It was initially requested that interviews be conducted with a number of
officers from a each agency. Interviews were requested with the project
sponsor, the ICT or IS manager, the Information Security manager, a
business unit manager, the project manager and a member of the project
team. It was felt that this range of officers would provide a balanced
viewpoint across the agency. In most cases however, agencies were only
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prepared to allow one or two interviews to be conducted. The corporate
roles of the officers that were interviewed are detailed in Table 1:

Role

Frequency

Comments

Business unit
Manager

2

Enterprise Architect

1

Both involved with
implementation in their
business units
Involved with two separate
designs but only one
implementation
Involved in initial design

Information Security 1
Manager
IT Manager
2

Project manager

Both involved with
implementation in their
agency
Both involved with
implementation in their
agency

2

Table 1: Interviewed officers roles

Table 1 shows that the officers interviewed were generally engaged
in the either the design or implementation of the identity management
project within their agency. All the officers, with one exception, were senior
managers with considerable IT experience. The exception was the enterprise
architect who was employed by two separate governments to design an
identity management solution.
An interview guide was prepared for each design based on specific
queries raised from the analysis of the design documentation of that design.
A sample set of interview questions are attached in Appendix A. The
interviews were recorded and later transcribed. The interview data was
subsequently analysed using techniques described by Madison (2005) and
Creswell (2007).
Each interview transcript was allocated a code number and any
identifying information removed. Each transcript was then searched for
references to the required data, such as elements, their interactions, design
problems, issues, motivations, constraints and other data. This data was then
coded and tabulated.
The tabulated data from each interview was then summarised in a
series of tables. Table 2 shows the relative importance of each element as
rated by officers in interviews.
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The data from both the document analysis and interviews for each
agency was analysed and the findings brought together in a cross-case
analysis. This analysis was designed to highlight any patterns and themes in
the data as well as any significant differences in design. Yin (2003)
proposed that cross case analysis is an effective method of comparing
different projects with similar objectives and that the study of multiple cases
allows the building of a logical chain of evidence. In this multi-case study
the comparison of different designs allowed an evaluation of both the
context of each project as well as the design of the architecture. It allowed a
number of different architectures to be compared and reviewed with the aim
of discovering the elements that they were built on. This comparison and
evaluation has provided a basis for synthesising purely theoretical ideas into
a more relevant hypothesis. It also provides the basis for creating a valid
architecture.
The multi-case study was designed to highlight the replication
between the different designs as advocated by Yin (2003). The study of each
of the different designs has shown that they all return essentially similar
results. This is an indication that the projects are returning some common
conclusions and that some literal replication exists between the projects. Yin
(2003) indicates that if separate cases, with different contexts, are examined
and arrive at similar conclusions then the findings support each other and
may have greater potential for generalisation. This is a compelling
indication that the initial hypothesis, that the common elements of identity
management can be discerned and described, is supported by the evidence.
It also provides persuasive support for the second hypothesis that these
elements can then be used to describe a new reference architecture for
identity management.
It should again be noted that the context and overall purpose of each
design was different. Despite these differences, many of the results recorded
were similar and there was good evidence of replication between the
projects that were studied. This again gives further credence and support to
the multi-case findings. The evidence of replication should support the
generalisation of these multi-case findings beyond the current designs to a
more general model.
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3.2.2 Grounded theory research
Gillham (2000) proposed that explorative and inductive case
research develops a grounded theory based on the evidence found. Yin
(2003) also proposed that multi-case replication studies develop a
theoretical framework that can be generalised to new cases. This study has
used a multi-case replication study that has supported the first hypothesis
and identified the major elements of identity management. Based on this
evidence, it was necessary to develop a theory of the use of these elements
in an IdMA. A grounded theory approach (Charmaz, 2006) was used to
develop a new architecture that would allow these discovered elements to be
deployed. The new architecture was based on the data gathered in the case
studies from both the design documentation and the interviews.
It was noticed early on in the case studies that certain elements
appeared to have a continual interaction with other elements. The types of
interaction found were mainly dependencies on the existence or the
completion of performance of other elements. These interactions gave rise
to a theory that the elements had some natural groupings. This theory led to
the further theory that the use of these groupings would allow the design of
a general architecture.
The development of these theories began with the examination of the
collated summaries of elements from the individual case studies. It was
immediately apparent that certain elements of identity management were the
base on which all the architectures were built. This was despite the many
differences in the way that the different architectures had been designed.
There were also a number of other elements identified that regularly
appeared in most designs. Further investigation of these elements was
conducted by again reviewing the design documentation and interview
transcripts to see why they had not been deployed or used in some designs.
In most instances the elements in question were not included because the
project was still in the design phase. The exception to this was the issue of
privacy which had only been included in two projects. The element of
Privacy was subsequently included in the two implementations because of
the issues raised. This further investigation allowed the final development of
the theory that posited the existence of the identity management elements.
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This additional investigation into these elements and the interactions
between them raised the possibility that elements could be grouped together.
This gave rise to a new theory that the grouping of elements may lead to a
better integration of these grouped elements. An examination of all the
discovered elements indicated that there were a number of natural groupings
of elements. But it was also evident that some elements had a grouping with
a range of other elements. Some of these groupings appeared to be a
relatively close coupling whereas other groupings were considerably looser.
This led this new theory to be amended. The amended theory stated that
identity management elements can be grouped together and that groupings
of elements can be further grouped into a framework within an architecture.
This theory appeared to be sufficiently compelling to warrant
further research. It was decided to test the theory by developing an
architecture of frameworks based on the theory.

3.2.3 Design science research
A large part of the research for these questions involved the design
and evaluation of an architecture, frameworks and elements. It was
envisioned that this would be a recursive process as it attempted to resolve
issues that initially emerged from the research. The research also appeared
to be similar to a ―normal‖ methodology of ICT design and development
using a software development life cycle (Boehm, 1988; Booch, 1991;
Hawryszkiewycz, 1994; Jacobson, Booch, & Rambaugh, 1999). It was
therefore decided to adopt a Design Research methodology, as outlined by
Vaishnavi and Kuechler (2004) to develop the architecture. This approach
utilised the multi-case study and the subsequent theory building to create the
initial problem definition for the subsequent design research.
March and Smith (1995) compared design research with natural
science research and stated that design science products had to be one of
four types: constructs, models, methods, or implementations, as shown in
Figure 7. They went on to say that, as in natural science, there is a need for a
basic language of concepts (i.e., constructs) with which to characterise
phenomena. These can be combined in higher order constructions, usually
termed models that are used to describe tasks, situations, or artefacts.
Methods, that are ways of performing goal-directed activities, are also
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developed. These are then instantiated in specific implementations intended
to perform certain tasks.
March and Smith (1995) did not include theory in design science;
they saw theories as the ultimate products of natural science research.
Instead, they proposed that design scientists should strive to create models,
methods, and implementations that are innovative and valuable, rather than
just posing theories. They also stated that design science really consists of
just two basic activities: build and evaluate. They claimed that the design
science build/evaluate pair parallels the discovery/justification pair from
natural science. Fig. 7 shows how design science moves from constructs to
models to methods and finally implementation. Each movement is a build
phase where an object is created. It also clearly shows the evaluation cycles
that occur at each phase of the process.

Figure 7: Design Science products

(March & Smith, 1995)
The design research model mirrors the way that much ICT research
occurs, as shown in Fig. 8. The model shows that design begins with an
Awareness of the problem. The possible Suggestions for a problem solution
are drawn from the existing knowledge and theory base for the problem
area. This step is an attempt to design an artefact according to the suggested
solution drawn from the problem definition. This leads to the Development
stage where the artefact is created. Any partially or fully successful
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implementations are then Evaluated against the specification that was
implicit or explicit in the suggestion. The development, evaluation and
suggestion steps are frequently performed iteratively in the course of the
research or design effort. The basis of the iteration, the flow from partial
completion of the cycle back to the awareness stage, is indicated by the
Circumscription arrow. The Conclusion indicates the termination of a
specific design project.
Vaishnavi and Kuechler (2004) stated that design research is
dependent on a predictably functioning artefact as its final output. This
implies that the epistemology of design research resembles more closely the
epistemology of natural science research than either positivist or interpretive
research.
Hevner, et al (2004) proposed a series of guidelines for design
research. Their guidelines require:
1.

The creation of an innovative, purposeful artefact;

2.

The artefact is created for a specified problem domain;

3.

A thorough evaluation of the artefact is crucial;

4.

The artefact must be innovative and solve a problem efficiently;

5.

The artefact must be rigorously defined, formally represented,
coherent and internally consistent;

6.

The process of creation contains a defined problem space and a
mechanism to find or develop a solution, and

7.

The results must be effectively communicated to technical,
practitioner and managerial audiences.
These guidelines also mirror the results that any ICT design

and development project is expected to achieve. This acts to confirm
that the precepts of design research are firmly based in the day to
day development cycles of ICT.
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Figure 8: Design research methodology
(Vaishnavi & Kuechler, 2004)

Gregor (2006) stated that design research is about the principles of
form, function, methods and justificatory theoretical knowledge that is used
in the development of Information Systems. Gregor (2002; 2006) has also
proposed a taxonomy of IS theory and sees design science or design
research as a Type V Theory — a Theory for Design and Action. She goes
on to say:
―The development of theory or conjectures in the first place can
occur as a result of observations of what occurs in the real world or
from insights or imagination or problems or feelings. Construction
of an artefact and Type V theory can spring from inventiveness and
imagination, ahead of good knowledge of supporting theory of other
types‖ (Gregor, 2006, p. 633).
This further reinforces the approach adopted. The development of
the theory of the use of frameworks in an IdMA came from data derived
from a multi-case study of current projects. The construction of the
architecture is in turn based upon this theory. The data is based on a multicase study of a number of actual identity management implementations.
The design of the architecture started with the list of elements and
interactions discovered in the multi-case study. It used the theories
developed from this data that there were sets of interactions at work
between the elements. The first part of the theory was that some of these
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elements were either dependent or integrated with each other. This allowed
a reasonably fast sorting of elements into a number of identity management
―components‖. For example, the elements of Entity Management and
Credential Management are two elements that are dependent. They are
related to each other in that they both refer to the same entity and its digital
identity. They are joined by the Identity Administration constituent
Enrolment, which creates the digital identity based on the verified identity
of the entity. The result was, in this example, the component of Identity
Administration was created that contained the elements of entity
management, credential management, and the constituent Enrolment.
They could also have been related to each other by using a
functional module. A functional module can be defined as a process related
function that joins two or more identity management elements.
The development of this component also followed the second part of
the theory that elements could be grouped into a framework. The addition of
the functional modules to include process as part of the component means
that the component can also be regarded as a framework. This meant that
the theory required some further adjustment. The theory now had to allow
for the fact that dependent or integrated elements can be joined by
functional modules and grouped into components. Components are then
capable of interaction with other components as they all consist of elements,
constituents and functional modules. By extending the initial theory, some
components will be closely coupled and these components will then form a
framework. Frameworks will then interact with each other to form an
architecture.
This development of theory, functional modules, components,
frameworks and the IdMA went through a number of iterations. Eventually
a workable architecture was developed that would be capable of
deployment.

3.3 Conclusion
This research topic is relatively new. Considerable research has
already been conducted into many of the technical aspects of identity
management, but little research has been conducted into how an identity
management solution is designed to be incorporated into any enterprise in
either the public or private sectors.
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Many of the potential elements of an IdMA have been identified in
the literature. But previously there has been little rigorous, empirical
evidence in the literature that can positively identify the existence and usage
of any of these elements. Similarly there has been no empirical evidence of
an IdMA. This research was designed to initially provide detailed observed
evidence about the actual elements of an IdMA. The research then aimed to
develop this IdMA as a potential model for identity management solutions.
Eight Australian public sector agencies were selected for this study.
These agencies were selected as they were the most advanced in design
and/or implementation at the time of the study. It should be noted that not
all agencies had actually implemented an IdMA at the time of the study.
This chapter has examined the research questions that frame and
guide the thesis. It has looked at the three phase methodology used for this
research. This was an initial multi-case study of public sector IdMA designs
and implementations in Australia. The second phase of the research went
from this analysis into a grounded theory phase that saw the development of
a theory of the construction of an IdMA. This theory initially stated that
identity management elements can be grouped together and that groupings
of elements can be further grouped into a framework within an architecture.
The third phase was a design research phase that aimed to produce and
IdMA from the data and theories developed in the first two phases. In this
phase it was found that the theory was proved correct that some elements
are closely coupled, but the use of functional modules to join the elements
into components caused another re-examination of the theory.
The final iteration of the theory was that components were
composed of elements and functional modules. Components are capable of
interaction with other components. Some components will be closely
coupled and these components will then form a framework. Frameworks
will then interact with each other to form an architecture. This theory then
facilitated the final development of the IdMA.
The following chapter will examine the multi-case study of
Australian public sector identity management projects that was conducted.
This research provided the basis for the development of the ideas, theory
and architecture that are described later in the thesis.
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4 Chapter 4 — Identity Management
Architecture in the Australian Public
Sector
“The most exciting phrase to hear in science, the one that heralds new
discoveries, is not 'Eureka!' (I found it!) but 'That's funny ...'”Isaac
Asimov (1920-1992)

As we have seen in Chapter 1, governments at all levels have a
number of aims that they have tried to realise with their IT resources. Many
governments have aimed to rationalise their IT resources by providing a
shared common IT resource across the Whole of Government (WoG). The
outcome of this rationalisation was to achieve economies of scale together
with more efficient use of certain IT resources and lower overall costs. Most
governments also wanted to try to introduce some form of eGovernment
portal to provide access to government services and resources to the general
public. The use of eGovernment portals was seen as a way of providing
some front line services to the public on a self-service basis. It was expected
that eGovernment portals will lead to better economies of scale and the
ability to provide more services at a lower overall cost irrespective of the
clients‘ location.
These rationalisation aims left governments with a choice
concerning existing users: they can set up new user identities together with
new authentication and access mechanisms so that any existing Government
users can access these WoG resources; or they can implement an identity
management system that allows existing Government user identities to
access the WoG resources. If governments choose to implement an identity
management system then they will probably also have to implement some
form of federation between their previously separate agencies. Governments
also have to consider the possibility of Government to Government (G2G)
access to certain basic resources, for example, health data, spatial data,
infrastructure data, or similar.
There are a number of problems that face governments that intend to
move to an identity management system. First, any WoG system will
require a federation between agencies to be part of the identity management
system. This raises as an initial issue the joint questions of the
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authentication and access control for those shared resources. How are the
resources to be controlled, particularly if parts of the resource are owned by
separate agencies? There is also the question of compatibility between
agencies. Is there to be a completely new WoG IdMA? Or is it to be a
federation between agencies? How will the agencies federate identities
between each other? There is currently no accepted model of an IdMA that
can be used to plan and implement an identity management system,
particularly at a WoG level. This has lead to inconsistent approaches to the
design of an IdMA that may well prevent the implementation of a G2G
identity management system and federation.
In addition, there were a number of constraints on the designs.
Generally these included budgets, staffing levels and expertise. Most
enterprises do not sufficient funds for extensive design and development.
Most enterprises may also not have enough staff to take on and meet
deadlines in a large and complex identity management and federation
project. There is the additional problem that the level of staff expertise for
this type of project can be inadequate.
These problems, along with the allied issues of design and
implementation, pose particular problems for Governments in all countries.
The Australian public sector was chosen as the subject for this multi-case
study. It provides a good example for study as the sector is not too large to
be studied thoroughly, as already noted. It is however large enough for
many different approaches and problems to be identified. Each of the
Governments in this study approached the same problem in a different
manner, so a study of the projects in this sector provides a good benchmark
that can be easily extended to other countries.
At the start of the multi-case study there were eight known cases of
WoG identity management projects in the Australian public sector. Two of
the projects are State Government WoG designs that were being
implemented. The designs of these projects were examined at the WoG
level as well as at an agency level. Another two projects had completed the
design phase but had not yet moved to the implementation phase. One
project was a State Government agency design and implementation, where
no State Government WoG architecture has yet been described. The
remaining three projects include two WoG architectures that had been
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designed but not implemented and a Government to Government
architecture that had also been designed but not implemented.
Each project was analysed to determine what objectives and
constraints were imposed on the design. The IdMA for each project was
examined to determine how that project managed identity administration,
authentication, access

control,

provisioning, data

and

information

management and governance.
The multi-case study also examined each IdMA at two levels. It
firstly considered the WoG level that determined what architecture was to
be adopted. The agency level was then investigated to see how the WoG
architecture was interpreted for implementation within the strictures and
business requirements of an agency. This was contrasted with an agency
where there was no overarching WoG architecture.
The WoG architecture was examined to determine if it specified a
framework for use within an agency. The agency level of implementation
was then examined to determine if a framework was used in the design and
implementation and how that framework was adopted or designed.
Each project and its IdMA were then evaluated by interviews with
officers from associated agencies. All the officers interviewed had been
involved with either the design or the implementation of the IdMA in their
agency. The officers were questioned about the effectiveness of the design
and any changes that had been made to the design. They were also
questioned about any major changes that were needed to make the design or
implementation effective.

4.1 Objectives and Constraints
There are a number of objectives that were evident in the different
WoG projects examined.
There was a desire to save money and resources by sharing
expensive and often duplicated resources and services between agencies.
This is shown, for example, in two WoG projects where both Governments
planned to combine the individual agency Human Resource (HR) services
into a single shared service. The aim was to provide a single HR service for
WoG access. It was also planned to incorporate other similar services into
such ―Shared Services‖ agencies. The objective was the desire to save costs
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by combining similar services from all agencies. This was seen as the means
to maximise the efficient use of resources across the WoG.
The other major aim was to provide a single place of contact, such as
a portal, to allow citizens to access multiple Government services from
different agencies. This aim was often referred to by the term
―eGovernment‖. However, the implication of this aim is that a system of
identity management must be in place across all agencies in order to allow
some type of federated access to resources and services.
Other objectives that became evident were the need to update State
infrastructure in order to prepare for future development and the possible
need to share or access resources with other State Governments or the
Australian Government (e.g. sharing access to spatial resources). The need
to increase security, particularly around identities that are used to access
strategic resources was also seen as a motivating factor to move towards an
identity management system.
An identity management system was generally seen as both a
protective as well as an enabling system. Some agencies were happy to use
identity management as a method to tighten up their approach to security.
However, one senior participant viewed identity management as a means of
providing and receiving better access to resources. This observation was a
significant remark about the usefulness of an identity management system.
These complementary views of protection and enablement could be
considered to be the ―Yin and Yang‖ of an identity management system.
The major constraints that were initially identified in each project
were related to budget, staffing levels and levels of staff expertise. It was
subsequently realised that each of the identity management implementation
projects would probably continue for a considerably longer time than had
been planned. This has caused most projects to complete a re-allocation of
financial and staffing resources, along with adjusted time-frames, in order to
achieve completion. In some cases the issue of the lack of staff expertise
was only resolved by the use of vendor staff and/or consultants. This led to
additional time being scheduled for knowledge transfer and staff training.

4.2 Architectural Designs
In Chapter 1 an IdMA was defined as the set of processes,
workflows, frameworks, standards and policies that implement a system of
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Identity Management. In the multi-case study, each IdMA was examined to
determine what were the elements that composed it. These elements can be
considered as the basic building blocks of an IdMA and are the processes,
workflows and frameworks that are referred to in the IdMA definition. The
multi-case study showed that there were a number of common elements to
each architectural description.
Each of the architectural designs that were studied had a different
emphasis on various elements of the architecture. Some architectural
designs included nearly all the identified elements, others only a minimal
set. The elements were identified by examining the design documents to
determine what the major components in each design were.
The common elements were:
Information and Data management. This element looks at the
need to integrate the strategic data and information that the
enterprise maintains into the Identity Management Architecture. It
ensures that silos of data are not left outside the IdMA.
Entity management. This element is concerned with the
requirements for entity identification, verification, enrolment and
entity life-cycle management;
Authentication management. This element brings together the
requirements for the authentication of an identity into the Identity
Management system.
Access Control management. This element is concerned with
controlling access to the resources that an authenticated identity is
allowed to access.
Provisioning management. Provisioning is the process of
allocating the access to specific resources to an identity. It also
includes the revocation of access rights when the identity no longer
requires access to those resources.
Credential management. Credential management is the process of
issuing a specific set of credentials to a particular identity.
Credential

management

should

also

contain

provision

of

maintaining the life-cycle of the credential;
Directory services. Directory services are often considered to be
part of authentication management as they can provide a single
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point of authentication. Directory services provide an authoritative
list of identities that can be authenticated. They may also provide an
authoritative list of groups, objects or other data that may be
associated with each of those identities. A directory service may
also be used to deploy policies to all or specific groups of identities,
groups or other objects.
Meta-directories. Meta-directories may be used to synchronise data
between different directory services and databases. They can also be
used to assist in achieving federation between different enterprises.
Governance. Standards Australia in AS8015 states that Governance
is the ―…system by which the current and future use of ICT is
directed and controlled‖ (2005). The governance system should
include both policy as well as audit functions to achieve these
purposes.
Privacy management. The issues surrounding the management of
the privacy of entities and their identities spans a number of other
elements

including

the

elements

of

Entity

management,

Provisioning, Authentication and Governance.
The essential requirements or elements of an identity management
system were discussed in Section 2.3. The common elements identified by
the multi-case study include all the elements described in Section 2.3. The
multi-case study showed that many designs wrapped identification,
enrolment, verification and credential management into a group called
Entity Management. This is proposed as a sensible step as these constituents
are intimately related to each other. A number of other elements were also
identified. These were Meta-Directories, Information Management, Privacy
Management and Governance. Governance can be easily aligned with the
previously required element of audit, but can be seen to have a much larger
role than a simple audit service as previously required. The elements
identified in the multi-case study have exceeded the elements previously
identified in the literature.
The inclusion of these elements was seen as shown in Table 2. The
elements that have been identified are listed alphabetically in the column
labelled Elements. Each of the participating agencies has been allocated an
identifying letter at random. The resulting matrix shows the elements that
78

are included (shown as YES) by each agency in the design document. The
final column shows the frequency of each element in all design documents
as a percentage.

ELEMENT
A
B
C
D
E
F
G
Access Control
YES YES YES YES YES YES YES
management
Authentication
YES YES YES YES YES YES YES
management
Credential
YES YES YES YES YES YES YES
management
Directory
YES YES YES
YES YES
Services
Entity
YES YES YES YES YES YES YES
management
Governance
YES YES YES YES YES YES YES
Information
YES
YES YES
YES
management
Meta-Directories YES YES YES
YES
Privacy
YES
YES
management
Provisioning
YES YES
YES
management
Standards
YES
YES YES
YES
Table 2: IdMA elements identified in design documentation

H
YES

%
100.0

YES

100.0

YES

100.0

YES

75.0

YES

100.0

YES

100.0
50.0

YES

62.5
25.0

YES

50.0
50.0

As part of the multi-case study, a number of officers in different
government agencies were interviewed to determine how they viewed the
design and implementation of the IdMA in their agency. The roles of these
officers are shown in Table 1. They were questioned about the identified
elements and their responses are listed in Table 3. Each of the respondents
has been allocated an identifying letter at random. The resulting table shows
the elements that were included (shown as YES) by each respondent. The
final column shows the frequency of each element in each implementation
as a percentage. The frequency can also be viewed as the perceived
importance of the element in the design.
In order to determine which elements are considered essential to a
design, it was decided that an element that received a frequency of 75% or
higher would be considered as an essential element of an IdMA. Elements
that received a frequency between 50% and 75% would also be considered
as important elements of an IdMA. Elements that scored less than 50%
would be considered to be possibly desirable elements of an IdMA.
From this simple analysis, it can be seen that a number of elements
were ranked as essential in both tables. These elements were Access
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Control, Authentication, Credential management, Entity management and
Governance.
ELEMENT
Access Control
management
Authentication
management
Credential
management
Directory
Services
Entity
management
Governance
Information
management
Meta-Directories
Privacy
management
Provisioning
management
Standards

A
YES

B
YES

C

D
YES

E
YES

F
YES

G
YES

%
87.5

YES

YES

YES

YES

YES

YES

YES

100.0

YES

YES

YES

YES

YES

YES

YES

100.0

YES

YES

YES

YES

YES

YES

YES

100.0

YES

YES

YES

YES

YES

YES

YES

100.0

YES
YES

YES

YES

YES
YES

YES
YES

YES
YES

YES
YES

100.0
71.4

YES
YES

YES
YES

YES

YES
YES

YES

YES
YES

YES
YES

87.5
87.5

YES

YES

YES

YES

YES

YES

87.5

YES
YES
YES
YES
Table 3: IdMA elements identified by Officers

YES

71.4

But Table 3 also rated Meta-Directories, Privacy management and
Provisioning as essential elements. It was significant to note that in Table 2,
the analysis of the designs rated these elements as being much lower in
importance.
The use of a Directory Service was seen as essential by most designs
(75%), but all officers (100%) viewed it as an integral part of an IdMA;
however two of the designs saw the use of directory services as more of a
technical implementation of an identity management system within an
agency. Over half (62.5%) of the designs also saw the need for the use of
meta-directories to provide a single, unified method of disseminating
information, particularly user information, at the WoG level. However,
87.5% of officers saw a need for this use of meta-directories. This should
probably be regarded as an architectural decision. The requirement for a
meta-directory at a WoG level imposes a requirement for a directory service
to exist at the WoG level, as well as requiring directory services at the
agency level. The cases that included directory services also stipulated using
those directory services for authentication. This poses some further
questions: Are directory services merely a constituent of authentication
management? Or, are directory services and authentication management just
different aspects of the same element?
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Half of the designs (50%) included some form of Information
Management in their architecture. Windley (2005) stated that a Data
Framework is an integral part of an IdMA so that data and information
could be properly integrated into the business need and plans. Half the
designs made either no reference to their data or saw a need to consider it or
its strategic value in their architecture. However, 71.4% of officers saw a
need for information management as part of the IdMA. The officers‘
attitude to information management was that they saw it as a requirement
that applications and databases should be integrated into an authentication
framework.
This poses some additional questions. Does the enterprise‘s data
need to be integrated into the IdMA? Should that data be integrated into an
authentication framework that is part of the IdMA? Or, should the data
continue to exist in a series of separate silos, each with a different and
separate authentication and security mechanism?
Half the designs included Provisioning in the architecture, but many
designs also included aspects of provisioning in their access control
management. This poses the question of whether provisioning is part of
access control or is it a separate service? It also raises the question about the
location of provisioning. Is it part of an IdMA or is it really part of a
framework within the IdMA? However, 87.5% of the officers saw
provisioning as an essential element of the IdMA.
One of the more interesting results was that only 25% of designs
gave any consideration to the requirements of privacy as a part of their
architectural design. However, 87.5% of officers stated that Privacy
management was a major concern to many staff members and needed to be
included in the IdMA. A number of officers also raised the point that
privacy issues had caused some major redesign and implementation changes
to be made.
The various project teams identified a number of obstacles to the
adoption of an IdMA. These included:
1.

The lack of a process for the identification, verification and
registration of users that is standard across agencies;

2.

The lack of a policy or process to ensure the uniqueness of
user identifiers across agencies;
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3.

The lack of a cohesive approach to credential selection, use,
issuance and authentication across agencies;

4.

Some agencies rely upon third party credentials for user
authentication;

5.

The lack of a formal approach to information classification
and management.

These obstacles were also viewed as an opportunity to create a
central registry of employees by some Governments. The initial plans were
for the implementation of centralised HR services at a WoG level. However,
the actual implementation in two WoG cases was pulled back from a fully
centralised HR service, to a more distributed HR model where the data is
held centrally, but HR administration still occurs within the agencies.
These obstacles also highlight a deficiency that was visible in all of
the designs to varying degrees. Only 50% of the designs referred to the use
of standards as part of their IdMA, while 71.4% of officers thought that the
adoption of standards was an important part of the IdMA. Some designs
referred to various Australian Government Information Management Office
(AGIMO) documents as the basis for their approach in certain areas of the
design. There was little move to incorporate international standards such as
ISO/IEC 27001 or ISO/IEC 17799, COBIT or ITIL into any of the designs.
Many officers indicated that their agencies felt that the move to
ISO/IEC17799 or ISO/IEC 27001 certification was not worth the effort that
would be required.
AGIMO has produced a number of standard procedure documents
for the Identity Management for Australian Government Employees
(IMAGE) project (Australian Government Information Management Office,
2006). These include procedures for identity data management, evidence of
identity, and the use of common credentials. These procedures are based on
the Australian Government Authentication Framework (AGAF) (Australian
Government Information Management Office, 2005a, 2005b) documents.
These documents comprise a set of WoG standards and are regarded as best
practice for the Australian Government for authentication.
Governance was seen as an important element of the IdMA in all
designs and by all officers.
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The discussion of the various elements will be grouped into a
number of headings that have been previously used in the literature and by
the different projects. These headings are Identity Administration,
Authentication, Access Control and Provisioning, Data and Information
Management and Governance. The use of these headings will allow the
elements of the various projects to be considered and discussed together.

4.2.1 Identity Administration
Identity Administration was defined by White et al. (2007) as
―…the

process

of

positively

identifying

an

entity,

determining the identifiers to be used and issuing credentials
for future authentication. This process comprises a number of
components: identification, verification, enrolment, life-cycle
management and audit‖.
This definition allows a number of related elements of an IdMA to
be considered within the context of the administration of an identity. These
elements are:
Entity management;
Credential management, and
Privacy management.
All the design documents reviewed in the study saw that both entity
management and credential management were considered to be essential
elements of an IdMA. However as shown in Table 2 and 3 there was a
major difference between the designs and the views of the officers in the
inclusion of Privacy. The result was that a redesign was required in some
implementations to include the privacy issues and concerns raised by the
staff. These redesigns caused a number of changes to be made during
implementation.
Each of the designs that were studied had a different emphasis on
various constituents of Identity Administration. The constituents of Identity
Administration that were identified by the designs are:
Personnel registration;
Identity verification;
Enrolment;
Centralised identifiers;
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Credential management;
Privacy management;
Life-cycle management;
Governance (including Audit);
Entity security clearance;
Workflow.
The inclusion of these constituents is shown in Table 4. The
constituents that have been identified are listed alphabetically in the column
labelled Constituents. Each of the designs has been allocated the same
identifying letter used in Table 1. The resulting matrix shows the
components that are included (shown as YES) by each design. The final
column shows the frequency of each constituent in each project as a
percentage.
In order to determine which constituents are considered essential in
Identity Administration, it was decided that a constituent that received a
frequency of 75% or higher would be considered as an essential constituent
of Identity Administration. Constituents that received a frequency between
50% and 75% would also be considered as important constituents of Identity
Administration. Constituents that scored less than 50% would be considered
to be potentially desirable elements of Identity Administration.
From this simple analysis it can be seen that all the identified
constituents,

except

Privacy,

Security

clearances

and

Life-cycle

management were ranked as essential constituents. The Privacy and
Security clearances constituents were ranked as important, while Life-Cycle
Management was not highly regarded as part of Identity Administration.

Constituent
Credential
management
Enrolment
Governance
Identifiers
Life-cycle
Privacy
Registration
Security Clearance
Verification
Workflow

A
YES

B
YES

C
YES

YES
YES
YES

YES
YES
YES
YES

YES
YES
YES

G
YES

H
YES

%
100.0

YES YES YES YES
YES YES YES YES
YES YES YES YES
YES
YES
YES
YES YES
YES
YES YES YES YES YES YES YES
YES
YES YES
YES
YES
YES YES YES YES YES
YES
YES YES YES
YES
Table 4: Constituents of Identity Administration

YES
YES
YES

100.0
100.0
100.0
37.5
50.0
100.0
50.0
87.5
75.0
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D
YES

E
YES

F
YES

YES
YES
YES

Verification raised an issue that needs to be noted. Verification was
accepted as an essential constituent even though only 87.5% of designs
include it as an essential part of the architecture. The difference was that one
design (B) created an identity for a user and allowed them access to a
restricted set of resources while verification of their identity was in
progress. In all other designs, verification occurred before enrolment and an
entity cannot be enrolled until the entity‘s Evidence of Identity (EOI) had
been verified. The change of timing for verification of identity met the
business needs of this particular design and still allowed that architecture to
maintain the level of security and assurance required for its identities. It also
meant that even though verification does eventually occur, the IdMA of the
design did not require an initial verification before enrolment and it cannot
be shown as such in Table 4.
The use of centralised identifiers for identities also raised a number
of issues. Identity was defined in Chapter 2 as a set of characteristics, or
identifiers, of an entity that uniquely identifies that entity within a specific
context or system. So within this context, a centralised identifier can be a
single attribute, such as a user name or an ID number, issued by a central
authority, which will uniquely identify an identity within one of a number of
related domains or name-spaces. All designs used a form of centralised
identifier, but this varied according to their individual business
requirements. In some designs, centralised identifiers are issued as part of
the enrolment process, and this identifier is used as the User ID for access to
systems. Other designs saw a centralised identifier issued after enrolment
had occurred within agencies. This post-enrolment system required a
matching process to ensure that an entity enrolled within an agency could be
identified and matched to existing records for that entity. Another design
used centralised identifiers on enrolment but had a number of classes of
entity that could be enrolled. Each class had different verification
requirements applied to it. These ranged from no initial identity verification
followed by subsequent verification; to minimal verification before the
identity was created followed by full verification; or complete verification
of identity before identity creation. The needs and business models of the
various agencies involved have driven the design of the implementation.
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All designs saw a need to have a system of Credential Management
within the architecture. Many officers saw this as a preparatory step to
becoming involved with multi-factor authentication. Some officers also saw
it as a necessary step to prepare for external entity access to WoG resources.
There was considerable discussion by some officers about the need to use
stronger authentication credentials, particularly for access to strategic
resources. However, very few officers indicated that there was an intention
to implement multi-factor authentication using credentials, such as RSA
tokens, smart cards or biometrics, in the short term.
Only three designs (37.5%) included the identity life-cycle as part of
Identity Administration. The inclusion of the identity life cycle was seen as
allowing an agency to monitor the rights, permissions and organisational
roles associated with the identity during its life within the agency. However,
during the interviews many officers thought that the identity life-cycle
actually belonged within the Provisioning component.
While four designs (50%) saw a need to consider staff security
clearances, this was mandatory in only two designs. The other two designs
included as it is part of the AGAF E-Authentication Framework (Australian
Government Information Management Office, 2005) that they had adopted
as a standard, but have no plan for implementation of staff security
clearances in the near future.
Privacy management raised questions for a number of projects. Only
four designs (50%) saw the need to include privacy management as part of
the architecture but two of those designs saw Privacy management as
mandatory. This should be compared with the officers‘ viewpoint where
87.5% saw privacy management as essential. The other intriguing aspect
was where the different projects saw privacy management being applied.
Two of the projects included Privacy management as part of Governance,
while the other two projects included it as part of Identity Administration.
Three of the officers from agencies that had not included privacy as part of
their IdMA reported that privacy was found to be a major concern of staff.
As a result, privacy considerations and management had to be added to their
IdMA design and the subsequent identity management system.
It can be argued that privacy management, to be effective, should be
applied throughout the administration of the identity. If the administration of
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the identity is carried out in accordance with current privacy principles, then
the identity is likely to have its privacy maintained. Privacy management
that is applied as an afterthought, or as part of an infrequent corporate
governance audit, may not be sufficient to ensure that the privacy of an
identity is not compromised.
Workflow was seen as essential by 75% of the designs. Some
designs also regarded the inclusion of workflow as another method of
increasing security. The theory behind this is that a well defined and
understood workflow prevents many possible security incidents and,
combined with training, provides the best defence against social engineering
attacks. This is particularly important in the area of identity administration.
There are a number of interactions visible between the various
constituents of Identity Administration. These interactions are essentially of
four types: integrated interactions where the one of the two constituents has
a total dependency on the other constituent for its operation; joint interaction
where the constituent looks for some input from the other constituent for its
operation; or weak interaction where the constituent can perform its
operations with or without the input from the other constituent. These

Governance

Identifiers

Life-cycle

Privacy

Registration

Security
Clearance

Verification

Workflow

Verification
Workflow

Enrolment

Credential
Enrolment
Governance
Identifiers
Life-cycle
Privacy
Registration
Security
Clearance

Credential

interactions are shown in Table 5.

4
4
2
4
3
2
4

4
4
2
4
3
2
4

2
2
4
2
2
2
2

4
4
2
4
1
2
3

3
3
2
1
4
2
2

2
2
2
2
1
4
3

4
4
2
3
2
3
4

2
2
2
2
2
2
1

4
4
2
1
2
3
4

4
4
2
1
3
2
3

2
4
4

2
4
4

2
2
2

2
1
1

2
2
3

2
3
2

1
4
3

4
2
3

2
4
3

3
3
4

Table 5: Interactions in Identity Administration

In Table 5, dependent interactions are given a value of 4, integrated
interactions are given a value of 3, joint interactions a value of 2 and weak
interactions a value of 1. The table clearly shows that a number of elements
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are dependent on each other. These are credential management, enrolment,
identifiers, registration, verification and workflow. There are also a number
of constituents that have an integrated interaction with each other. This
combination of dependent and integrated constituents can then be said to
comprise the core of the Identity Administration component. Based on
Table 4, privacy, workflow and security clearance are the constituents with
joint interaction with the other constituents. Governance was seen to be a
joint interaction with all other constituents.

4.2.2 Authentication
Authentication was seen as an essential element of an IdMA. The
data in Tables 2 and 3 show that the use of a Directory Service was seen by
most designs (75%) and by all officers (100%) as an integral part of an
IdMA. Over half (62.5%) of the designs also saw the need for the use of
meta-directories to provide a single, unified method of disseminating
information, particularly user information, at the WoG level. Also some
87.5% of officers saw the need for meta-directories to disseminate accurate
user information throughout the enterprise.
All designs used a directory service as the means to ensure that a
single consistent authentication policy was applied throughout the agency.
Two projects initially planned to use a WoG authentication policy to apply
to all subordinate agencies. However, there were a series of technical issues
with the design of the WoG authentication policy. These led to a further
series of implementation and authentication issues for the agencies
involved. Eventually, both agencies returned to using authentication for
identities at the agency level rather than at the WoG level. The interviews
with officers about this issue indicated that there were a series of
unspecified design and technical issues that were the reason for this
reversion. However, some reservations were expressed about both the
efficiency and advisability of the WoG authentication process.
Two projects saw the use of Directory Services as part of the
technical implementation of an IdMF within an agency. This raised the issue
of where authentication was designed to occur within the IdMA. Some of
the design documents implied that authentication was to occur at the WoG
level, but this was not clear from the design documentation. However,
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interviews with the officers revealed that authentication actually occurred at
the agency level in all cases, rather than at the WoG level.
In two of the projects, the meta-directory at the WoG level was used
primarily for the deployment of a WoG White Pages. The use of a metadirectory to provision the WoG White Pages was considered to be the
definitive method of ensuring the continual and timely accuracy of this
constantly changing information. This is a noteworthy occurrence as it
shows that the implementation of an IdMA can lead to the development of
applications that add further value to the business plan.

4.2.3 Access Control and Provisioning
Each of the designs that were studied had a different emphasis on
various components of Access Control and Provisioning. The components
of access control and provisioning that were identified by the designs were:
Application assurance levels;
Defined organisation roles;
Access control;
Automated provisioning;
Provisioning workflow.
The inclusion of these components in each design is seen as shown
in Table 6. The constituents that have been identified are listed
alphabetically in the column labelled Constituents. Each of the projects has
been allocated the same identifying letter used in Table 2. The resulting
matrix shows the constituents that are included (shown as YES) by each
agency. The final column shows the frequency of each constituent in each
implementation as a percentage.
In order to determine which constituents are considered essential in
access control and provisioning, it was decided that a constituent that
received a frequency of 75% or higher would be considered as an essential
constituent of access control and provisioning. Constituents that received a
frequency between 50% and 75% would also be considered as important
constituents of access control and provisioning. Constituents that scored less
than 50% would be considered to be potentially desirable constituents of
access control and provisioning.
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The officers‘ answers to questions about the constituents of access
control and provisioning are shown in Table 6. Each of the officers has been
allocated the same identifying letter shown in Table 2. The resulting matrix
shows the constituents that are included (shown as YES) by each officer.
The final column shows the frequency of each constituent in each project as
a percentage.
Constituent
Assurance
levels
Organisational
Roles
Access Control
Automated
Provisioning
Workflow

A
YES

YES
YES

B

C

YES

YES

YES
YES

YES
YES

YES

YES

D
YES

E
YES

F

G
YES

YES
YES
YES

YES
YES

YES
YES

YES
YES

YES

H

%
50

YES

50

YES
YES

100
100

YES

50

Table 6: Access control and provisioning constituents

It is worth noting the changes in priority between the designs for an
IdMA as shown in Table 6 and that of the officers as seen in Table 7.
Half the projects included Assurance Levels in the design in order to
determine what the level of authentication was required for access.
Interestingly only 42.8% of officers agreed with this idea. Strictly speaking,
the use of assurance levels probably should be considered as part of a Data
and Information Management Framework.
Half the projects saw a need to define organisational roles as part of
an access control framework. However, all officers saw the need for the
definition of organisation roles. This needs to be considered in the context
of the access control method that was chosen to be implemented. All
designs stated that they would use an access control model, and six of the
designs nominated Role Based Access Control as their preferred model. In
this context, it makes sense that the officers saw the need for the definition
of organisational roles. Most officers also mentioned the need for closer
integration with the business in order to improve this process. Also, most
officers were unaware of the existence of other models of access control
other than role based access control.
One officer said that his agency had found issues with role based
access control. This agency‘s experience was that it was only effective in a
highly transactional environment and that it proved to be a problem where
roles were more fluid and changed dynamically and quickly. This
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respondent indicated that their design was probably going to revert to the
use of groups in their directory services as their main access control method.
No other officer reported any issues with the use of any method of access
control.
All projects included Provisioning in their IdMA, and all officers
saw a need for automated provisioning of identities to occur. The officers
were all concerned to ensure that revocation of provisioning was also seen
as an integral part of provisioning. All were concerned at the security issues
raised in their own agencies by the lack of a consistent revocation method.
Constituent
A
B
C
D
E
F
G
Assurance levels
YES
YES
YES
Organisational
YES
YES
YES
YES
YES
YES
YES
Roles
Access Control
YES
YES
YES
YES
YES
YES
Automated
YES
YES
YES
YES
YES
YES
YES
Provisioning
Workflow
YES
YES
YES
YES
YES
YES
Table 7: Officers view of access control and provisioning constituents

%
42.8
100.0
85.7
100.0
85.7

Only 50% of designs saw a need to consider workflow as part of an
IdMA. However, 85.7% of officers saw workflow as an essential component
of provisioning. Most officers argued that workflow also needed to extend
beyond the needs of provisioning. Their view was that the IdMF for an
agency should also describe the workflow for that framework.
The interactions visible in the access control component are shown
in Table 8. In this Table dependent interactions are given a value of 4,
integrated interactions are given a value of 3, joint interactions a value of 2

Assurance

Org. Roles

Access Control

Provisioning

Workflow

and weak interactions a value of 1.

4

2

3

2

1

2

4

4

3

2

3

4

4

4

3

2

3

4

4

3

1

2

3

3

4

Assurance
Org. Roles
Access
Control
Provisioning
Workflow
Table 8: Interactions in Access Control
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It appears from the interactions listed in Table 8 that there is a much
higher level of dependency and integration in the access control component.
It also appears that the constituent assurance only has a joint to weak
interaction with constituents other than access control. This is a possible
indication that it may belong in another component, such as data and
information management. The constituent, organisational roles, is in a
similar situation. Although this constituent has a dependency with access
control, it is integrated with provisioning and it only has a joint interaction
with workflow. This may indicate that it possibly belongs in the identity
administration component where it could be integrated into the entity lifecycle. However, the constituent access control has a dependency on both
organisational roles and provisioning. This indicates that these three
constituents integrate with each other and would therefore probably belong
in the same component. Access control also has an integrated interaction
with workflow. This is a good indication that workflow is also part of the
same component.

4.2.4 Data and Information Management
Half of the projects (50%) saw that Information Management should
be included in their IdMA and 71.4% of officers also saw the need for
information management within the IdMA. The officers argued that it
should be a requirement that applications and databases are integrated into
the authentication framework rather than using individual application-based
authentication and access control methods. The designs however, tended to
concentrate upon data classification schemes designed to determine the
sensitivity of information. This could be taken as the designs implying that
applications and databases should be integrated into the authentication and
access control frameworks, but it is not explicitly stated.

4.2.5 Governance
All projects included Governance as part of their IdMA, usually
under a variety of names. All officers agreed that governance was an
essential element of the IdMA. Each project however concentrated primarily
on the use of audit as the principal means of governance. One project
indicated that it was setting up a real-time system to monitor authentication,
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but it did not indicate whether anomalies would raise alerts for further
investigation. Discussion with an officer from the agency indicated that the
system was originally set up to only monitor authentication issues, but is
now being enhanced to also monitor anomalies.
Two projects saw the need to divide governance into two parts —
Operational Governance and Policy Governance:
Operational Governance includes the monitoring, analysis and
evaluation of operations. This would include audit logs, documented
procedures and adherence to standard workflows in order to produce
a series of consistent results throughout an agency or at a WoG
level.
Policy Governance includes ensuring that an agency or WoG set of
policies is consistent with the public policies adopted; ensuring that
the adopted standards are applied to policies within the ISMS. It
would also include the monitoring of policies with external
agreements, such as Information Exchange Agreements (IEA) or
Memorandums of Understanding (MoU), to ensure that current
policies are in compliance with them.

4.3 Identity Management Architecture
A number of results were apparent from this analysis of the multicase study. The first result was that the analysis appears to support the first
hypothesis that the common elements of identity management could be
identified. The multi-case study identified a number of common elements
(see Sect. 4.2) and the analysis confirmed that these elements are necessary
for an identity management solution.
The analysis also appeared to provide some support for the second
hypothesis that these common elements can then be used to describe a new
reference architecture for identity management. It was shown that the
common elements appear in each design studied in the multi-case study.
This was a good indication that these elements may well be the basis of an
architectural description for an IdMA. It was further found that there were
no real descriptions of any framework that could be used to implement
elements of the IdMA.
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It was necessary to test the hypothesis that these common elements
may form the basis of a standard architectural description. The first step in
this test was to examine the question of a standard architectural description
for an IdMA. Then the question of frameworks for implementation within
an IdMA was examined.
It was argued in Chapter 2 that the IdMA has not been well
understood within the literature. Windley (2005) has been the sole voice for
an identity management architecture that encompasses more than just a
technical or a security implementation. This view was borne out by the
various designs that were examined. None of the designs specified any form
of technical implementations, such as PKI. Neither did any design specify
any exacting security requirements that had to be met. The designs generally
set out a series of design principles and ideas that agencies were required to
follow in their implementation of the IdMA.
The elements that were included in the various designs were listed
originally in Table 2 along with their importance ranking. The same
elements were listed in Table 3 with their ranking of importance to the
officers that were interviewed. These two sets of frequency ranking have
been combined in Table 9 and an average of the ranking calculated. This
averaged ranking was used to arrange an order of preference for the
elements and the elements have been arranged in Table 9 in descending
order of averaged frequency.
This list of common elements provided the basis for a standard
architectural description that can be used to design an enterprise identity
management implementation. It was of some interest to note that the
officers gave each element an equal or higher score than those elements
received from the different designs. The officers were interviewed some
time after the implementation or after a review of the architectural
documentation. This difference in weighting of importance may possibly
reflect the officers‘ attitudes to the design and their own perceptions of its
shortcomings.
In any case, on what basis should a decision be made to exclude
elements from the architecture? It could be argued that a score above 75%
indicates a high probability that this element is essential to the architecture.
But, the same argument can be made for any arbitrarily selected figure.
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Should that decision be made solely on the basis of the architectural
documents, or should it be made on the basis of the officers‘ answers? It
could also be argued that as the officers have actually had to implement an
IdMA then they are in the better position to meaningfully comment about
the elements of the architecture.
This issue really revolves around the inclusion of the last four
elements in Table 9. These elements are Provisioning, Information
Management, use of Standards and Privacy Management. They all scored
reasonably low in the architecture rankings, but all received reasonably high
scores from the officers. Moreover, many officers commented on the lack of
these elements in the designs they had to implement. This was particularly
noticeable with privacy management.
ELEMENT
Authentication Mgmt
Credential Mgmt
Entity Mgmt
Governance
Access Control
Directory Services
Meta-Directories
Provisioning
Information Mgmt
Standards
Privacy Mgmt

IdMA %

Officers %

100.00
100.00
100.00
100.00
100.00
75.00
62.50
50.00
50.00
50.00
25.00

100.00
100.00
100.00
100.00
87.50
100.00
87.50
87.50
71.40
71.40
87.50

Average
%
100.00
100.00
100.00
100.00
93.75
87.50
75.00
68.75
60.70
60.70
56.25

Table 9: Averaged Element Percentage Scores

It was reported above that some of the projects did not include
provision for privacy management in their design. These projects had to
undergo a redesign in order to include the necessary privacy provisions.
This was a clear indication that privacy management needed to be included
in the design for an IdMA in order to dispel staff concerns. There is strong
support in the literature for the inclusion of privacy management as an
integral part of any design for an IdMA (Bergmann, Rost, & Pettersson,
2005; Bhargav-Spantzel et al., 2006; R. Clarke, 2007; Claub, Pfitzmann,
Hansen, & Van Herreweghen, 2005; Connolly, 2004; Hommel, 2005;
Shamah, 2007; Squicciarini et al., 2005). But privacy is a fundamental
concept that applies not just to the attributes of an entity‘s identity. It may
also apply to data that is supplied by an entity or even accessed by that

95

entity. Clarke (2007) argued that privacy should be considered within the
context of the enterprise's mission and corporate strategy. This becomes a
critical issue for the enterprise as it federates to allow external clients access
to resources and services. The commitment to maintain privacy becomes
essential for an enterprise to ensure the privacy of both internal and external
identity attributes and data. Ultimately, this means that the enterprises
processes and workflows need to become privacy sensitive (R. Clarke,
2007; Hommel, 2005; The National Electronic Commerce Coordinating
Council, 2003). Accordingly, privacy management must be considered as an
integral part of the IdMA.
Section 2.3.4 detailed the steps required for provisioning an identity
into a resource. The first two steps were the creation of a provisioning
policy and the resolution of the privileges required for different groups of
identities. The final step was the synchronisation of the access privileges to
the different target systems for an individual identity (Bosworth et al., 2005;
Pang, 2005; Sloane & The Open Group, 2004). This implied that any
provisioning policy must be coordinated at the enterprise level and not just
left to the data owner to decide the terms and conditions for provisioning.
This also meant that Information Management must be coordinated at the
enterprise level to ensure consistency; because provisioning can be regarded
as simply one part of an information management policy.
The interviews with the officers clearly indicated that they believed
that both provisioning and information management should be included in
the IdMA. They argued that automated provisioning provides additional
security but regarded automated de-provisioning, or the removal of nonactive identities from a system, as being even more critical to the security of
the enterprise. It has been argued that provisioning provides a security
chokepoint that enhances security by providing a layered security approach
within an identity management system (Day, 2003; White, 2008; White et
al., 2007). The use of provisioning as a security chokepoint is a compelling
argument. It focuses attention on the process of provisioning to ensure that
only the correctly authorised identities are provisioned and then only with
the correct privileges. This focus must be coordinated at the enterprise level
and it needs to look at the provisioning process and the information systems
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that provisioning touches. This level of coordination makes it essential that
both provisioning and information management are included in the IdMA.
A consideration of provisioning and its place in an information
management policy inevitably leads to the question of the integration of
enterprise applications and databases into an identity management system.
This consideration also inevitably leads to questions of authentication and
security. This is where the question of SSO is usually raised in relation to
integrating silos of data into the enterprise authentication framework.
In Chapter 2 it was argued that enterprises generally regard their
information as secure because it is stored in a database or in some form of
records management system on their internal network. It is often argued that
having separate passwords for each information system increases security.
However, the literature is rich with research that indicates that users have
issues remembering, securing and using multiple identities and passwords
for different systems. Users then tend to find ways to work around the
problem and this often leads to breaches of both process and security.
Chapter 2 also argued that a single strong and consistent
authentication policy adds significantly to the layered security defences of
an enterprise. Authentication is also promoted as one of the security
chokepoints that are essential in providing a layered defence (Day, 2003;
White, 2008; White et al., 2007). It is proposed that a single, strong and
consistent authentication policy is essential for an enterprise and that this
policy needs to be extended to all information systems in the enterprise.
Accordingly, a data and information management element must also be
considered as an essential element of an identity management system. The
alternative means that the authentication policies of the enterprise
information systems may not conform to the enterprise policy. This has the
potential to create security problems for the enterprise.
It is intriguing to note that workflow was added as an essential part
of some of the components but was not considered part of the IdMA by any
of the designs. Workflow was also identified by many of the officers as a
major part of some components. They went on to state that workflow could
also be viewed as an additional security feature, particularly to help defeat
social engineering attacks. From an enterprise viewpoint, workflow is an
essential part of the process of business. Workflows define how processes
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occur and the order in which they are to occur in order to complete the
process. It is proposed that workflow plays a similar role in the IdMA.
Hollingsworth (1995) described workflow as ―the computerised
facilitation or automation of a business process, in whole or part‖. So, a
workflow is a repeatable pattern of activities that has been designed for a
specific purpose. It consists of a series of processes that can be documented
and learned. Workflows are designed to complete some form of processing
in a specified order.
Windley (2005) defined the IdMA as consisting of four frameworks:
Process, Data, Interoperability and a Technical Reference Architecture.
These frameworks were all directed by the policies of the enterprise. The
process framework was extended by White et al (2007) to include two main
components — Identity Administration and Identity based Access
Management. They proposed that Identity Administration contained the
processes of Identification, Verification, Enrolment, Life-cycle management
and Audit. Identity based Access Management was seen as the processes of
Provisioning, Authentication, Authorisation, Life-cycle management and
Audit. Windley (2005) also included some workflow elements as part of his
process framework. Workflow was implied in the IdMF diagrams developed
by White et al (2007) as they show the direction of the workflow. It is
further implied by the inclusion of life-cycle management within both major
components. Workflows can therefore be seen to be an integral part of the
IdMA as seen by both Windley (2005) and White et al (2007). The IdMA
definition in Chapter 1 includes the …processes, workflows, frameworks,
standards and policies of the enterprise that is designing and defining the
IdMA.
A comparison of the elements of an IdMA can now be conducted
based on the findings of the multi-case study and the literature. This allows
a comparison of what the various designs regarded as elements of their
IdMA with that described in the literature. This comparison is shown in
Table 10. The elements that have been identified from the case studies,
Windley and White et al, are listed alphabetically in the column labelled
Elements. Each of the columns has a header indicating in which architecture
the elements are used.
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It is proposed that these elements can now be regarded as the
elements of an IdMA. The noteworthy element here is Privacy
Management. This was originally regarded as an element by only two cases,
and also was not included in the IdMA or IdMF that are mentioned in the
literature. However, it was added into the design in a number of cases as a
result of concerns raised by staff during implementation. It was also
regarded as an essential element by virtually all officers and the literature
calls for it to be placed into the context of enterprise mission and policies.
Meta-Directories are included in the IdMA elements even though
they were only employed in a minority of cases. The use of a meta-directory
is not considered essential to the design or implementation of an IdMA. But,
they are very useful in providing a means of synchronising identity data
between different systems within the enterprise.
Element
Access Control
Authentication
management
Credential
management
Directory
Services

Case
Studies
Included

Windley

White et al

Implied

Included

Included

Implied

Included

Included

Implied

Included

Included *

Included

Comments

* Not included in all
designs

Entity
management

Included

Implied

Included

Governance
(incl. Audit)

Included

Implied

Included

Information
management

Included *

Included

Meta-Directories

Included *

* Not included in all
designs

Privacy
management
Provisioning
management
Technical
Standards

Included **

** Added post design in
two projects
* Not included in all
designs
* Not included in all
designs

Workflow

* Not included in all
designs

Included *

Implied

Included

Included *

Included

Implied

Implied

Included

Implied

Table 10: Comparison of IdMA Elements

There are some differences in terminology between the different
architectures but these differences can be now mapped against each other.
Table 11 shows the mapping of the element names of an IdMA against each
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of the architectures. This may assist in reducing the confusion that appears
to exist with the use of this terminology.
It was also necessary to view the interactions between elements in
the IdMA at the architectural level. The interactions between constituents of
some elements have already been studied, and the various elements of the
IdMA were expected to display similar interaction.
The interactions between elements are expected to show how each
element interacts with other elements. Previously it was seen that
interactions are essentially of three types: integrated interactions where the
one of the two constituents has a total dependency on the other constituent
for its operation; joint interaction where the constituent looks for some input
from the other constituent for its operation; or weak interaction where the
constituent can perform its operations with or without the input from the
other constituent. The interactions between elements are shown in Table 12.
Elements
Authentication
management
Credential
management
Entity
management

Case Study
Authentication
management
Credential
management
Entity
management

Windley
Process Framework

White et al.
Authentication

Process Framework

Enrolment

Process Framework

Governance
Access Control
management
Directory
Services
Meta-Directories

Governance
Access Control
management
Directory
Services
Information
management
Provisioning
management

Process Framework
Process Framework

Identification,
Verification, Lifecycle management
Audit
Authorisation

Technical Standards

Technical Reference
Architecture

Provisioning
management
Information
management
Standards
Privacy
management
Workflow

Privacy
management
Workflow

Authentication
Data Framework
Process Framework

Process Framework

Provisioning,

Life-cycle
management

Interoperability
Framework
Table 11: Mapping of IdMA elements

In Table 12 dependent interactions are given a value of 4, integrated
interactions are given a value of 3, joint interactions a value of 2 and weak
interactions a value of 1.
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It was immediately evident that a number of elements are dependent
on each other. Authentication has a dependency with Directory Services and
is integrated with Credential management, Access control and Data and
information management. Credential management has a dependency with
Entity Management and is integrated with Authentication, Directory
Services,

Meta-Directories,

Provisioning,

Data

and

information

management and Privacy. It also shows that while Entity management has a
dependency with Credential management, it only has a weak interaction
with many other IdMA elements. This was also an expected result from the

Authentication

Credential

Entity

Governance

Access Control

Directory
Services

Meta-Directories

Provisioning

Data &
Information

Standards

Privacy

data.

Authentication

4

3

1

2

3

4

1

1

3

2

1

Credential

3

4

4

2

2

3

3

3

3

2

3

Entity

1

4

4

2

1

1

1

1

1

2

3

Governance

2

2

2

4

2

2

2

2

2

2

2

Access Control

3

3

1

2

4

4

2

4

3

2

2

Directory Services

4

3

1

2

4

4

4

3

3

2

2

Meta-Directories

1

3

1

2

2

4

4

4

4

2

1

Provisioning

1

3

1

2

4

3

4

4

4

2

1

Data & Information

3

3

1

2

3

3

4

4

4

2

2

Standards

2

2

2

2

2

2

2

2

2

4

2

Privacy

1

3

3

2

2

2

1

1

2

2

4

Table 12: Interactions between IdMA elements

The element Meta-Directories displays one of the more remarkable
sets of interactions. Meta-Directories have a dependency with Directory
Services, Provisioning and Data and information management. MetaDirectories are also integrated with Credential Management. Provisioning
has a dependency with Access control, Meta-Directories and Data and
information management. It is also integrated with Credential management
and Directory Services. This was a strong indication that meta-directories
and provisioning are both essential elements in an IdMA.
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The interactions shown in Table 12 provide the basic data about the
probable structure of an IdMA. Strong interactions between elements may
well indicate that those elements need to be co-located within a framework.
Equally it could be argued that the frameworks containing those elements
must have a strong interaction between them. Elements that display joint
interaction are probably located in different frameworks. Similarly,
elements with weak interaction are almost certainly located in different
frameworks and those frameworks may not interact with one another.

4.3.1 Identity Management Framework
White et al. (2007, p. 3) have defined an Identity Management
Framework as ―…one that combines the identity administration of entities
and their identities with identity based access management to control access
to the resources of an enterprise‖. This was the definition used to determine
whether an IdMF exists within each of the projects examined.
Only one design proposed a framework for the introduction and
implementation of the architecture within an agency. That design prepared a
framework for agency implementation which detailed many of the technical
requirements that an agency would be required to meet. The framework laid
out the technical requirements for agencies, such as number and type of
servers required, data synchronisation requirements along with password
management, auditing and reporting requirements.
This framework did not specify an Entity Management framework,
but it did detail requirements for identity aggregation within the WoG metadirectory. It specified a method of handling non-government employee
entities, such as contractors. It also mandated a WoG Authentication
Directory, although the officers indicated that authentication actually
occurred through the existing agencies‘ directory services.
Although this framework provided a good technical roadmap for the
IdMA implementation within the agencies involved, it did not meet the
definition of an IdMF that White et al (2007) proposed above. None of the
other projects proposed an IdMF for agencies to work within.
This finding bears out the statement above that the literature has not
clearly defined the need or use of an IdMF. Ideally, an IdMF would take the
elements of the IdMA and define how they are to be used. This framework
102

could then be used to implement an identity management system that is in
accordance with the overall architecture. The use of an IdMF could have
assisted in the implementation of WoG level authentication, as it would
have ensured that agency authentication remained in unison with the IdMA
requirements.

4.3.2 Technical Reference Architecture
Windley (2005) specified a Technical Reference Architecture as a
major element in his IdMA. None of the designs included any type of
Technical Reference Architecture as an element of their design. However,
seven of the eight designs referred to AGAF (Australian Government
Information Management Office, 2005) as a reference point for parts of
their design in their design documentation. It appears that AGAF has been
accepted as part of a Technical Reference Architecture for identity
management within the Australian Public sector.

4.4 Implications
This study examined the identity management designs and
implementations of eight Australian Public Sector agencies. These designs
were studied both from a WoG as well as from the individual agency
viewpoint in order to determine if some common elements of an IdMA
exist. Each of the designs was also examined to determine if an IdMF was
created to assist with implementation within an agency.
The study determined that there appear to be a number of common
elements of an IdMA. The original architecture of some of the designs was
modified during implementation as a result of various issues that were
raised during implementation. The most obvious of these was the need for
Privacy Management to be included in the design. It was also found that the
officers were prepared to add additional elements to the architecture as a
result of their experience with implementation. It was apparent from the
interviews that virtually all participants viewed an identity management
system as a protective, as well as an enabling system for an enterprise.
Although the technical aspects of various components of an IdMA
have been well researched, there had been little research conducted in the
area of properly defining an IdMA or in integrating the IdMA into the
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enterprise. This is an area of new research and this thesis will propose a
foundation Identity Management Architecture.
Similarly, there has been little research conducted around the use of
frameworks as part of an IdMA. The multi-case study has identified both the
common elements of an IdMA as well as the interactions between those
elements. The strength of the interactions between elements has indicated
that some elements may join together in frameworks that are based on
interaction. These interactions further indicate that frameworks probably
interact with each other. The identification of these interactions between
elements and their grouping into frameworks shows the potential to
transform the current perception of an IdMA. This use of frameworks as
part of an IdMA is a new area of research and this thesis will further
propose the use frameworks to assist in the integration and implementation
of the IdMA.
The multi-case study returned essentially similar results from each
design. This gives credence and support to the multi-case findings which
will allow the findings to be generalised beyond the current designs. This is
now a strong indication that the initial hypothesis, that the common
elements of identity management can be discerned and described, is
supported by the evidence. It also provides good support for the second
hypothesis that these elements can then be used to describe a new reference
architecture for identity management.
The study also determined for the first time the interactions between
elements and constituents of an IdMA. The interactions were mapped into a
table so that they could be easily determined and analysed. The
identification of the elements of the IdMA and the mapping of their
interactions provides the base data that is required to develop an IdMA.
It may be helpful at this stage to note that there is a hierarchy in the
discussion of the IdMA in relation to frameworks, components and
elements. The hierarchy in the IdMA begins with a framework. A
framework may be constructed from one or more components. Components
may be built from one or more modules. Modules may consist of one or
more elements, constituents, processes or workflows.
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4.5 Further research
The multi-case study also raised a number of significant points that
will require further research.
An area of possible fruitful research is staff attitudes to the design
and implementation of the IdMA. Many officers raised various concerns
during the interviews, and the issue of privacy management was perhaps the
most obvious. This issue caused sufficient concern to some agency staff that
it forced a redesign of several architectures. It too raises the additional issue
of staff and user involvement in implementation projects. This research
would be particularly timely given the current interest by governments in
the introduction of WoG identities for Government employees.
This research, of course, ties into the need for public access to
Government resources and the consequent need for a Citizen Digital
Identity. Research into the public‘s attitude to a Citizen Digital Identity and
the ways in which it can be safeguarded is also well overdue.
Another area of research that is indicated by this study is the effect
that identity management will have on work flow and work practices within
an enterprise. Workflow was identified by a number of officers as an
important element of an IdMA, particularly in the areas of access control
and provisioning, but little research has been done in this area.
Further research is also needed into the interactions that exist
between the elements and constituents of an IdMA. These interactions
between elements have the potential to completely transform the view of
how

the

various

elements

of

an
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architecture

work

together.

5 Chapter 5 — Identity Management
Architecture
“In theory there is no difference between theory and practice. In
practice there is.” Yogi Berra (1925- )
Chapters 2 and 4 argued that an IdMA has not been well understood
within the literature. Windley (2005) has been the sole voice for an
architecture that encompasses more than just a technical or security
implementation. It is proposed that Windley‘s view is the correct view of an
IdMA in practice. This view is supported by the various designs that were
examined in the multi-case study in Chapter 4. None of the designs that
were examined specified technical implementations, such as PKI, nor did
they specify exacting security requirements that had to be met. Most designs
did however lay down a series of principles and ideas that agencies were
required to follow in their implementation of the IdMA. It appears that Yogi
Berra may well have been right after all. There was considerable difference
between the theoretical literature and the practical implementation of the
designs.
The multi-case study reported in Chapter 4 discovered a list of
essential elements of an IdMA and their interactions. This list of elements
and their interactions provides the basis to develop a new reference
architecture for the implementation of an identity management system.
Windley‘s (2005) definition of the IdMA included four frameworks
— Process, Data, Interoperability and a Technical Reference Architecture.
These frameworks were directed by the enterprise‘s policies. This
architecture is shown in Fig. 9.
However Windley‘s architecture only partly addresses some of the
common elements and their interactions that were discovered in the multicase study. In Chapter 4, the common elements of an IdMA were found to
be:

Authentication,

Credential

management,

Entity

Management,

Governance, Access Control, Directory Services and Meta-Directories,
Provisioning, Information Management, Standards, Privacy Management
and Workflow. Table 11 in Chapter 4 mapped the essential elements from
the multi-case study to the other architectures and Table 12 mapped the
interactions between those elements. An examination of these tables shows
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that Windley‘s architecture only implies most of these elements and their
interactions.

Figure 9: Windley's Identity Management Architecture
(Windley, 2005, p. 141)

5.1 IdMA Design Principles
It is therefore necessary to develop a new IdMA from the base
provided by Windley (2005). The first step in developing any architecture is
to decide on the design principles that will guide the development. These
principles have been adapted from the principles laid down in the Zachman
framework (O'Rourke et al., 2003; Zachman, 1987, 2002a, 2002b). The
principles are Alignment, Integration, Change and Responsiveness.
The first design principle is Alignment. Alignment in the context of
an IdMA is alignment with the enterprise‘s strategic aims and policies. One
of the purposes of the IdMA is to ultimately make the enterprise more
responsive to external conditions and opportunities. This can only happen if
the IdMA is aligned with the enterprise strategic aims.
The second design principle is Integration. The IdMA must integrate
into the enterprise systems but it must also be a means of integrating
enterprise systems. Integration, in the context of an IdMA, requires the
consideration and inclusion of processes and workflows as well as elements,
components and systems. Many of the identity management elements,
components and processes are conducted manually in many enterprises.
Some processes, such as the verification of identity for individual entities,
have so far defied attempts to successfully automate them in full. The
security and governance systems of the enterprise also need to be integrated
within the IdMA.
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The third design principle is Change. Change is inevitable, and in the
IT industry, it is often regarded as never-ending. But it is the management of
change that is crucial in the IdMA. The IdMA will change on a regular basis
as the enterprise grows and develops. But there must always be a baseline, a
known and documented position, at hand to manage the change. This is
essentially a Change Management system. It needs to capture the existing
accumulated enterprise knowledge and aims. Any proposed changes to the
IdMA, or its components, can then be assessed against the existing system.
The final design principle is Responsiveness which is related to the
principles of Alignment and Integration. Responsiveness, in the context of
the IdMA, ensures that workflows are in place to direct timely operational
information back to the IdMA. This responsiveness to operational
information allows the IdMA to be flexible and reactive to the needs of the
business, but also to be able to mitigate any unintended downstream effects.

5.2 Theoretical development of the IdMA
The theoretical development of the IdMA began with the
examination of the series of collated summaries of elements (see Sect. 4.2).
These were the product of the individual studies into each design. When this
data was collated, it immediately became apparent that there were a number
of elements that comprised an identity management system. It was also
apparent that these elements were the base on which each of the different
architectures was built. This was especially remarkable because of the many
differences in aims, constraints and design that were visible in the separate
designs.
There were also a number of other identified elements that regularly
appeared in most designs. A further investigation of these elements was
conducted by reviewing for a second time the design documentation and
interview transcripts. The aim was to see why these particular elements had
not been deployed or used in some designs. In most instances these elements
were not included because the project was still in the design phase. The
exception to this was the issue of privacy. Privacy, as an element of an
IdMA, had only been included in two projects. The element of Privacy was
subsequently included in the two implementations because of the issues
raised by staff. This additional investigation allowed the final development
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of the theory that posited the existence of the identity management
elements.
It was noticed early on in the case studies that certain of the IdMA
elements appeared to have an interaction with other elements and to some
degree were dependent upon them. The interactions were summarised in a
series of tables (see Sect. 4.2) and then analysed to determine their type and
how they interacted with other elements. Interactions were rated according
to their perceived strength and they were labelled Dependent, Integrated,
Joint or Weak in a decreasing scale. Table 12 shows a collated list of
elements and their interactions with each other.
These interactions provide the basic data about the probable
structure of an IdMA. Dependencies between elements may well indicate
that those elements need to be co-located within the same framework.
Equally it could be argued that the frameworks containing those elements
may have a dependency between them. Elements that display an integrated
interaction between them are probably located within the same framework.
Elements that display a joint interaction are probably situated in different
frameworks. Similarly, elements with weak interaction are almost certainly
to be found in different frameworks and those frameworks may not interact
with one another.
This data led to a basic theory that the elements of an IdMA have
some natural groupings and that the groupings are defined by the strength of
the interactions between the elements. This led to the development of a
theory that the use of these groupings of elements would allow the design of
a general architecture.
The creation of this theory meant that some additional investigation
into these elements and the interactions between them was necessary. This
further reinforced the theory that elements could be grouped together. The
investigation suggested that a new grouping of elements may lead to better
integration within an IdMA. An examination of all the discovered elements
indicated that there were a number of natural groupings of elements. But it
was also evident that some elements had a grouping with a range of other
elements. Some of these groupings appeared to be a relatively close
coupling whereas other groupings were considerably looser.
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This caused the theory to be further amended to state that identity
management elements can be grouped together and that these groupings of
elements can be further assembled into a framework within an architecture.
This theory now appeared to be sufficiently compelling to warrant further
research. It was decided to use the theory to develop a new identity
management architecture based on frameworks.
The design of the architecture started with the list of elements and
interactions discovered in the multi-case study. It used the theories
developed from this data that there were sets of interactions at work
between the elements. The first part of the theory was that some of these
elements were either dependent or integrated with each other. This allowed
a reasonably fast sorting of elements into a number of identity management
―components‖. For example, the elements of Entity Management and
Credential Management are two elements that are dependent. They are
related to each other in that they both refer to the same entity and its digital
identity. They are joined by the Identity Administration constituent
Enrolment, which creates the digital identity based on the verified identity
of the entity. The result was, in this example, the component of Identity
Administration was created that contained the elements of entity
management, credential management, and the constituent Enrolment.
They could also have been related to each other by using a
functional module. A functional module can be defined as a process or
workflow related function that joins two or more identity management
elements.
The development of this component also followed the second part of
the theory that elements could be grouped into a framework. The addition of
a functional module that includes process as part of the component means
that the component can also be regarded as a framework. This meant that
the theory required some further adjustment. The theory now had to allow
for the fact that dependent or integrated elements can be joined by
functional modules and grouped into components. Components are then
capable of interaction with other components as they all consist of elements,
constituents and functional modules. By extending the initial theory, some
components would be closely coupled and these components would then
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form a framework. Frameworks would then interact with each other to form
an architecture.
This development of theory, functional modules, components,
frameworks and the IdMA went through a number of iterations. Finally a
workable architecture was developed that will be capable of deployment.

5.3 A New Architecture
An IdMA was initially defined in Chapter 1 as the set of processes,
workflows, frameworks, standards and policies that define and describe a
system of Identity Management. This definition can now be examined in
light of the data gathered and the theoretical framework that has been
developed.
According to this definition, an IdMA can consist of a series of
frameworks. Each framework can in turn consist of a set of components,
elements, constituents and functional modules. Functional modules were
defined in Section 5.2 as a process or workflow related function that joins
two or more identity management elements. Each proposed framework will
implement certain architectural elements of the IdMA.
The use of frameworks allows the enterprise to concentrate on one
aspect of the architecture at a time so that it does not become overwhelmed
by complexity. The frameworks also interact with each other so that the
entire architecture becomes a coordinated enterprise design.
This architecture uses these frameworks to address different areas of
integration into the existing enterprise infrastructure. It should be noted that
an IdMA is not just a technical implementation of an identity management
system. The IdMA also includes process and workflow in each of the
frameworks. The inclusion of process and workflow allows the enterprise to
more easily integrate the IdMA into their existing enterprise architecture
and workflows.
The IdMA that we propose consists of six major frameworks: a
Policy & Governance framework, a Technical Reference Architecture, a
Privacy framework, an Identity Management framework, an Information
Management framework, and a Federation framework. This architecture is
shown in Fig. 10.
The first framework is the Policy & Governance framework. This
framework contains the enterprise strategic policies as well as the policies
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contained in the ISMS. It also contains the governance policies and
procedures that provide oversight and monitoring throughout the IdMA.
These two parts of the framework, policy and governance, appear to have a
dependent interaction with each other. This dependent interaction means
that, in accordance with the interaction theory proposed earlier, they are
probably part of the same framework and are probably two separate
components within that framework.
The Policy & Governance framework provides policy direction into
each of the other frameworks. This allows each framework to develop
procedures, processes and workflows that are in line with enterprise policy.
The Policy & Governance framework also provides a base for
developing the policies, procedures and workflows for governance of the
frameworks of the IdMA. Here the methods that provide governance and
oversight of all aspects of the architecture are developed. One of the major
aims of this framework is to ensure that the operations of the other
frameworks remain within the bounds of enterprise policy. This framework
is also responsible for monitoring security chokepoints and other operations
within the architecture so as to highlight and trap exceptions and policy
breaches.
Workflows are an important element of the IdMA. These are shown
as arrows in the diagram of the IdMA, as shown in Fig. 10. Here it can be
seen that the Policy & Governance framework has workflows that run from
both the Policy & Governance components to the various frameworks of the
IdMA. In all cases, the workflows show that there is a return of information
back to the components. This return flow is intended to provide operational
feedback to the Policy & Governance framework to provide the basis for
further policy and governance development.
The Technical Reference Architecture is the technical base of the
IdMA. It contains those technical and security standards that the enterprise
has decided to employ. This would also include the standards and guidelines
for interoperability within the enterprise. The decision as to what standards
and guidelines are included in this framework needs to be guided by the
decisions made in the Policy & Governance framework. As these standards
are used, any modifications to the standards need to be fed back to the
Policy & Governance framework.
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Figure 10: A new Identity Management Architecture

The next major framework of the IdMA is the Privacy Management
framework. This framework contains the processes employed to safeguard
privacy within the enterprise. This framework would need to firstly consider
the privacy policies of the enterprise along with any legal and regulatory
requirements that exist. These policies should be included in the Policy &
Governance framework. This framework would need to consider the privacy
needs and issues that would affect the internal identities of the enterprise. It
must also consider the privacy needs and issues for any external identities
that may access the enterprise‘s resources and services as a result of
federation. The privacy issues of enterprise data also need to be considered.
This framework has workflows that feed into the Identity Management
framework and the Information Management framework.
The third framework is the Identity Management Framework. This
framework was originally described as having two components: Identity
Administration and Identity based Access Management (White et al., 2007),
but has now been extended to include two additional components:
Authentication and Network Management. The authentication component
provides the essential binding between the other components. The Identity
Management Framework has a workflow that feeds directly into the
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Information Management framework and provides the essential binding
between identity management and the control and management of the
enterprise‘s data and information. Without this link, the data will be likely
to remain in a series of isolated silos where authentication and access
control are not linked to the enterprise architecture. Another workflow from
this framework feeds directly into the Federation framework. This workflow
provides the binding between any Federation that the enterprise may join
and its identity management system.
The Information Management framework provides the basis for
integrating the enterprise‘s data stores into the IdMA. The framework looks
at differentiating Enterprise data and Strategic data and then looks at the
authentication and access requirements for each type of data. In this context
Enterprise data is defined as data that is consumed solely within the
enterprise and Strategic data is data that is available for consumption by
external enterprises. This allows the enterprise to adopt a more informed
approach to how data is accessed. It also allows the enterprise to concentrate
on the data sets that are really strategic data and that may require additional
attention and security. It also allows the enterprise to decide on access
requirements for external federation clients. The workflows from this
framework feed this information to both the Identity Management and
Federation frameworks.
The Federation framework provides a method of specifying the
requirements for federation with external partners. In this framework the
agreements with external enterprises and other providers are examined to
determine the access and authentication requirements. These requirements
are examined against the requirements from the Privacy management,
Identity Management and the Information Management frameworks. The
result is a set of decisions about the need for additional security controls and
any other requirements. The workflows from this framework feed back to
both the Identity Management and the Information Management
frameworks.
This new IdMA will allow an enterprise to design and implement an
architecture that is compliant with existing enterprise policy. It also allows
the use of the existing authentication and access control systems, but allows
for improvement and the implementation of new technologies. The IdMA is
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technology agnostic and does not rely on any technology, other than a
directory service, for implementation or operation. The IdMA also assures
potential federation partners that the enterprise has an identity management
system that can be verified and audited. This will increase the level of trust
between federation partners.
The IdMA also lends itself to the creation of security chokepoints.
Day (2003) argues that a chokepoint enhances security by allowing a much
closer security focus, control and monitoring on a particular point of
security interest. Chokepoints have been used as a security solution for
centuries. Ancient cities used chokepoints (we recognise them as gates) to
control and monitor access to the city. Networks are almost always
protected from external attack by a chokepoint (a firewall) that controls and
monitors access to the network. The use of a chokepoint allows the
enterprise to concentrate its available resources on a known point of security
interest. It can then control and monitor that point more easily. This leads to
an increase in the level of security that is provided as the enterprise can now
focus on these areas of real concern instead of trying to cover every
conceivable point of entry. The enterprise will also reduce the chance of
exposure as a result of configuration errors if it can introduce a set of
controls that addresses these areas of concern. This is a better solution than
trying to enforce many security controls in many different areas
simultaneously. The use of chokepoints also has the interesting side effect,
from an enterprise point of view, of reducing security costs, while
increasing security effectiveness.
However, chokepoints can also introduce a new vulnerability for an
enterprise. Many ancient cities found that even strong and imposing gates
can also be a weak point if the invaders have the right equipment, or find a
way to bypass them. Day (2003) makes the point that allowing both trusted
partners and non-trusted external Internet users to filter through the same
chokepoint can end up allowing some unexpected and undesirable results.
The same applies if there is only one single chokepoint that can act as a
single point of failure. For example, the IdMA recommends that all
authentication should occur through a directory service. However, if an
enterprise decided to only deploy a single domain controller to control
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authentication, it would have introduced a single point of failure that would
have catastrophic consequences on failure.
Day (2003) recommends a series of steps to identify, define and
apply chokepoints. These recommendations have been included in the
Policy & Governance Framework.
Chokepoints are found in the Enrolment process of Entity
Management; the Provisioning process of Identity Access Management, the
Directory Service component of Authentication; and the Access point in
Network Management. These four chokepoints provide ideal places to
monitor for unusual activity or security exceptions. The use of these
chokepoints in the IdMA enhances the enterprise‘s information security and
effectively reduces the chance of ―back door‖ access being available in
strategic systems and resources.

5.4 Identity Maturity Model
Many enterprises seem to prefer to employ a team of consultants to
deploy the latest identity management software from a major vendor.
The problem with this approach is that it does not take into account
the enterprise‘s strategic directions and requirements. It becomes just
another IT project that may not have any real relevance to the enterprise.
The whole point of the IdMA is to integrate the processes, workflows,
frameworks, standards and policies of the enterprise with the management
of its identities. This cannot be done by merely deploying the latest version
of a preferred software solution. It can only be achieved by the complete
integration of the identity management system into the enterprise. This
integration changes the maturity level of the enterprise.
There have been a number of different measures of enterprise
maturity (Aceituno, 2007; Bitterli, 2005; Clark & Jones, 1999; Harigopal &
Satyadas, 2001; Luftman, 2000; Nightingale & Mize, 2002; Van
Grembergen & Saull, 2001). However, none of these maturity models have
any measure of identity management and its impact on an organisation.
Windley (2005) outlines an Identity Maturity Model that can be used
to determine the maturity of an enterprise‘s identity management approach.
His model, as shown in Fig. 11, has four levels of maturity: Ad Hoc,
Focused, Standardised and Integrated.
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Windley approaches this model by using eight characteristics of an
enterprise: Business goals, Policies, Processes, Identity management,
Identity storage, Authentication, Authorisation and Federation.
Windley‘s identity maturity model does not consider the issue of
privacy within the enterprise. The element of Privacy has been added to the
characteristics of the identity maturity model. It should also be recognised
that the process element of the model should include workflow as well as
process. This was implicit in Windley‘s model, but needs to be explicitly
stated to remove the possibility of confusion.
The result is that the characteristics of the Identity Maturity Model
are now:
Goals —the enterprise goals for identity management.
Policies — the various enterprise policies that determine
identity

verification

and

creation,

credential

issue,

authentication and authorisation.
Process and Workflow — the definition and documentation
of both process and workflow for identity management.
Privacy — the definition of privacy policies and needs for
the enterprise.
Identity Management — the consolidation and management
of digital identity from a series of disparate identities in
individual data stores to a single consistent identity for each
entity.
ID Storage — how are the identities aggregated and stored.
Authentication

—

how

are

defined

and

consistent

authentication policies enforced in the enterprise.
Authorisation — how are defined and consistent access
control policies enforced across the enterprise.
Federation — are standard agreements and defined processes
used between enterprises.

The effect of these characteristics at each level of the maturity model
is shown in Table 13. This table provides a summary of the progress of an
enterprise through the implementation of an IdMA. It shows that an
enterprise in the AD Hoc level has few processes and standards in place and
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that its entire outlook is tactical and ad hoc. It does not plan for the future
and has a reactive approach to issues. However, the critical issue at this
level is that the business units of the enterprise see little or no value in using
any type of identity management.

Figure 11: Identity Maturity Model

(Windley, 2005, p. 162)
The Focused level shows an enterprise that is starting to do some
strategic planning, but most planning remains at a tactical level. There is
still some occasional ad hoc decision making rather than planning. The
enterprise is now starting to produce policies even if it is not yet enforcing
them. It is starting to document some process, but is not enforcing any
standardisation of the documented process. It is starting to store identities in
purpose built directories, and has appointed Resource Owners to oversee its
resources. However, it has also allowed those resource owners to create
authorisation policies based on their own view of the security needs for
applications accessing their resources. There is still no coordination of
authorisation and authentication across the enterprise. If the enterprise is in
a federation, it has some bilateral agreements and standards in place for
identity and resource access. Again the critical issue at this level is that
business units still see little value in identity management. They are focused
mainly on security and control of resources.
The Standardised level displays an enterprise that is well advanced
in strategic planning. There are enterprise policies now in place throughout
the enterprise, even if they are not formally enforced. But, process and
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workflow and organisational roles are now well documented. The process
and workflow now produce consistent results. Identity management has
begun to be automated and authoritative identity sources have been created.
A single authentication model has become the enterprise standard, probably
through the use of a directory service. Authorisation has moved to an
enterprise access control model and all application level access has been
discontinued. Any federation processes and workflows are defined and
documented and work consistently. The critical issue at this level is that
business units now can now see some value in identity management, but
can‘t clearly see how to use it to enable their strategic and tactical goals.
The final level is the integrated level. At this level the enterprise has
enterprise wide policies that are well documented, audited, reviewed and
enforced. Process and workflow is defined, documented, monitored, audited
and measured against metrics. Identity management is well developed with
enterprise-wide identities in place. Meta-directories are used to aggregate
and share identity data throughout the enterprise. Access control is
automatic and integrated into enterprise applications and data and uses an
enterprise authorisation policy. The federation is regarded as part of the
network and adding new partners takes little or no effort. The critical issue
is that business units can see the value of identity management and regularly
consult on strategic plans and concepts.
The Identity Maturity Model is a tool that can be used by an
enterprise to determine its current position on the model. It can also be used
to plan its move to a higher level. Although Windley only selected eight
characteristics to define a place in the model, an enterprise can add other
characteristics to the model to suit its particular needs. This makes the
Identity Maturity Model a versatile tool for enterprise strategic planning. It
can also be a very useful tool for designing the different frameworks in an
identity management system, by adding additional characteristics to suit
each framework.
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Characteristics
Goals

AD Hoc
Identity
management
has negative or
no value

Focused
Focus is on
security &
control; little
value seen in
identity
management
Policies point
specific, not
enforced, and
not effectively
distributed

Standardised
value in identity
management
visible, but no
clear idea how
to enable
business goals
Standard
enterprise
policies used,
but no formal
enforcement

Policies

No identity
policies in place

Process &
Workflow

Any process is
applied in ad
hoc fashion;
processes not
audited, no
metrics in place

Some process
is documented,
but the process
application
may differ each
time

Privacy

No clear policy;
privacy issues
not identified

Privacy
policies for
some resources

Identity
Management

Identities are
fragmented &
inconsistent
across the
enterprise.

Minimal
automation in
support of
security

Process,
workflow &
roles defined;
process
followed for
consistent
results
Privacy policy
defined &
standards in
place
Automation in
place to meet
strategic goals,

Id Storage

Inconsistent
identities stored
in multiple
repositories

Some identities
stored in
purpose built
directory

Authentication

Users have
multiple
identities &
credentials
No clear policy;
authentication
inconsistently
applied & used

Users have
multiple
identities &
passwords
Resource
owners make
authorisation
policy on an
application
basis

All process &
procedures ad
hoc

Bilateral
agreements
used, standards
used for
identity
transfer

Authorisation

Federation

Identities
cleaned &
normalised,
authoritative Id
sources created
Passwords
synchronised,
SSO is reality
Access control
is role based;
application
access control
is disconnected

Processes are
defined &
standard
agreements in
place,
infrastructure in
place & used
Table 13: Identity maturity model characteristics
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Integrated
Value seen,
business
consulted &
ROI above
expectations
Holistic
policies &
standards,
audited,
reviewed,
updated &
enforced
Policies are
defined,
documented,
monitored,
measured,
audited
Privacy policy
is consistent &
automatic
Identity
management
consistently
automated,
proactive
innovation,
self-healing
Directories
aggregated &
share data

Standard
enterprise wide
credentials
Access control
consistent &
automatic;
integrated
access policy
distribution;
standard
authorisation
policy
Federation is
networked,
Federation
partner selfservice

5.5 Implications of the IdMA
The first question that must be asked about the proposed IdMA is
does this artefact meet the criteria for an architecture?
In Chapter 2, architecture was defined by the IEEE standard 14712000 (2000) as the fundamental organization of a system, embodied in its
components, their relationships to each other and the environment, and the
principles governing its design and evolution. From this definition, we can
extract the essential criteria for an architecture. We will examine the IdMA
in relation to each of the following criteria:
Fundamental organisation of a system;
Components;
Relationships between components;
Relationships between components and the environment;
Principles that govern design and evolution.
There is little doubt that the IdMA would meet the IEEE criteria for
a fundamental organisation of a system. The IdMA looks at the enterprise
need for a system of identity management and attempts to join all the
requirements into a single architecture. It goes beyond the normal software
solution approach that just attempts to implement software to solve a
particular problem without trying to integrate into the enterprise. The IdMA
recognises that identity management cannot just be implemented as a
software solution. Instead, it attempts to integrate identity management
completely into the enterprise by using a series of frameworks. These
frameworks look at all the major elements of identity management and
attempts to integrate them into existing enterprise processes and workflow.
In all cases, the frameworks work within the boundaries laid down by the
enterprise‘s strategic aims and policies. Essentially, it can be said that the
IdMA fundamentally re-organises the enterprise.
As we have seen, the IdMA is broken up into a series of frameworks
and each of the frameworks contains a series of components. Each of these
components represents, in most cases, a existing system. The IdMA
recognises these components and attempts to show how each component fits
into the overall architecture.
However, one of the real strengths of the IdMA is that it can show
the relationships between components. Most of these relationships are well
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known to both researchers and practitioners. But, the IdMA can display
these relationships graphically, as shown in Fig. 10, to allow any business
unit manager to quickly grasp the relationships between systems. The IdMA
can also be used to test proposed changes in relationships or the addition of
new components (systems). This use of the IdMA for modelling new views
may prove to be useful for both researchers and practitioners alike.
The IdMA ensures that the relationship between the enterprise
strategic, policy and governance environment and each component is always
considered. The Policy & Governance framework has workflows that feed
into every framework and ultimately into every component. The IdMA
ensures that the enterprise environment cannot be ignored.
The design principles of the IdMA are simple and are explained in
section 5.1. The principles are Alignment, Integration, Change and
Responsiveness and they should ensure that any subsequent change or
evolution of design will stay within the those principles.
The IdMA would therefore appear to meet the IEEE criteria for an
architecture.
The description of the IdMA is of some importance to both
researchers and practitioners in the field of identity management. The IdMA
is designed as a Reference Architecture. Windley defines a reference
architecture as
―A reference architecture is a diagram or set of diagrams that
shows

the

distribution

of

system

functions

among

components in the identity infrastructure and provides a
topographical map for how those functions relate to each
other. Reference architectures do not give the design for an
actual system or even a detailed diagram of how those
systems interact, but rather provide architectural guidance
and best practice information for practitioners‖ (Windley,
2005, pp. 211-212).
The use of the IdMA as a reference architecture offers practitioners a
number of benefits. The first benefit is that it is a tool for designing an
enterprise identity management system. The IdMA is technology agnostic,
so it can be used in any enterprise with any suite of software. It shows the
enterprise architect the relationships between processes, workflows and
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systems. This will allow the architect to consider the needs of the enterprise
and how to begin planning the integration of the identity management
system. This planning is independent of the considerations of individual
software systems and their requirements.
The second benefit is that allows an enterprise architect a tool to
evaluate potential identity management solutions. The IdMA can be used to
see how a proposed identity management solution from a vendor could be
integrated into the IdMA. It allows the architect to run a series of integration
evaluations of identity management software against the requirements of the
enterprise. This use of the IdMA allows the architect to assess how well a
software solution will integrate into enterprise processes and workflows.
A third benefit of the IdMA is that it allows the architect and the
CIO to plan the integration of the IdMA into the enterprise. The IdMA
shows graphically where the important relationships exist in the integrated
enterprise architecture. This knowledge can be used to decide the priorities
for implementation. It is often a necessity in an enterprise to get ―quick runs
on the board‖ in order to show senior management how effective a system
is. The IdMA allows the architect and CIO to decide the priorities of
implementation in order to achieve their goals.
Lastly, the IdMA and its associated documentation is the repository
of the enterprise information on identity management and integration. It
forms the baseline for all future plans and decisions on the evolution of
enterprise architecture.
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6 Chapter 6 — Frameworks in an Identity
Management Architecture
“Discovery consists of seeing what everybody has seen and thinking
what nobody has thought” Albert Szent-Gyorgyi (1893 - 1986)

Chapter 5 defined and described the IdMA as a series of frameworks
to integrate the IdMA into the enterprise. This description of the IdMA used
a series of frameworks to concentrate on a single aspect of the architecture
at a time so that an enterprise is not overwhelmed by complexity. Each
framework in the IdMA interacts with the other frameworks through the use
of workflows. This allows the entire architecture to become a coordinated
enterprise design. The frameworks are used to address different areas of
integration into the existing enterprise infrastructure, its processes and
workflows. This use of frameworks for integration fulfils Szent-Gyorgyi‘s
description of discovery.
White et al. (2007) defined an Identity Management Framework
(IdMF) as ―…one that combines the identity administration of entities and
their identities with identity based access management to control access to
the resources of an enterprise‖. This definition was used in the multi-case
study in Chapter 4 to determine whether an IdMF exists within each of the
projects examined.
During the multi-case study it was found that only one design
proposed to use a framework for the implementation of the WoG
architecture within its subordinate agencies. This particular design prepared
a framework for agency implementation that detailed many of the technical
requirements that each agency would need to meet. These technical
requirements included such details as the number and type of servers
required, data synchronisation details, password management procedures, as
well as auditing and reporting requirements.
This framework did not specify any details for Entity Management,
but it did detail the requirements for identity aggregation within the WoG
meta-directory. It also specified a method of handling non-government
employee entities, such as contractors. The framework specified a WoG
Authentication Directory, although interviews with officers later indicated
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that authentication now occurs through the existing agencies‘ directory
services, rather than a WoG authentication Directory.
Although this framework provided a good technical roadmap for the
IdMA implementation within the agencies involved, it did not meet the
criteria of this study as an IdMF. None of the other designs actually
proposed any type of framework for agencies to work within.
This finding bears out the conclusion in Chapter 2 that the literature
has not clearly defined the need or use of frameworks within an IdMA.
Ideally, a framework will take the elements of the IdMA and define them in
relation to the enterprise‘s processes and workflows. This will then allow an
enterprise, or an agency, to design and implement an identity management
system. The inclusion of a properly defined set of frameworks may well
have assisted in the implementation of WoG level authentication, as it
would have ensured that agency authentication remained in unison with the
IdMA requirements.

6.1 Frameworks in the IdMA
The definition of the IdMA used throughout this thesis is the set of
processes, workflows, frameworks, standards and policies that defines and
describes a system of Identity Management. Chapter 5 demonstrate that a
series of frameworks is used to integrate the IdMA into the enterprise‘s
existing infrastructure, processes, workflows and policies. It was
recommended that the IdMA should consist of six frameworks: a Policy &
Governance framework, a Technical Reference Architecture, a Privacy
framework,

an

Identity

Management

Framework,

an

Information

Management Framework, and a Federation framework. This architecture is
shown in Fig. 10.
Each framework will be examined to display its components, major
processes and workflows. This should give an indication of how each of
these frameworks can be used to integrate the elements of the IdMA into the
enterprise.
Processes are important in the IdMA. Many of the processes will be
recognisable as processes that currently exist in most, if not all, enterprises.
Many of these processes currently exist around most of the IdMA elements.
They may need some process re-engineering in order to fully integrate them
into the IdMA.
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Workflows are also an important element of the IdMA. These are
shown as arrows in the diagram of the IdMA, as shown in Fig. 10. The
arrows are shown as double-headed arrows as it is intended that all
workflows should return operational feedback to the originating framework.
But, most importantly, the different frameworks allow the business
to gain a clear understanding of how the IdMA will integrate into existing
processes and workflows throughout the enterprise. This integration of the
IdMA into the enterprise can only occur if the business units of the
enterprise are fully involved in the integration process.
We will examine each of the frameworks in turn. This will allow
each framework to be defined and identified.

6.2 Policy & Governance Framework
The description of the Policy & Governance framework in Chapter 5
said that it contains the enterprise‘s strategic policies and the information
security policies contained in the enterprise ISMS. This framework also
contains the governance policies and procedures that provide oversight and
monitoring throughout the IdMA. These two parts of the framework, policy
and governance, are so tightly bound to each other that it makes more sense
to consider them as a single framework with two separate components.
The aim of the Policy & Governance framework is to provide policy
direction into each of the other frameworks of the IdMA. This is designed to
allow each framework to develop procedures, processes and workflows that
are in accord with enterprise policy.
The framework contains two clear components: a Policy component
and a Governance component. This framework is shown in Fig. 12. The
Policy component provides the base for developing the policies, procedures
and workflows for the governance of the other frameworks of the IdMA.
This component is really a repository of the current strategic and security
policies for the enterprise. But, having this repository provides the
enterprise with the means to ensure that its security policies are
synchronised with the enterprise‘s strategic aims and plans. Without this
alignment, the enterprise cannot expect to be able to successfully implement
its plans.
The Governance component provides the basis for developing the
security and, monitoring plans for the IdMA. Here the methods to provide
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governance and oversight of all aspects of the architecture are developed in
the context of enterprise strategic aims and ISMS security policies. The
major aims of this component are to ensure that the operations of the IdMA
remain within the bounds of the enterprise security policy and that the
IdMA meets the enterprise strategic aims.. This component is also
responsible for monitoring security chokepoints and other operations within
the architecture so as to highlight and trap exceptions and policy breaches.

Figure 12: Policy & Governance Framework

The workflow components at the top level of this framework are
indicated by the arrows shown in Fig. 12. It can be seen that there is a flow
of information from the Policy component to the Governance component
and that there is a return flow of operational feedback. This operational
feedback is essential for the enterprise to determine the extent of the success
of its policies and strategic aims.
There is a one-way flow of information from the Governance
component to the Security module, then to the monitoring module and
finally back to the Governance component. This workflow reflects the
normal flow of the information security Plan Do Check Act cycle.

127

6.2.1 Security Module
The framework contains two modules — Security and Monitoring.
The Security module takes the policy decisions and the security plan that is
developed in the Governance component and interprets the plan for each
framework in the IdMA. The security module is shown in Fig. 13.
The security module uses the value of strategic enterprise assets in
conjunction with the strategic aims and security policies to create a security
plan for the IdMA. The security plan needs to examine each framework to
determine how the security plan will be implemented within the components
of that framework. As part of the security plan, each framework should be
examined to determine and identify any potential security chokepoints for
the enterprise. The main security chokepoints that should be implemented
are at Enrolment, Access points, Provisioning and at Authentication. The
implementation of these chokepoints allows the enterprise to concentrate
resources on the areas of most likely attack. Enterprises that are in a
federation may also consider using another chokepoint at the Connection
component in the federation framework. The security plan and details of any
chokepoints deployed should be stored in the enterprise ISMS.

Figure 13: Security Module
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Day (2003, p. 89) recommended that the following steps be used to
identify and apply a chokepoint:
1. Identify all access points for the resource;
2. Create a single security object that consolidates all the access
points;
3. Create and enforce controls, monitoring and redundancy for
the security object;
4. Create a policy for future access points that states they must
be filtered through an approved chokepoint;
This procedure provides a method that can be used in the security
plan to identify and create chokepoints.
The Security Module, as shown in Fig.13, shows how the security
plan and chokepoints are developed and then implemented in each
framework. It should be noted that both the Access Management and
Information Management components show a Provisioning module in Fig.
13. The Provisioning module is actually located in the Access Management
component, but the Information Management component may also need to
have some input into the Provisioning module.
The Information Management module needs to assess its security
plans for both enterprise as well as strategic data. Enterprise data, in this
context, is data and information that is only for internal enterprise
consumption. Federation data can then be defined, in this context, as that
data that is made available to external clients and partners. These two forms
of data need to be examined separately as a single data security plan may
not be adequate to protect both data forms. The enterprise may decide to
have a different set of authentication requirements and credentials together
with different levels of access for external clients, and another set altogether
for external partners. It reduces the overall level of complexity by being able
to separate the two major forms of data so that their security requirements
can be correctly assessed.
But, most importantly, it allows the business to gain a clear
understanding of both how and why security policies are applied and
enforced throughout the enterprise. This module allows business units to be
active and vital participants in the development of the security plan.
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The workflow for this module prepares the security plans for each
framework. It then passes those details to the monitoring module so that
monitoring can occur in accordance with those security plans.

6.2.2 Monitoring Module
The monitoring module monitors the operations of the security plan
and the security chokepoints in each of the frameworks of the IdMA. The
Monitoring module is shown in Fig. 14.

Figure 14: Monitor Module

This module collects data from all frameworks in the IdMA. This
data can come from system and data logs or other sources of data that give
information about operations in a particular component or framework. This
data should be collected and stored in a separate and secure location that is
only available to certain personnel. As the data is collected it should be
filtered to determine its level of interest. A series of data filters should be set
up to separate the data into levels of priority for action. For example, a filter
may be set up to look for a certain event number in an authentication log.
That event number would have been previously identified as a high priority
event that requires immediate notification as a breach of security. Other
filters may be set up to look for specific anomalies that had been previously
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identified in the enterprise Threat and Risk Assessment and included in the
security plan for a framework.
Notification and Analysis are major features of the Monitoring
module. The data filters should be set up so that the data collected is sorted
into areas of priority. The prioritised data should be automatically notified
to the officers responsible for the analysis. The analysis of the data may then
require action to rectify any security issues or anomalies that have arisen.
Any actions required then need to be notified to the enterprise according to
the procedures and policies specified in the ISMS.
The Monitoring module diagram shown in Fig. 14 gives a clear
picture of where the sources for data collection are found in this module.
The Information Management component again needs some additional
explanation. The prime areas for data collection in this component are
changes in Provisioning, Access Rights and Access Levels. A change in any
one or more of these areas for an identity could potentially be of interest
from a security viewpoint. The other area of potential interest is how the
data is used or modified. This may have the potential to affect the integrity
of the data and is a decision that an enterprise will need to make in relation
to each separate data set. Again, the data is split into the two forms that were
discussed earlier – Enterprise data and Federated data. Again, both forms of
data need to be considered separately.
The workflow for monitoring is centred on two major functions:
compliance and security. The monitoring module workflow is shown in Fig.
15.

Figure 15: Monitoring module workflow

Compliance monitoring occurs to ensure that the workflow and
actions in each component is in accordance with the security plan for the
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framework. Security monitoring is centred on the security chokepoints and
is aimed at monitoring for anomalies as well as certain specified events. By
concentrating the security monitoring on the previously established
chokepoints, the enterprise can increase the overall effectiveness of its
security measures.

6.2.3 Implications
There are a number of implications for the enterprise with the
introduction and use of the Policy & Governance framework and its two
modules: Security and Monitoring. The major implication of this framework
is that it cannot be introduced into the enterprise in isolation. It must
conform with and implement both the enterprise‘s strategic aims as well as
its security policies. It is sometimes argued that the major aim of the
enterprise is to grow and maximise its resources, and that its strategic aims
are the means by which it proposes to achieve that aim (R. Clarke, 1994b;
Porter, 1985). Meanwhile, the major aim of security is seen as protecting
resources from attacks that lead to their loss or compromise. The result is
that strategic aims and security policies can sometimes be seen as existing in
a state of tension as business units complain that they are held back by
security. This tends to create a dichotomy for the enterprise as many
business units within the enterprise see these two aims as being in
opposition. The major achievement of the Policy & Governance framework
is to show how these apparently conflicting aims can be brought together to
provide an integrated plan that implements strategic aims securely and with
minimal adverse effects.
The security module allows a focus to be applied to the security
policies created in the ISMS. This module allows detailed security plans to
be created from the policies for each component in the framework. This
ensures that the ISMS security policies are integrated throughout the IdMA.
The focus of these security plans is the creation of a series of chokepoints
where activities can be more effectively monitored and controlled.
The security module also makes the business units of the enterprise
vital participants in the development of the security plan. This is an essential
step as the business units are better placed to understand the implications
and possible security problems involved in their daily operations. This
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module leverages that knowledge into participation and then into integration
as part of the IdMA.
The monitoring module ensures that all chokepoints are actively
monitored and their data is collected, analysed and acted upon. The creation
of a monitoring module also requires a team with the experience and
knowledge to analyse the collected data. The team needs to be able to act
appropriately if the situation requires it.
The implementation of the Policy & Governance framework will
have the effect of changing the entire security focus of an enterprise. The
enterprise strategic aims and security policies will become integrated into
each component. The identification and use of chokepoints will allow the
enterprise to see these areas of security concern in a new light. But it also
allows the enterprise to allocate resources and effort to reduce that risk.

6.3 Technical Reference Architecture
The Technical Reference Architecture (TRA) is the technical base of
the IdMA. It contains those technical and security standards that the
enterprise has decided to employ. This also includes the standards and
guidelines for interoperability within the enterprise. The decision as to what
standards and guidelines are included in this framework needs to be guided
by the decisions made in the ISMS and the Policy & Governance
framework. As these standards are used, any modifications to them need to
be fed back to the Policy & Governance framework. The TRA is shown in
Fig. 15.
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Figure 16: Technical Reference Architecture

The TRA is created at the enterprise level. This architecture contains
the different technical standards that the enterprise needs to implement. It is
also contains the different security standards that the enterprise employs.
These standards are to be interpreted in view of the legislative and
regulatory environment that the enterprise works within.
This architecture is designed for technical standards and guidance. It
is not a part of the ISMS nor does this architecture impact on the ISMS.
Instead it uses the ISMS, the enterprise technical standards and any other
specialised technical and security standards to provide an architecture and
guide for the technical implementation of hardware and software systems. It
may also contain technical and security standards for software development.

6.3.1 Implications
There are a number of implications for the enterprise in the use of a
TRA. The TRA is a high-level description of the parts (such as systems and
infrastructure) of the enterprise architecture. It provides the technical
standards and references that are necessary for an understanding of the
architecture.
It is therefore the standard technical reference for the ICT production
environment and should contain the technical details of all technologies that
are deployed within ICT. It is the initial technical reference point for the
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enterprise production environment and provides guidance for ICT and
contractors in future application design.
It is also the repository of the enterprise level architectural decisions
that have been made. It should provide an understanding of the concepts that
have been used in the architectural design.

6.4 Privacy Management Framework
The Privacy Management framework allows the implementation of
the enterprise privacy policies throughout the IdMA. The framework
contains the enterprise privacy policy as well as a statement of how the
current relevant privacy legislation and regulations affect the enterprise and
its operations. The framework is shown in Fig. 16.
The framework needs to consider the privacy requirements of two
major classes of entities. One class is the internal entities of the enterprise.
These are generally the enterprise‘s employees; however it may also include
contractors and consultants working for the enterprise from to time. The
second class is the external entities that access the enterprise‘s data. These
entities would include trusted external partners that may access the data
through a federation or similar arrangement. It would also include any
external clients that may access the data through an Internet portal or other
method. These two classes of entities need to be considered separately as
shown in Fig. 16.
The framework has to consider the basic requirement of the privacy
needs of individual entities and how those needs should be protected. It also
has to consider how those privacy needs are to be protected when an entity
uses their digital identity. Another consideration is the need for privacy of
the data held by the enterprise. This also has to consider both the privacy of
entities that access particular pieces of data, as well as the privacy of entities
that the data may refer to.
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Figure 17: Privacy Management Framework

Issues that are found with privacy requirements are to be identified
and possible resolutions developed. Both the internal and external
considerations of entity privacy need to pass any operational feedback back
to the enterprise privacy policy. This will allow the policy to be fine-tuned
as issues are found and allow them to be resolved as quickly as possible.
The Privacy Management framework has two workflows that pass
privacy requirements to the Identity Management framework as well as the
Information Management framework. These workflows allow any decisions
about the privacy needs of entities and identities that are made in this
framework to be incorporated in the Identity Administration component of
the Identity Management framework. Similarly, decisions made about the
privacy needs of data and data access by identities need to be incorporated
into the Access Rights and Access Levels components of the Information
Management framework.

6.4.1 Implications
The major impact of the Privacy Management framework will be to
bring a greater awareness of privacy issues to the operational levels in the
enterprise. The framework will allow the privacy needs of an entity to be
considered fully in the light of the use of identity management in the
enterprise. It also allows for a separate view of the privacy needs of external
clients and partners. This framework also needs the participation of the
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different business units of the enterprise. The business units will have the
best knowledge of the data, how it is used and the potential for misuse of the
data. Their participation will ensure that the Privacy Management
framework can be implemented effectively.

6.5 Identity Management Framework
The next framework is the Identity Management Framework (IdMF).
This framework was originally described as having two components —
Identity Administration and Identity based Access Management (White et
al., 2007), but has now been extended to include two additional components
— Authentication and Network Management as shown in Fig. 17. This is
the pivotal framework of the IdMA. This framework provides the crucial
services that are the binding that integrates the IdMA into the enterprise.

6.5.1 Identity Administration
The first component of the framework is Identity Administration.
This component contains all the modules required for the administration of
an entity and their identity.
The Entity Management module is responsible for the collecting and
verifying the identity data of entities. In most enterprises these procedures
are conducted manually and these may well remain as manual processes for
some time. These processes are normally regarded as part of the enterprise
Human Resource (HR) function and they may be constrained by certain
legal requirements such as Public Service regulations (Public Employment
Office, 2005) or by enterprise policy. In most enterprises these functions
would remain in HR and the HR documented procedures would be included
in the IdMA documentation.
Most discussions about an Entity Management module concentrate
on identifying and verifying employees of the enterprise. However, most
discussion tends to omit the question of the contractors and consultants that
are also normally employed in an enterprise for varying periods. The Entity
Management module must also address the issue of identification and
verification of any contractors or consultants that require access to
enterprise systems or data.
The Enrolment module is responsible for creating a digital identity
for an entity that has been identified and verified by the enterprise
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processes. The identity is created and issued with a set of authentication
credentials. Usually this takes the form of a username and password pair.
All new identities should also be allocated their enterprise role by the
Enrolment module.

Figure 18: Identity Management Framework

Roles are normally organised to fulfil organisational needs and
responsibilities. A role may be created to describe a particular set of
responsibilities and functions that a certain group of enterprise workers
needs to complete. This set of functions in the role may also include the
requirement to access certain applications and data sets. Roles are not
created or maintained in the Enrolment module. These functions would be
carried out in the Access Management module of the Identity Access
Management component.
The Enrolment module also has to create an identity for any
contractors, consultants or other types of temporary identity that are
required by the enterprise. The Enrolment module should also be used to
create any service or administrative identities that are required to operate
throughout the enterprise. This would include administrative identities for
domain administrators and service accounts for domain level services.
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Generally, the creation of the new identity should occur as the
details of the new entity are entered into the HR employee system or into
some form of ―On Board‖ application. An On Board application is one that
records the details of non-employees, such as contractors, consultants or
other temporary workers that are not employees of the enterprise. Ideally the
process of identity creation should be an automated process that creates the
identity using the enterprise‘s standard operating procedures (SOP) for
identity construction, initial credential allocation and role placement.
The Enrolment module also creates the first security chokepoint for
the IdMA. This chokepoint ensures that a close focus is kept on the creation
of identities in the enterprise. It ensures that the creation of an identity is
linked to an existing entity that has been positively identified and whose
details are recorded in an enterprise system. It also ensures that the creation
of unauthorised identities cannot occur without being discovered. Real-time
auditing may be implemented through the Monitoring module which may
also act to disclose and prevent unauthorised identity creation. This
chokepoint and the associated processes provide an assurance to the
enterprise, as well as to any external federation partners, that the enterprise‘s
identities are both valid and verifiable.
The Credential Management module deals with the issue, updating
and replacement of an identity‘s authentication credentials. These
credentials may include passwords, smartcards, one time password tokens
(such as RSA tokens), biometrics, or combinations of credentials. Normally
the enterprise security policy dictates that these credentials are updated on a
regular basis. Provision also has to be made for the loss or misplacing of
physical credentials such as smart cards and tokens.
The Life-Cycle Management module is really a set of workflows and
Change Control that defines how these processes operate together. Most of
these workflows will already exist in an enterprise, but they need to be fully
documented. The introduction of Change Control into this area ensures that
the creation or modification of an identity and their credentials is considered
and approved before being made.
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6.5.2 Identity Access Management
The Identity Access Management component is responsible for the
maintenance of all roles in the enterprise, provisioning of identities into
roles and the life-cycle maintenance of roles.
The Access Management module maintains both the roles for the
enterprise and the Access Control system.
Roles are defined by the enterprise and include the essential job
functions, application and data access requirements that an identity would
require to carry out a specific job within the enterprise. These definitions
can then be used to map each role to a set of application and data privileges.
Identities can then be assigned to a role and will immediately receive the
correct application and data entitlements required for the operation of that
role.
The Access Management module also maintains the enterprise
Access Control system. Chapter 2 gave an overview of some of the access
control systems currently available; however, it is recommended that an
enterprise should, as a minimum standard, adopt a role based access control
system. This provides a more robust method of access control than the
discretionary access control systems that normally ship with most operating
systems.
A new identity is initially passed to the Provisioning module for
provisioning of the account. The Provisioning module views the role that
the identity is assigned and the provisions the identity into the required
systems. This would include creating email accounts, database accounts and
any other accounts that are required for the entity‘s role in the enterprise.
Provisioning may also include Single Sign On (SSO) arrangements where
the entity‘s authentication credentials are also accepted by some or all
enterprise applications and databases.
Provisioning may also be pushed out to business units in the
enterprise. If the roles are properly defined, and the provisioning system
supports it, then the task of changing an entity‘s role can be delegated to that
entity‘s line manager. Some provisioning systems support this functionality
with web browser-based applications that allow entity role changes to be
delegated to a business manager.
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The provisioning process also creates another chokepoint. The
traditional method of provisioning identities into a system requires the
administrator of the system to manually add an identity and an
authentication credential, usually a username and password combination, to
the system user database. This allows two separate entities to have access to
the same digital identity and its authentication credential. This may raise
security issues if it occurs without proper authorisation or documentation.
The manual provisioning of identities into individual systems can still occur,
but this process must now be documented, verified and audited. The ideal
situation occurs when the provisioning process is automated and all
provisioning into individual systems occurs as the result of a policy-driven
event. The provisioning process should be tied to a robust access control
system, such as a role based access control system. This would then act to
ensure that a digital identity would only be provisioned into an individual
system when the identity‘s role required it and that the identity would then
receive only the level of access that the role required. The provisioning
chokepoint would also act to remove the possibility of unauthorised
identities being created in individual systems, as well as removing the
possibility of two entities knowing the credentials of a single digital
identity.
The creation of chokepoints at the points of enrolment and
provisioning will also act to prevent the creation of chains of trust in a
federation (Day, 2003). These chokepoints ensure that only verified
identities are provisioned into the applications authorised for that identity.
This will act to prevent non-trusted identities gaining access to systems by
masquerading as a trusted identity.
The Life-Cycle Management module contains a series of workflows
and Change Control that defines how the processes in this component work
together. It should also contain a workflow around the life-cycle of roles to
ensure that they are reviewed regularly. This will ensure that the roles
remain current and relevant to the enterprise job functions that they
represent. This module should also contain a Change Control component to
ensure that any changes to roles, provisioning rules and access control are
reviewed and approved in advance of the planned changes.
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6.5.3 Authentication
The Authentication component provides the essential binding
between the other components within the IdMF. When an entity attempts to
logon through an enterprise endpoint, they are initially authenticated
through the enterprise‘s LDAP directory service. If the identity is
authenticated, it is then authorised to access the enterprise resources that it is
authorised to use.
It is a requirement of the IdMA that all authentication occur through
an LDAP directory service. The use of a single method of authentication
through the enterprise‘s directory service means that a single and consistent
authentication policy can be applied across the enterprise. The
authentication strength can also be increased as there is now a single method
of authentication employed at each system boundary.
This centralised authentication creates a security chokepoint for
authentication. As an enterprise implements provisioning through its
individual systems, it creates, in effect, a system of Simplified Sign On for
identities where the authentication for all individual systems now occurs
through the main enterprise authentication system. This removes the
requirement for individual systems to have their own sets of identities and
authentication credentials. This chokepoint approach, when combined with
the enrolment, provisioning and access point chokepoints, provides a
layered security approach that enhances information security and effectively
reduces the chance of ―back door‖ access being available in strategic
systems and resources.
The Authentication component also uses a Meta-Directory to
distribute identity information to different systems within the enterprise.
Meta-Directories have been effectively employed in a number of different
IdMA designs. The real worth of a Meta-Directory comes from its links
with the enterprise Directory Service and the different enterprise data stores
that it is connected to. It provides the essential link for effective
provisioning to occur within the enterprise. Meta-Directories can also be
used to aggregate identity information from different systems.
All changes to the enterprise Directory Service and Meta-Directory
must be approved through Change Control. This allows any proposed
changes to be planned and reviewed before they are implemented.
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6.5.4 Network Management
The Network Management component looks at the physical access
to the network. Identity management systems traditionally have tended to
ignore the network regarding it as just the underlying physical layer needed
for access to systems.
However, recent work on integrated network security (Johansson &
Riley, 2005; Snyder, 2008) argues that the initial chokepoint should be the
access point where identities access the system. This may be any type of
access point, such as a point on the enterprise LAN, a mobile device, a VPN
or a Web portal, as shown in Fig. 17. The chokepoint is to ensure that only
authenticated users can get past the access point into the network. The
access point is controlled by the Network Access policies and here some
further checking can be completed. If the physical device that is being used
for the connection does not meet the required criteria in the Network Access
policy, such as patch level, current anti-virus application, etc, then the
device can be given restricted access to a quarantine zone or subnet within
the LAN.

6.5.5 Workflows
The diagram of the Identity Management framework shown in Fig.
17 shows the various workflows between modules and to other frameworks.
There are two separate workflows shown in Fig. 17. The green workflow
shows the initial creation and provisioning of an entity. The blue workflow
shows the entity accessing the system and proceeding through
authentication and access control.
We can start by following the creation workflow, shown in green in
Fig. 17, for an entity being set up in the system. Initially there is a flow of
information from the entity to the Identity Administration module. This flow
contains the identity information for the entity. After the entity has been
identified and their details verified, the entity is entered into the HR or On
Board database in the Enrolment module. The workflow uses those details
to create the identity in the Directory Service in the Authentication module.
That identity information is passed to the Identity Access Management
module where the new identity is provisioned. The provisioning process will
pass some of that identity information to the Information Management
Framework which essentially completes the creation workflow.
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The access workflow, shown in blue in Fig. 17, shows an entity
using an endpoint to access the network access point. The workflow passes
the entity to the Authentication module for authentication. If the identity is
authenticated, the Directory Service provides the identity with an LDAP
authentication bind that allows the identity to access the various resources
for which they have privileges. In the meantime, the access point has
assessed the device that the entity is using and decided either to quarantine it
or allow it full access to the network.
The Identity Management framework provides the essential binding
between the identity management system and the control and management
of the enterprise‘s data and information. Without this link, enterprise data
will be likely to remain in a series of isolated silos where authentication and
access control are not linked to the enterprise architecture. Another
workflow that runs from this framework workflow feeds directly into the
Federation framework. This also provides the binding between the
Federation, the enterprise authentication system and enterprise data.
Without this essential link, the federation may not work as the enterprise
intended.

6.5.6 Implications
The IdMF is the pivotal framework in the IdMA as it provides a
number of essential services, such as digital identities, access control and
authentication, to other frameworks. This framework also contains all the
security chokepoints for the enterprise.
The major implication for this framework is that it cannot be
introduced into the enterprise in isolation. It must conform with and
implement both the enterprise‘s strategic aims and its security policies. It
also implements much of the Privacy Management framework through the
Identity Administration component. It provides provisioning, access control
and authenticated access to enterprise data through the Information
Management framework for internal users and the Federation framework for
external users.
Despite the apparent complexity of the IdMF and its links to other
frameworks, it is a relatively easy framework to deploy. The components of
the IdMF lend themselves to be deployed in a phased manner that builds on
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previous work. But the critical part of the IdMF is the planning that must
occur first.
It is essential that the planning for most of the other frameworks is
completed before attempting to plan the IdMF. Both the Security and
Monitoring modules of the Policy & Governance framework need to be
completed first. These modules will provide the details of chokepoints that
need to be established as part of the IdMF. The Privacy Management
framework needs to be completed so that the final privacy plan can be used
in the IdMF. At least some of the Information Management framework
needs to be completed so that the IdMF can begin planning for access
control and provisioning. Some implementations leave the major work of
provisioning into data stores as a separate project, but the design of the
Information Management framework is an essential first step. The
Federation framework also needs to be planned prior to the planning of the
IdMF.
The IdMF is the framework that will receive the major concentration
of attention and planning. The implementation of the IdMF will have the
effect of changing the entire focus of the enterprise. The IdMF integrates the
enterprise strategic aims and security plans into each component. It ensures
that the enterprise privacy plans are integrated into Identity Administration
and ultimately into Information Management. It contains the major
enterprise chokepoints that allow the enterprise to focus its efforts on
monitoring these identified areas of security concern in order to reduce its
overall level of risk.
The implementation of the IdMF will assist the enterprise to become
more responsive to change, whether it is from internal or external pressure.

6.6 Information Management Framework
The Information Management framework provides the basis for
integrating the enterprise‘s data stores into the IdMA as shown in Fig. 18.
This framework uses the authentication and access controls contained within
the Identity Management framework to bind enterprise data to the Identity
Management Framework. This ensures that there are no separate silos of
data that use their own authentication and access control methods. Instead it
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ensures that enterprise authentication and access control policies apply to all
data in the enterprise. This ensures that data access can be audited and
monitored in line with enterprise security standards.
This framework should differentiate enterprise data from federation
data so that their separate security needs can be correctly assessed. Both
enterprise and federation data must then be assessed for any additional
security or access requirements that it may have. Each type of data should
be assessed separately to determine the level of access that each class of
user should have to that data. The enterprise may also want to assess, at this
point, if there is a need for some form of digital rights management to be
applied to the data. This approach gives the enterprise the opportunity to
reassess the security needs of the data by classifying the data on who
accesses the data sets and how they are accessed. It allows the enterprise to
identify its own strategic data and to decide if that data requires some
additional attention and security. By changing the focus of how it views the
data, the enterprise can make more informed decisions on the data access
requirements for external federation clients. This could also include the need
for stronger authentication or the use of secure access techniques, such as
VPN, for access to particular sets of data from external clients.

6.6.1 Workflows
There are a number of workflows in this framework. The
provisioning workflow, shown in green, begins with the identification and
separation of enterprise and federation data. The workflow begins with the
creation of both the enterprise and federation data security plans. These
plans are passed to the Data Security module where the data security plan is
completed. The Information Management module incorporates the data
security plan and any additional access and authentication requirements into
the security plan. This allows the access rights and access levels to be
determined for individual roles and this is passed to the Provisioning
module in the IdMF. Any additional external authentication requirements
are also passed to the Identity Management framework.
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Figure 19: Information Management Framework

6.6.2 Implications
A major contemporary issue with enterprise data is the tendency for
it to be managed in a series of separate ―silos‖. Traditionally, each data store
has its own management, access control and authentication systems and
these are often not managed in concert with other enterprise data stores. The
effect for the enterprise can be a series of separate data fiefdoms that do not
cooperate.
The Information Management framework ensures that enterprise
data does not remain in silos, but is instead integrated into the enterprise
architecture. This is achieved by first viewing the data with a new focus. It
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was discussed earlier that enterprise data referred to the data used internally
by the enterprise. When viewed with this focus, questions of data access
tend to be related to what access is required to perform particular roles. This
helps to set the access levels and access requirements for the data. When
these questions are decided, it then becomes easier to ensure that access to
that data set can be provisioned to an enterprise role. Similarly with
federation data, the data should be first viewed with the focus of what does
the enterprise want to provide to external clients and is it in line with its
strategic aims? With these decisions in place, the security needs and plans
for both enterprise and federation data can be determined more accurately.
The major implication of this framework is that it provides a means
for provisioning and access control to be centralised in the enterprise. As
provisioning of identities proceeds in an enterprise, it gradually breaks down
the silos of data. Each data set is integrated into the enterprise system of
access control and authentication. This leads to an overall improvement in
information security for the enterprise as these data stores are more tightly
integrated into the enterprise security architecture instead of using their own
individual security systems.

6.7 Federation Framework
The Federation framework provides a method of detailing the
requirements for federation with external partners, as shown in Fig. 19. This
is an optional framework as not every enterprise may be in, or wish to join,
a federation.
The Information Exchange Agreements (Woodhouse & White,
2007) that are signed with other external enterprises and providers must be
examined to determine the access and authentication requirements for the
federation. The type of federation service that is established should also be
examined. These external requirements have to be considered against the
Security Plan developed in the Security & Governance framework,
authentication requirements from the Identity Management framework and
the security, access and digital rights requirements from the Information
Management framework. This may result in stronger authentication being
required for federation access to certain data sets. It may also lead to
specific access rights and access levels, or some form of digital rights
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management being applied to this data when it is accessed from the
federation. The result of this consideration will be a federation security plan
that may incorporate additional authentication requirements and security
controls.
The workflows from this framework pass the details of the
federation security plan and any additional requirements back to both the
Identity Management and the Information Management frameworks. This
will ensure that these frameworks incorporate the requirements of the
federation security plan for authentication and access by members of the
federation.

Figure 20: Federation framework

6.7.1 Implications
The move to the use of federation to share data amongst enterprises
is growing at a rapid pace. It is also a major part of the problem faced by
various governments that was examined in the multi-case study in Chapter
4. The federation framework provides a method for an enterprise to consider
how they are going to federate and to plan for that federation from the very
start of their identity management project.
The Federation framework is technology agonistic in keeping with
the aims of the IdMA. Realistically, if an enterprise was to join more than a
single federation it may well find that it has to use different methods of
federation and authentication for each federation. This framework allows
the enterprise to remain agile and responsive. It can develop its plans for an
existing or future federation without committing itself to a particular type of
technology. But, more importantly, it ensures that the enterprise makes
plans for a possible federation, whether it occurs or not. This helps to make
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the enterprise more responsive as it now has a plan and a course of action to
follow if the question of federation suddenly arises in the future.
The Federation framework also ensures that any federation is
included in the enterprise IdMA. It ensures that the any external identities
are correctly authenticated and then given the correct access to the data sets
required. It also brings the access by federation clients through the
enterprise chokepoints that have been established. This acts to ensure that
the security of the enterprise and its data is not compromised through the
federation.

6.8 Implications of the IdMA frameworks
The question that must be asked is does organising the IdMA into a
series of frameworks make it more effective?
In Chapter 5 it was seen that the IdMA looks at the enterprise‘s
needs and requirements for an identity management system in the context of
enterprise strategic aims and policies. The IdMA then attempts to describe
an architecture based on these aims, policies and requirements. It was
proposed that any identity management solution must be integrated into the
enterprise for it to be effective. The IdMA proposes to achieve this
integration of identity management into the enterprise through the use of
frameworks. The IdMA frameworks attempt to integrate all the major
elements of identity management into existing enterprise processes and
workflow. In all cases, these frameworks are designed to work within the
boundaries laid down by the enterprise‘s strategic aims and policies.
The real strength of the IdMA frameworks is apparent in the way
that they illustrate the relationships and workflows between the elements of
the IdMA. These are illustrated in a series of diagrams that can be readily
understood at all levels. The diagrams can be expanded to illustrate the
needs of an individual enterprise. These expanded diagrams would then
form the basis of the enterprise documentation for the implementation of
each framework in the IdMA.
The frameworks will also involve the various business units of the
enterprise in the planning and implementation of the IdMA. It was discussed
in Section 6.2.3 that business units may feel that there is a dichotomy
between business aims and security policies. The involvement of business
units in the creation of the security plan allows them to use their intimate
150

knowledge of the business to better assess the security risk. It also allows
them to provide the necessary specialised advice on the management of
those risks. The involvement of business units in the development of the
frameworks will ensure that the frameworks and the IdMA are correctly
integrated into enterprise systems, processes and workflows.
The description of the IdMA in Chapter 5 indicated that it would be
of some importance to both researchers and practitioners in the field of
identity management. The frameworks described in this chapter demonstrate
how practitioners can use the IdMA frameworks to integrate each
component into existing enterprise processes and workflows. But, the
frameworks cannot be regarded as a prescriptive solution. Most enterprises
will probably adopt a different approach to each of the elements of the
IdMA and may therefore accord them differing levels of importance. The
critical point for practitioners is that the frameworks of the IdMA provide a
series of reference points around which the integration of an identity
management system can be planned for individual enterprises. The
frameworks cannot be regarded as part of a ―one size fits all‖ approach, but
they can be used by practitioners as part of a reference architecture to ensure
the IdMA meets the requirements of the enterprise and is integrated into
existing processes and workflows.
The use of frameworks also becomes a critical point for
researchers. The use of the IdMA as a reference architecture allows for more
focused research into the application of identity management. It can also be
used to demonstrate how new research can be integrated into the IdMA.
This allows the research community to assess new developments against the
existing architecture. This also has the added benefit of keeping
practitioners in the industry current with the latest academic research.
It was also indicated in Chapter 5 that the IdMA could be used by an
enterprise architect as a tool to evaluate potential identity management
solutions. The Identity Management framework is an ideal tool for the
assessment of potential identity management software solutions. This
framework defines sufficient of the requirements that an enterprise will have
for identity management to determine if a proposed solution meets those
requirements. This is another critical point for practitioners. Previously there
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has not been an effective method of assessment for proposed identity
management solutions.
The frameworks provide the basis for documenting the enterprise
design and implementation of the IdMA. They provide a series of diagrams
that describe the integration of the identity management system with
existing enterprise processes and workflows. They also provide the basis for
determining the processes and workflows that need to be documented and
described.
The IdMA and frameworks are technology agnostic and will work
with the existing enterprise authentication, and access control system. The
use of an IdMA ensures that the current enterprise system is fully
documented, but still allows scope for improvement and the implementation
of new technologies.
The authentication framework is one of the major chokepoints for an
enterprise. It is the point at which identities are either verified or rejected
and as such it is an area where the enterprise cannot afford mistakes. As a
result it is recommended that all enterprise authentication should be
conducted through an enterprise directory service. This will ensure a single,
consistent authentication policy is applied throughout the enterprise. It is
also recommended that the enterprise access control system should be at
least a role-based access control system in order to provide additional
security around some of the chokepoints.
A move from simple password based access to a more sophisticated
access control system gives the enterprise a number of advantages. These
include:
The management of authorisation. An enterprise can set up a series
of policies that determine the rules for access to resources. These
rules can then be applied by the selected access control system to
give a more granular approach to access control that can be applied
consistently. This allows users whose organisational role has
changed to be quickly given the correct security rights.
A hierarchy of policies can be established where policies can be
arranged according to the principles of generalisation, specialisation
and inheritance. This will allow users appointed to a specialised role
to inherit rights and privileges associated with more general roles.
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Least Privilege. The use of least privilege policies requires users to
act with the least amount of privilege required for a particular task.
Users who are authorised to use powerful roles do not need to
exercise them in all situations. This acts to prevent inadvertent
damage and errors and also acts to prevent intruders masquerading
as legitimate users.
Separation of Duties. There are many organisational roles where a
single user is not allowed sufficient privilege to misuse the system,
for example the person authorising payments should not be the same
person who prepares the payment. This separation of duties can be
enforced by policies which define those conflicting roles that cannot
be held by a single person, or by enforcing that separation
dynamically at run time.

The IdMA frameworks identify and cluster the security chokepoints
in the enterprise. These chokepoints act to check and verify that:
All identities are created in through a documented, verified and
audited process for all systems and each identity that is created can
be verified;
All provisioning of identities to allow access to systems and
resources now occurs through a documented and verifiable process
that can be automated;
All identity claims are authenticated through a single strong
authentication system that allows verification and audit;
Only authenticated users can gain access to the enterprise network.

Although the chokepoints add layers of security to the system, they
also add single points of failure that can cripple the system if successfully
attacked, or in the case of loss of system resources. These chokepoints need
to carefully assessed and monitored.
The use of an IdMA composed of frameworks assures an enterprise
and its federation partners that its identity management system is managed
in accordance with a known architecture which works with the enterprise
ISMS. It also assures its federation partners that it has a proper system of
security & governance in place to verify and monitor both internal and
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federation operations. This will act to increase the level of trust between
federation partners.
The use of the IdMA frameworks also clarifies the scope of any
identity management project. It allows the enterprise to implement an
identity management solution in a series of distinct phases rather than as a
single whole of enterprise project. This should provide a minimal level
disruption to the enterprises normal operations.
The IdMA frameworks provide the means for both practitioners and
researchers to research, assess and implement identity management systems
at an enterprise level.
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7 Chapter 7 — Conclusion
“The beginning of knowledge is the discovery of something we do
not understand” Frank Herbert (1920 - 1986)

7.1 Aim of the Thesis
The major problem that this thesis has tried to address is the lack of
an accepted description of an IdMA that can be used to guide the design and
development of identity management systems within government. It was
discussed earlier that governments face a series of challenges. Among those
challenges are the allocation of scarce and expensive resources; the
consolidation of expensive IT resources; and the sharing of resources
between different agencies. Many governments also want to provide their
citizens with access to diverse Government resources and services through
eGovernment web portals.
The problem for government in addressing these issues is that there
are no quick and easy solutions. It was discussed earlier that one possible
solution is to create a new access control and authentication infrastructure
for these consolidated resources. But that was shown to be a solution that
creates not just a whole new infrastructure, but also requires a new
bureaucracy to operate and maintain it. The other possible solution is to
create a federation between the different government agencies so that they
can share access to different resources. However, this solution is predicated
on each agency having a form of effective identity management in place to
manage the agency identities, access control and authentication. With an
identity management system in place, an agency can effectively federate and
participate in the sharing of resources. The problem with this solution is, as
this thesis has shown, that there is no accepted description of an IdMA to
guide the design and development of identity management systems within
government.
The aim of this thesis has been to discover and describe an effective
IdMA that can be used to plan and implement an identity management
system in an enterprise.
In order to achieve that aim, it was first necessary to review the
current literature on identity management. It was found that most of the
literature concentrated primarily on the technical aspects of some elements
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of identity management. There was little discussion or reference to the
construction of an IdMA or its use. There were some claims in the literature
for the development of an IdMA (see Sect. 2.5.3). However, an examination
of these claims found that they were generally technical implementations of
authentication mechanisms. Many of these claims viewed the architecture in
a very narrow context and did not consider any interaction with other
identity management elements. These claims were all found to have failed
to meet either the essential requirements discussed in Section 2.3 or the
IEEE 1471-2000 (2000) standard for an architecture. It was found that there
was no accepted model of an IdMA that can be used to plan an identity
management solution for an enterprise. There was also little consensus in
the literature about what were the basic elements of identity management.
Windley (2005) described an IdMA that ultimately provided the
basis for the current definition of the IdMA as a set of processes, workflows,
frameworks, standards and policies that defines and describes a system of
Identity Management. This definition provided the basis for the research to
describe a new type of IdMA.
The result of the literature review was that two hypotheses were
proposed for the development of an IdMA. The first hypothesis was whether
the common elements of identity management can be discerned and
described from a study of empirical data. The second hypothesis was
whether these common elements, determined from the first hypothesis, can
then be used to describe a new reference architecture for identity
management.
The aims of the research and thesis were then developed from these
hypotheses.
The first aim of the thesis was to create a new definition for an
IdMA that shows that the architecture extends far beyond the mere technical
implementation of some new controls. The second aim of the thesis was to
define how an IdMA can integrate the strategic aims, policies, technology,
controls and governance of an enterprise into a single cohesive structure that
implements an identity management solution for the enterprise. The final
aim was to investigate if a reference model of an IdMA could be used to
assess the suitability of a proposed identity management solution for an
enterprise‘s requirements.
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The research questions that framed the research were:
1. Will an IdMA describe the design and development of an identity
management system for an enterprise?
2. Can the essential identity management elements be identified to form
the basis of a standard architectural description of an IdMA?
There were a number of subordinate questions that were
subsequently developed from these two basic questions.
It was decided that there was no single methodology that would
provide the best approach to answer these questions. After some
consideration, it was decided to initially use a multi-case study methodology
to study existing identity management designs. It was felt that this study
would provide a formal identification of the basic elements of identity
management.
The multi-case study examined the identity management designs and
implementations of eight Australian public sector agencies. These designs
were studied both from a WoG as well as from the individual agency
viewpoint in order to determine if the elements of identity management
could be found in these designs. Each of the designs was also examined to
determine what interactions existed between those elements. Each study
began with a documentation review to determine the elements of that
architecture. When the review was completed, a series of interviews was
conducted with officers who had participated in either the design or the
implementation project. This ensured that the study had a more complete
view of each design.
The research found a number of common elements in the eight
designs studied. The original architecture of some designs was modified
during implementation as a result of various issues that were raised during
the design and implementation stages. The most obvious of these was the
need for Privacy Management and Workflow to be included as elements of
an IdMA. The result was the development of a set of common essential
elements that expanded the original elements discussed in the literature.
These elements formed the basis of the IdMA and are fully described in
Chapter 4. It was also found that there was a series of interactions between
these elements. These interactions were rated on their strength and the
degree of coupling created between the elements.
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At this stage it was apparent that the first hypothesis, that the
common elements of identity management could be discerned and
described, was satisfied based on their frequency within the empirical data.
The elements had been identified from the multi-case study. The multi-case
study was designed to highlight the replication between the different designs
as advocated by Yin (2003). The study of each of the different designs had
shown that they all returned essentially similar results despite their different
designs and contexts.
A grounded theory methodology was then used to attempt to create a
theory that explained the interaction between elements. An examination of
the elements indicated that the elements had a number of natural groupings.
Some of these groupings appeared to be a relatively close coupling while
other groupings were much looser. This led to the theory that identity
management elements can be grouped together and that groupings of
elements can be further grouped into a framework within an architecture.
This theory was sufficiently compelling to warrant testing the theory by
developing an architecture of frameworks.
The design of the IdMA was conducted using a design science
methodology. The design started with the list of elements and their
interactions that were discovered in the multi-case study. It used the theories
developed from this data that some of these elements were either dependent
or integrated with each other. This allowed a reasonably fast sorting of
elements into a number of identity management components consisting of
elements and functional modules which are process related functions that
join two or more identity management elements.
The theory that elements could be grouped into a framework led to
the development of identity management components as part of a
framework. Components are composed of dependent or integrated elements
that are joined by functional modules. Some components are closely
coupled and these components then form a framework. Frameworks then
interact with each other to form an architecture.
It was also found that there was concern with the increasing level of
complexity that was appearing in the enterprise. Enterprises were finding
that the consequence of increasing complexity in systems is the ever
increasing cost of maintaining control as individual components become
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more complicated to integrate and configure. The solution to this increasing
complexity is to impose a system of rules in order to create the large-scale
simplicities that Cohen & Stewart (1994) recommend. It was therefore seen
that the development of an architecture to impose a system of rules for the
enterprise was the best solution. In order to achieve a proper architectural
design it was decided to adapt the design principles from the Zachman
(1987) framework for the IdMA.
The development of theory, functional modules, components,
frameworks and the IdMA passed through a number of iterations as various
combinations were tried and issues found and resolved. Eventually a
workable architecture was developed that would be capable of deployment
in an enterprise.
These frameworks would allow an enterprise to concentrate on a
single aspect of the architecture at a time. This was found to reduce the level
of complexity in the IdMA for an enterprise. The frameworks then formed
the basis of the IdMA.
The development of an IdMA consisting of a series of frameworks
would therefore appear to satisfy the second hypothesis of the thesis. That
hypothesis was that the elements of identity management could be used to
describe a reference architecture for identity management..

7.2 Findings
There are a number of findings from the research that are reported
and discussed in this thesis.
Two hypotheses were proposed as the basis of the research. The first
hypothesis was whether the common elements of identity management can
be discerned and described from a study of existing identity management
designs. The second hypothesis was whether these common elements,
determined from the first hypothesis, can then be used to describe a new
reference architecture for identity management. Both hypotheses were found
to be supported by the evidence discovered in the research.
The multi-case study of identity management designs in the
Australian public sector discovered the common elements of an identity
management architecture. These elements are: Authentication, Credential
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management, Entity management, Governance, Access control, Directory
services,

Meta-Directories,

Provisioning,

Information

Management,

Standards and Privacy management. The study also investigated some of the
interactions between these elements.
The research developed a theory about the development of an IdMA.
The final iteration of the theory was that identity management components
were composed of identity management elements and functional modules.
Components were found to be capable of interaction with other components.
Some components were found to be closely coupled and these groupings of
components then form a framework. Frameworks will then interact with
each other to form an identity management architecture.
There is little doubt that the IdMA would meet the IEEE criteria for
a fundamental organisation of a system. The IdMA looks at the enterprise
need for a system of identity management and attempts to join all the
requirements into a single architecture. The IdMA recognises that identity
management cannot just be implemented as a software solution. Instead, it
attempts to integrate identity management completely into the enterprise by
using a series of frameworks. These frameworks look at all the major
elements of identity management and attempts to integrate them into
existing enterprise processes and workflow.
The IdMA uses these frameworks to address different areas of
integration into the existing enterprise infrastructure. The IdMA is not just a
technical implementation of an identity management system. The IdMA
also includes process and workflow in each of the frameworks. The
inclusion of process and workflow enables an enterprise to integrate the
IdMA into their existing enterprise architecture and workflows. The IdMA
is technology agnostic and can be used with any existing enterprise
architecture or technology.
The IdMA consists of six major frameworks: a Policy & Governance
framework, a Technical Reference Architecture, a Privacy framework, an
Identity Management framework, an Information Management framework,
and a Federation framework. This architecture is shown in Fig. 10.
The IdMA lends itself to the creation of a series of security
chokepoints. A chokepoint enhances security by allowing a much closer
security focus, control and monitoring on a particular point of security
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interest. This leads to an increase in the level of security that is provided as
the enterprise can now focus on the areas of concern instead of trying to
cover every conceivable point of entry. This is a better solution than trying
to enforce many security controls in many different areas simultaneously.
The use of chokepoints also has the effect of reducing security costs while
increasing security effectiveness.
However, one of the real strengths of the IdMA is that it can show
the relationships between components. Most of these relationships are well
known to both researchers and practitioners. But, the IdMA can display
these relationships graphically, as shown in Fig. 10, to allow any business
unit manager to quickly grasp the relationships between systems. This can
be then be further broken down by graphically displaying the relationships
in each of the frameworks, as shown in Figs. 13 - 19.
The IdMA can also be used to test proposed changes in relationships
or the addition of new components or systems. The IdMA can be used to see
how a proposed identity management solution from a vendor could be
integrated into the IdMA. It allows an architect to run a series of integration
evaluations of identity management software against the requirements of the
enterprise. This use of the IdMA allows the architect to assess how well a
software solution will integrate into enterprise processes and workflows.
The use of the IdMA allows an architect and a CIO to plan the
integration of the IdMA into the enterprise. The IdMA shows graphically
where the important relationships exist in the integrated enterprise
architecture. This knowledge can be used to decide the priorities for
implementation. The IdMA allows the architect and CIO to decide the
priorities of implementation in order to achieve the enterprise‘s goals.
The use of the IdMA as a reference architecture offers a number of
benefits. The first benefit is that it is a tool for designing an enterprise
identity management system. The IdMA is technology agnostic, so it can be
used in any enterprise with any suite of software. It shows the enterprise
architect the relationships between processes, workflows and systems. This
will allow the architect to consider the needs of the enterprise and how to
begin planning the integration of the identity management system. This
planning is independent of the considerations of individual software systems
and their requirements.
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A second benefit is that allows an enterprise architect a tool to
evaluate potential identity management solutions.
Lastly, the IdMA and its associated documentation is the repository
of the enterprise information on identity management and integration. It
forms the baseline for all future plans and decisions on the evolution of
enterprise architecture.

7.3 Significance of the findings
The review of the literature in Chapter 2 indicated that there was no
accepted model of an IdMA that could be used by either researchers or
practitioners as a reference model or as a guide for planning solutions. This
is itself a significant issue as it indicates that the literature appears to have
ignored the need to consider identity management as part of an enterprise
deployment. This was demonstrated by the concentration of the literature on
technical solutions.
The true significance of this thesis is that it provides the first full
description of an architecture for identity management based on an
empirical multi-case study of existing designs and implementations.
The development of the IdMA in this thesis has now provided both
researchers and practitioners with a basic architecture that should be
considered as part of any approach to an identity management solution. It
also provides a common starting point on which to base further research as
well as design and implementation plans. Further, the IdMA provides a
basis for both researchers and practitioners to compare the application of
different technologies in a structured identity management architecture. The
use of the IdMA ensures that the technologies under test also comply with
the standards and policies mandated by the enterprise in the architecture.
Although the research into the development of the IdMA was
conducted primarily with government use in mind, the use of the IdMA can
be generalised to a much wider community. The IdMA was developed so
that it is both technology and enterprise agnostic. It was designed around the
needs of an enterprise and with the possible additional need to federate with
other enterprises. These characteristics are likely to true for most enterprises
in most industries and sectors.
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The IdMA uses a series of frameworks to ensure that an enterprise
can concentrate on a single aspect of the architecture at a time. This reduces
the chance of it being overwhelmed by complexity. The frameworks in the
IdMA are designed to use workflows to interact with each other so that the
IdMA becomes a coordinated and integrated enterprise design. Each
framework is designed to address an associated set of identity management
elements. This allows them to be integrated into the existing enterprise
infrastructure, its processes and workflows.
The IdMA frameworks are not a prescriptive solution. Each
enterprise may have a different approach to each of the elements of the
IdMA and may accord them differing levels of importance. The critical
point for practitioners is that the frameworks of the IdMA provide a series
of reference points around which the integration of an identity management
system can be planned for individual enterprises. The frameworks can be
used by practitioners as part of a reference architecture to ensure the IdMA
meets the requirements of the enterprise and is integrated into existing
processes and workflows. This is a notable advance in the design of this
reference architecture.
The frameworks also allow the enterprise to consider all of the
implications of an identity management system. They take the enterprise on
a journey through its own aims, policies, processes, workflows and
technologies and data. They force the enterprise to consider how those aims,
policies, processes, workflows and technologies are to be integrated with its
data and resources. The frameworks of the IdMA then show how the
enterprise should provide the data and resources to both its internal users as
well as any external users in a federation. This is a critical point for many
enterprises, their business units, and their architects.
As a result, the IdMA can lay claim to be the first reference
architecture for identity management. This is itself a important step as it lays
the foundation for further research. It also provides practitioners with the
reference architecture that has been missing until now. As a reference
architecture, the IdMA lends itself readily to adaptation to suit the particular
needs of individual enterprises.
The IdMA is technology neutral which allows it to be used in any
enterprise with any suite of software. It allows the enterprise architect to
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map the relationships between processes, workflows and systems. This
allows the architect to consider the needs of the enterprise and how to begin
planning the integration of the identity management system. This planning
is independent of the considerations of individual software systems and their
requirements. This represents another significant advance in the design of
identity management systems.
Another noteworthy development is the graphical representation that
the IdMA provides of the enterprise and its policies, processes, workflows,
technologies and data. Each of the diagrams of the IdMA and its
frameworks can be used to graphically model an aspect of the enterprise.
The diagrams can be adjusted to suit the needs of the enterprise and they
will then show how its policies, processes, technology combine with a
workflow.
The IdMA shows graphically where the most important relationships
and workflows exist in the enterprise architecture. This graphic
representation of components, relationships and workflows provides a
valuable tool for educating business units about the IdMA and its
implications. This knowledge can then be used to decide the priorities for
implementation. It is often a necessity in an enterprise to get ―quick runs on
the board‖ in order to show senior management how effective a system is.
The IdMA allows an architect and the CIO to decide the priorities of
implementation in order to achieve their goals.
This provides enterprise architects with a tool to design an identity
management system that integrates the IdMA into the enterprise. It can also
be used to evaluate other potential identity management and federation
technologies and solutions. This can take the form of investigating how
proposed identity management solutions could be used and integrated into
the IdMA. This will allow an architect to assess a software solution for
usability and integration into enterprise processes and workflows.
But it also becomes the major repository of the enterprise‘s
decisions, plans and information on the design of the identity management
solution and its integration into the enterprise. It forms the baseline for all
future plans and decisions on the evolution of enterprise architecture.
The frameworks provide the basis for documenting the enterprise
design and implementation of the IdMA. They provide a series of diagrams
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that describe the integration of the identity management system with
existing enterprise processes and workflows. They also provide the basis for
determining the processes and workflows that need to be documented and
described.
The use of the IdMA and its frameworks also provides assurance to
an enterprise and its federation partners that its identity management system
is managed in accordance with a known framework and has been included
in the enterprise ISMS. This should assure any federation partners that the
enterprise has a proper system of Security & Governance in place that will
verify and monitor both internal and federation operations. This assurance
should increase the level of trust between federation partners.

7.4 Contribution
This thesis has made a number of contributions to the knowledge of
identity management.
The first contribution is that this thesis has provided a theoretical
base for an IdMA.
The theory that some identity management elements can form
components and that some components can then form frameworks based on
the strength of their interactions is a new development in identity
management. This theory gives researchers a base from which to conduct
further research and development. It also gives practitioners a theoretical
base that can be used for planning an identity management implementation.
The data on which the theory is based came from an initial multicase study of public sector IdMA designs and implementations in Australia.
This data was analysed using a grounded theory methodology that saw the
development of a theory of the construction of an IdMA. This theory
initially stated that identity management elements can be grouped together
and that groupings of elements can be further grouped into a framework
within an architecture.
A design research phase was then started to develop an IdMA from
the data and theories developed in the first two phases. In this phase it was
found that the theory that some elements are closely coupled appears to be
correct. But the use of functional modules to join the elements into
components meant that a further examination of the theory was necessary.
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The final iteration of the theory was that components were
composed of elements and functional modules. Components are capable of
interaction with other components. Some components will be closely
coupled and these components will then form a framework. Frameworks
will then interact with each other to form an identity management
architecture. This theory facilitated the final development of the IdMA.
Another contribution is that this thesis has made is the first full
description of an IdMA.
The IdMA consists of a series of frameworks. Each framework
consists of a set of components, elements and functional modules that
interact with each other through a workflow. Each framework implements
certain architectural elements of the IdMA and addresses different areas of
integration into the existing enterprise infrastructure. Enterprise processes
and workflows are included in each of the frameworks to facilitate the
integration of the IdMA into existing enterprise architecture.
The use of frameworks allows the enterprise to concentrate on one
aspect of the architecture at a time so that it does not become overwhelmed
by complexity. The frameworks also interact with each other so that the
entire architecture becomes part of a coordinated enterprise design.
Another contribution is the use of a series of diagrams in the IdMA
to graphically represent the components, policies, processes, workflows,
data and technology in the enterprise. This was developed from Windley‘s
architecture.
The use of graphic modelling allows the enterprise to clearly see
where the most important components, relationships and workflows exist in
the enterprise architecture. This graphic representation of components,
relationships and workflows provides a valuable tool for educating the
enterprise about its own processes and workflows and the implications of
the introduction of the IdMA.
A further contribution is that the research is based on a multi-case
study that provides the first set of empirical data about the use of elements
in the designs for identity management.
This research appears to be the first study of identity management
designs to be conducted with empirical data. Generally, most identity
management research to date seems to have been theoretical and that
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research has developed concepts that are based solely on theory. The
research reported in this thesis is grounded in a study of designs for
implementation. This makes this research particularly significant as the
concepts developed are based entirely on this empirical data.
The thesis provides another contribution by developing the first
reference architecture for identity management.
The IdMA is not a prescriptive design for identity management but
instead provides a set of architectural guidance and best practice advice.
This is a critical point for both researchers and practitioners as it provides
the real interface between research and practice. As the reference
architecture is updated by current research, practitioners can access and use
the results of that research in practical design and implementations.
The final contribution of this thesis is to provide both researchers
and practitioners with the IdMA that can be used as a tool to assist with the
evaluation and design of an enterprise identity management system.
It can also be used to evaluate proposed identity management
solutions. This can be done by attempting to fit the proposed solution and its
components into the IdMA. This can give some valuable insight on how the
potential solution will fit into the enterprise architecture.
Finally the IdMA becomes the repository of the enterprise
information on identity management and integration. It forms the baseline
for all future plans and decisions on the evolution of enterprise architecture.
The different IdMA frameworks provide the basis for documenting the
enterprise design and implementation of the IdMA. They also provide a
series of diagrams that graphically describe the integration of the identity
management system with existing enterprise processes and workflows.

7.5 Further Research
This research has raised a number of further topics that may be
profitable areas for further research.
The design and use of an IdMA needs to be the subject of further
research. This study has only looked at a number of public sector designs
within Australia. While the results of this research may be generalised, there
may be other factors that are not immediately evident that have restricted or
constrained these designs. The determination of other contributing factors
will only become possible as a result of further research on a larger sample
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size. Any further research should also include both public and private sector
enterprises from Australia and other countries.
Another area of possible fruitful research is the individual users‘
attitude to the design and implementation of the IdMA. Allied to this are the
attitudes of individuals within the public sector agencies where identity
management has been or is planned to be deployed. Various individual
concerns were raised during the interviews, and the issue of Privacy
Management was perhaps the most obvious. This research would be
particularly timely given the current Government interest, both in Australia
as well as overseas, in the introduction of WoG identities for Government
employees.
This research, of course, ties into the need for public access to
Government resources and the consequent need for a Citizen Digital
Identity. Research into the public‘s attitude to a citizen digital identity and
the ways in which it can be safeguarded is also well overdue.
Another area of research that is indicated by this study is the effect
that identity management will have on work flow and work practices within
an enterprise. Workflow was identified by a number of respondents as an
important element of an IdMA, particularly in the areas of Access Control
and Provisioning, but little research has been done in this area.
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8 Glossary
Abbreviation/Term Meaning
Comments
AGAF
Australian Government
Authentication Framework
AGIMO
Australian Government
Information Management
Office
Architecture
the fundamental organization
of a system, embodied in its
components, their relationships
to each other and the
environment, and the
principles governing its design
and evolution (IEEE, 2000)
Authentication
The process of verifying the
identity claim that is presented.
COBIT
The Control Objectives for
Information and related
Technology (COBIT) is a set
of best practices, or
framework, for IT management
created by the Information
Systems Audit and Control
Association (ISACA), and the
IT Governance Institute (ITGI)
in 1992.
Distributed
A distributed model is one
Federation model
where the management of
identities and control of access
to resources is distributed
amongst a number of trusted
repositories. Each repository is
responsible for the
management of its own
identities and resources. Each
repository also trusts the
identities from other
repositories that it has trust
relationships with for access to
its resources (Casassa Mont,
Pearson, & Bramhall, 2003).
EOI
Federated Identity

Federation

Evidence of Identity
The authentication of an
entity’s digital identity across a
number of separate domains or
enterprises
A set of enterprises that share
resources as a result of a trust
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Federation model

Functional module

G2G
HR
IdAM
Identity

Identity
Management Model

Identity
Management
Solution
Identity
Management
System

IdM

IdMA

relationship that regards any
federated identity information
as valid.
A federation model is one
where a local enterprise will
allow the identities from a
remote enterprise to have
access to certain resources
within the local enterprise,
based on the authentication of
that identity within the remote
enterprise (Woodhouse &
White, 2007, p. 7)
A process or workflow related
function that joins two or more
identity management elements
Government to Government
Human Resources
Identity and Access
Another term for
Management
IdM
a set of characteristics, or
identifiers, of an entity that
uniquely identifies that entity
within a specific context or
system
a conceptual plan of the
design, structure and
components of an IdM system
and their relationships to each
other and the environment
A suite of software that is
designed to provide identity
management services for an
enterprise.
The implementation of a set of
processes, workflows and
software that provides identity
management services for an
enterprise
Identity Management – The
administration of an entity’s
digital identity so as to provide
secure and controlled access to
the resources that the entity is
entitled to use.
Identity Management
Architecture - the set of
processes, workflows,
frameworks, standards and
policies that defines and
describes a system of Identity
Management
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IdMF

IEA

IEC
IMAGE

Internet Federation
model

ISMS
ISO
ISO/IEC 17799

ISO/IEC 27001

ITIL

Identity Management
Framework - a structured set of
policies, processes, workflow
and technology that
implements an architectural
element
Information Exchange
Agreement - agreements
between parties in a federation
to create a trusted and legally
binding contractual
relationship between the
participants (Cameron, 2005a;
Cantor et al., 2003; Josang &
Pope, 2005)
International Electrotechnical
Commission
Identity Management for
Australian Government
Employees
An Internet model is one where
a trusted authentication
provider certifies the digital
identity of an entity. This
digital identity can then be
trusted by third parties who
also use that authentication
provider as a means of
authentication
Information Security
Management System
International Organization for
Standardization
ISO/IEC 17799 is an
information security standard
published by the ISO and the
IEC as ISO/IEC 17799:2005
and subsequently renumbered
as ISO/IEC 27002:2005 in July
2007, bringing it into line with
the other ISO/IEC 27000-series
standards.
ISO/IEC 27001 is an
information security
management system (ISMS)
standard published in October
2005 by the ISO and the IEC.
The Information Technology
Infrastructure Library is a set
of concepts and techniques for
managing information
technology (IT) infrastructure,
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MoU

NEHTA
PIM

PKI
Provisioning

WoG
WoVG
WoWAG

development, and operations.
Memorandum of
Understanding – used between
Government Agencies to agree
on formats of exchanging
information
National E-Health Transition
Authority
Personal Identity Manager. A
PIM is a software application,
such as Microsoft‘s CardSpace
or the open source Higgins
Project that allows an entity to
create and use digital identities
online. The aim of the PIM is
to allow the entity to control
the information provided in
each of the identity‘s attributes
and to release only those
attributes that are essential for
an identity transaction
Public Key Infrastructure
The process of granting of
access to various resources
based on the entity‘s role or
position
Whole of Government
Whole of Victorian
Government
Whole of Western Australian
Government
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Appendix A
Sample interview questions
The following set of questions is one of the sets that were used to interview
officers from an agency. Each interview was, in most cases, with a different
agency and often from a different government. Each set of questions was
therefore aimed at discovering additional information about that design.
Every set of questions therefore differed in some detail and were not fully
applicable to other agencies.
The questions were generally grouped into nine categories. These categories
aimed to discover particular information about the design in question. The
following categories were used in every set of questions and the individual
questions were changed to suit the individual design.

Motivation & goals
1. What were the drivers, or the catalyst, that started the IdM project?
2. What do you consider were the major issues that were raised in the
project?
3. What were the major inter-organisational issues?
4. Can you give an overall description of the architecture for your IdM
project?
5. What are the main pillars that you based this architecture on? – eg.
Identity administration, authentication, access management,
information administration, governance.
6. How effective was this architecture in meeting the requirements of
the project?

Objectives & constraints
1.
2.
3.
4.
5.
6.

What do you think the major objectives of the project were?
How do you think the project achieved those objectives?
What do you think the major constraints on the project were?
Did these constraints impose any limits on the project objectives?
What were the limits imposed?
Were any of these constraints overcome?

Framework
1. How effective is the framework in meeting the objectives of the
project?
2. Was the framework as described adequate to meet the needs of the
project?
3. In what ways did it best fit the needs of the project?
4. In what ways did it fail to meet the needs of the project?
5. What changes to the framework have been proposed?
6. What changes have actually been made?

Information management
1. How has the Info Management module been introduced into
agencies?
2. Have agencies adopted the 17799 & PSM classification system?
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3. How effective is it?
4. Were there any previously existing classification systems?
5. Has any form of Info Management module been introduced as part
of IdM?
6. How effective is it?
7. Were there any previously existing Info Management systems?

Entity Management
1.
2.
3.
4.
5.
6.
7.
8.
9.

Is the centralised issuing of WoG employee numbers in place?
Does it cover all agencies?
How effective is it?
Is a centralised WoG directory service in place?
Does it cover all agencies?
How effective is it?
How are temporary employees handled by the system?
How are contractors handled by the system?
Are any exceptions allowed?

Authentication Management
1. The authentication management module saw a gradual move to an
SSO type environment. Does authentication occur through a WoG
directory service or through agencies?
2. Which directory service will become the principal authentication
service for employees?
3. Has any change in authentication had an effect on users?
4. What was the effect?
5. Are there any issues as a result of changing the authentication
service?
6. How were the issues resolved?
7. The design indicated that Multi-Factor Authentication (MFA) may
be used in certain circumstances. Has MFA been deployed anywhere
within WoG?
8. In what circumstances has MFA been deployed?
9. How successful was the introduction of MFA?

Access Management
1. As part of the design, access management was to be abstracted from
applications to an access management layer. Has this abstraction
occurred?
2. How effective is the abstraction of access management?
3. What issues have been found with this move to an access
management layer?
4. How is access management handled for individual applications?
5. How effective do users find it?
6. What access management model is used?
7. Is this model used in all agencies?
8. Are there any issues with this model?
9. How are users provisioned into a resource in this access
management model?
10. How effective is this provisioning?
11. What issues exist with this provisioning?
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Shared Services
1.
2.
3.
4.
5.
6.
7.

Is entity management centralised?
Are credentials issued centrally?
How is the credential life-cycle managed?
How is the entity life-cycle managed?
How effective is this centralised entity management?
What issues have been raised?
How is privacy handled within the centralised entity management
system?

Governance
1. How is operational governance handled:
a. For centralised services?
b. For individual agencies?
2. How effective is operational governance?
3. What issues have been raised by operational governance?
4. What do you see operational governance being comprised of?
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